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ABSTRACT

The widespread engagement with social media platforms in recent years has made
cyberbullying a significant concern. Individuals may have catastrophic side effects from that
as well, including despair, anxiety, and even suicide. Due to the difficulty of manually
detecting and categorizing vast volumes of electronic text data, conventional methods for
recognizing and combating cyberbullying have not proven successful. As a consequence,
deep learning methods have become a potential solution for this situation. Artificial neural
networks and other deep learning approaches can automatically identify patterns and
features from a massive quantity of data. These methods may be applied to electronic text
data analysis to spot cyberbullying-related trends. Techniques for natural language
processing may be used to text data to extract useful features like sentiment, emotion, and
subjectivity. A sizable dataset of electronic text data was gathered from multiple social
media platforms like Twitter, Instagram, YouTube, and many more sites in order to examine
cyberbullying in social media using machine learning and deep learning techniques. The
data needs to be initially prepared so that deep learning algorithms may be trained on it
before cyberbullying analysis can be done. Manually annotated data from a corpus collection
was used to label the information for deep learning purposes. Pre-processing is a vital part
of the data preparation process for cyberbullying detection. There are several varieties of
Arabic, but the three most common are dialect Arabic, Modern Standard Arabic, and
Classical Arabic. Because of its widespread use on social media, DA Arabic is the subject
of this essay. Based on the existence of cyberbullying, the data was then preprocessed and
classified. In this work, two cases of classification were adapted. The first case was 2-classes
classification where the data labeled as either cyberbullying or not cyberbullying. The
second case was 6-classes classification which consists of six different cyberbullying types.
To categorize electronic text in these two cases, deep learning models such as convolutional
neural networks and recurrent neural networks and a combination of CNN-RNN were
trained on this data. In an independent test set, the trained models were assessed, and they
showed promise in identifying cyberbullying via social media. The results that obtained
from 2-classes classification showed a superiority of LSTM in terms of accuracy with
95.59%, while the best accuracy in the 6-classes classification gained from implementing
CNN with 78.75%. Meanwhile the f1-score results were the highest in LSTM for the 2-
lasses and 6-classes classifications with 96.73%, and 89%, respectively. These findings

emphasize the potential for deep learning techniques to be applied in the development of



automated systems for identifying and combating cyberbullying on social media and show
how well they work in detecting cyberbullying.



ABSTRACT (in Arabic)
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1. CHAPTER ONE: INTRODUCTION

Nowadays, the Advances in technology have greatly improved our ability to access
information, communicate with others, and complete tasks quickly and efficiently. However, there
are also concerns about the negative impacts of technology, such as its effects on cyber-
attacks and threats to privacy, security, and social interactions. Statistics declared that about
18% of kids in Europe were suffered either by people bullying or effected via harassing them
by the Internet connections and mobile communication. Twitter is a common interacting
social networking platform that permits users to share their information by tweets or

comments.

All the People around the world now are technologically communicated, regardless
of timing, the location or the distance between them. Social networks platforms are trending
nowadays, and the majority of the people, particularly the teenagers, are passionate to join
and interconnect with the online relationships. The anonymity of social media, where users
usually utilize fake names rather than their real names, has resulted in a massive number of
cybercrimes. There are several types of online crime, for instance, cyberbullying which

cause suffering for the bullied.

Cyberbullying is considered a severe ethical affair on the internet platforms, and the
number of bullied persons who have been cyberbullying victims, mostly teenagers, is
annoying. Cyberbullying refers to the use of technology, such as social media, to harass,
intimidate, or otherwise harm others. This can include actions such as posting hurtful
comments or messages, sharing embarrassing pictures or videos, or creating fake profiles to
mock or harass someone. Cyberbullying can be particularly harmful because it can happen
24/7 and can be difficult for the victim to escape from, as social media is often a constant
presence in their lives. Additionally, the anonymity and distance provided by the internet
can make it easier for bullies to act aggressively and without consequence.

In order to estimate cyberbullying propagation, various research papers have
discussed cyberbullying, and the results proved that cyberbullying is a common issue
between the youth nowadays, with an increasing number of victims [1]. Various techniques

of cyberbullying detection have been structured to monitor and prevent cyberbullying.

Studies have increased in the domain of cyberbullying detection. In spite of the
propagation and the negative impact within the Arabic culture, some researchers have

1



studied this form of offensive in the Arabic language [2]. The cyberbullying on the Arabic
platforms is yet restricted and is considered a problematic work due to several causes: First,
the Arabic spoken language has extremely complicated morphological entities. Second, the
majority of the Arabic people speak colloquial Arabic rather than modern standard Arabic
(MSA). Actually, there are various words that are not permitted in the Arabic culture,
meanwhile, they are completely agreeable in other societies [3]. For instance, the expression
“dog” """ or the word “_s” “donkey” are examples of farm animals. Nevertheless, it is
not allowed to utilize these forms of expressions in different contexts, for example describing
people or actions. Nowadays, the cyberbullying automatic detection has led to significant
development in cyberbullying classifications, particularly in English language, like in [4]
and [5]. However, few studies have been done utilizing deep learning for Arabic
cyberbullying detection on social media thus, we aim in this study to enhance the accuracy

of the Arabic cyberbullying detection and improve the performance of the system.

1.1 Problem Definition
Cyberbullying detection is one of the essential domains that is widely extended due
to the increase in online communications. The definition of cyberbullying is “willful and
repeated harm inflicted through the use of computers, cell phones, and other electronic
devices”, is to identify the reviewer’s feelings toward a topic using textual context. The goal
of Cyberbullying detection is to identify the cyberbullying on social media using the Arabic
language in the textual context.

The problem statement can be depicted as the detecting reviews polarity to be
classified as negative, positive, or neutral and specify the negative polarity as cyberbullying.
The reality that the Arabic language has not been considered as much as the English language
is a wake-up call for all Arabic scientific researchers. Nevertheless, in the past few years, we
can notice a remarkable effort done in Arabic cyberbullying detection resources. The Arabic
language has much more challenges than foreign languages due to its complex morphology
and the presence of different dialects.

This study additionally examines how significant it is to interest from deep learning
for detecting cyberbullying on a large scale such as in social media using Arabic language.
The research challenge is evaluated by contrasting the performance of many deep learning
classifiers with a number of datasets. The outcomes will assist us recognize how helpful deep

learning models are in classifying Arabic text and detecting cyberbullying in social media.
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1.2

Research Objectives

The main goal of this research is to seek for answering to the following challenges

To classify the Arabic tweets into two categories cyberbullying and Non-
cyberbullying.

To generate a table of “Arabic cyberbullying” expressions from the collected data.
To apply deep learning classifiers on the collected dataset and compare the empirical
results with conventional learning techniques results obtained from previous
research.

To generate our model by utilizing Python.

The research aims to answer the following questions:

RQ1 How can cyberbullying and online abuse be detected and prevented on Arabic social

media platforms.

RQ2 What are the issues and how to solve them for the processing of the Arabic tweets?

RQ3 What is the best performing model for cyberbullying detection?

1.3

Thesis Contribution

The dissertation’s objectives are to fill the research gap for cyberbullying

detection in Arabic social media and focusing on the dialect Arabic. It shows and

examines various deep learning calcification models for Arabic social media

cyberbullying reviews. We also seek to enhance these DL models to gain superior

results for the Arabic language. We supply a new dataset for cyberbullying

detection for Arabic social media.

1.4

Dissertation Organization

The dissertation is organized as follows:

Chapter 1: introduction: presents an overview of the cyberbullying
Chapter 2: Related work: proposes a summary of the studies that has
been deducted in this domain.

Chapter 3: Background: review of cyberbullying and the fundamental
concepts engaged. It investigated several cyberbullying technique designs,
the importance of cyberbullying detection, and its challenges.

Chapter 4: Dataset Corpus: collect and analyze the datasets that are

utilized in this thesis.



e Chapter 5: Methodology: illustrates the data collection methodology.

e Chapter 6: Evaluation and Results: shows the experimental results that
we gained by implementing deep neural network techniques which are
CNN, RNN and the combined CNN-RNN and make a comparison
between them.

e Chapter 7: Conclusion And Future Work: it concludes the dissertation

and supply potential orientation for future research.



2. CHAPTER TWO: RELATED WORK

This section presents a literature review of various bullying classifications and
sentiment analysis that researchers proposed in their works. The majority of the previous
works deducted in the cyberbullying and sentiment analysis can be categorized into three
groups: machine learning, deep learning and sentiment orientation. The previous works of
cyberbullying and sentiment analysis mostly utilized machine learning techniques, for
instance, Naive Bayes (NB), Decision Tree and Support Vector Machines (SVM). Scholars
tended to neural networks for cyberbullying detection by utilizing CNN, LSTM or RNN.

2.1 Arabic Sentiment Analysis Using Machine Learning and Neural

Network
Nowadays, various researches have been used in Machine learning and deep learning
in the field of NLP, involving sentiment analysis in several languages. Despite all the
research performed on English sentiment analysis, few studies have been conducted on

Arabic social media.

It is obvious that analyzing such huge data to enhance products, services, and meet
customer needs is quite difficult [6]. Thus, employing cutting-edge sentiment analysis tools,
the evaluation process must be automated. The majority of earlier efforts concentrated on
text-based, mono-modal sentiment analysis. The most recent support vector machine
(SVM)-based classification approach is described and validated in this research utilizing a
fresh Arabic multimodal dataset. The authors of this study considered SVM as a classifier

without considering any other classifiers to validate the results.

The purpose of [7] study is to enhance the sentiment analysis's labeling procedure.
There were two strategies used. In order to build a framework of trustworthy Twitter
messages with positive, negative, or neutral feelings, a neutral class was first added. The
second strategy involved relabeling in order to streamline the labeling procedure. The
labeling procedure in this study only applied to seven positive or negative random features:
"profits” (zLL)), "losses" (Lia), "green color™ (L=a¥ o si), "growing” (33L), "distribution™
(=059, "decline™ (u=leail), "financial penalty" («!_¢), and "delay" (J=b). Twenty tweets out
of the 48 that were recorded and evaluated had their labels changed, which decreased the
categorization error by 1.34%. The researchers in the previously reported study had

limitations and restrictions in the size of the data.



The "OMAM" systems that we created for SemEval-2017 challenge 4 are discussed
in [8]. For subtask A, the authors assessed English cutting-edge techniques using tweets in
Arabic. With regard to the remaining subtasks, researchers presented a topic-based
methodology that takes into account subject specificities by anticipating the topics or areas
of incoming tweets and using this knowledge to forecast their emotion. The results show that
translating the English state-of-the-art technique into Arabic has produced good outcomes
without major improvements. The topic-based approach ranked the first place in subtasks C
and E and second in subtask D. the results showed accuracy of 41% which can be improved
more in addition to the fact that the researchers implemented single type of classification
which is LSTM without considering any comparison between other types of classifications

for results evaluations.

investigation of Arabic Twitter characterization in [9] intended to enhance
knowledge of the subject while also facilitating a better understanding of Arabic Tweets.
Also, studies examined the effectiveness of the two schools of machine learning, namely
the feature engineering technique and the deep learning methods, on Arabic Twitter.
Researchers took into account models that have attained state-of-the-art performance for
English opinion mining. Findings demonstrate the benefits of deep learning-based methods
and underline the necessity of employing morphological abstractions to deal with the
intricate morphology of Arabic. The results obtained 58% accuracy which can be enhanced

more.

Convolutional neural networks (CNNs) for ASA are examined in [10] using a system
we developed called CNN-ASAWR on the ASTD and SemEval 2017 datasets. We
investigate the impact of different word representations that are unsupervised and acquired
from unlabeled corpora. Without utilizing any sort of hand engineering features,
experimental findings showed that we were able to surpass the prior state-of-the-art methods
on the datasets. The study focused on CNN classifiers without considering other forms of

classification to validate the results.

The tweets in [11] study's Arabic-language Twitter corpus from Jordan are labeled
as being either positive or negative. It looks at various supervised machine learning
sentiment analysis methods as they are implemented to social media posts made by Arabic
users on topics of general interest in either Modern Standard Arabic (MSA) or Jordanian

dialect. A variety of weight schemes, stemming, and N-grams terms approaches, as well as
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other circumstances, are tested in experiments. The experimental findings show the best case
for each classifier, and they show that the SVM classifier, which uses the term frequency-
inverse document frequency (TF-IDF) weighting scheme and stemming through Bigram's
feature, outperforms the Naive Bayesian classifier. Also, the outcomes of this study fared
better than those of similar previous studies. The authors in this study were restricted with
limited size of data.

In the research [12], the authors provided a set of characteristics that were combined
with a sentiment analysis method constructed using machine learning by utilizing
Complement Naive Bayes (CNB), and used on datasets from social media in Egyptian,
Levantine, Saudi, and MSA Arabic. An Arabic Emotion Lexicon was used to determine
many of the suggested traits. Additionally, the model includes emoticon-based features and
input text-related information, such as the number of text segments, the length of the text,
whether or not the text finishes with a question mark, etc. among six of the seven datasets
the researchers tested on and which are all benchmarked, the authors demonstrate that the
offered features have improved accuracy. The researchers of this investigation applied

(CNB) solely without considering any other models for evaluation purposes.

In [13], the authors introduced Hotel Arabic-Reviews Dataset (HARD), the largest
Arabic book reviews dataset for machine translation and sentiment analysis. 490587 hotel
reviews from the Booking.com website are included in HARD. Each entry includes the
Arabic-language review text, the reviewer's star rating (from 1 to 10) and other details about
the hotel/reviewer. They provided both the entire unbalanced dataset and a portion that is
balanced. The researchers built six well-known classifiers utilizing Modern Standard Arabic
(MSA) and Dialectal Arabic to analyze the datasets (DA). Researchers evaluated the polarity
and rating classifications of the sentiment analyzers. The authors restricted themselves to a

limited set of domains.

Despite that, the research work appeared by the unsupervised method is restricted by
the data size and the area of the lexicon which restricts the generalizations of the machine
method, especially when implementing deep learning methods. Additionally, the works
demand knowledge and expertise in this area. Rather than that, the fact of utilizing a sole
single classification model without considering a comparison with other models, affects the

outcomes results.



2.2 Arabic Cyberbullying Using Machine Learning and Neural Network
Because researchers encountered numerous challenges in detecting cyberbullying in

the Arabic context, machine learning techniques are utilized to automatically detect the
cyberbullying. Furthermore, it assists the agencies in the government in quickly resolving

issues and creating a secure and safe virtual world environment.

In [2], the authors proposed the Naive Bayes (NB) classifier algorithm for detecting
cyberbullying on Arabic platforms. They trained and tested the classifier on a real data set
that gathered from Twitter and YouTube. Their Arabic corpus included 25,000 comments
that had been manually labeled as either bullying or non-bullying. They implemented the
NB classifier for detecting CB, where the obtained accuracy rate was 95.9%. The researchers
obtained the results with only a single model without comparing the results with other

models.

[14] utilized a feedforward neural network for Arabic cyberbullying detection, where
tweets used as the dataset. The researchers altered several parameters in the neural network
to make changes and gain better accuracy. The parameters consist of the hidden layers
numbers, the epoch’s numbers, and the size of the batch. After various training experiments,
the researchers have achieved better performance after a few epochs. 16 optimum batch size
and the 7 hidden layers were given the best results with 94.56% accuracy. From the results,

the authors didn’t compare the results with other models for validation.

[15] This strategy is built on data mining techniques that are implemented to a dataset
collected from comments on Arabic Facebook postings, and it also presented an algorithm
to gauge the cyberbullying severity in a comment. The results obtained an accuracy of 77%
in cyberbullying detection by applying Support Vector Machine classifier compared with
Adaptive Boosting technique which acquired the highest Precision rate of 94%. The research
achieved the objective target but with limitation and restriction in the size of the dataset

beside that they focused only on the Syrian Slang without considering any other dialects.

Several classifiers were implemented in this research, SVM model and a radial
function kernel, where Lexical features alongside pre-trained embedding were studied in
[16]. The results obtained from SVM were the best with 88.6%. The authors studied the
SVM sole without comparing results with other classification methods for the evaluation

purposes.



With the intention of serving as a benchmark dataset for the automatic detection of
Tunisian hazardous contents on social media, [17] offered the Tunisian Hate and Abusive
Speech (T-HSAB) dataset. We give a thorough analysis of the data gathering procedures and
how we create the annotation standards to ensure accurate dataset annotation. The
annotations consistency was later highlighted by a thorough study of the annotations, which
used the metrics of Cohen's Kappa (k) and Krippendorff's alpha (o) for annotation
agreement. Similarly, [18] presented research aimed at finding offensive words on Arabic
social media. With the use of typical patterns seen in harsh and disrespectful interactions,
researchers extracted a list of profane terms and hashtags. Also, they categorized Twitter
users based on whether or not they utilize any of these words in their tweets. Using this
classification, authors increased the list of profane words, and presented the findings using
a newly constructed dataset comprising categorized Arabic tweets to (obscene, offensive,
and clean). The researchers in the previously mentioned studies, considered the difference
in Arabic dialects and its impact on detecting offensive text, which limited their focus to a

single dialect solely.

[19] generated a sizable Arabic dataset for obscene and offensive language. In order
to understand how abusive language is used by Arabic speakers and what themes, dialects,
and gender are most frequently connected with offensive tweets, researchers analyze
datasets. To get strong findings (F1 = 79.7) on the dataset, they conduct numerous tests
utilizing Support Vector Machine algorithms. The authors applied only one classifier which
is SVM, where the results are not compared with other classifiers to validate the proposed

method.

For sub-task A of the Multilingual Offensive Language Identification shared task
(OffensEval 2020), a component of the SemEval 2020, we discuss in this study how we plan
to use pre-trained BERT models with convolutional neural networks. We demonstrate that
CNN and BERT work better together than alone, and we underline the value of employing
pre-trained language models for downstream tasks. Our system placed fourth in Arabic with
a macro averaged F1-Score of 0.897, fourth in Greek with a score of 0.843, and third in
Turkish with a score of 0.814. We also share with the community ArabicBERT, a set of pre-

trained transformer language models for Arabic.

For sub-task A of the Multilingual Offensive Language Identification shared task
(OffensEval 2020), a component of the SemEval 2020, [20] discussed in this study how to
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use pre-trained BERT models with convolutional neural networks. Scholars demonstrated
that CNN and BERT work better together than alone, and they underlined the value of
employing pre-trained language models for downstream tasks. The proposed system placed
fourth in Arabic with a macro averaged F1-Score of 0.897, fourth in Greek with a score of
0.843, and third in Turkish with a score of 0.814. They also shared with the community
ArabicBERT, a set of pre-trained transformer language models for Arabic. The authors

restricted and limited the proposed study with the dataset size.

2.3 English Cyberbullying Using Machine Learning and Neural

Network
The research paper [4] implemented machine learning using SVM and (NB)
classifiers to detect and prevent bullied comments and tweets. The data was collected from
Twitter and they gained 71.25% as a highest accuracy which can be enhanced more.

Several classifiers were implemented in this research, SVM model and a radial
function kernel, where Lexical features alongside pre-trained embedding were studied in
[16]. The results obtained from SVM were the best with 88.6%, which can be improved

more.

A hierarchical attention network that considers these elements of cyberbullying in
order to detect it was suggested in [21]. The main distinguishing features of our method
include | a hierarchical structure that mimics the social media session structure.; (ii) stages
of algorithms used at the phrase and post level, allowing the model to pay varied levels of
focus to words and posts, based on the scenario; and (iii) a cyberbullying recognition
mission that additionally predicts the duration between two adjacent remarks. The suggested
design beats the state-of-the-art approach, according to tests on a dataset collected from
Instagram, the social networking site where the greatest number of individuals have suffered
extreme cyberbullying. The authors of the previously mentioned studies didn’t determine

which kind of cyberbullying they are identifying.

[22] demonstrated how DNN models may be utilized for cyberbullying detection on
a variety of topics across numerous social media platforms (SMPs). For all three datasets,
these models outperformed the state-of-the-art results when combined with transfer learning.

Authors conducted the experiments with a limited size of data.
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The ability to categorize a tweet as racist, sexist, or neither is how [23] described this
assignment. This assignment is extremely difficult due to the intricacy of the natural
language constructs. To manage this complexity, the authors conducted extensive
experiments with a variety of deep learning systems. The tests on a dataset consisting of 16K
labeled tweets demonstrate that these deep learning techniques perform about 18 F1 points
better than the most advanced char/word n-gram techniques. The obtained high F1 scores

are because of the over-fitting [24].

In order to identify whether or not the text contains hate speech, [25] suggest
employing a deep learning technique with the Recurrent Neural Network (RNN). There are
652 records classed as hatred in the 1235-record total twitter dataset that employs it. The
authors focused on a single type of classification which is (RNN) to detect the hate speech
without considering comparing other classification techniques which lower the evaluation
of the proposed method.

In [26] research aims to investigate how Natural Language Processing can be used
to identify hate speech. Also, this research uses a dataset to apply a recent method in this
area. Convolutional Neural Networks (CNN) are a type of deep learning algorithm that have
been proposed because they outperform traditional methods for text classification issues.
Each tweet is categorized by this classifier into one of the three categories in the Twitter
dataset: hate, offensive language, or neither. This model's effectiveness has been evaluated
by measuring its accuracy as well as its precision, recall, and F-score. The final model has a
91% accuracy, 91% precision, 90% recall, and a 90% F-measure. The authors concentrated
their study on CNN for the purpose of hate speech recognition without taking into account
the comparison with other techniques which would decrease the evaluation of the presented
model.

In conclusion, after reviewing the previously mentioned approach, we can clarify that
our research will resolve the majority of the restrictions of the previous and recent researches
in the cyberbullying detection of Arabic social media.
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3. CHAPTER THREE: LITERATURE REVIEW

3.1 Background

In the recent days, the global has seen various revolutions that were made doable by
Social Media. It is a highly effective innovation of our lives, and is an impressive way to
increase the borders of the person’s experiences and become active on the social. Though,
social media is a two-sided arm. Several anti-social attitudes, in other words bullying, are
spotted on social media. Bullying has recently been part of rising up. Furthermore, this is not

restricted to children or youth; anyone can be a bullying victim.

3.1.1 Cyberbullying Definition

Cyberbullying is officially definite as “willful and repeated harm inflicted through
the use of computers, cell phones, and other electronic devices” [27]. Another definition is
“an aggressive, intentional act carried out by a group or individual, using electronic forms
of contact, repeatedly and over time against a victim who cannot easily defend him or
herself” [28]. In brief, bullies normally avail the use of technical communication for harming
people. This hurt may be inspired by annoyance, prevention, payback, or from a basic wish
to manipulate others or to sense more power [29]. Occasionally, children cyberbully others
to fit with their own low self-confidence and/or to cope with their analogues [29]. There are
many types of bullying. When any form of bullying is published, it is very hard to retrieve
these posts back off from the social media websites. This can happen any time of the day,
even day or night time for the whole week. This can affect the victims whenever they are,
by themselves, in public areas, at school, or even in the sports yards [27]. Cyberbullying
authorizes a bully to embarrass and offend the victim in online societies without ever being
predictable. Moreover, punishment fear or being a social castaway prevents victims and
bystanders from reporting the incidents. This becomes a tough problem to manage.
Cyberbullying attitude is not only inadmissible, but can also lead to tragic consequences.
The researchers in [30] show that “critical impacts occurred in almost all of the respondents’
cases in the form of lower self-esteem, loneliness and disillusionment and distrust of people:
The more extreme impacts were self-harm and increased aggression towards friends and
family”. They also mentioned that many victims progressed “coping strategies.” Several
times, victims attempted to cope with cyberbullying all by themselves, which led to a tense

case. Moreover, it is difficult for victims’ parents to realize what is going on with their kid
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online. For support systems to be able to assist the victim, they have to recognize the
cyberbullying or any indicator of it at the initial. They should not anticipate the victim to
inform them regarding cyberbullying. This demands for automated cyberbullying detector

programs that could warn family’s members about cyberbullying.

3.1.2 Cyberbullying on Social Media

Compared to spam detection mails, where several recipients receive the same
broadcasted message, detecting cyberbullying, which is more individualized and context
directed, is much harder. Most cyberbullying has been determined to concentrate on specific
subjects consisting; racism and ethnicity, sexual identity and sexuality, shape of the body
and look, intellect, and sociable incorporation and rejection. Recognizing whether a textual
expression and its sentiment can cope with these topics, and the tone is positive or negative,

would be essential in detecting probable cyberbullying comments [31] [32].

3.1.3 Cyberbullying Forms

This part specially concentrates on the features of cyberbullying detection in social
media. It comprises user personality’s features, sentiment features, emotional features and

Twitter-founded features.

There are various forms of cyberbullying reported in the social media as following
[33]:

1- Exclusion: exclude or eliminate somebody from a group in social media. This can cause
a victim feeling dejected and secluded.

2- Harassment: sending frequent harmful and insulting online messages to a victim where
messages may include threats.

3- Cyberstalking: sending fake accusations and threats to the victim about him and his loved
ones which frightening him.

4- Outing: posting private and personal information about the victims in the public on social
media without their permission.

5- Frapping: when someone uses your account on social media and claims they are the
account’s owner to post improper materials. In this case, the victim is strapped to online

content that can destroy his reputation.
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6- Trolling: posting contentious comments on social media purposely to upset others on
social media to hurt others.

7- Dissing: Posting private information or photos about another person with the intent to
damage their reputation or fame.

8- Flaming: Initiating an online fight with the victim.

9- Denigration: Publishing false gossip about someone else.

10- Trickery: tricking people to the trust point so they can give out secrets, thus getting
humiliated or getting made fun of.

11- Masquerade: the bully pretends to be someone who is not. Cyberbullies can set up fake
online profiles on behalf of victims. They can use these profiles to publish false content in
their victims’ names without the victims’ consent.

12-Catfishing: stealing somebody’s identity online and creating a false profile to fool others.
The majority of the studied literature does not identify which form of cyberbullying they are
detecting in their studies. Nonetheless, the most public form of cyberbullying is online
harassment as in the literature [34] [35] [21]. There are sub-forms of harassment declared in
the revised literature such as Aggression [36], [37] and Toxicity [38]. Figure 1 illustrates the
cyberbullying forms.

@ Exclusion

@ Harassment

@ Cyberstalking

@ outing

. Frapping

Cyberbullying [ Il
Forms @ Dissing

@ Flaming

@ Denigration

@ Trickery
@ Masquerade

@ catfishing

Figure 1: Cyberbullying Forms
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3.1.4 Sentiment Analysis

Sentiment analysis, also known as opinion mining, is the use of natural language
processing, text analysis, and computational linguistics to identify and extract subjective
information from source materials. It is used to determine the attitudes, opinions, and
emotions of a speaker or writer with respect to some topic or the overall contextual polarity
of a document. Sentiment analysis can be used to monitor public opinion on social media
platforms, analyze customer feedback, and even assist in political campaigns. It is an
important tool for businesses and organizations to understand how their products and
services are perceived by the public.

Sentiments are represented by the ideologies or concepts excited by the sensations
fastened with something, usually classified as positive, neutral or negative [39]. It is obtained
from the demonstrated opinion in a document, sentiments or text subjectivity on social
media. The method in which the unformed data are computationally treated, is addressed as
sentiment analysis, and can be classified into machine learning method, lexicon-based
technique and hybrid approach [40]. Machine learning method implements algorithms such
as SVM, Naive Bayes, Decision Tree, etc., while the lexicon-based technique is based on
sentiment lexicons (i.e. dictionary of opinion expression and phrases with the designated
polarities and severity) for measuring a text sentiment. In the situations of cyberbullying,
sentiment has been utilized to differentiate between no bullies, victims and bullies [9]-[11].
For illustration, [41] specified victims of cyberbullying utilizing their sentiment scores as
victims frequently face negative feelings or emotions such as loneliness, anxiety and

depression.

3.1.5 Emotion

Contrasting sentiment analysis, emotion analysis detects forms of sensations via the
text expression, such as outrage, disgust, panic, happiness, sorrow, and surprise. Three
popular techniques occur in textual emotion discovering, known as, keyword-based (i.e.
utilizing dictionaries’ synonyms and antonyms type), learning-based (based on the classifiers
that earlier trained) and hybrid (mixture of keyword and learning techniques) [44]. Emotion
analysis have been implemented in several fields, for instance, novels [45] as well as suicide
notes [46], [47]. Authors in [41] determined seven emotions, which are popular in
cyberbullying attitudes, and those are empathy, embarrassment, anger, relief, pride, fear, and

sadness. To be particular, the researchers discovered accusers give more fright but fewer

15



anger, comparing victims beside reporters who appeared to face more grief and comfort. [48]
checked the existence of anger, fright and sadness in cyberbullying, though, no magnificent
effect was recorded even though a development on the accuracy in specifying aggressive
attitude.

3.1.6 Arabic Language

Arabic is a language that is spoken by over 300 million people in the Middle East,
North Africa, and the Horn of Africa. It is the official language of many countries, including
Saudi Arabia, Qatar, Kuwait, Iraq, Egypt, Lebanon, and the UAE. Arabic is a Semitic
language, related to Hebrew and Aramaic. It is written in a form of the old Aramaic alphabet,
which was developed in the Middle East over two thousand years ago. Arabic is written from
right to left and consists of 28 alphabets, and its syntax is quite different from English. Arabic
Is also an important language in the Muslim world, as it is the language of the Qur’an, the

holy book of Islam. Arabic is also used in many Muslim countries as a second language.

The complicated morphology of Arabic linguistics excludes researchers from
studying it. There are three types of Arabic language: The first one is the Classical Arabic
which is the ancient language and is the language of the Holy Quran, and Muslims utilize it
in their prayers. The second type is the Modern Standard Arabic (MSA) that is considered
the official language spoken in news broadcasts, formal documents, and education, and is
well known by the Arabs. The last type of the Arabic Language is the Dialect accents and
are the spoken linguistic among the Arabic people. The dialect accents differ from place to
another where the Arabic word consists of around 10 dialects based on their location [49]
[50]. The difference in the dialects created differences in meaning of some words, for
instance the “Yetqalash” which is expressed in Yemini for a compliment while in Morocco
it means an offensive. Due to the Arabic language nature, it is considered challenging, where
there is no Capitalization in its words [49]. Arabic morphology causes a lot of confusion
where the Arabic corpus is considered rare. Arabic linguistics is ranked the 7th over the
universe, and it is growing widely over the social media which motivate the research in the

Arabic linguistic domain.

A comprehensive search was conducted on convenient publications and articles and
rare previous publications was performed for cyberbullying detection using Arabic language
textual except few papers in the area of machine learning and Natural Language Processing

(NLP). The earlier research accomplished in Arabic applied text preprocessing or
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classification of the text. In the [51], the researcher presented a key phrase extraction
technique to join multiple key phrase extraction techniques with ML methods. The outcomes
from the key phrase extraction techniques are utilized as features to the ML techniques while
the ML method classifies these features as even a key phrase or not. They contrast their
results by utilizing three ML algorithms: Linear Discriminant Analysis and SVM [52], and
Linear Logistic Regression [53]. Their results proved that SVM presents the optimum results
in key phrase extraction amongst the others. Much research had been performed in Arabic
known entity extraction, for example Named Entity Recognition for Arabic (NERA) [54], to
clarify the appropriate names in Arabic text and documents. NERA utilizes a list of named
entities and corpus compiled from a variety of resources; the evaluation was done via recall,
precision and F1. The outputs showed satisfaction results; 86.3%, 89.2% and 87.7% for
person named entities. Spam emails filtration using Arabic and English language was
performed in [55]. They performed the proposed technique on pure Arabic, pure English and
a combination of Arabic and English emails. Many ML methods were utilized, consisting
K-Nearest Neighbor (K-NN), NB, SVM [56] and Neural Network. The performance of the
proposed technique was evaluated across all the previously mentioned methods and SVM
showed the premium results in the pure English among the others. The system performance
in the Arabic emails was not satisfactory compared to the English, because of the
complicated nature of the Arabic language. The research also confirmed that stemming
Arabic wording improved the efficiency of the classifiers, while NB proved the best
performance with 96.78% Recall and with F1 of 92.42% measuring. In addition, there are
some efforts for detecting spam emails in social media, for instance twitter. Researchers in
[57] enhanced a system to detect spam messages in Arabic tweets. The proposed system

performed remarkable results based on the accuracy, precision and recall measurements.

Sentiment analysis is considered one of the text classification groups. Sentiment
Analysis sorts the textual into positive, negative or natural [58]. Sentiment analysis was
founded by [59] using Facebook comments in Arabic. They constructed a corpus from 6000
comments extracted from Facebook, preprocessing the data, then implemented
classifications to specify the sentiment type. Three types of classifiers were implemented:
NB, Decision Trees and SVM. The results proved the effectiveness of SVM compared with
the other methods with accuracy 73.4 %. Another research was conducted for sentiment
analysis for Arabic tweets done by [60]. Their specific contribution was done on dialects and
Arabizi. They combined K-NN, SVM and NB to classify the comments, and that NB
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provided the best results. In [61], the researchers utilized the dialectic Arabic text for
detecting the sentiment. For the detection, they implemented two methods: translating the
dialectical terms into MSA, then the detection is performed by MSA lexicon. The second
way was via dialectical lexicon detection. SVM besides NB were used as classifiers to detect
the polarities either positive or negative. The obtained results proposed enhancement in
Precision, Recall and F-measure for translating into MSA over the other method. In [58], the
sentiment analysis was performed on Arabizi as well. The proposed system firstly converted
the Arabizi text into Arabic via utilizing their technique. They used the crowdsourcing tool
to label the data then implement SVM and NB as classifiers. A comparison was conducted
between SVM and NB, and the results proved the outperformed SVM. In Saudi Arabia, the
Arabic tweets were analyzed by [62]. They utilized a hybrid method for analyzing tweets.
The hybrid technique consisted of constructing a classifier besides training it via a one-word
dictionary. The results were compared with the supervised learning method and the results
proved the superiority of the hybrid technique. An impressive research was conducted on
stemming for Arabic linguistics. Stemming is a process of decreasing the word to its root
[63]. Various Arabic stemmers are obtainable, consisting rule-based stemmers, for example
Khoja [64] besides light stemmers where Light stemmers eliminate letters from words —

suffixes and affixes- without knowing the words’ roots.

3.1.7 Arabic Text Cyberbullying Types

Cyberbullying is a phenomenon that is becoming harsher worldwide, and regrettably,
it is also a concern in Arabic-speaking nations. The Arabic language is expressed as a
delicate and complicated language. Arabic slang tweets were labeled by appending “bullying

attitude” which classified based on the following cyberbullying forms [15]:

1) Sexual Cyberbullying: this form contains the embarrassing words to the persons with
sexual offense for instance as “Slut” "4a.l8",

2) Physical Sexual Cyberbullying: this type of cyberbullying consists of particularly the
body's private sexual portions.

3) Religious cyberbullying: this form consists of the expressions that aim at the religious
and doctrine of the victims, such as: "¢a" which means “traitor”.

4) Political Cyberbullying: this type includes the bullying expressions that target the

behavior in politics, for instance: "4ssSall ud" which means “the government tail”.

18



5) Looking cyberbullying: this type represents the words that depicts the victims looking,
such as "4y cul" which means “you are ugly”.

6) Animal Phrases Cyberbullying: this type is related to the description of the people with
the type of animals, for instance "4« " which means “owl”.

7) Racism Cyberbullying: this cyberbullying is pointed to the racialism or ethnic nationality
of the persons, for example "2« 2" which means “nigger”.

8) Sectarian Cyberbullying: the phrases of this cyberbullying arise between two groups who
have political or cultural conflict, such as " ~%" which means “Hateful Shiite".

9) Cross-Cultural Cyberbullying: this type of cyberbullying deals with the abusers' endeavor
to offend the victim’s culture [67], for example "a=3"which means " Beggar" .

10) Psychological cyberbullying: is the bullying associated with psychology, for example
"l L aal g <l means “shame on you”.

11) Praying Negatively for Person: for instance "< s, 23l 41" which means “god take your
soul”.

12) General Cyberbullying: this cyberbullying does not belong to the previously mentioned
forms, such as "<lde 45" which means “spit on you”.

13) Non cyberbullying: the text does not consist of any expressions associated with
cyberbullying/ attitude, for example "<l = U™ which means "I know you".

Table 1 represents the cyberbullying types and examples of each one. This categorization of
cyberbullying attitude has been validated by Arabic language experts and Arabic native

speakers.
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Table 1: Cyberbullying Types and examples

_ Examples
Cyberbullying Types e Engiish
Sexual Cyberbullying 4ol Slut
Physical Sexual Cyberbullying
Religious cyberbullying oda Traitor
Political Cyberbullying 4 sSall cid Government Tail
Looking Cyberbullying dady ol You are Ugly
Animal Phrases Cyberbullying das Owl
Racism Cyberbullying 3gul 2 Nigger
Sectarian Cyberbullying RUENGPE TR Hateful Shiite
Cross-Cultural Cyberbullying Al Beggar
Psychological Cyberbullying i Le 2l 5 il stupid, Shame on you
Praying Negatively for Person éla g, 23l 4l God take your soul
General Cyberbullying clle 4d Spit on you
Non Cyberbullying <l ey L) | know you

3.2 Deep Learning Approaches

3.2.1 Convolutional neural networks

Convolutional neural networks (CNNs) are one of the effective deep learning
techniques used for computer vision and image recognition applications. CNNs are built to
automatically recognize patterns and characteristics inside images and are inspired by the

way the brain interprets visual information.

CNN uses many layers to analyze the data, doing away with the necessity for human
extraction. CNNs are a potent NLP technique that produced excellent results. Tasks requiring
computer vision frequently employ CNNs. It may be used to several pictures, documents,
audio files, and films. The CNN is frequently used in hierarchical data categorization to

identify patterns.

CNNs are indeed a mathematical expression that stimulates the neural networks in
the brain. Others can uilize three straightforward levels, such as input, output, and hidden
layer, while some just use the two main layers—input and output layers. 2019 (Ibrahim et
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al.). The previous several years have seen a lot of NLP and sentiment analysis research, with
promising outcomes. The CNN and LSTM algorithms clearly beat the single model. (SVM,
NB and ME). In order to represent the grammar as a collection of words, CNN employed by

utilizing a single layer of convolution.
CNN Convolutional Layer

The convolutional layer, which applies a group of teachable filters or kernels to the
input picture, is the fundamental component of a CNN. In order to create a feature map, each
filter performs a dot product operation as it moves over the input picture. The feature map

displays where on the input picture that filter was activated.

In order to create a 3x3 feature map, a 3x3 filter is applied to a 5x5 input picture in
figure . To determine the value of each pixel in the feature map, the filter traverses through

the input picture, executing a dot product at each place.

1><l 1><0 1><l 0 0
OxO 1x1 1x0 1 0 4
Oxl OxO 1x1 1 1
o|(o|1(1]|0
o(1|1(0]|0
Image Convolved
Feature

Figure 2: CNN Convolutional Layer

CNN Pooling Layer
The rectified linear unit (ReLU), which brings non-linearity into the network, is one
non-linear activation function that is then applied to the output of the convolutional layer. A

pooling layer follows, which lowers the feature maps' dimensionality and increases the

network's computational efficiency.

The graphic in figure 3 illustrates how a 4x4 input feature map is subjected to a 2x2
max pooling operation to produce an output feature map. The spatial dimensions of the

21



output are decreased by the pooling procedure, which chooses the largest value in each 2x2
window of the input feature map.

12 120 | 30 [ O

8 [ 12 2 0 2 x 2 Max-Pool | 20 | 30

34|70 | 37| 4 112 | 37

112100 25 | 12

Figure 3: CNN Pooling Layer

Following that, further convolutional and pooling layers are applied to the pooled

feature maps, each of which learns increasingly intricate patterns and information from the

layer before it.
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Figure 4: CNN Architecture

Convolutional Neural Network Architecture:

One or more fully connected layers then execute classification or regression tasks
based on the learnt features after flattening the output of the final convolutional layer into a
1D vector. The architecture of a typical CNN is depicted in figure picture, which includes a
number of convolutional and pooling layers followed by one or more fully connected layers
for classification or regression.
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Visualizing Feature Maps:

The picture in demonstrates how to view the feature maps that a CNN has learnt in
order to recognize the patterns and features that the network has discovered. In the first
convolutional layer, each row represents a separate filter, and the columns display the
activations of that filter across various input pictures.

Figure 5: Visualizing in CNN

3.2.2 Recurrent Neural Networks (RNN)

A particular class of neural network known as recurrent neural networks (RNNSs) is
designed specifically for processing sequential data, including time series, audio signals, and
spoken language. RNNs are intended to keep a memory of prior inputs and utilize that
knowledge to forecast what will be inputted in the future, unlike feedforward neural

networks that analyze each input individually.

A Recurrent Neural Network's (RNN) key characteristic is the presence of at least
one feed-back link, which allows activations to cycle around in a loop. This gives the
networks the ability to process time and learn sequences, for example, to recognize and
reproduce sequences or to anticipate temporal relationships between events. The
architectures of recurrent neural networks can take many distinct shapes. One typical version
has an additional loop and a conventional Multi-Layer Perceptron (MLP). They have some
type of memory and can make use of the MLP's potent non-linear mapping capabilities.
Others may have more uniform architectures with every neuron connecting to every other
neuron and/or stochastically activated neurons. Similar gradient descent techniques to those
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leading to the back-propagation method for feed-forward networks may be used to train for

basic structures and deterministic activation functions.

In sequential tasks like processing voice and natural language, the current input data
is constantly dependent on the applied inputs from the past. Finding the connection between
the current input and the previously applied inputs is the job of RNNs. RNNs can
theoretically employ information sequences of limitless length, but in reality they can only

go back a short distance.

In the illustration above, an RNN is unfurled into a complete network. Just
repeating the same network layer structure throughout the whole sequence is what we

mean when we say we are unfolding.

The input at time step t is Xt The vector X;can be any size N. Attime step t, the
concealed state is A. It is the network's "memory." Based on the input at the current step

and the prior concealed state, it is computed.
As shown by A= f (W Xi + U At1)

Here, the input and prior state value input weights are denoted by W and U.

Moreover, f is the nonlinearity that is applied to the sum to produce the final cell state.

One of the allures of RNNSs is the potential for them to make connections between
prior knowledge and the work at hand, for example, by using prior video frames to help
interpret the present frame. RNNs would be very helpful if they could accomplish this.
Sometimes, all we need to do to complete the work at hand is to glance at the most current
data. Consider a language model that uses the words before it to attempt to predict the word
that will come next. There is no need for more context if we are attempting to determine the
final word in "the clouds are in the sky" because it is very clear that sky will come after it.
RNNs can learn to utilize the prior information in such circumstances, when there is a close
proximity between the pertinent information and the location where it is required.
Theoretically, RNNs can handle such "long-term dependencies™ with ease. To solve these
kind of toy issues, a person might carefully choose the settings for them. Regrettably, RNNs

don't seem to be able to learn them in practice.
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3.2.3 Long Short Term Memory Networks (LSTM)

They are a particular sort of RNN, commonly known as LSTMs, and are able to learn
long-term dependencies. They are currently frequently utilized and perform incredibly well
when applied to a wide range of issues. Intentionally, LSTMs are created to prevent the long-
term reliance issue. They effectively function in a way that makes long-term memory
retention their default mode. All recurrent neural networks have the shape of a series of
neural network modules that repeat. This recurring module in typical RNNs will be made up
of just one tanh layer, for example. The weight matrix associated with the connections
between the neurons of the recurrent hidden layer can end up multiplying the gradient signal
by a significant number of times (as many as the number of time steps) during the gradient
back-propagation phase in all traditional recurrent neural networks. This indicates that the
learning process may be significantly impacted by the size of the weights in the transition

matrix.

The gradient signal may become so small in the case of stochastic gradient descent,
when learning either becomes extremely slow or ceases to function, if the weights in this
matrix are small (or, more precisely, if the leading eigenvalue of the weight matrix is lower
than 1.0). Learning long-term dependencies in the data may become more challenging as a
result. On the other hand, if the weights in this matrix are enormous (or, to put it more
precisely, if the leading eigenvalue of the weight matrix is larger than 1.0), it may result in
a scenario where the gradient signal is so significant that learning may diverge. Exploding

gradients is a common name for this.

These difficulties serve as the primary driving force for the LSTM model, which adds
a brand-new component called a memory cell. An input gate, a neuron with a self-recurrent
connection (a link to itself), a forget gate, and an output gate make up the four essential
components of a memory cell. With a weight of 1, the self-recurrent connection guarantees

that, without external interference, the state of a memory cell can remain constant from one-

A
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Figure 7: Basic architecture of Recurrent Neural Networks

time step to the next. The gates are used to control how the memory cell interacts with its
25
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surroundings. An incoming signal can be blocked by the input gate or allowed to change the
state of the memory cell. The output gate, on the other hand, can either permit or disallow
the state of the memory cell from having an impact on other neurons. The memory cell may
recall or forget its prior state as needed by modulating the self-recurrent connection of the

memory cell through the forget gate as shown in figure 8.
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Figure 8: LSTM Single Cell

The input gate | forget gate (f), and output gate (0) are the three gates in an LSTM.
[9] is the input that has to be updated in the cell at this time step.

According to the recurrent nets concept, each of these gates and the update signal
depend on the cell's current input as well as the prior hidden state.

3.2.4 Hybrid CNN-RNN

Convolutional and recurrent neural networks are combined in CNN-RNN, a hybrid
neural network design, to analyze sequential data such as time series and text written in
natural language. In many different applications, including speech recognition, picture
captioning, and video analysis, the CNN-RNN architecture has been extensively used

because it can detect both local and global patterns in sequential data.

The CNN-RNN architecture is made up of two parts: a CNN component and an RNN
component. Local patterns from the input sequence are extracted by the CNN component,

while the long-term relationships between the patterns are captured by the RNN component.

The CNN component is used to apply a series of convolutional filters to the input
sequence in order to extract local patterns. Each feature map in the output of the CNN

component captures a distinct local pattern from the input sequence.
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The RNN component analyses the series of feature maps and captures the long-term
relationships between the local patterns after receiving the feature maps. A basic RNN, a
gated RNN such an LSTM or GRU, or a bidirectional RNN can all be used as the RNN
component. An example of a more sophisticated CNN-RNN architecture is shown in figure
10. In this illustration, a group of photos serves as the input sequence, and the CNN
component extracts regional patterns from each image. A series of feature maps, each of

which reflects a distinct local pattern in the picture, is the output of the CNN component.

CNNs have been applied to text classification jobs as well as picture recognition
problems. Sliding window techniques are used by CNNs to extract local characteristics from
the input, enabling them to recognize significant patterns and features at various sizes.

Nevertheless, CNNs are less successful at tasks that call for comprehension of the context
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Figure 9:CNN-LSTM Architecture

of the full text because they do not capture long-range relationships between words.

3.2.5 A comparison between deep learning models

In the category of machine learning algorithms known as “deep learning," complex
patterns and relationships are learned from big datasets. We'll contrast a few of the most
well-liked deep learning algorithms in this article and point out their advantages and

disadvantages.

1- Convolutional Neural Networks (CNNs): CNNs are typically employed in jobs
involving image recognition and video analysis. Convolutional layers are used

by CNNs to learn spatial patterns and extract characteristics from pictures. CNNs
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can manage changes in object size, shape, and orientation and are noise-resistant.
To learn complicated characteristics, CNNs may need a lot of data, and the
training procedure might be computationally expensive.

Recurrent neural networks (RNNs): RNNs are applied to sequential data in time
series analysis, speech recognition, and natural language processing. RNNs
contain a feedback mechanism that enables them to process each input in the
sequence using their internal state. RNNs can handle variable-length sequences
and are effective at capturing long-term relationships in the data. Yet, the
vanishing gradient problem that RNNs experience might make it challenging to
understand long-term dependencies.

Long Short-Term Memory Networks (LSTMs): LSTMs are a particular RNN
type that can solve the vanishing gradient issue. In LSTMs, information is
controlled by gating mechanisms while memory cells are used to retain data for
extended periods of time. With its ability to handle variable-length sequences,
LSTMs excel in modeling sequences with long-term dependencies. Nevertheless,
learning complicated patterns with LSTMs can be computationally costly and
necessitate a lot of data.

GANs (Generative Adversarial Networks) are utilized for generative tasks
including text creation and picture synthesis. Two neural networks make up
GANSs: a generator network that generates new data and a discriminator network
that aims to separate created data from actual data. GANs are capable of
producing high-quality samples and can pick up on intricate distributions. GANSs,
however, can be challenging to train and may experience mode collapse, in which
the generator only generates a narrow range of samples.

Transformers: The neural network design known as a transformer is generally
employed for jobs involving natural language processing. Transformers
recognize long-range relationships between words in a phrase via self-attention
techniques. Modern performance on a variety of natural language processing
tasks, including sentiment analysis, question answering, and machine translation,
has been attained using Transformers. Transformers, however, may be

computationally costly and need a substantial quantity of training data.

28



3.3 Data Pre-Processing

In both NLP and SA, the pre-processing stage is important. It assures higher
performance in sentiment analysis and helps to enhance the state of the dataset that was
gathered. The standard pre-processing techniques include text cleaning, normalization,
tokenization, stop word removal, and stemming. The prepressing procedure can be done in
a number of steps, depending on the study purpose and the language used. The effectiveness
of Arabic sentiment categorization employing a unique pre-processing step was assessed in
researches. Using a customized stop list and employing emoticons are part of the procedures.
The results show that by replacing emoticons with customized stop lists and content phrases,

Arabic attitude classification may be made more efficient.

A crucial step in enhancing data quality is data cleansing. The task of detecting data
polarity is improved. Following data collection, the cleaning stage eliminates misspellings
and slang terms. Given the variety of dialects and Arabic language varieties, it is difficult to
use this in Arabic text. When it comes to the linguistic domain for NLP, Arabic is a difficult
language to work with. It requires sophisticated pre-processing because to its morphological
challenges and range of dialects. Delete usernames, hash tags, URLS, punctuation, and extra
whitespace as part of a beneficial social media corpus cleaning procedure. Others may
eliminate lengthy words, special characters, numerals, and English text depending on the

assignment. It is very important to pre-process and assess Arabic unpolished contents.

3.3.1 Data Cleaning

In this part, several data preprocessing steps and cleaning were conducted on the collected
tweets or data, to reduce the Arabic language complexity as well as to improve the results
quality. The data preprocessing stage was applied by Python. Fig. 11 and the following steps
represent the preprocessing and cleaning data structure:
1) Data Collecting
2) Data Uploading and Reading: the collected dataset was loaded to perform the
preprocessing steps using the 10 standard Python library and was read using a data frame.
3) Noise Elimination:

e Eliminating all non-Arabic tweets and RT (Re-Tweet).

e Remove Arabic and English numbers like (1, 2) and punctuations like ( ¢, ¢).

e Delete URLs, mention user by @, emotional stickers, hyperlinks and hashtags.

e Removing stop words like (0lie , W) and Latin characteristics.
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e Eliminating repeated letters like (ss355>) and repeated words () .
e Remove Diacritics and Tatweel.

4) Normalization:
e Substituting the character (¢) with (o).

e Replacing the character (s) with ().

e Substituting the character (1,,!) with ().
5) Stop words removal: is the method of eliminating words from sentences that only serve
to structure language and add little to the primary content. These words include "a™ and "are,"
"the" and "was," for instance. The work of sentiment analysis or categorization is not made
easier by these terms, which are typically prevalent. Due to the fact that no essential
information is lost, this aids in decreasing cuprous size.
5) Tokenization: separates the raw text string using whitespaces into a list of distinct
words, is a crucial step for the majority of NLP jobs. A sentence or document is divided
into tokens, which are words or phrases. In languages like English, Arabic, and French,
where spaces are used to separate words, it is a straightforward process. In languages like
Japanese, Chinese, and Thai, where words are not separated, it is more difficult. Arabic is a
language where tokenization may be applied since most words are separated by spaces.
6) Delete instances that are irrelevant: Look for instances that are not pertinent to the
current work and eliminate them. Remove instances that don't communicate emotion, for

instance, if the aim is to classify sentiment.

Data Noise
Uploading Elimination
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= Normalization

yumm— Stop words
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Figure 10:Data Preprocessing and Cleaning
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3.3.2 Vectorization and Word Embedding

Deep neural networks frequently employ vectorization and word embedding for
natural language processing (NLP) applications including sentiment analysis, machine

translation, and text categorization.

Text data must be vectorized in order to be transformed into a numerical
representation for deep neural network input. The bag-of-words (BoW) model, which
represents a document as a vector of word counts, is a popular method of vectorization.
Another method is the term frequency-inverse document frequency (TF-IDF) model, which
gives each word a weight depending on how frequently it appears in the text and how
frequently it appears within the corpus as a whole. Yet, the Bow and TF-IDF models both
disregard the meaning and context of the words used in a document. Word embedding has a
role in this. Using a method called word embedding, each word is converted into a dense
vector in a high-dimensional space, where words that are similar to one another are clustered

together.

Word2vec is one of the most popular word embedding methods used in NLP. A
neural network technique called Word2vec learns from word spread representations to
produce accurate representations without the requirement for labels. When given enough
training data, the network generates word vectors with fascinating characteristics.
Continuous Bag-of-Words Model (CBOW) and Continuous Skip-gram Model are the two
kinds of Word2vec. In essence, CBOW predicts the word based on the provided text,

whereas Skip-gram guesses the text based on the provided word.

Using the Word2Vec method, Rehman et al. trained main word embeddings in 2019.
The Word2Vc computes the distance between words and groups together similar words after
converting the text into a vector of digital values in accordance with the meanings of the
terms. The model includes a set of features that were extracted using convolution and global
max-pooling layers in addition to long-term dependencies. In order to improve accuracy, the
provided model additionally employs dropout function, normalization, and a corrected linear
unit. In a different study, constructed Word2Vec models using a corpus obtained from
several Arabic-language publications. They used CNN with variation text feature extractions
and machine learning techniques on this dataset. The outcome indicated increased accuracy
for the sentiment categorization job. An Auto Arabic Lexicon was developed using the best

Word2Vec model and used with various ML techniques.
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The goal of the Bag of Words (BoW) model is to convert the provided text into a
more straightforward numerical representation known as a vector. In order for the computer
to interpret the sentence, it is then expressed as a string of numbers. Each vector component
also indicates whether a certain word is present or absent. In order to show how frequently
a term appears, frequency counts are also used. The model replaces this with a binary
representation, either a 1 or a 0. A vector with the same size as the vocabulary is the outcome
of BOW. Word embedding, on the other hand, has a vector size that is significantly less than

the vocabulary size.

Word embedding thereby addresses (BOW) model's flaws. Similar qualities serve as
representations for the parallel texts. Sentiment analysis and text categorization are only two
NLP applications that make use of word embedding. The effectiveness and accuracy of
sentiment analysis were enhanced in numerous experiments by the use of word embedding.
BOW still has limitations even though it is frequently used to evaluate emotion. For instance,
inconsistent wording might cause numerous publications to portray the same thing since they

use the same phrases. BOW also ignores the semantics of words.

Arabic tweets on violent incidents were gathered and categorized into two categories
of sentiments. Their approach is based on Google's Word2vec scheme, which highlights the
meaning of words through the use of a deep learning-inspired technique. Weighted average
and Word2vec were used to display tweets. Sentiment was also measured using SVM and
Random Forest machine learning methods. We have carried out some research to validate

our approaches using the cross-validation methodology.

Deep neural networks may be better able to comprehend the meaning of the text if
word embeddings are used to capture the semantic links between words. The terms "good™
and "great," for instance, would be situated close to one another in the embedding space in

a sentiment analysis.

3.3.3 Continuous Bag-of-Words Model (CBOW)

In natural language processing, the Continuous Bag-of-Words (CBOW) model of
neural networks is frequently employed for word embedding (NLP). The Word2Vec
technique, which uses CBOW as a variation, is made to learn vector representations of words

based on their co-occurrence in a sizable corpus of text data.
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The CBOW model is a shallow neural network that predicts the target word in the
middle of a fixed-length window of context words. An input layer, a hidden layer, and an
output layer make up the model. The context words are represented as one-hot vectors in the
input layer. The input vectors are first transformed linearly by the hidden layer before being
activated by a nonlinear function, such as the hyperbolic tangent (tanh) function. A softmax
operation is used in the output layer to create a probability distribution across the vocabulary,
where each element reflects the likelihood that the target word will really be that specific

word.

To reduce the cross-entropy loss between the predicted probability distribution and
the real probability distribution, which is represented as a one-hot vector for the target word,
the hidden layer's weights are modified during training using stochastic gradient descent

(SGD). Although they are updated, the input layer's weights are not used for prediction.

The weights of the hidden layer can be utilized as word embeddings for further
NLP tasks, such as sentiment analysis, machine translation, and text classification, after the
CBOW model has been trained. The word embeddings, which are based on the co-

occurrence of terms in the training corpus, capture the semantic links between words.

The CBOW model has the benefit of being computationally more effective than
alternative neural network architectures for word embedding, such the Skip-gram model.
Word embeddings for frequently occurring words that appear in the training corpus can be
learned using the CBOW model.

3.3.4 Skip-Gram (SG) model

In natural language processing, the Skip-Gram (SG) model is a typical neural
network design for word embedding (NLP). The Word2Vec approach, which the SG model
is a variation of, is made to learn vector representations of words based on their co-

occurrence in a sizable corpus of text data.

The SG model is a shallow neural network that predicts a fixed-length window of
context words that are present around the target word given as input. An input layer, a hidden
layer, and an output layer make up the model. The target word, which is encoded as a one-
hot vector, is represented in the input layer. The input vector is transformed linearly by the
hidden layer before being activated by a nonlinear function, such as the hyperbolic tangent
(tanh) function. One neuron is present in the output layer for each context word in the
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window. With the use of a softmax operation, each neuron creates a probability distribution
across the vocabulary, where each element denotes the likelihood that the context word will
contain that specific word. To increase the likelihood of correctly predicting the context
words given the target word, stochastic gradient descent (SGD) is used to adjust the hidden
layer's weights during training. Although they are updated, the output layer's weights are not
used for prediction. The hidden layer's weights can be utilized as word embeddings for
further NLP tasks, such sentiment analysis, machine translation, and text classification, after
the SG model has been trained. The word embeddings, which are based on the co-occurrence

of terms in the training corpus, capture the semantic links between words.

The SG model has the benefit of being more successful than the Continuous Bag-of-
Words (CBOW) model at learning word embeddings for uncommon words that only
sometimes appear in the training corpus. The SG model is also good at capturing the
syntactic and semantic links between words, such as verb-object and adjective-noun

pairings.
3.3.5 Feature Extraction

Tf-idf and word embeddings are the two primary straightforward and issue-
independent feature extraction approaches that we used. The term frequency-inverse
document frequency (tf-idf term weight) measures how pertinent a word is to each document
in a collection of documents. To compare against utilizing word embeddings as features, we

solely utilize tf-idf weights with traditional machine learning methods in our tests.

The most common distributed representation of words is word embeddings, which
brings us to our second point (or terms). Every word in the vocabulary is represented as a
vector with a few hundred dimensions, where words with the same meaning are near together
and words with different meanings are far away. Using the situations in which the words are
used, one may learn the vector representation of the words. Word2Vec is one of the most
widely used methods for effectively learning a solitary word embedding from a text corpus
(Mikolov et al., 2013). Skip Gram and Continuous Bag of Words are two alternative

instructional approaches for learning the embeddings (CBOW).

The continuous skip-gram takes the current word as input and learns the embeddings
by predicting the surrounding words, whereas the CBOW model takes the current word as
input and learns the embeddings by predicting the surrounding words (Mikolov et al., 2013).

We employed the pre-trained Arabic word embedding model AraVec2.0 (Soliman et al.,
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2017) in our experiments. This model offers a variety of pre-trained Arabic word embedding
model architectures, each of which is trained on one of three distinct datasets: tweets, web
pages, and Wikipedia Arabic articles. Moreover, two models are created for every dataset,
one using Skip Gram and the other using CBOW. As we focus on tweets for our research,
we employed the pre-trained Skip-Gram 300D-embeddings trained on more than 77M
tweets. The pre-trained model was used to both traditional and neural learning techniques.
The average vector of all the tweet word embeddings is calculated and utilized as the feature
vector of the tweet in order to use it with traditional learning techniques. In contrast, the
embedding vectors are employed in neural learning models to set the weights of the
embedding layer, which is subsequently linked to the other layers in the network.

3.3.6 Annotation

It is required to annotate the data in order to provide labels for the network to learn
from while training a Convolutional Neural Network (CNN) for Arabic text analysis.
Annotation is the process of labeling or marking up data to produce a ground truth for
machine learning models that can be utilized for training and evaluation. When annotating
Arabic literature, certain elements of the text, such as words, sentences, or sentiment, are
identified and labeled.

Creating the categories or labels that will be used to categorize the text is the first
stage in the annotation process. Sentiment (positive, negative, or neutral), topic (politics,
sports, or entertainment), or entity are some examples of these categories (person,
organization, location). The annotator can start labeling the text in accordance with the
categories after they have been established. Several techniques can be used to annotate
Arabic text, depending on the work at hand and the resources at hand. Using human
annotators to manually label the data is one such approach. Although this method might be
time-consuming and costly, it guarantees excellent annotations and permits the incorporation

of subtle descriptors.

Using automated annotation tools like named entity or part-of-speech taggers is
another option. To automatically label the text, these solutions make use of pre-existing
models and rules, which can save time and effort. Yet the quality of the annotations could
be inferior to that of those created by human annotators, and the tools might not be able to

handle all kinds of annotation assignments.
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The annotated data may then be utilized to train a CNN for Arabic text analysis. In
order for the CNN to anticipate what will happen with fresh, unlabeled material, it must learn
to identify patterns and characteristics in the text that are connected to the classified
categories. It is a popular machine learning approach to carry out this procedure, which is

referred to as supervised learning.

Since there is no consensus on what constitutes cyber bullying speech, identifying
it can be difficult. The classification of a statement as hate speech is a subjective process
based on individual opinion. The following principles were adopted to help human
annotators recognize cyberbullying in order to lessen this subjectivity [17,18].

Hence, a post is deemed bullying if it exhibits one or more of the following traits:
1. Using offensive adjectives, terms, or slurs to insult or defame a particular group.
2. Justifying or defending bullying crimes.

3. Supporting and fostering hatred.

4. Promoting one group's superiority over another.
5. Making threats and calling for violence.

6. Disparaging and negative stereotypes.

7. Use of irony and jokes to make fun of and humiliate the target due to a protected
attribute.

8. Unique situations: Self-attacking, in which the speaker uses derogatory language

to attack a protected attribute of himself.

3.3.7 Training Data and Test Data

A crucial machine learning and data science approach is the division of a dataset into
training and test data. With this method, a portion of the data is used to train a model and a
different portion is used to assess the model's performance. This approach aims to prevent
overfitting, which happens when a model grows overly complicated and performs admirably
on training data but badly on test data. Overfitting occurs when a model learns to fit the noise
in the training data instead of the underlying patterns, which makes it difficult for the model

to generalize to new data.
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Choosing how much of the dataset will be utilized for training and how much for
testing is the first stage in dividing the dataset. Generally, training uses 70-80% of the data,
whereas testing uses the remaining 20-30%. To guarantee that the classes are equally
represented in the training and test data, this split can be carried out at random or with the

use of a stratified sampling strategy.

Following the data's division, the model is trained using the training set and assessed
using the test set. Depending on the nature of the issue and the model's goal, several
evaluation metrics are employed to evaluate the model's performance. For instance, standard
assessment measures for classification problems include accuracy, precision, recall, and F1

Score.

It's vital to remember that the performance of the model on test data rather than
training data is a stronger measure of its capacity to generalize to new data. It is crucial to
adjust the model's hyperparameters depending on the performance of the test data rather than

the performance of the training data.

Creating a deep learning model requires separating a dataset into training and test
data. It aids in avoiding overfitting, evaluating the model's effectiveness, and fine-tuning its

hyperparameters for improved generalization.

3.3.8 Metrics Evaluation

Accuracy, precision, recall, and F1 score are metrics used to evaluate the
performance of a classification model. They are particularly useful in assessing the
performance of models that aim to predict binary outcomes, such as spam/not spam,

fraud/not fraud, or positive/negative.

Accuracy is the simplest and most commonly used metric for classification models.
It measures the percentage of correctly predicted instances among all the instances in the
dataset. In other words, accuracy tells us how well the model can classify instances into

their respective categories. It is calculated as:

Accuracy = (true positives + true negatives) / (true positives + false positives + true

negatives + false negatives)

Precision is a measure of the proportion of true positives (correctly predicted

positive instances) among all the instances that the model predicted as positive. In other
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words, it tells us how precise the model is in predicting positive instances. Precision is
calculated as:

Precision = true positives / (true positives + false positives)

Recall is a measure of the proportion of true positives among all the actual positive
instances in the dataset. In other words, it tells us how well the model can identify positive

instances. Recall is calculated as:
Recall = true positives / (true positives + false negatives)

F1 score is a measure of the harmonic mean of precision and recall. It is a balance
between precision and recall and is useful in cases where we want to consider both metrics

equally important. The F1 score is calculated as:
F1 score = 2 * (precision * recall) / (precision + recall)

A high accuracy score does not necessarily mean that the model is performing well,
especially when dealing with imbalanced datasets where the distribution of classes is uneven.
For instance, in a dataset where the majority of instances belong to one class, a model that
always predicts that class will have high accuracy but poor precision and recall. Therefore,
it is essential to consider precision, recall, and F1 score alongside accuracy when evaluating

the performance of a classification model.

38



4 CHAPTER FOUR: DATASET CORPUS

By the use of mobile applications, the internet, and social media portals, there has
been a tremendous increase of data in recent years. People are now able to share their
opinions about certain topics due to the rapid development of technologies and social media
platforms. People all around the world use a lot of these social media sites to express their
opinions. By evaluating prior evaluations, it has become simpler to identify cyberbullying
thanks to technologies like machine learning (ML) and deep learning (DL). Also, the
importance of movie reviews in determining a film's rating and financial success has grown.
Also, movie producers might use these critiques to tweak their productions in response to

critics' assessments.

Humans cannot, however, analyze all of the data to determine if a person's opinion
is favorable or unfavorable due to the vast amount of reviews and information gathered. To
improve the production and analysis of the sentiment analysis, we must rely on emerging
ML technologies.

4.1 Data Collection

A detailed description of the suggested data gathering methods is discussed in this
section. The three Arabic language varieties MSA and Dialect Arabic (DA) are all present
in combination in Arabic social media sites. Even if there are some commonalities across
the three categories, there are also some significant distinctions that might lead to subpar
application of SA. The Python programming language and its libraries are among the most
flexible and well-liked techniques used in data analytics, notably for machine learning. The
manual technique, which relies on human labor, and the automatic method, which uses an
annotation tool, are only two of the various ways to annotate corpora. Figure 12 shows

example about the raw data crawled from APl Tweeter.
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Figure 11: Raw data crawled from Tweeter
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4.2 Two-Class Classification

The First dataset which represents a two-class classifications was produced by
collecting the Twitter accounts utilizing APl Tweeter to find tweets that discussed
cyberbullying and not cyberbullying. Around 13,000 tweets were collected between Oct
2022 and March 2023; a characteristics of this two-class classification is displayed in Table
2 below. The content of the tweets was extracted in EXEL file then transferred to CSV file
after prepossessing the tweets because this format is compatible with a variety of text
processing tools. While table 3 presents an example of the collected data for the first dataset
that labeled with Cyberbullying (CB) and Not Cyberbullying (NOT-CB) .

Table 2 : Characteristics Of The Two-Class Classification.

No. of tweets 13481
Start Date Oct 2022
End Date March 2023

Table 3: An Example Of The Collected Data For The First Dataset

Tweet Translate in English Category
sball e &) il il | We saw, but you are dumber Cyberbullying
4 than stupidity itself
2S5 Y g Balasy Blal) (e Live life happily and don't feel Not Cyberbullying
lugi e bad about yourself

4.3 Six-Class Classification

The second dataset, which represents the six-class classification, was created by
gathering tweets using APl Tweeter to look for tweets based on the specified protected
features, we further divide the nasty texts discovered at the second level into sex categories

as bellow:

e Sextual cyberbullying (SCB)

e Animal phrase cyberbullying (ACB)
e Looking cyberbullying (LCB)

e Religious cyberbullying (RCB)
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e Psychological Cyberbullying (PSB)
e Not-Cyberbullying (NCB)

A total of 15,486 tweets were gathered between September 2022 and February 2023,;
Table 2 below shows the Characteristics of Six-Class Classification.

Table 4: Characteristics of the Six-Class Classification

No. of tweets 15486
Start Date Sep 2022
End Date Feb 2023

Table 4 provides instances of real tweets that have been classified as belonging to one of the

six cyberbullying categories that previously mentioned.

Table 5: An Example Of The Collected Data For The Six-Class Classification

Tweet Translate in English Category

You are a donkey by nature, but
Saic o3 hadlly Hlaa cil
) you have a face and try to prove Animal Phrase Cyberbullying (ACB)
Dbes il i J la g algial
that you are a donkey

$563 (S s aliia A backward Zionist Jew Religious Cyberbullying (RCB)
p B elial I saw you, dwarf Looking Cyberbullying (LCB)
cllal 5 ol dauls Oh you whore and your family Sextual Cyberbullying (SCB)
s Leolsilldn il Oh street breeding you idiot Psychological Cyberbullying (PSCB)

A total of about 30,0000 tweets were collected using APl Tweeter for this study in
both the first dataset and the second dataset to detect the cyberbullying in the Arabic social

media.
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5 CHAPTER FIVE: METHODOLOGY

We approach the identification of cyberbullying as a supervised learning challenge.
The essential purpose of the presented methodology is the cyberbullying detection on social
platforms which decrease the bullying attitude [65]. This proposed technique can be
implemented to assist the cyberbullying fighting and detect the offensive written texts in
social media services. Furthermore, the cyberbullying detection on social media may be
considered as an effective way to assist and protect the cyberbullying victims [66]. In this
work, we tested a number of neural learning models that were trained to find Arabic

cyberbullying tweets on Twitter.

The goal of the ongoing study is to provide a framework for reporting cyberbullying
that government officials may utilize to make strategic choices. The following are the

purposes of the framework's five main modules:
1) Automatic tweet extraction

2) Data cleaning and pre-processing

3) Identification of cyberbullying categories.

4) Collecting of the tweets posted by the identified cyberbullying regarding a particular

event
5) Cyberbullying analysis and reporting (See Fig. 13).

This section illustrates the study methodology that would be implemented to classify the
cyberbullying with the proper cyberbullying class. The stages of the presented methodology
structure is clarified in Fig. 1, and debated in the following sections.

The methodology of this study is displayed in four stages. In the first stage, the data is
collected by utilizing Twitter API and annotated by utilizing the python. In the second stage,
the collected data and the annotated data were passed across a data preprocessing and data
cleaning to eliminate undesirable symbols and tokens. In the third stage, three deep learning
models are implemented to train the data which are a CNN model, a LSTM model and RNN
model, while in the final stage is the evaluation which is applied on the models to examine

the effectiveness of the proposed techniques.
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Figure 12: Methodology Structure

5.1 Data Preprocessing Methodology

There are surprisingly few datasets available for the study of online social media
forums, presumably as a result of the challenges in developing such datasets under the
stringent constraints imposed by social media networks. So, using data collected in two
stages, the current research developed two custom databases. In order to identify
cyberbullying in each designated issue domain, tweets addressing a variety of specified

themes were gathered.

5.1.2 Data Preparation

Data must be preprocessed before being used for emotional analysis. Preparing the
dataset and normalizing it is the initial step in preprocessing, which enables the classification
algorithm to provide quick and accurate results. These four operations, which make up this

stage, can be separated.

1- Transformation: URLs, hashtags (#), mentions (@), start and final punctuation, lower-
case letters in lieu of upper-case characters, and single spaces in place of multiple
spaces are all transformed.

2- Tokenization: Text strings are divided into logical components, such as words or
phrases (referred to as "tokens")

3- Filtering: Search engines are set up to overlook stop words (common terms like the, a,
an, in, etc.) both during the indexing of entries for searches and the retrieval of entries
in response to search queries, so these words are eliminated.
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4- (Lemmatization) Normalization: This technique, often referred to as "lemmatization,"
which comes from the word "lemma" or dictionary form, calls for the identification and

collection of a single word written in many forms so that it may be studied as a whole.

5.1.1 Collecting Data

For data collection for Arabic social media, Twitter is utilized. The only requirement
for the data collection is to register the project in the Twitter developer to gain the consumer
key, consumer secret, the access token, and access secret token, which will be utilized in the
python code. An Application Program Interface (API) provided by Twitter to assist in
collecting the tweets. In this research the data collection was done based on key words which
represent the Arabic cyberbullying types. The first dataset was 13481 tweets while the
second dataset was 15486 crawled tweetes. The collected data extracted as EXCEL file and
then transferred them to CSV files.

Utilizing particular keywords is highly beneficial and can detect the bullying tweets
based on these keywords enabling labeling the data easily. When getting data from Twitter,
the Twitter API contains comprehensive information such as user 1D, user screen name,
Tweet location, time and the date of tweets, and Tweet text (i.e., the main tweet text
containing information about emotions, thoughts, behaviors, and other personally salient
information). We used this information to develop a set of features to classify data efficiently
from Twitter and use them in different applications. All 30,000 tweets collected for this
research related to Arabic swearing words; we use these words as searching seeds in the

Twitter search engine.

5.1.3 Training dataset and test data

In this study, two different kinds of datasets were tested. Prior to using sentiment
analysis, we had to train the model and produce a machine-readable version via dataset
annotation. The process of adding explanations to a corpus collection for NLP purposes is
known as annotation. Several annotation techniques are often used depending on the
annotators' objectives. For instance, in this study, the first case is with two annotations for
calcification (cyberbullying or not cyberbullying). The second annotation was represented
with more classification details about each tweets to specify the type of cyberbullying where
the second case consists of six annotations for classification which are (sextual
cyberbullying, Religious cyberbullying, Animal phrase cyberbullying, looking

cyberbullying, psychological cyberbullying and not cyberbullying).
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For the Arabic corpus that collected for this study, the data was spitted into training
and testing (holdout) with a 70:30 ratio for each case, using the stratified sampling approach,
which guarantees an equal class distribution (see Table 6) while table 7 shows the data

splitting in both the two cases to training data and test data.

Table 6: Training Data and Test Data

Two-Class . o
- Six-Class Classification
Data Classification
CB Not-CB | SCB | ACB | RCB | LCB | PSCB | NCB
Total data 5929 5278 224 | 4081 | 711 969 | 5380 | 4126

Table 7: Training Data And Test Data In Two-Class and Six-Class Classifications

Data in the Two-Class Data in the Six-Class

DATA
Classification Classification
Training data 10784 12384
Test data 2696 3096

The flowchart in figure 13 presents the related statistics data of the first and second
datasets including the training data and test data in the both cases, while figures 14 &15
show the data splitting to training data and test data in the both two cases. Dataset splitting
to training data and test data in with the categories for 2-classes classification case is
illustrated in the figures 16 & 17 while the dataset splitting to training and test data with
classes for the 6-classes classification case is demonstrated in figure 18.

Collected DataSet

14000

12384

12000 10784

10000
8000
6000

4000 3096

2696
2000 .
0 2- Classes Classification
10784
2696

6-Classes Classification
12384
3096

® Training data

B Testdata

m Training data m Testdata

Figure 13: 2- Classes Classification and 6-clsses classification Datasets Related Statistics
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m Training data mTestdata H Training data mTest data

Figure 17: the data set for the Figure 16: the data set for the 6-Class
2-Class Classification Classification
Train DaEg Test data
B
32.6% s
67 4% y I
NOT_CB NoT 8

Figure 14: Test Data categories in 6-Classes

Figure 15: Training data categories ity
Classification

for the 6-Class Classification

Basic text preparation is carried out as follows to get our dataset ready for feature
extraction: Punctuation, non-Roman alphabetic and numeric characters (such as user names
and URLSs), and diacritical marks (such as tashdid, fatha, tanwin fath, damma, tanwin damm,
kasra, tanwin kasr, sukun, and tatwil/kashida) are all eliminated. Repeated characters were
also eliminated. For more details refer to section for the data preprocessing. The remaining

Arabic text has been made normal.

Data Set in 6- Classes Classification

mSCB mACB mRCB LCB =mPSCB mNCB

Figure 18: dataset categories for the 6-Class Classification
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5.2 Feature Extraction

The pre-trained Arabic word embedding model AraVec2.0 has been used in the
experiments. This model offers a variety of pre-trained Arabic word embedding model
architectures, each of which is trained on one of three distinct datasets: tweets, web pages,
and Wikipedia Arabic articles. Moreover, two models are created for every dataset, one using
Skip Gram and the other using CBOW. As we focus on tweets for our research, we employed
the pre-trained Skip Gram 300D-embeddings trained on more than 77M tweets. The pre-
trained model was used to both traditional and neural learning techniques. The average
vector of all the tweet word embeddings is calculated and utilized as the feature vector of
the tweet in order to use it with traditional learning techniques. The embedding vectors, on
the other hand, are used to set the weights for the embedding layer in neural learning models

before it is connected to the other layers in the network.

5.3 Deep learning Models

This study conducted experiments using recurrent neural networks (RNN) and
convolutional neural networks (CNN). A variety of RNN designs, including Long Short-
Term Memory (LSTM), Bidirectional LSTM (BLSTM), and Gated Recurrent Unit, were
tested (GRU). The block diagram of CNN, LSTN and the combined CNN-LSTM are
displayed in figures 19, 20, and 21, consequently.

5.4 Evaluation metrics

We provide the total F1-macro attained with various features across all classification
levels as we are working with unbalanced data in the 2-class, and 6-class datasets. The
confusion matrix and receiver operating characteristic curve (ROC) for the top model are
also provided in order to display the area under the curve (AUROC) for the binary
classification job and the macro-averaged AUROC for the six class classification tasks. Eq.
1,Eq.2and Eq. 3

show the evaluation metrics utilized in this study

47



TP

Precision (P) =

TP+FP
TP
Recall (R) =
TP+FN
2*P*R
F1 — sccore =
P+R

(3)

Where X represents a class and n represents the total number of classes.
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6 CHAPTER SIX: EVALUATION AND RESULTS

6.1 Experiment Setup

The key elements of our suggested method to identify hate speech in Arabic are
presented in this section. The tweets go through a series of preprocessing stages in order to
clean up and get the data ready for the training phase (see Section 4). Finally, a number of
classification methods are examined for identifying hate speech in Arabic literature. In this
study, we assessed three neural network architectures: a CNN-based classifier, a RNN-based

classifier, and lastly a classifier that combines CNN and RNN.

6.1.1 Data Preprocessing

We initially pre-processed the training and testing datasets using a number of pre-
processing techniques before feeding the pre-processed datasets with tweets as input to the
classification models. When working with data that is noisy and informal in nature, like that
from Twitter, pre-processing is an essential step. Given the innate ambiguity of the Arabic
language and the wide range of dialects utilized in the Twitter, this has even greater
significance for the Arabic language. Before supplying our data as an input to our tested

models, we performed a number of preprocessing processes on it. See section 5.1.

6.1.2 Deep Learning Neural Network Models

The architectures of our assessed neural network models (CNN, RNN, and CNN +
RNN) are described in this section. All models use Word2Vec [38] to express the features
as word embeddings; the feature representation is covered in more detail in the next part.
After that, the neural network model (CNN, LSTM, or CNN + LSTM) receives these

embeddings. The subsections that follow each architecture model's description.

6.1.2.1 Feature Representation

All of the suggested architectures start with an embedding layer that uses a pretrained
word2vec model to transfer each tweet, which is represented as a series of integer indices,
to a 300-dimension vector space. Using the Continuous Bag of Words (CBOW) training
approach, we created our own word2vec model. We used a portion of the data we had
gathered as a training collection. 536,000 tokens and 17.6 million tweets in all were included
in the dataset. All tweets were preprocessed before to training using the same preprocessing

techniques outlined above. Given that tweets are often short, we chose a window size of 3
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for the model's hyperparameters. We left the remaining hyper-parameters at their default
values and set the vector dimensions to 300. In order to get the tweets ready for the
embedding layer, we first built a vocabulary index using word frequency, where each distinct
word in our dataset was given a distinct integer value (0 was reserved for padding). In order
to make sure that every sequence had the length of the longest tweet in the dataset, we first
turned each tweet into a series of integer indexes and padded them. Sequences from the
tweets were then sent into an embedding layer, which translated word indexes to previously
learned word embeddings. An (m 300) tweet matrix, where m is the length of the longest

tweet in the dataset, is what the embedding layer's output looked like.

6.1.2.2 CNN Architecture

The first model we assessed was a CNN model for text categorization that was based
on Kim's work [39]. Our CNN architecture, as shown in Figure 1, is composed of five layers:
the input layer (also known as the embedding layer), the convolution layer, which is
essentially made up of three parallel convolution layers with different kernel sizes (2, 3, and
4), the pooling layer, the hidden dense layer, and the output layer. As we previously
discussed, the embedding layer maps every tweet into 300-dimensional real valued vectors.
The embedding layer then sends an input feature matrix with a shape of m x 300 to a dropout
layer with a rate of 0.5, where m is the length of the longest tweet. Dropout layer is primarily
used to lessen the issue of overfitting. The three parallel convolution layers then receive the
output. A rectified linear unit function for activation and 100 filters with kernel sizes of 2, 3,
and 4 are present in each layer. Each layer applies the 100 filters as part of the convolution
process, creating 100 new feature maps with a size of (m - (kernel size - 1) x100, which are
then fed into a dropout layer with a rate of 0.5. These convolutional features are then fed into
amax pooling layer (global), which performs down sampling and generates 3 (1x100) vector
outputs. These three vectors are then combined and given as input to a dropout layer with a
0.5 dropout rate, which is followed by a dense layer that is completely linked and contains
50 neurons. The final predictions are then generated by feeding the output to the output layer
with sigmoid activation. The summarization of the hyper-parameters of the CNN model is
displayed in table 8. The architecture of the CNN is demonstrated in figure 22.
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Table 8: Summarize The Hyper-Parameters Of The CNN Model

Hyper-parameters Value
Number of filters 64
Filter size 3
Dropout layer rate 0.2
Learning rate 0.001
Number of epochs 10
Batch size 50

convolutional layer
with 2,3,4 kernel sizes$
with 100 filter for each
kernel

Fully connected layer

Dim=100

v
v

Dim=m x 300

Tweet
Matrix

Concatenation
Dropout layer 0.5

Dropout layer 0.5
and Max-pooling

Dim=100

3 0 15 Y o o o
OO«

Figure 22: Convolutional neural network (CNN) architecture.
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6.1.2.3 Evaluation metrics

The evaluation done by applying the equations 1, 2 and 3 in section 5.4.

6.1.2.4 LSTM Architecture

The table below displays the hyper-parameters for the LSTM model.
For more details about the architecture of the LSTM refer to figure 21 in section 5.3.

Table 9: hyper-parameters for the LSTM model

KJK
Hyper-parameters Value
Number of hidden unites (RNN) 16
Dropout layer rate 0.5
Learning rate 0.001
Number of epochs 10
Batch size 50

Table 10: Hyper-parameters for CNN-LSTM

Hyper-parameters Value
Number of filters 64
kernel size 5
Number of LSTM unites 64
Dropout layer rate 0.5
Learning rate 0.001
Number of epochs 10
Batch size 128
pool size 2
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6.2 Experiments Results

The outcomes of two different sets of experiments are covered in this section. First
up are the in-domain experiments, where every model was developed using the training set

of the dataset we built and evaluated using the dataset's testing set.

6.2.1 Results and Discussion

Table 11 lists the outcomes from our tested models for precision, recall, F1-score,
accuracy, and cyberbullying recall: CNN, LSTM and CNN + LSTM for the 2- classes
classifications. We have some interesting findings. Figure 23 demonstrates the results of
CNN model that have been tested. For CB and Not_CB, the figures indicate the same
accurate performance patterns measured. Regarding the precision (p), recall and F1, LSTM
presented best performance with 96.44%, 97.03% and 96.73%, respectively. Similarly,
according to the accuracy, the graph in figure 24 demonstrates that RNN model led to better
performance with 94.7% than using CNN or combining the CNN with RNN model.

0.96
094
0.82

09
0.88
0.86
0.84
0.82

B
CNN

Cyberbullying Detetion Results on 2 classes Classification

B B

Not_CB Not_CB Not_CB
LST™M CNN-LSTM

m2dassesP m2dassesR m2dasses F1 2 dasses A

Figure 23: Results of 2 classes classification
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Table 11: performance for the 2-classes classification

2 Classes
Model categories
P R F1 A
CB 0.951 0.970 0.961
CNN 0.947
Not_CB 0.936 0.898 0.919
CB 0.9644 0.9703 0.9673
LSTM 0.9559
Not_CB 0.9379 0.9261 0.9320
CB 0.951 0.970 0.961
CNN-LSTM 0.899
Not_CB 0.92 0.88 0.90

Auraccy on the 2 Classes classification

0.97
0.96
0.95

0.93
0.92
0.91

0.9
0.89
0.88

0.87
CNN LSTM CNN-LSTM

Figure 24: Accuracy on 2 Classes Classification
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For the 6 classes of classification, table 12, table 13 and table 14 depict the results
from our tested models CNN, LSTM, and CNN + LSTM, sequency. The tables represent
the whole 6 classes for precision, recall, F1-score, accuracy, and losses. We have discovered
some intriguing things. The tested outcomes of the CNN, LSTM, and CNN + LSTM models
are shown in figure 25, figure 26 and figure 27, frequently. The figures show the same precise
performance patterns measured for ACB, LCB, NCB, PSCB, RCB and SCB. For CNN
model, LCB demonstrated the best performance in terms of precision (p) with 89%, while
PSCB showed belter performance for recall (r) with 89%. Repeatedly, LCB gained achieved
best results in the recall metrics with 89%. For the F1-score, ACB presented the highest
readings with 86%. Similarly, according to LSTM, LCB showed best results with 93% in
the (p), while PSCB showed 88%, and LCB presented 89% in F1-sccore. The worst results
obtained among the whole classes was from SCB. For the accuracy and the losses in table
13, they are 0.783 and 0.9236, respectively.

Table 12: Results Of CNN On The 6-Classes Classification

6 Classes
Category
Model P R F1 A Loss
ACB 0.87 0.86 0.86
LCB 0.89 0.86 0.87
NCB 0.78 0.69 0.73
CNN 0.7875 0.984
PSCB 0.78 0.89 0.83
RCB 0.42 0.34 0.38
SCB 0.16 0.13 0.14
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Results of CNN on the 6 Classes Classification
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Figure 25: Results of implementing CNN on 6 classes classification

Table 13: Performance Of LSTM On 6 Classes Classification

Model 6 Classes
Category
P R F1 A Loss
ACB 0.86 0.86 0.86
LCB 0.93 0.85 0.89
LSTM NCB 0.75 0.71 0.73
0.783 0.9236
PSCB 0.78 0.88 0.83
RCB 0.37 0.23 0.28
SCB 0.09 0.04 0.06
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Results of LSTM on 6 Classes Classificcation

083
089 088
085 oo
078
075 073
(M
037
028
023
009
0,06
. - -
LB NCB PSCB sce
033 07 07 0
085 0.8 004

086 086
0.

08
08
07
06
05
04
03
02
01
0
ACB
086 37
0.8 071 ¥ 023

mFl 0.8 0.9 073 0.83 028 0.05

HP ER NF1

RCB.

Figure 26: Results of LSTM on 6 Classes Classification

The obtained results in table 14 and figure 29 show performance of the CNN-LSTM
model for the 6 classes classification. Category LCB proposed the best results for (p) with
91%, while ACB achieved 90% in recall metrics comparing with the equality in ACB and
LCB with 87% for the F1-sccore. The accuracy of the CNN-LSTM is 89.9% while the losses
are 1.026.

Figure 28 depicts the Accuracy in CNN, LSTM and CNN-LSTM for the 6 classes
classification. It is noticeable that CNN achieved the highest accuracy with 78.75%
compared with LSTM 78.3% and CNN-LSTM 77.9%. Regarding the consumed time, CNN

Results of CNN--LSTM ON 6 Classes Classification
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Figure 27:Results of CNN-LSTM on 6 Classes Classification
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spent less time in executing the code compared with LSTM. The worst results obtained from

SCB and can be improved by improving the datasets.

The results proved that we achieved the target of the thesis where the experiments

answered the questions of the thesis.

Table 14: Performance Of The CNN-LSTM on the 6 Classes Classification

Model 6 Classes
Category

P R F1 A Loss

ACB 0.84 | 0.90 0.87

LCB 091 | 0.83 0.87

CNN-LSTM NCB 0.75 | 0.71 0.73
0.779 1.026

PSCB 0.84 | 0.82 0.83

RCB 0.38 | 0.36 0.37

SCB 0.14 | 0.26 0.18

Accurcy in 6 Classes Classification
0.79
0.788
0.786
0.784
0.782

0.78

0.778
0.776
0.774

CNN LSTM CNN-LSTM

Figure 28: the Accuracy in 6 Classes Classification
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7/ CHAPTER SEVEN: CONCLUSION AND FUTURE WORK

The major goals of smart cities are to raise the standard of living of its residents,
promote economic expansion while ensuring that development is sustainable, and effectively
provide essential public services. Events of a social, economic, or political character prompt
a major and immediate public response in a quick-paced, hyper-connected society. As it may
be used to anticipate public reactions, public opinion is a form of intelligence that is very
important to governments. To effectively and sustainably take action, it is vital to gather and

analyze public opinion.

Deep learning models have been successfully used to identify and stop Arabic
cyberbullying, with encouraging outcomes. Cyberbullying is an issue that has gotten worse
and needs creative solutions as social media usage has grown in the Arab world. Arabic text
and speech have been used to recognize and categorize cyberbullying content, and deep
learning models like convolutional neural networks and recurrent neural networks have

proven to be successful in doing so.

It is crucial to remember that the creation of these models necessitates a sizable
amount of labeled data, which might be challenging to come by for Arabic cyberbullying.
Accurate model development is further complicated by the cultural and linguistic
idiosyncrasies found in Arabic text and voice. Hence, to increase the efficiency and
dependability of deep learning models for identifying and preventing Arabic cyberbullying,
constant study and collaboration between linguists, psychologists, and machine learning

specialists are required.

Due to the growing issue of cyberbullying speech on Arabic Twitter, an efficient
automatic cyberbullying detection solution is urgently needed. The methodology suggested
in this paper provides real-time sentiment intelligence reports by combining a number of
approaches, including automatic data extraction, cyberbullying recognition, sentiment
annotation tools, and a hybrid approach to text categorization. In this study, we created a
public dataset of about 30,000 tweets to specify the effectiveness of the proposed method.
The dataset had been classified into 2 cases, where the first case contains 2-classes
classification labeled as Cyberbullying (CB) and Not_Cyberbullying (Not_CB), and the
second case consists of 6-classes labeled as: Sexual CyberBullying (SCB), Animal phrase

cyberbullying (ACB), Looking cyberbullying (LCB), Religious cyberbullying (RCB),
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Psychological Cyberbullying (PSB) and Not-Cyberbullying (NCB). Three distinct models—
CNN, LSTM and CNN + LSTM—were assessed and contrasted. The outcomes of our
research were encouraging and demonstrated the utility of the suggested models for the
detection job. For the 2-classes classification, with 78.7% accuracy, the data demonstrated
that CNN outperformed other models. Meanwhile, LSTM proved superior performance with

95.59% in the 6-classes classification.

As a future work, we think there are a number of opportunities to expand and enhance
this research. We intend to expand the sorts of data analysis currently being done, such as
investigating how attitudes change over time or vary across geographic borders. The dataset
may be expanded to include other topics, writing patterns, and writing styles. To improve
the detection job outcomes beyond binary classification, the dataset can additionally be
annotated with multiple labels. Additionally, we want to concentrate on identifying extreme
viewpoints that might serve as a springboard for violent behavior. Lastly, it is planned to
enhance the capabilities of our solution by adding support for images and dialect analysis.
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