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ABSTRACT 

 

Cybersecurity procedures and policies are prevalent countermeasures for protecting 

organizations from cybercrimes and security incidents. However, without considering human 

behaviours, implementing these countermeasures will remain useless. Cybersecurity behaviour 

has gained much attention in recent years. However, little is known concerning the factors that 

influence the cybersecurity behaviour of Metaverse users. Consequently, this research has three 

key objectives. A comprehensive systematic review is steered to address research gaps in the 

current literature on cybersecurity behaviour via the lens of information system models and 

theories to identify the most prevalent factors, theoretical models, technologies and services, 

and participants. The systematic review identified 2,210 empirical studies published on 

cybersecurity behaviour between 2012 and 2021. In line with the existing gaps found in the 

literature, this research, therefore, develops an integrated model based on extracting constructs 

from the Protection Motivation Theory (PMT), Health Belief Model (HBM), and Theory of 

Interpersonal Behaviour (TIB). An external factor, “trust”, is also incorporated in the model to 

understand better the factors affecting the cybersecurity behaviour in the Metaverse. The 

developed model was then evaluated based on survey responses from 531 Metaverse users in 

the United Arab Emirates who used the Metaverse for personal or professional purposes. The 

empirical data were analysed using a deep learning-based hybrid Structural Equation Modeling 

(SEM) and Artificial Neural Network (ANN) Approach. The integrated model explained 

66.1% of the total variance in cybersecurity behaviour. The hypotheses testing results 

reinforced most of the suggested hypotheses in the developed model. The sensitivity analysis 

results for the ANN model revealed that “cues to action” have the most considerable 

importance in understanding cybersecurity behaviour in the Metaverse, with 97.8% normalized 

importance, followed by habit (69.7%), perceived vulnerability (69.6%), self-efficacy (40.9%), 



 

and trust (27.2%). Theoretically, integrating the PMT, HBM, and TIB along with the external 

factor, “trust”, is believed to add a significant value to validating the three theories in general 

and the cybersecurity behaviour in specific. Practically, understanding the impact of security 

factors would assist in understanding the effect of security incidents on cybersecurity behaviour 

in the Metaverse. Furthermore, policymakers and regulators should pay attention to and analyse 

the present data privacy policies and legislation to create specific policies and regulations for 

using the Metaverse. Moreover, cybersecurity companies, system analysts, and developers can 

use the insights from the essential factors as a form of a lesson to the refinement of presently 

implemented solutions as well as the anticipation of new future technological advancements. 

  



 

 الخلاصة

ة والحوادث رونيتعتبر إجراءات وسياسات الأمن السيبراني تدابير مضادة سائدة لحماية المنظمات من الجرائم الإلكت

ك الأمن كما وأن سلو ولكن دون النظر إلى السلوكيات البشرية فإن تنفيذ هذه الإجراءات المضادة سيظل عديم الفائدة، الأمنية،

تؤثر على سلوك الأمن  في السنوات الأخيرة، ومع ذلك فإنه لا يعُرف الكثير عن العوامل التي ا   كبيرا  اهتمامالسيبراني اكتسب 

هجية شاملة لمعالجة يتم إجراء مراجعة من ،وبالتالي فإن هذا البحث له ثلاثة أهداف رئيسيةتافيرس، المي السيبراني لمستخدمي

ات لتحديد النظريالثغرات البحثية في الأدبيات الحالية حول سلوك الأمن السيبراني من خلال منظور نماذج نظم المعلومات و

دراسات  2210الخدمات والمشاركين، حددت المراجعة المنهجية والنماذج النظرية والتقنيات و ا  العوامل الأكثر انتشار

بيات فإن هذا . تماشيا  من الثغرات الموجودة في الأد2021و  2012تجريبية نشُرت حول سلوك الأمن السيبراني بين عامي 

 (HBM) يالصح ونموذج الاعتقاد (PMT) بنيات نظرية دافع الحمايةالبحث يطور نموذجا  متكاملا  يعتمد على استخلاص 

ا في النموذج لفهم الع، (TIB) ونظرية السلوك الشخصي وامل التي علاوة على ذلك يسُتخدم عامل "الثقة" الخارجي أيض 

دود استبيان من ر ثم تم تقييم النموذج المطور بناء  على بشكل أفضل، ومن الميتافيرس تؤثر على سلوك الأمن السيبراني في

ا 531 تم مهنية، و لأغراض شخصية أو الميتافيرس الإمارات العربية المتحدة ممن استخدموادولة ي ف للميتافيرس مستخدم 

نهج الشبكة العصبية و (SEM) باستخدام نموذج المعادلة الهيكلية الهجين القائم على التعلم العميق تحليل البيانات التجريبية  

في  من التباين الكلي في سلوك الأمن السيبراني٪ 66.1كما وأوضح النموذج المتكامل نسبة ، (ANN) الاصطناعية

حليل تكشفت نتائج ، وعززت نتائج اختبار الفرضيات معظم الفرضيات المقترحة في النموذج المطور قدو الميتافيرس،

 لميتافيرسا سلوك الأمن السيبراني فيالأهمية القصوى في فهم لها  "الإشارات إلى العمل"أن (ANN)  الحساسية لنموذج

٪( 40.9تية ) الكفاءة الذاوأيضا  ٪(، 69.6الضعف المتصور )ومن ثم ، ٪(69.7، تليها العادة )٪97.8بنسبة أهمية طبيعية 

ل الخارجي إلى جنب مع العام ا  جنب(TIB)  و(HBM)  و  (PMT) كلا  من ٪(. من الناحية النظرية فإن دمج27.2والثقة )

كل خاص، وسلوك الأمن السيبراني بش نظريات والنماذج الثلاث بشكل عامللتحقق من صحة المهمة "الثقة" سيضيف قيمة 

من لى سلوك الأعمن شأن فهم تأثير عوامل الأمان أن يساعد في فهم تأثير الحوادث الأمنية  أما من الناحية العملية فإنه

وصية سياسات وتشريعات خصيجب على صانعي السياسات والمنظمين الانتباه إلى السيبراني في الميتافيرس، وأيضا  

ات الأمن السيبراني يمكن لشرك علاوة على ذلك شاء سياسات ولوائح محددة لاستخدام الميتافيرس،البيانات الحالية وتحليلها لإن

ة حالي ا ومحللي النظام والمطورين استخدام الرؤى من العوامل الأساسية كشكل من أشكال الدرس لصقل الحلول المطبق

 .التكنولوجية المستقبلية الجديدة توقع التطورات بالإضافة إلى
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CHAPTER 1 

INTRODUCTION 

 

Objectives 

---------------------------------------------------------------------- 
 

 Research introduction and motivation 

 Clarify the aims, objectives, research questions, scope and significance of the 

research. 

 Describe the key contributions and research methodologies. 

 Describe the thesis organisation. 
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1 Introduction 

This chapter presents a comprehensive overview of the research and discusses the 

definition of the research problem along with the motivation and objectives. Also, this chapter 

includes an explanation of the research questions, the employed methodology, assumptions, 

limitations and, finally, the dissertation outline and chapters. 

1.1 Background 

Cybersecurity has become a primary concern for individuals and organisations. 

Cybersecurity encompasses securing networked devices and assessing how humans interact 

and are influenced by these devices. The main objective of cybersecurity is to guard and protect 

data within these devices. Being connected to the Internet is a crucial infrastructure for 

individuals and organisations. However, the Internet is not safe due to cybersecurity threats 

that infiltrate digital systems and devices with the intention of monetary gain, extortion and 

vandalism. That is why cybersecurity policies and procedures need to be grasped to properly 

fight against cyberattacks and cybercrimes in the digital world. Cybersecurity awareness is one 

of the most important steps towards obtaining an effective cybersecurity mechanism. 

Cybersecurity awareness helps individuals of an entity understand how they can be targeted by 

cybercrimes and the corresponding steps they can take in the event they fall victim to such 

crimes.  

The behavioural contribution to unethical cyber breaches is one of the most critical issues 

addressed by cybersecurity controls and practice guidelines. One major limitation is the lack 

of a clear definition and understanding of how individuals differ in their awareness, knowledge 

and cybersecurity behaviour when confronted with adaptable cyber hazards (Zwilling et al. 

2020). However, security perceptions and general external variables influence individual 

cybersecurity adoption behaviour, which is influenced by user characteristics (gender, age) and 
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work environment (Maalem Lahcen et al. 2020). Overall, technological solutions should be 

combined with acceptable individual security behaviour to address human behaviour in 

cybersecurity.  

1.2 Research Motivation 

The Metaverse is a new concept in this era, as introduced by advancements in technology. 

As an online, three-dimensional (3D) virtual realm, the metaverse connects individuals in every 

area of their life, thus enabling them to work, meet, play games and interact socially. In addition 

to enabling games and social media, the Metaverse integrates economics, digital identities and 

decentralised government, among other uses. Although the Metaverse is presented as a new 

technological product, it is fundamentally a change process that demonstrates how technology 

may be integrated into human life (Arpaci et al. 2022). 

In addition, the numerous cybersecurity threats posed by the Metaverse have been 

highlighted (Lee et al. 2021). While the applications of the Metaverse and the various 

cybersecurity and privacy risks associated with the platform have been reviewed (Wang et al. 

2022), the perception and awareness of users on the Metaverse as well as the impact of 

cybersecurity risk mitigation on technology adoption have not been studied. 

Analysing the information technology literature is one of the key purposes of this research, 

where literature is linked to the applied information systems (IS) theories and models in the 

recent decade. This research aims to investigate applied and studied IS theories and models in 

the field of cybersecurity behaviour in recent years, along with their associated sets of factors 

that may have a significant impact on the perceptions of Metaverse users regarding their 

acceptance and use of the technology. Although the concept of the Metaverse is growing in 

popularity, few studies examine the factors that influence its social use (Duan et al. 2021). 
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Moreover, a systematic review found that no studies on understanding security concerns have 

been conducted from the lens of cybersecurity behaviour in the Metaverse. 

A systematic literature review on cybersecurity research trends found that the majority of 

studies focused on studying cybersecurity behaviour to use different technologies and services, 

but not the Metaverse. Moreover, many studies discussed the cybersecurity behaviour of 

various technologies and services in developing countries (Addae et al. 2017, 2019; Jeske & 

van Schaik 2017; Simonet & Teufel 2019; Xu & Guo 2019; Van Schaik et al. 2020; Verkijika 

2020). Nevertheless, no empirical cybersecurity behaviour research focuses on the IS theories 

and models in the United Arab Emirates (UAE). Thus, research on the cybersecurity behaviour 

domain and the metaverse in the UAE is needed to fill these literature gaps and to promote 

policies and set regulations for using the Metaverse. Moreover, user awareness of Metaverse 

cybersecurity behaviour is raised. Hence, this work helps developers implement better 

solutions in devices used in the metaverse. 

1.3 Problem Statement 

According to Agora (2022), 33% of developers believe that data security and privacy are 

the biggest challenges associated with the Metaverse. In the subject of human-computer 

interaction, the elements that affect the acceptance or rejection of a technology need to be 

analysed (Al-Emran, Granić et al., 2020). Numerous research have examined the adoption of 

cybersecurity behaviour by diverse information technologies in various situations and domains. 

A critical analysis of the systematic literature review shows that cybersecurity behaviour 

was studied the most (Addae et al. 2017, 2019; Jeske & van Schaik 2017; Simonet & Teufel 

2019; Xu & Guo 2019; Van Schaik et al. 2020; Verkijika 2020). The discussion about 

cybersecurity behaviour in multiple technologies and services included IS (Xu & Guo 2019), 

social networking sites (SNSs) (Addae et al. 2017; Van Schaik et al. 2020), web browsers 
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(Addae et al. 2019), computers (Simonet & Teufel 2019), smartphones (Verkijika 2020) and 

Internet threats (Jeske & van Schaik 2017). In addition, the existing research mostly 

emphasised the organisational level. 

Users can introduce vulnerabilities into the Metaverse infrastructure by failing to adopt 

appropriate cybersecurity measures, and as found by Sebastian (2022), 73.8% of the surveyed 

users were concerned about data privacy in the Metaverse. Hence, understanding what impacts 

cybersecurity behaviour in the Metaverse at the individual level is crucial but still in its early 

stage and neglected. Therefore, addressing both human (cybersecurity behaviour) and technical 

(Metaverse) vulnerabilities is imperative. 

Several pieces of literature pertaining to cybersecurity behaviour in several technologies 

and services were studied during the investigation. The Metaverse is a recent development, 

which is why no literature pertains to cybersecurity behaviour in the Metaverse. More specific 

information is provided about cybersecurity behaviour without diagnosing its implementation 

methods. In addition, little research has been conducted on how environmental and personal 

threat factors influence cybersecurity behaviour. As a result of the threat, two cognitive 

processes are triggered: threat appraisal and coping appraisal. During the threat assessment 

process, the intrinsic and extrinsic rewards associated with potentially risky conduct, the 

severity of the threat and the individual’s vulnerability to that threat are appraised.  

Coping appraisal evaluates the level of self-efficacy and response efficacy related to 

retaining self-awareness in the face of threats and avoiding them (self-efficacy and response 

efficacy) in relation to the costs associated with protective behaviour (response cost). Through 

an examination of the impact of security concerns, protection motivation theory (PMT) may 

be utilised to explain the role of security concerns in influencing the cybersecurity behaviour 

of individuals in the future Metaverse. In contrast, a coping appraisal is enhanced by 
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characteristics, including self-efficacy, response efficacy and response costs. Consequently, a 

number of empirical studies show that the PMT may provide a new path for promoting the 

future adoption of innovative technologies (Gurung, Luo & Liao 2009). Similarly, PMT was 

used to study cybersecurity behaviour in different technologies and services (Addae et al. 2017, 

2019; Jeske & van Schaik 2017; Simonet & Teufel 2019; Xu & Guo 2019; Van Schaik et al. 

2020; Verkijika 2020).  

In addition, understanding the intentions of individuals with regards to employing security 

technologies and describing the when and how of the adoption of maladaptive or adaptive 

behaviours when individuals are informed about a threatening security occurrence can be found 

in the health belief model (HBM) (Fatokun et al. 2019). HBM provides insights into the reasons 

for the participation of individuals in health behaviours. The construct ‘cues to action’ is 

considered as a factor that triggers or as experiences by which individuals can be activated and 

motivated to practice cybersecurity behaviour. Therefore, HBM can enhance research on 

factors that affect cybersecurity behaviour in the Metaverse. 

Furthermore, the affective components, extra social elements, predictors of attitudes and 

situations, in addition to intents that could further predict action, such as facilitating conditions 

and habits, can improve the prediction of factors that affect cybersecurity behaviour in the 

Metaverse. Theory of interpersonal behaviour (TIB), which includes the above factors, can 

provide support in understanding the behavioural intention and characteristic features of users, 

attackers or defenders who create risk or mitigate cyber risk (King et al. 2018). Within the 

Metaverse, a user’s attitude and emotions and social factors, combined with habits and 

facilitating conditions, can influence their cybersecurity behaviour. 

As per the systematic review, studies have focused on the role of security determinants in 

understanding the adoption of cybersecurity behaviour in various technologies and services. 
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Yet the role of social, psychological, and technical determinants is ignored. Moreover, no study 

focused on cybersecurity behaviour in the Metaverse. This negligence provides the chance to 

focus this research on determining the factors that influence individuals’ cybersecurity 

behaviour in the Metaverse. 

1.4 Research Questions 

Understanding the factors that contribute to cybersecurity behaviour is critical to 

improving security in the Metaverse. Another critical step is to understand the underlying 

causes of cybersecurity behaviour and the difficulties involved in developing a theoretical 

model that is capable of adopting cybersecurity behaviour for Metaverse users. To a certain 

degree, the aforementioned information may be gathered from existing literature. The 

following research questions are developed in response: 

RQ1: What factors affect cybersecurity behaviour and the research gaps in this topic? 

RQ2: What is the suitable model for understanding the factors that affect cybersecurity 

behaviour in the Metaverse? 

RQ3: To what extent is the proposed model able to predict cybersecurity behaviour in the 

Metaverse? 

1.5 Research Objectives 

This study aims to investigate the applied and studied IS theories and models in the field 

of cybersecurity behaviour in recent years, along with their associated sets of factors that may 

have a significant impact on the perceptions of Metaverse users regarding their acceptance and 

use of the technology. The study integrates PMT, health belief model HBM and TIB to 

investigate the effect of factors on cybersecurity behaviour in the Metaverse. Those three 
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theories and models are chosen because they focus on quantifying the effect of security 

measures. To accomplish this aim, the following objectives are established: 

 To analyse the existing literature on cybersecurity behaviour to determine the most 

prevalent factors, theoretical models, technologies and services, and participants. 

 To develop an integrated research model using PMT, HBM and TIB to understand better 

the factors that affect cybersecurity behaviour in the Metaverse. 

 To validate the developed theoretical model using deep learning-based hybrid structural 

equation modelling (SEM) and artificial neural network (ANN). 

1.6 Research Scope 

The scope of this research focuses on cybersecurity behaviour in the Metaverse in the UAE. 

To evaluate the research model, a questionnaire survey is conducted to collect data from a 

sample of users who use the Metaverse for either personal or business purposes. 

1.7 Research Significance 

The key contributions of this thesis are as follows: 

 Provide a systematic review of the literature on cybersecurity behaviour. 

 Study the extensively used IS theories and models regarding cybersecurity behaviour. 

 Examine factors that influence cybersecurity behaviour. 

 Develop and validate an integrated theoretical model using PMT, HBM and TIB for 

understanding the cybersecurity behaviour in the Metaverse. 

 Provide professionals and stakeholders with better insight into factors that enhance the 

perception of users’ cybersecurity behaviour in the Metaverse and other new, inventive 

technologies. 
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 Provide insights for professionals to design training programs equipped with knowledge 

and skills in cybersecurity behaviour. 

1.8 Thesis Structure 

The dissertation is structured as follows: 

Chapter No. Title Description 

Chapter 1 Introduction This chapter introduces an overview of the research, the 

problem definition, and the motivations that led to the 

research. Also, the chapter provides the aims, developed 

questions, and the methodology to be followed to fulfil the 

research aims. 

Chapter 2 Literature 

Review 

The chapter includes a systematic literature review to 

explore the existing literature on IS theories and models in 

the cybersecurity domain. The chapter also studies the 

critical acceptance models and their related constructs that 

influence the acceptance of technology in cybersecurity 

behaviour, where these constructs are utilised to build the 

new hybrid integrated model for IS theories and models in 

cybersecurity behaviour. 

Chapter 3 Research 

Model and 

Hypotheses 

The chapter presents the approach for examining the widely 

used IS theories and models in cybersecurity behaviour and 

their constructs. The chapter discusses the most confirmed 

relationships between those constructs and the validation of 

these relationships by other researchers. Finally, the chapter 
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includes the development of hypotheses and research model 

as a theoretical foundation of this research. 

Chapter 4 Research 

Methodology 

The employed methodology and study instrument to 

conduct this research are defined in this chapter. The 

chapter explains the survey structure and gives details about 

the developed questionnaire, target population and data 

collection. 

Chapter 5 Results and 

Discussion 

The findings of the study are reported. This chapter explains 

extensively how the collected surveys were analysed. This 

is followed by the analysis techniques that can help fit the 

theoretical research model with the collected data to be 

presented and the creation of the final study model. Then, 

the research hypotheses are validated, and the results are 

illustrated. 

Chapter 6 Conclusions This chapter includes the research limitations, theoretical 

and practical implications, and conclusions. Finally, this 

chapter provides suggested recommendations and future 

work that can be achieved in future studies. 
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CHAPTER 2 

LITERATURE REVIEW 

 

Objectives 

---------------------------------------------------------------------- 
 

 Systematic literature review of works on cybersecurity behaviour. 

 Explore the literature gaps.  
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2 Literature Review 

2.1 Overview 

This chapter will provide a literature overview of cybersecurity behaviour. Thirty-nine 

publications out of 2,210 that were published between 2012 and 2021 were evaluated and 

analysed as part of a complete, systematic literature review. The results suggest insufficient 

exposure to the research on cybersecurity behaviour. In addition, the Metaverse has never been 

examined and has been completely ignored. Existing research has mostly addressed the 

cybersecurity behaviour of organisational workers, such as managers, decision-makers, IT 

professionals and end-user personnel, with little focus on the individual level. This review is 

thought to advance our knowledge by illuminating the full potential of cybersecurity behaviour 

and presenting prospects for future study. To construct integrated models for cybersecurity 

behaviour in the Metaverse, the integration of elements from diverse acceptance models needs 

to be explored. The constructed integrated model may be utilised to assess cybersecurity 

behaviour in the Metaverse based on certain user kinds or other types in general. 

2.2 The Metaverse 

The Metaverse has gained immense popularity in recent years. According to Arpaci et al. 

(2022), the Metaverse is a vast virtual world where people interact on digital platforms to shop, 

work and socialise through avatars. Dwivedi et al. (2022) identified four dimensions defining 

the Metaverse: environment, interface, interaction and social value. Metaverse environments 

are characterised by unrealistic, realistic and fused elements. The fused component combines 

both realistic and unrealistic elements (Dwivedi et al. 2022). The interface of the Metaverse 

leverages physical and 3D components and allows for immersion. According to Sebastian 

(2022), immersive technologies foster a sense of presence. The Metaverse supports interaction 
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through collaboration, social networking and personal dialogue. Persona dialogue sustains 

natural conversations by reflecting the features of non-player characteristics (Dwivedi et al. 

2022). The Metaverse is perceived to possess social value by providing benefits to users and 

society. For this reason, the Metaverse and the broader field of virtual reality have continued 

to grow in the recent past (Vondrek et al. 2022). By replacing the physical space, the Metaverse 

offers broad benefits in different areas of life.  

2.2.1 The Metaverse Opportunities  

 The Metaverse opens up opportunities in diverse spheres, including social life, office 

settings, education, health care, gaming, business and real estate. Dwivedi et al. (2022) argued 

that people are social creatures, and the availability of the Metaverse allows them to interact 

and socialise. Indeed, the Metaverse combines social networking and offline experiences into 

one broad level of interaction. In the office environment, the Metaverse can eliminate the need 

for physical interactions while sustaining work performance. For example, meetings and 

training programs can be held on the Metaverse. Plechatá et al. (2022) demonstrated the 

potential of the Metaverse to revolutionise health communication by improving the behaviour 

of users. In education, the Metaverse provides a mechanism for students to immerse themselves 

in learning experiences with the facilitation of instructors (Dwivedi et al. 2022). Gaming, which 

is the most popular application of virtual reality, can be enhanced through the Metaverse by 

allowing players to experience truly immersive games. The Metaverse also provides 

opportunities for investment, especially in real estate (Dwivedi et al. 2022). Users are 

anticipated to be able to acquire and sell property in a manner that mirrors conventional 

transactions. Finally, in business, the Metaverse creates new business opportunities that 

organisations can leverage to enhance their long-term success. At the same time, the Metaverse 

can automate business processes, including financial transactions.          
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2.2.2 Metaverse Challenges  

 While the Metaverse is beneficial, its adoption is accompanied by various challenges, 

such as data security and privacy issues, identity theft, fraud, harassment and access inequality. 

Data security and privacy are critical issues in the Metaverse because of the diverse 

vulnerabilities that can be exploited. According to Dwivedi et al. (2022), the attacker can 

leverage weaknesses associated with the Metaverse platform or the users. The utilisation of 

avatars in the Metaverse also allows hackers to steal identities and commit crimes (Cheong 

2022). Avatars represent the user within the Metaverse, which means that the theft of these 

avatars can present adverse consequences to the users. Harassment, which has been a major 

problem in online spaces, is also likely to dominate the Metaverse. For example, Pew Research 

recently found that 41% of Americans have experienced harassment online, with women and 

sexual minorities being targeted significantly more than other groups (PEW Research 2021). 

Owing to the immersive nature of the virtual reality platforms, harassment on the Metaverse is 

likely to be severe. Moreover, the technologies implemented in the Metaverse, especially 

artificial intelligence (AI), can be biased, hence causing discrimination. Access inequality 

relates to the difficulty faced by certain marginalised or underprivileged groups in accessing 

the Metaverse and related services. 

2.3 Cybersecurity 

The Internet and computers are working together to connect people all over the world. 

Hence, cybersecurity has become a must-have framework, which could ensure that all 

communications and information sharing remain safe. Cybersecurity covers the Internet, 

computer networks and computing systems. Technological and organisational elements of 

cybercrime, such as databases, software administration and computer programming, are 

essential for individuals’ understanding (González-Manzano & de Fuentes, 2019; NIST, 2017). 
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Organisations and individuals utilise cybersecurity to prevent illegal access to data centres and 

computerised systems. A robust cybersecurity strategy is typically provided through solid 

security procedures. 

Cybersecurity threats come in three forms: cybercrimes, cyberattacks and cyberterrorism. 

Cybercrimes refer to crimes committed through the Internet and other digital means and more 

conventional crimes enabled or sustained by these means (Donalds & Osei-Bryson 2019). 

Cyberattacks refer to cyberspace-based assaults aimed at disrupting, disabling, damaging or 

maliciously managing a computer environment/infrastructure, ruining data integrity or stealing 

sensitive information (NIST 2022). Cyberterrorism refers to the act of shutting down vital 

national infrastructures, such as transportation, energy and government activities, or coercing 

or intimidating a government or civilian population by using computer network tools (Lewis 

2002). These threats result from malware, phishing, social engineering, SQL injection, man-

in-the-middle (MITM) attack and distributed denial-of-service attacks. Malicious efforts to 

harm or destroy computing systems or networks are included in the definition of cybersecurity 

(Von Solms & Van Niekerk 2013). Hence, cybersecurity attacks and threats can affect various 

industries, such as health care, manufacturing, financial services, government agencies and 

education (Cybersecurity Education 2021). Cybersecurity must therefore take into account 

technological, regulatory, legal, ethical and social factors. 

Individuals’ behaviour towards cybersecurity is a concern for both end-users and 

organisations because most cybersecurity incidents are caused by human mistakes or 

inadequate knowledge (Hong & Furnell 2021; Reeves, Calic & Delfabbro 2021). Therefore, 

promoting cybersecurity behaviour is an essential means to protect organisations and 

individuals from security threats (Chowdhury, Adam & Teubner 2020). Cybersecurity 

behaviour refers to the users’ actions and reactions in the cyber realm (Mashiane & Kritzinger 
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2019). One major limitation is the lack of a clear definition and understanding of how 

individuals differ in their awareness, knowledge and cybersecurity behaviour when confronted 

with adaptable cyber hazards (Zwilling et al. 2020). 

The literature indicates that cybersecurity, in general, particularly cybersecurity behaviour, 

plays a critical role in supporting the application of many IS theories and models. An analysis 

of cybersecurity behaviour research shows that existing review studies have overlooked 

studying cybersecurity behaviour from the lenses of IS theories and models. Psychologists 

employ various theories to explain and predict human behaviour as part of their preparation for 

cybersecurity programs. For instance, cybersecurity professionals may rely on PMT, which 

mainly explains the impact of threat perception and self-efficacy on security behaviours or 

attitudes among the population (Rogers 1983). Also, the theory of planned behaviour (TPB) 

indicates that behavioural intention is influenced by subjective norms and attitudes (Ajzen 

1991). These theories and models help decide which behavioural elements are most predictive 

to be included in the prevention plan or intervention. 

2.4 Confidentiality, Integrity, and Availability 

Confidentiality, integrity, and availability constitute the CIA triad, the three critical 

dimensions of information security. According to Arpaci & Sevinc (2022), confidentiality 

entails protecting cyberspace from unauthorized access; integrity involves preserving the 

accuracy, consistency, and trustworthiness of cyberspace; and availability is the capacity to 

allow authorized users to access and utilize resources in cyberspace. Attackers routinely target 

availability to disrupt a firm's operations through denial-of-service attacks and other 

availability threats (Qadir & Quadri 2016; Melhem & Dayoub 2022). In addition to denying 

users access to services, attackers can utilize malware and other attacks to alter the integrity of 

information, making it unusable or misleading (Brewczyńska, Dunn & Elijahu 2019). 
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Furthermore, confidentiality infringement enables attackers to access sensitive personal 

information, which can be used in ransomware attacks and identity theft.  

 Within the context of the Metaverse, the CIA triad offers insights regarding areas of 

vulnerability. The confidentiality of users can be under attack as virtual reality tools utilized in 

such platforms collect sensitive personal information such as names, biometrics, location, and 

even financial data. Based on Huang et al. (2023), vulnerabilities such as data injection, 

phishing, unauthorized access, data leakage, insecure design, and eavesdropping can lead to 

privacy and confidentiality infringement in the Metaverse. The integrity of the Metaverse could 

also be targeted in attacks. According to Pooyandeh et al. (2022), the loss of integrity in the 

Metaverse could adversely affect the operation of critical applications and lower the user 

experience. Furthermore, availability attacks mean users cannot perform many tasks, including 

financial transactions and virtual interactions (Dwivedi et al. 2022). For businesses, poor 

service availability translates into lost income and reputational damage. 

2.5 Cybersecurity Behaviour 

The continued adoption of information technologies has been accompanied by the need to 

enhance systems and data security (Baraković & Husić 2022). Effective cybersecurity 

programs consider the human element the weakest link in cybersecurity (Mc Mahon 2020; 

Rahman et al. 2021). Implementing administrative safeguards with a key focus on behaviour 

is imperative to address people-related vulnerabilities. Cybersecurity behaviour refers to the 

individual practices that attenuate or minimise the risk and likelihood of cyber threats. 

According to Maalem Lahcen et al. (2020), focusing on social and behavioural issues can help 

deal with cybersecurity. As such, identifying behaviours that can either enhance or reduce the 

level of security is an essential consideration in creating and implementing a cybersecurity 

strategy (Zwilling et al. 2020). More importantly, fostering a solid cybersecurity culture in 
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which every member of the organisation behaves appropriately reduces people-related cyber 

vulnerabilities (Alshaikh 2020). The idea is to discourage negative behaviours while 

encouraging positive ones. 

Various examples of negative security behaviours should be discouraged in organisational 

settings. One such behaviour is visiting unsafe websites (Hong & Furnell 2021). In workplace 

environments, employees commonly visit potentially dangerous websites. Such websites 

contain exploits that target the organisation’s systems (Edkrantz, Truve & Said 2015). Another 

negative behaviour relates to falling victim to social engineering. Social engineering techniques 

are the most utilised avenues for infecting and intruding into computer networks (Klimburg-

Witjes & Wentland 2021). These techniques leverage human weaknesses such as greed, fear, 

negligence and ignorance to obtain sensitive information from people. For instance, an 

employee could be tricked into opening a phishing link in the hope of winning a present. 

Employees can also fail to back up data or secure their portable devices. The loss of a 

smartphone containing company data, for example, can result in a major data breach. 

2.5.1 Cybersecurity in the Metaverse 

Cybersecurity is a major challenge in the Metaverse. According to Agora (2022), 33% of 

developers believe that data security and privacy are the biggest challenges associated with the 

Metaverse. Cybersecurity issues can be attributed to the human and technical elements of the 

system. Whereas the human component comprises users and hackers, the technical sphere 

includes peripherals and the Metaverse platform. Key peripherals include headsets, personal 

computers, mobile devices and sensors, which constitute the Internet of Things (IoT) systems. 

Users can introduce vulnerabilities into the Metaverse infrastructure by failing to adopt 

appropriate cybersecurity measures. Sebastian, (2022) reported that only 73.8% of the surveyed 

users were concerned about data privacy in the Metaverse. The failure to recognise the high 
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likelihood of attacks and the severity of these threats means that users are less likely to adopt 

cybersecurity best practices. At the same time, in 2021, the Metaverse companies faced 40% 

more human attacks and 80% more bot attacks than other industries (Vigliarolo 2022). 

Therefore, addressing both technical and human vulnerabilities is imperative.   

 The Metaverse infrastructure comprises a network which connects end devices to the 

platform. The networking aspect of computer-based systems is routinely targeted in attacks as 

it transmits information. According to Dwivedi et al. (2022), network-related attacks include 

denial of service, MITM, phishing, botnets, sniffing and spoofing, and unsecured networks. 

The utilisation of unsecured networks enables hackers to view data under transmission and 

even alter the integrity of the communications. Vondrek et al. (2022) explained a form of 

MITM attack executed in the Metaverse called a man-in-the-room attack, in which the hacker 

infiltrates Metaverse’s rooms. Denial-of-service attacks deny users access to resources in the 

Metaverse by overwhelming critical elements in the network. For example, by targeting the 

gateway server, the hacker can make it difficult for users to connect to the Metaverse platform.  

 End devices and the database utilised on the Metaverse platform can possess diverse 

vulnerabilities. Examples include unpatched firmware, memory weaknesses, 

misconfigurations, inadequate logging, unprotected sensitive data, application vulnerabilities 

and insecure system architecture (Dwivedi et al. 2022). Unpatched applications possess 

vulnerabilities that could cause data breaches. Similarly, weak authentication and insecure 

applications can be leveraged in attacks. For instance, a hacker can execute an injection attack 

by supplying malicious inputs to the database with the goal of stealing data. A common 

mechanism through which hackers target computer systems is malware. Specifically, hackers 

are interested in ransomware as it allows them to gain financially. The 2021 Verizon Data 

Breach Investigations Report indicates that 10% of all breaches include a ransomware 
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component (Kerner 2022). The typical ransomware attack encompasses encrypting sensitive 

data and demanding payment to restore access. In the Metaverse, ransomware can be used to 

execute fraudulent transactions. Finally, the creation of IoT devices, which are utilised to 

interact with the Metaverse, often considers the competing goals of usability and security. To 

enhance usability, vendors often minimise security controls, hence introducing vulnerabilities 

into the whole architecture (Warin & Reinhardt 2022). For instance, the utilisation of weak 

authentication mechanisms in headsets can enable hackers to infiltrate the Metaverse system. 

Overall, the cybersecurity posture of the Metaverse depends on the strength of the different 

layers of security. 

2.5.2 Opportunities of Cybersecurity Behavior in the Metaverse 

Exhibiting positive cybersecurity behaviour in the Metaverse benefits the user and the 

entire platform in terms of enhancing safety, sustainability, security, and privacy. Certainly, 

there are opportunities through which one can demonstrate desirable behaviours. First, 

watching out for unusual Metaverse responses and behaviours could suggest the loss of system 

integrity. For example, besides apps slowing down, a user can look out for pop-up windows 

and freezing applications. Users must also act on malware alerts. According to Vondráček et 

al. (2023), emerging malware can execute the man-in-the-middle attack vector, resulting in 

virtual communications' interception. The most effective approach for dealing with malware 

entails implementing an in-depth security approach to minimize the attack surface (Theisen et 

al. 2018). From the human perspective, users should utilize different passwords for each 

application. They should also review privacy and security settings on their applications.  

Hackers routinely target outdated and unpatched systems. Likewise, users can keep 

operating systems and software on the Metaverse device updated. Based on Gupta et al. (2023), 

Metaverse applications contain vulnerabilities hence the need for regular updates. Users should 
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also avoid opening email attachments from unknown users. Email attachments often contain 

malware or links to infected applications. If a user encounters an unknown link, they should 

avoid clicking on it. Personal responsibility is also imperative, as users should avoid sending 

sensitive personal information via the Metaverse. Finally, it is essential to back up important 

files on Metaverse devices. Backups ensure that the user continues to function even when an 

attack occurs. Overall, positive security behaviours are a combination of technical controls and 

carefulness. 

2.5.3 Systematic Review Questions 

While understanding cybersecurity behaviour mainly relies on several technical, social and 

human factors that can be identified through different IS theories and models, the existing 

research does not review this research topic from the perspective of those theories and models. 

Most of the current review studies concentrate on the technical aspects of cybersecurity, with 

little attention paid to human behaviours. For example, Khando et al. (2021) analysed the 

progress of information security awareness (ISA) and provided the current state of the art in 

the content development of ISA in the private and public sectors by understanding the different 

ISA content development methodologies and variables that impact employee’s ISA. Svabensky 

et al. (2020) examined the current level of cybersecurity education and its associated research. 

Fujs et al. (2019) investigated which qualitative research methodologies have been used the 

most to study different aspects of cybersecurity. Therefore, the current review systematically 

examines and synthesises cybersecurity behaviour studies from the perspective of IS theories 

and models. This review also intends to identify the common research themes, external factors, 

dominant technologies and services, main research methods, active countries and participants. 

In addition, this review analyses the interrelationships among the aforementioned attributes to 

find interesting patterns that shed light on the existing research gaps and provide implications 



 

22 

 

for further research paths. Hence, this review study intends to address the following research 

questions: 

RQ1: What are the prominent IS theories and models in the context of cybersecurity behaviour? 

RQ2: What are the common themes in the articles under analysis? 

RQ3: What are the common external factors affecting cybersecurity behaviour? 

RQ4: What is the relationship between the cybersecurity research themes and external factors? 

RQ5: What are the dominant technologies and services used in cybersecurity behaviour? 

RQ6: What are the leading research methods used? 

RQ7: What are the active countries in cybersecurity behaviour research? 

RQ8: What is the relationship between the cybersecurity research themes and study regions? 

RQ9: Who are the participants in cybersecurity behaviour research? 

2.5.4 Related Reviews on Cybersecurity  

Lately, review studies that investigate different domains in the context of cybersecurity 

behaviour have increased. Table 1 lists the previous reviews on cybersecurity-related literature. 

Evidently, earlier reviews focused on specific aims, including cybersecurity awareness (Rahim 

et al., 2015; Quayyum et al., 2021); cybersecurity vulnerability and risk assessment policies 

and strategies (Alahmari & Duncan, 2020; Coventry & Branley, 2018; Nifakos et al., 2021); 

factors affecting cybersecurity behaviour, including human types (Chowdhury et al., 2019; 

Jeong et al., 2019; Kalhoro et al., 2021; Nifakos et al., 2021); and cybersecurity research topics 

(Suryotrisongko & Musashi 2019). 

Although numerous review studies have been conducted in recent years, providing scholars 

with valuable information on cybersecurity behaviour, a review of cybersecurity behaviour 
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from the lenses of IS theories and models has been neglected. This issue was the driving force 

behind the decision to conduct this systematic review. 

Table 1: Previous review studies on cybersecurity 

Source Review type No. of 

reviewed 

studies 

Domain Aim 

(Coventry & 

Branley 2018) 

Narrative review 1249 Healthcare Understanding and identifying the 

vulnerabilities and cybersecurity 

threats and their effect on healthcare. 

(Rahim et al. 

2015) 

Systematic Review 23 Global Assessing cybersecurity awareness 

and identifying the gaps in the current 

research. 

(Kalhoro et al. 

2021) 

Systematic Review 35 Software 

Engineering 

Understanding user differences 

related to good or bad cyber hygiene 

behaviour and what users can do to 

support good cyber hygiene. 

(Nifakos et al. 

2021) 

Systematic Review 

 

70 Healthcare Uncovering the prevalent factors 

affecting a healthcare organization’s 

cybersecurity posture due to a lack of 

awareness of the cyber threat to 

healthcare, identifying healthcare 

organizations’ cyber defence strategy 

through studying human behaviour, 

and examining the organization’s risk 

assessment approach and 

cybersecurity policies that have been 

enacted. 

(Jeong et al. 

2019) 

Systematic Review 27 Social 

Science 

Investigating human factors in 

cybersecurity, which are subjective 

and often complex. 

(Suryotrisongko 

& Musashi 

2019) 

Taxonomy Review 99 Global Introducing a taxonomy analysis 

report for various research topics in 

cybersecurity. 

(Quayyum, 

Cruzes & 

Jaccheri 2021) 

Systematic Review 56 Global Reviewing the existing literature on 

cybersecurity awareness among 

young people. 

(Chowdhury, 

Adam & 

Skinner 2019) 

Systematic Review 21 Global Consolidating a paradigm that 

examines the influence of temporal 

constraints on human cybersecurity 

behaviours. 

(Alahmari & 

Duncan 2020) 

Systematic Review 15 Business Presenting a thorough literature 

evaluation based on newly available 

data on cybersecurity risk 

management in SMEs to comprehend 

the existing position. 

This Study Systematic Review 39 Global Conducting a systematic review of 

cybersecurity behaviour from the 

perspective of IS theories and models 

to examine the main research themes, 

influential factors, dominant 

technologies and services, research 

methods, active countries, and the 

interrelationships among these 

characteristics. 
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2.6 Systematic Review Methodology 

A literature review is conducted for various purposes, including gathering and synthesising 

information for new research agendas and providing evidence-based conclusions (Cronin, 

Ryan & Coughlan 2008). It lays the groundwork for information accumulation, promoting the 

development and refinement of ideas, filling gaps in existing research and discovering areas 

that past research missed (Marangunić & Granić 2015). This study intends to give a 

comprehensive review of past studies on cybersecurity behaviour involving IS theories and 

models, focusing on the common research themes, external factors, dominant technologies and 

services, main research methods, active countries, participants and the interrelationships 

among these characteristics. The systematic review is divided into three stages: determining 

inclusion and exclusion criteria, data sources and search methods, and data coding and analysis. 

2.6.1 Inclusion/Exclusion Criteria 

The inclusion/exclusion criteria are used to filter the collected data and determine which 

papers to be included or excluded, as shown in Table 2. The inclusion criteria cover articles 

that focus on IS theories and models in cybersecurity behaviour and must be written in English. 

The excluded studies were the articles written in languages other than English, did not focus 

on cybersecurity behaviour and did not involve the use of theories and models. 

Table 2: Inclusion and exclusion criteria 

Inclusion Criteria Exclusion Criteria 

Addresses cybersecurity behaviour. Behaviour is covered but not cybersecurity. 

Discusses a theoretical model. Cybersecurity behaviour is described without presenting a 

theoretical model. 

Should be written in English. Articles written in a language other than English. 
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2.6.2 Data Sources and Search Strategy 

The data were collected through different online databases, such as Emerald, Springer, 

Taylor & Francis, IEEE Explore, SAGE, ScienceDirect and Google Scholar. The retrieved 

studies were restricted to journal articles and conference proceedings. The search string for the 

studies was ([‘cybersecurity’ OR ‘cyber security’] AND [‘behavior’ OR ‘behaviour’]). The 

selection of relevant keywords is critical because it influences the retrieval of relevant articles 

from databases (Costa & Monteiro 2016). 

The search results retrieved 2,210 articles by using the mentioned search string. A total of 

227 were found as duplicate articles and thus were discarded. A total of 1,983 articles remained. 

The inclusion and exclusion criteria were applied strictly for each of the remaining articles. 

The entire review process was conducted following the preferred reporting items for systematic 

reviews and meta-analysis (PRISMA), as depicted in Figure 1. The first and second authors of 

this research independently analysed each of the gathered papers to conduct the analysis. 

Through conversation and further examination of the contested papers, the two authors 

reconciled their discrepancies in analysing the studies. A total of 39 articles were consulted for 

this study. 

2.6.3 Data Coding and Analysis 

The data extracted from the included articles involved different characteristics, such as (a) 

publication year, (b) theoretical model, (c) independent variables, (d) dependent variables, (e) 

technologies or services, (f) method, (g) participants and (h) country. These characteristics 

correspond to the research questions of this systematic review. 
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2.6.4 Results of Systematic Review 

The outcomes of this systematic review are provided based on the research questions 

through analysing the included studies (N = 39). Table 16 in Appendix A shows the 

classification analysis of the analysed research articles on cybersecurity behaviour. Figure 2 

depicts the distribution of the examined articles throughout the years in which they were 

published. These studies span the years 2012 to 2021. Most of the cybersecurity research 

articles were published in the last three years (2019, 2020, 2021), which clearly shows the 

increasing interest of the research community in this research topic. 
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Figure 1: PRISMA flowchart 
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Figure 2: Articles distribution by publication years 

2.6.5 Prominent Theories and Models in Cybersecurity Behaviour 

Numerous research studies were conducted to investigate cybersecurity behaviour through 

different theories and models. Figure 3 illustrates the prominent theories and models used in 

understanding what impacts cybersecurity behaviour. PMT with 17 studies dominates the list 

of theories and models, followed by technology threat avoidance theory (TTAT) with six 

studies. TPB and general deterrence theory (GDT) represent the third and fourth categories in 

the list with four studies each, followed by threat avoidance motivation (TAM) (N = 3), and 

HBM (N = 2). The other theories and models appeared only once in the analysed studies, as 

shown in Figure 3. 

2.6.6 Common Research Themes 

To understand the research themes of the analysed articles, we surveyed the dependent 

variables measured in each study. Figure 4 shows the research themes in the analysed articles. 

Cybersecurity behaviour and intention behaviour were 
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Figure 3: Prominent theories and models in cybersecurity behaviour 

the top reasons for conducting most of the studies, with 14 studies for each. This is followed 

by avoidance behaviour and avoidance motivation, with five studies each. The analysis also 

shows that four studies were conducted on usage behaviour and three studies each on 

compliance behaviour and cybersecurity awareness. 

Compliance behaviour refers to individual practices related to adhering to laws and 

regulations. Compliance behaviour adheres to cybersecurity laws, regulations and procedures 

(Li et al. 2019). An example of a regulation that must be complied with within the cybersecurity 

realm is the Gramm–Leach–Bliley Act, which requires financial institutions to explain their 

information-sharing practices and safeguard sensitive information (Ryle, Yan & Gardiner 
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2022). Cybersecurity behaviour is specific to cybersecurity but not limited to laws and 

regulations. In other words, cybersecurity behaviour goes beyond the law to include acting in 

a manner that aligns with best practices, industry values and standards. 

 

Figure 4: Research themes in cybersecurity behaviour 

2.6.7 External Factors Affecting Cybersecurity 

External factors refer to those that are not a part of the original theories/models and were 

used to extend these theories/models to examine the users’ cybersecurity behaviour in specific 

technologies or services. The role of external factors has a significant positive or negative 

impact on individuals’ behaviours. Therefore, we analysed the included studies through the 

lenses of the external factors affecting cybersecurity behaviour, as shown in Figure 5. An 

imperative detail to report is that only the factors that appeared at least twice in the analysed 
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studies were depicted. The most influential factor is self-efficacy (N = 16), followed by 

perceived severity (N = 12), response efficacy (N = 10) and perceived vulnerability (N = 7), 

with five studies for subjective norm, response cost and perceived susceptibility. 

 

Figure 5: External factors affecting cybersecurity behaviour 

2.6.8 Relationship Between Cybersecurity Research Themes and External Factors 

A suitable way to represent the relationship between the cybersecurity research themes and 

the external factors is by using mind mapping. Mind mapping, also known as concept mapping, 

visually represents links between ideas or concepts (Buzan 2021). Figure 6 presents the mind 
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map of the research themes (i.e. dependent variables) in the analysed articles and the external 

factors affecting different behaviours. The relationship is assessed based on the significance of 

the results in the analysed articles. Only the factors that showed significant differences were 

considered in the mind map. 
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Figure 6: Mind map of cybersecurity research themes and external factors 
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Self-efficacy, response efficacy, response cost, subjective norms, perceived usefulness and 

perceived ease of use significantly impact intention behaviour. Moreover, perceived severity, 

self-efficacy, perceived vulnerability, cues to action, response efficacy, peer behaviour and 

perceived barriers have significant impacts on cybersecurity behaviour. Self-efficacy, 

perceived susceptibility, perceived severity, perceived cost, safeguard effectiveness, safeguard 

cost and perceived effectiveness have substantial effects on avoidance behaviour. Also, self-

efficacy, perceived susceptibility, perceived severity, perceived cost, safeguard effectiveness, 

safeguard cost and perceived effectiveness have significant impacts on avoidance motivation. 

Furthermore, perceived ease of use, facilitating conditions, self-efficacy, trust, and habit have 

considerable impacts on usage behaviour. Moreover, attitude, response cost, subjective norms 

and self-efficacy have significant impacts on compliance behaviour. In addition, perceived 

costs, response efficacy, self-efficacy, perceived severity and perceived vulnerability have 

significant impacts on cybersecurity awareness. 

2.6.9 Dominant Technologies and Services in Cybersecurity 

Cyber threats can affect several technologies and services. Therefore, this systematic 

review considers the analysis of the dominant technologies and services studied in previous 

cybersecurity behaviour research. Figure 7 shows the prevailing technologies and services 

used in cybersecurity behaviour research. Smartphones (N = 5) are the most common 

technology used in the analysed studies, followed by information systems (N = 4), social 

networking sites and games, with three studies each; email, malware and Internet threats had 

two studies each. Twelve studies did not report the technology or service used. 

SNSs collect large quantities of data daily. Therefore, appropriate cybersecurity behaviour 

among social media users is critical to preserving privacy. Some security best practices on 

social media include managing privacy settings, maintaining personal information, using 
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secure devices and being cautious (Jain, Sahoo & Kaubiyal 2021). Smartphones collect highly 

confidential data from users, including location, messages, phone calls, images and personal 

information. Hence, positive cybersecurity behaviour can help secure the data on these devices. 

Web browsers, which are utilised to surf the Web, can be exploited, resulting in cyber-attacks. 

Therefore, users must exhibit positive behaviour when visiting websites and updating their 

browsers and extensions (Varshney, Misra & Atrey 2018). Computer games, like other 

applications, can be conduits for attacks. Gamers, therefore, must be careful not to divulge 

sensitive information on these platforms. In addition, malware and Internet threats are often 

successful due to negative cybersecurity behaviour. Failure to update applications could 

increase the impact of threats. 

 

Figure 7: Dominant technologies and services in cybersecurity 

2.6.10 Leading Research Methods 

Identifying the research methods used in the analysed articles assists further research in 

selecting the suitable method for the intervention. Therefore, we analysed the research methods 
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used in the analysed studies, as shown in Figure 8. The majority of the analysed studies relied 

on the quantitative method of questionnaire surveys (N = 37). Only two of the analysed studies 

applied a mixed method of questionnaire surveys and focus groups. None of the analysed 

studies relied on the qualitative approach. 

 

Figure 8: Articles distribution by research methods 

2.6.11 Active Countries in Cybersecurity Behaviour Research 

Analysing the countries in any behavioural research helps in determining those that are 

active and inactive in the domain, highlighting the existing challenges and suggesting further 

research opportunities. The determinants that affect cybersecurity behaviour vary between 

developing and developed countries. Therefore, analysing the countries in this research arena 

is worthwhile. Figure 9 shows the active countries in cybersecurity behaviour research. Studies 

were conducted mainly in the United States (USA) (N = 12), followed by Malaysia (N = 5), 

then Australia, China and the United Kingdom (UK), with four studies each. New Zealand, 

Taiwan and the UAE had two studies each. Notably, seven of the analysed studies did not 

specify the country of study. 
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Figure 9: Active countries in cybersecurity behaviour research 

2.6.12 Relationship Between Cybersecurity Research Themes and Study Regions 

Identifying the relationship between research themes, which were characterised through 

the dependent variables in each study, and study regions help understand each region’s focus 

and suggest further research in the domain. Figure 10 shows the cybersecurity research trends 

among active countries. Intention behaviour towards a specific technology/service was mostly 

studied in the USA (N = 4), followed by the UAE, UK, Australia and Malaysia, with two 

studies each. Cybersecurity behaviour was mainly examined in the USA (N = 5), followed by 

the UK (N = 3) and China (N= 2). Moreover, avoidance motivation and avoidance behaviour 

were intensively studied in three studies in the USA and one in Australia. Usage behaviour was 

mainly studied in Australia (N = 3), followed by Taiwan (N = 2), and a single study was 

conducted in other countries, as depicted in Figure 10. Compliance behaviour was researched 
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in the USA (N = 2), followed by China, UK, Jamaica and the UAE, with one study each. 

Cybersecurity awareness was scarcely studied, with one study in Australia and Switzerland. 

 

Figure 10: Cybersecurity research trends among active countries 

2.6.13 Main Participants in Cybersecurity Behaviour Research 

Understanding the participants in previous cybersecurity behaviour research assists in 

conducting future trials. The analysis also helps in understanding whether the existing research 

emphasises the individual or organisational level. Figure 11 demonstrates the distribution of 

the analysed studies in terms of participants. Cybersecurity behaviour studies primarily focused 

on organisational employees (N = 22), including managers, decision-makers, IT experts and 

end-user employees, followed by students (N = 13); consumers (N = 4); academics (N = 3), 

including researchers and lecturers; and parents (N = 1). 
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Figure 11: Article distribution by study participants 

2.7 Discussion of the Systematic Review 

Cybersecurity behaviour and human characteristics are correlated (Gratian et al. 2017). 

Cybersecurity is an essential tool for preserving privacy and avoiding illegal monitoring, and 

information exchange and intelligence collection can be valuable tools for implementing 

cybersecurity (Fischer 2016). The primary purpose of this research was to conduct a systematic 

review to critically analyse and synthesise the articles published on cybersecurity behaviour to 

improve the understanding of the common research themes, external factors, dominant 

technologies and services, main research methods, active countries, and participants. 

Understanding these characteristics would provide more insights into the existing challenges 

in cybersecurity behaviour and offer opportunities for future research trials. Figure 12 

summarises the main review findings through a mind map, depicting the relationship between 

each characteristic and its main conclusions. 

The results indicate a rise in the number of articles published between 2012 and 2021, with 

significant growth between 2019 and 2021. The considerable number of publications, 

specifically during the last few years, contributes to the increasing research interest in 

examining what impacts cybersecurity behaviour. This growing interest stems from several 
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reasons. For instance, individuals’ errors cause 95% of cybersecurity incidents (Cybint 2020). 

In 2019, 88% of organisations worldwide were exposed to spear-phishing attacks (Proofpoint 

2020). Thus, the number of publications on cybersecurity behaviour is believed to double in 

the next few years because of the expectation that the number of IoT-connected devices will 

reach 75 billion in 2025 (Cybint 2020), which requires individuals and organisations to make 

cybersecurity behaviour a part of their culture. 

 

Figure 12: Mind map of cybersecurity behaviour research findings 

For the IS theories and models, the results showed that PMT is the most frequently used 

theory, with 17 studies. PMT is followed by TTAT (N = 6), TPB and GDT (N = 4), TAM 

(N = 3), and HBM (N = 2). The prominent use of PMT stems from the theory’s aim to explain 

fear appeals and suggests that individuals protect themselves through several factors, such as 

perceived severity and perceived vulnerability (Katsikeas et al. 2021). In addition, PMT assists 

in explaining individual differences in protective cybersecurity behaviours, as action-based 

decisions are built on individual risk perceptions (Van Schaik et al. 2020). This finding is an 
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indicator that the existing research mainly focused on understanding the security determinants 

of cybersecurity behaviour. Because we are dealing with ‘behaviour’, more theories need to be 

explored to further understand what impacts cybersecurity behaviour by individuals and 

organisations. The existing literature provides inadequate exposure to the social, psychological 

and technical determinants. 

This review also analysed the research themes of the collected articles by examining the 

dependent variables in each study. The findings showed that ‘intention behaviour’ and 

‘cybersecurity behaviour’ were the most common purpose for conducting the majority of the 

studies. The studies that relied on the ‘intention behaviour’ aimed to examine the users’ 

behaviour towards using different technologies and services from the perspective of security 

incidents. The studies that examined the ‘cybersecurity behaviour’ aimed to investigate the 

determinants that affect users’ behaviour towards cybersecurity. The results also pointed out 

that the existing literature paid less attention to cybersecurity awareness and compliance 

behaviour, which opens the door for further research trials. 

For the external factors, the results indicated that self-efficacy is the most influential factor 

that affects cybersecurity behaviour, followed by perceived severity, response efficacy and 

perceived vulnerability. Undoubtedly, these are the factors derived from PMT. These results 

suggest that further research needs to consider the role of social, technical and psychological 

factors in understanding cybersecurity behaviour. An analysis of the external factors reveals 

that the role of moderators is neglected in the extant literature. This issue was also discussed in 

a recent study on employees’ security behaviour (Alshaikh & Adamson 2021). 

This review also analysed the relationship between the cybersecurity research themes and 

the external factors, technologies/services and active countries. In terms of ‘intention 

behaviour’, self-efficacy, response efficacy, response cost, subjective norms, perceived 
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usefulness, and perceived ease of use significantly impact intention behaviour. The studies 

mainly focused on examining the intention behaviour towards using several 

technologies/services, such as IS (Li, Pan & Zhang 2020; Bansal, Muzatko & Shin 2021), 

Internet security software (Van der Schyff & Flowerday, 2021), malware (Blythe & Coventry 

2018), anti-malware software (Vafaei-Zadeh, Thurasamy & Hanifah 2019), SNSs (Addae et 

al. 2017; van der Schyff & Flowerday 2021), web browsers (Addae et al. 2019), games 

(Alqahtani, Kavakli-Thorne & Alrowaily 2020; Abroshan et al. 2021), emails (Shahbaznezhad, 

Kolini & Rashidirad 2020) and smartphones (Ameen et al. 2020, 2021). The ‘intention 

behaviour’ has been primarily studied in the USA, the UAE, the UK, Australia and Malaysia. 

In terms of cybersecurity behaviour, perceived severity, self-efficacy, perceived 

vulnerability, cues to action, response efficacy, peer behaviour and perceived barriers were the 

most influential factors. The technologies/services under this theme include IS (Xu & Guo 

2019), SNSs (Addae et al. 2017; Van Schaik et al. 2020), web browsers (Addae et al. 2019), 

computers (Simonet & Teufel 2019), smartphones (Verkijika 2020) and Internet threats (Jeske 

& van Schaik 2017). Understanding what impacts cybersecurity behaviour was mainly studied 

in the USA, the UK and China. 

For avoidance behaviour and avoidance motivation, self-efficacy, perceived susceptibility, 

perceived severity, perceived cost, safeguard effectiveness, safeguard cost and perceived 

effectiveness were the dominant influential factors. The leading technologies/services 

investigated under this theme include Internet threats (Gillam & Waite 2021), games 

(Alqahtani & Kavakli-Thorne 2020), smartphones (Verkijika 2019) and malware (Young, 

Carpenter & McLeod 2016). The USA and Australia were the only active countries conducting 

studies related to avoidance behaviour and avoidance motivation. The increasing interest from 
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these two countries stems from the COVID-19 pandemic-related reported cybercrime cases, 

which increased to 300% in the USA (Packetlabs 2021) and 75% in Australia (ACSC 2021). 

Concerning ‘usage behaviour’, perceived ease of use, facilitating conditions, self-efficacy, 

trust and habit have significant impacts on using several technologies/services from the 

perspective of cybercrimes and security incidents. These technologies/services include web 

browsers (Young, Carpenter & McLeod 2016), games (Alqahtani, Kavakli-Thorne & 

Alrowaily 2020), smartphones (Chou & Chou 2019) and emails (Sivarethinamohan & Sujatha 

2021). This theme has been mainly studied in Australia and Taiwan. 

In terms of ‘compliance behaviour’, attitude, response cost, subjective norms and self-

efficacy were the most influential factors. Smartphones were the primary technology examined 

under this cluster (Ameen et al. 2021). The other studies that examined the compliance 

behaviour specified neither the technology nor the service used (Donalds & Osei-Bryson 2020; 

Liu et al. 2021). The USA dominates the list for conducting studies related to this cluster. 

For ‘cybersecurity awareness’, perceived costs, response efficacy, self-efficacy, perceived 

severity, and perceived vulnerability were the most common determinants that affect 

individuals’ awareness towards cybersecurity. The main technologies/services examined under 

this theme include computers (Simonet & Teufel 2019), IoT (Reeves, Parsons & Calic 2020) 

and SNSs (Van der Schyff & Flowerday, 2021). This subject has been mainly studied in 

Australia and Switzerland. 

Understanding the relationship between cybersecurity research themes and influential 

factors on the one hand and the active countries on the other hand assists further research in 

the domain. For instance, the majority of the examined studies were conducted in 

individualistic contexts with limited exposure to collectivistic societies. This phenomenon 

encourages further empirical research in those contexts. Most of the analysed studies were 
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conducted in developed countries. Understanding the determinants that affect cybersecurity 

might differ in developing countries from those in developed countries due to the differences 

in technology infrastructure, participants’ awareness and culture. This observation, in turn, 

encourages more research to be conducted in those countries. 

Ninety-five per cent of the analysed articles relied on quantitative research methods 

through questionnaire surveys, while the rest used mixed research methods involving 

questionnaire surveys and focus groups. This result suggests that future studies should consider 

mixed research methods because relying on questionnaire surveys only might not be adequate 

to explain the causal relationships among the variables in the research model. 

This review also analysed the participants involved in each study. This classification helps 

in understanding whether the existing research emphasises the individual or organisational 

level. Fifty-six per cent of the analysed studies focused on organisational employees, and 33% 

focused on students. This observation provides evidence that understanding what impacts 

cybersecurity behaviour at the individual level is still in its infancy, thus opening the door for 

further research. 

2.8 Summary of Systematic Review 

The increasing number of cybercrimes and security incidents has promoted the concept of 

cybersecurity behaviour to efficiently protect individuals and organisations from such threats. 

However, this topic is still in its infancy and requires further investigation. Therefore, this 

systematic review was conducted to gain deeper insights into the common research themes, 

external factors that affect cybersecurity behaviour, dominant technologies and services, main 

research methods, active countries and participants. We believe that this review would be a 

valuable guide for scholars and practitioners in providing the existing gaps and suggesting 

opportunities for further research. 



 

45 

 

This review sheds light on several gaps in the research. Firstly, PMT was the most 

frequently used theory in understanding the determinants that influence cybersecurity 

behaviour. Most of the examined studies concentrated on the role of security determinants, 

such as perceived severity, response efficacy and perceived vulnerability, in understanding 

cybersecurity behaviour, with little attention paid to the role of social, psychological and 

technical determinants. This phenomenon requires the need for more research that involves 

theories covering these factors. Secondly, insufficient knowledge is available as to what affects 

cybersecurity awareness and compliance behaviour, thus opening the door for further research 

trials. Thirdly, the role of moderators is neglected in the extant literature. Therefore, we suggest 

that further research involves the role of moderators because their absence might raise 

inconsistent effects of the factors across studies (Sun & Zhang 2006). Fourthly, most of the 

examined studies were conducted in individualistic contexts with limited exposure to 

collectivistic societies. This issue encourages further empirical research to be conducted in 

those contexts. Fifthly, 95% of the analysed articles relied on quantitative research methods 

through questionnaire surveys for data collection. Therefore, further empirical research is 

encouraged to consider mixed methods because relying on questionnaire surveys only might 

not be adequate to explain the causal relationships among the variables in the research model. 

Sixthly, 56% of the analysed studies focused on organisational employees in explaining what 

affects cybersecurity behaviour. This observation provides evidence that an understanding of 

what impacts cybersecurity behaviour at the individual level is still limited, thus requiring 

further investigation. Finally, most cybersecurity behaviour studies covered specific 

technologies and services, including IS and SNSs (Addae et al. 2017; Van Schaik et al. 

2020)(Addae et al., 2017; Van Schaik et al., 2020)(Addae et al., 2017; Van Schaik et al., 

2020)(Addae et al., 2017; Van Schaik et al., 2020)(Addae et al., 2017; Van Schaik et al., 

2020)(Addae et al., 2017; Van Schaik et al., 2020)(Addae et al., 2017; Van Schaik et al., 
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2020)(Addae et al., 2017; Van Schaik et al., 2020)(Addae et al., 2017; Van Schaik et al., 

2020)(Addae et al., 2017; Van Schaik et al., 2020)(Addae et al., 2017; Van Schaik et al., 

2020)(Addae et al., 2017; Van Schaik et al., 2020)(Addae et al., 2017; Van Schaik et al., 2020; 

Addae et al., 2017; Van Schaik et al., 2020), web browsers, computers, smartphones and 

Internet threats. This issue sheds light on the lack of studies on cybersecurity behaviour in new 

technologies and services, such as blockchain, the Metaverse and computing power. Therefore, 

this aspect requires more research that explores those technologies and services from the lens 

of security determinants, social, psychological and technical determinants’ role in 

understanding users’ cybersecurity behaviour. 
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CHAPTER 3 

RESEARCH MODEL AND HYPOTHESES 

 

Objectives 

---------------------------------------------------------------------- 
 

 Present the relationships between the extensively studied constructs. 

 Discuss the concept of each construct. 

 Develop the research hypotheses. 

 Construct the research model. 
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3 Research Model and Hypotheses 

3.1 Research Model 

Behavioural total desirability is determined by adding together the expected and actual 

values. Thus, numerous well-known behavioural models have been developed. On the basis of 

the systematic literature review, PMT, TTAT, and TPB are the widely utilised models in the 

field of cybersecurity behaviour throughout the past decade. In addition, a distinct stream of 

research employed integrated models based on diverse IS theories and models (McBride, Carter 

& Warkentin 2012; Addae et al. 2017, 2019; Anwar, He & Yuan 2017; Verkijika 2019, 2020; 

Fatokun et al. 2019; Van Schaik et al. 2020; Aigbefo, Blount & Marrone 2020; Ameen et al. 

2020, 2021; Shahbaznezhad, Kolini & Rashidirad 2020; Liu et al. 2021). This research 

proposes a research model as a consequence of integrating three distinct theoretical models: 

PMT, HBM and TIB. A large amount of research relies heavily on these models to explain 

users’ intentions towards the use of security technology, as well as to describe when and how 

a user adopts maladaptive or adaptive actions when he or she becomes aware of a security 

concern. Moreover, the models incorporate affective components, extra social elements, 

predictors of attitudes and situations, in addition to intents that could further predict action, 

such as facilitating conditions and habits. Furthermore, the literature neglected a critical 

cybersecurity concern in one of the latest technologies: the Metaverse. Thus, the novelty of this 

research is that it focuses on studying the cybersecurity behaviour of users in the Metaverse. 

Similarly, trust is used in the proposed research model as an external factor that affects 

cybersecurity behaviour in the Metaverse. Figure 16 shows the proposed theoretical model, 

including the relationship between its constructs and formulated hypotheses. 
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3.1.1 Protection Motivation Theory 

The idea of PMT explains why individuals participate in harmful habits and suggests ways 

to change such behaviours. PMT asserts that individuals protect themselves by evaluating 

threats and evaluating their coping abilities (Rogers 1983), where two cognitive processes are 

activated by a danger: threat appraisal and coping appraisal, as shown in Figure 13. Threat 

appraisal involves analysing the situation based on its severity and how serious it is, while 

coping appraisal evaluates how one reacts to the situation. Threat severity and threat 

vulnerability predictions help to evaluate threat appraisals. Self-efficacy, response efficacy and 

response costs support the evaluation of copy appraisal. Thus, PMT facilitates the assessment 

of the risk of threat and the ability to cope with, avoid or mitigate threats. Consequently, PMT 

focuses on adaptive behaviour through coping appraisals and intention to adaptive behaviour 

through threat appraisal (Rostiani, Toyib & Khoiriyah 2021). 

PMT emphasises improving threat and coping appraisal to motivate individuals to protect 

themselves in the Metaverse (Plechatá, Makransky & Böhm 2022). Effective threat appraisal 

of the Metaverse risks must demonstrate high perceived severity and vulnerability to stimulate 

action (Plechatá, Makransky & Böhm 2022). Key threats in the Metaverse include deviant 

behaviours such as online hate and sexual harassment, privacy and security risks, 

misinformation and terrorism (Dwivedi et al. 2022). Improving users’ coping appraisal by 

enhancing their self-efficacy and response efficacy is also essential. The coping appraisal 

includes both virtual and physical safeguards (Kappor 2022). 

De Kimpe et al. (2022) pointed out that the PMT framework applies to cybersecurity 

because it involves online risks, malware infection and privacy threats that require following 

various security measures, such as strong passwords, automatic updates, security awareness, 

firewalls and other individual measures taken to ensure security. Threat appraisal facilitates 



 

50 

 

considering the perceived severity (malware and other threats) that determines the avoidance 

behaviour by performing security measures to avoid threats (De Kimpe et al. 2022). According 

to Wong et al. (2022), PMT is associated with cybersecurity and policy awareness, which 

impact employee compliance attitudes. Furthermore, it provides employees with better insight 

and the need to prioritise preventive measures and follow cybersecurity measures to address 

the risk or cyber threat (Wong et al. 2022). Hence, PMT considers only the urgency of the 

threat, its probability of incidence and the overall effectiveness of associated action that 

establishes the motivation to apply protective measures against the threat (Gillam & Waite 

2021). Mousavi et al. (2020) revealed that privacy matters facilitate the association between 

threat and coping appraisals. Furthermore, PMT points out the presence of two bases of 

information that impact the threat and coping evaluations—environmental and interpersonal 

sources (Mousavi et al. 2020). PMT is applicable in the IS domain, such as analysing users’ 

protective behaviours during online transactions, employees’ awareness of information 

security policies and individuals’ usage of security software (Salleh et al. 2012, 2013). In this 

research, all the PMT constructs are used in the proposed model to determine its effect on 

individuals’ cybersecurity behaviour. 

 

Figure 13: PMT developed by Rogers (1983) 
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PMT consists of these constructs: perceived vulnerability, perceived severity, self-efficacy, 

response efficacy and response costs. For the proposed research model, all the constructs of 

PMT are used to cover the measurement of security factors. 

3.1.2 Health Belief Model 

HBM anticipates why individuals take action to avoid, test for or control illnesses 

(Rosenstock 1974). It is designed to reveal the motivations behind people’s engagement in 

healthy behaviour and is used as the framework for directing interventions in health behaviour 

(Glanz, Rimer & Viswanath 2008). Ehizibue (2022) pointed out that individuals prefer to take 

preventive measures to safeguard themselves from the threat of vulnerability (perceived 

vulnerability). Also, they perceive the threat and do not take action, which results in serious 

outcomes (perceived severity). Furthermore, factors such as benefits, costs or challenges 

influence their performance, whether they are involved or not in exhibiting preferred behaviour 

(perceived benefits and perceived barriers). Similarly, social influence or events trigger users 

to change their behaviour (cues to action) and their ability to exhibit the preferred behaviour 

(self-efficacy) (Ehizibue 2022). Figure 14 shows the original HBM. 

HBM can be utilised to explain user behaviour in online settings (Ng & Xu 2007). 

Sebastian (2022) found that self-efficacy and perceived pleasure enhanced one’s utilisation of 

the Metaverse. Ultimately, an individual’s cause of action is dependent on the perceptions of 

the person concerning the barriers and benefits associated with performing a given action in 

the Metaverse. The security and privacy threats in the Metaverse are broad and can be severe 

because they emanate from both the user and the Metaverse platform (Dwivedi et al. 2022). 

Therefore, increasing the perception of vulnerability and susceptibility of the user to those risks 

while increasing their self-efficacy and perceived benefits can improve behavioural outcomes 

in the Metaverse. 
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HBM includes various components missed in information security adoption or other 

healthcare theories. These constructs are essential in cybersecurity practice (Ng, Kankanhalli 

& Xu 2009). Although HBM involves components of perceived susceptibility and severity, it 

also considers parts of perceived threat, perceived benefits, perceived barriers, cues to action 

and self-efficacy. HBM fundamentally focuses on attitudes and perceptions related to 

susceptibility, severity or intensity, benefits, barriers and cues to action concerned with one’s 

social environment (Janz & Becker 1984). HBM is applicable in the context of cybersecurity. 

Raddatz et al. (2021) highlighted that the adoption of a blockchain-based database is an 

example of healthy behaviour in cybersecurity that supports the protection of personal 

information and promotes data privacy. Furthermore, the study stresses that the architecture of 

a blockchain-based database has privacy protection as its fundamental element. Concerning the 

banking industry, customers face privacy threats, thus encouraging the banking sector to focus 

on blockchain-based technologies to reduce threats related to privacy and personal information. 

Raddatz et al. (2021) highlighted that HBM emphasises that the reason for engaging in various 

healthy behaviours is a person’s perception of inherent risk and benefits, as well as their ability 

to involve inappropriate behaviour to mitigate threats. Therefore, behavioural intention is 

determined by the value given by an individual to a specific goal, such as cybersecurity, and 

their estimation that the suggested response or behaviour facilitates the attainment of the goal 

(Raddatz et al. 2021). 

For the purpose of this research, not all HBM constructs are used in the proposed research 

model. HBM consists of perceived severity, perceived susceptibility, self-efficacy, perceived 

benefits, perceived barriers and cues to action constructs. The constructs of perceived severity 

and self-efficacy are discarded from the proposed research model because it is interrelated with 

the same concept of PMT. Also, the construct of perceived susceptibility in HBM has the same 

meaning as a perceived vulnerability in PMT. Therefore, perceived susceptibility is discarded 
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because of its availability in PMT. Moreover, the HBM construct of perceived benefits is 

equivalent to response efficacy, which is PMT’s construct, and perceived barriers are 

equivalent to PMT’s constructs response costs (Prentice-dunn & Rogers 1986). Therefore, cues 

to action are the only construct of HBM that is used in the proposed model. 

  

Figure 14: HBM developed by Rosenstock (1974) 

 

3.1.3 Theory of Interpersonal Behaviour 

TIB focuses on the extent to which feelings and position in the group influence security-

related behaviour (Pee, Woon & Kankanhalli 2008). The TIB model incorporates emotional 

components, extra social variables, predictors of attitudes and circumstances, in addition to 

intents, which might be used to predict actions such as facilitating conditions and habits 

(Triandis 1977). The main constructs of TIB are attitude, affect, costs, rewards, role, self-

concept, social influence and subjective norms. Facilitating conditions, habits, and intentions 

affect the studied behaviour through TIB. TIB includes four elements—perceived 
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consequences, affect, social normative beliefs and personal normative beliefs—because these 

factors influence one’s intention. The intention aspect refers to the chances of exhibiting the 

preferred action. Perceived consequences imply the positive or negative consequences 

exhibited due to the behaviour. The benefits of the behaviour to the individual or others 

determine the desirability of the behaviour. Emotions evolve through the behaviour, which is 

referred to as effects. Therefore, the good or bad feelings gained from the behaviour influence 

the intention. Social normative belief is the social pressure to act. Personal normative beliefs 

are the personal obligations related to exhibiting a particular behaviour (Li et al. 2020). Figure 

15 shows the original TIB. 

The basic tenet of TIB can be used to explain user behaviour in the Metaverse as well as 

other online platforms (Moody & Siponen 2013). Elements of TIB, such as having good habits 

in the area of controlling access to data, can enhance privacy in the Metaverse (Cinema8 2021). 

Within the Metaverse, a user’s attitude and emotions and social factors, combined with habits 

and facilitating conditions, can influence their behaviour. A habit that could help in enhancing 

security is forcing authentication between devices (Abdullahi 2021). Likewise, the availability 

of facilitating conditions, such as the availability of encryption tools, can enhance the level of 

security (Abdullahi 2021). 

In the context of cybersecurity, TIB provides support to understand the behavioural 

intention and characteristic features of users, attackers or defenders who create risk or mitigate 

cyber risk (King et al. 2018). TIB is applicable in predicting information security policy 

compliance, which reduces information security threats (Chin & Chua 2021). TIB facilitates 

the recognition of the behavioural intention and habit of utilising technologies such as mobile 

payment services (Pal et al., 2020). For example, adolescents engaging in risky online lifestyle 
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activities, online leisure activities and social networking become victimised by cyberbullying 

(Choi, Cho & Lee 2019). 

These constructs are used for the proposed research model because facilitating conditions 

and habits have predictive power over past behaviour.  

 

 

Figure 15: TIB adapted from Triandis (1977) 

3.2 Research Hypotheses 

3.2.1 Perceived Vulnerability 

Perceived vulnerability refers to ‘the conditional probability that the threatening event will 

occur provided that no adaptive behavior is performed or there is no modification of an existing 

behavioral disposition’ (Rogers & Prentice-Dunn 1997). Furthermore, perceived vulnerability 

can be conceptualised as ‘a judgment that one makes when confronted with a threat that could 

result in severe damage at work or anywhere else with an internet connection’ (Sulaiman et al. 

2022). In the context of the Metaverse, perceived vulnerability refers to the estimation of a user 

being affected by the diverse risks associated with its use. According to Dwivedi et al. (2022), 

security and privacy threats in the Metaverse include network, database and device attacks. 
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Users can also be vulnerable to others’ deviant behaviours, including harassment, hate, 

misinformation and bullying (Dwivedi et al. 2022). Therefore, perceived vulnerability refers 

to whether one believes that he/she can be a victim of these threats. Enhanced levels of 

perceived vulnerability should increase the likelihood of an individual taking appropriate 

protective measures. The Metaverse is a complex environment due to the interaction of the 5G 

broadband network, cloud services, extended reality (XR) technologies, machine learning, 

hardware wearables, operating systems and software tools. The complexity makes it 

challenging to understand the functionalities, procurement and purposes of digital technologies 

in the Metaverse (Dwivedi et al. 2022). Therefore, understanding the challenges is vital in 

recognising the types of users that could be vulnerable to diverse threats. Training users lowers 

the perceived risk of vulnerability by facilitating them to focus on cybersecurity protection 

(Dwivedi et al. 2022).  

A number of studies have discovered that an individual’s inclination to utilise technology 

is significantly predicted by their perception of vulnerability (Al-Emran, Granić et al., 2020; 

Al-Sharafi et al., 2022; Ameen et al., 2021; De Kimpe et al., 2022; L. Li et al., 2014; Salleh et 

al., 2013). Sharing personal data on SNSs is determined by perceived vulnerability (Salleh et 

al. 2013). For example, the perceived vulnerability of employees influences their cybersecurity 

protection activity positively (Li et al. 2014). Students’ behavioural intention to use a 

smartwatch is significantly positively influenced by their perceived vulnerability (Al-Emran, 

Granić et al., 2020). Employees’ behavioural intentions towards smartphone security 

compliance are positively influenced by their perceived risk vulnerability because of their 

awareness of the negative consequences associated with it (Ameen et al. 2021). The perception 

of the risk level motivates one to follow adaptive behaviour to avoid threats (De Kimpe et al. 

2022). Using contactless mobile payment technologies is determined by the user’s perceived 

vulnerability (Al-Sharafi et al. 2022). Hence, cybersecurity professionals must consider 
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perceived vulnerability as they can evaluate the level of threat from the perspective of users, 

which determines the adoption of technologies or security measures. Similarly, in the 

Metaverse, the following can be hypothesised: 

H1: Perceived vulnerability has a positive effect on cybersecurity behaviour in the 

Metaverse. 

3.2.2 Perceived Severity 

Perceived severity refers to ‘the degree of physical harm, psychological harm, social 

threats, economic harm, dangers to others rather than oneself, and even threats to other species’ 

(Rogers & Prentice-Dunn 1997). In other words, it is a measure of perceived harm to one’s 

physical or psychological well-being, relationships, economic well-being, other people or even 

other species. 

According to Sulaiman et al. (2022), perceived severity refers to ‘the individual perception 

of an event’s consequence’. Concerning the Metaverse, perceived severity refers to one’s 

perception of the negative implications associated with the various risks on the platform. 

Perceived severity can influence an individual into taking protective measures. For instance, if 

a user perceives that theft of their personal information can be harmful, then they can encrypt 

their information. Similarly, individuals intending to engage in illegal activities such as 

bullying in the Metaverse can desist from doing so if punitive measures can be imposed on 

them. According to Alnajrani & Norman (2020), increasing the perceived severity of security 

and privacy mistakes can make mobile cloud computing users more careful, resulting in 

improved data protection. According to Dwivedi et al. (2022), cyberbullying, privacy and 

sustainability issues are challenging for entities operating in the Metaverse ecosystem. Yet 

understanding these challenges helps identify the reasons behind the negative behaviour in the 

Metaverse. Also, obtaining insight into the demographics and the role of anonymity helps 
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address this negative behaviour in the Metaverse. This understanding encourages organisations 

operating in the Metaverse ecosystem to develop and deploy security measures that influence 

users’ threat and coping behaviours. The motivation to adopt protective privacy measures is 

premised on the view that the risks within the Metaverse are severe (Dwivedi et al. 2022). 

 Consequently, a number of research studies throughout the technology use context have 

discovered that an individual’s inclination to utilise technology is significantly predicted by 

their perception of severity (Salleh et al. 2013; Li et al. 2014; Ab Rahman & Choo 2015; Ameen 

et al. 2021; Al-Sharafi et al. 2022; De Kimpe et al. 2022; Ehizibue 2022; Humaidi & Abdallah 

Alghazo 2022). Perceived severity is the perception of threat level that might occur while 

dealing with a risk or risk environment (Salleh et al. 2013). Moreover, information sharing on 

cybersecurity measures increases motivation to follow security practices and reduces threat 

assessment. For example, sharing personal data on an SNS is affected by perceived severity 

(Salleh et al. 2013). Perceived severity positively affects a person’s behavioural desire to use 

cloud computing services (Ab Rahman & Choo 2015). Moreover, employees’ perceptions of 

the severity of security events are positively impacted by a clear cybersecurity policy (Li et al. 

2014). In addition, employees’ behavioural intention towards smartphone security compliance 

is influenced positively by their perceived severity of penalties, and perceived severity has a 

significant influence on behavioural intention (Ameen et al. 2021). Perceived severity results 

in a positive attitude towards following security measures and reinforces the act of following 

security practices (De Kimpe et al. 2022). Perceived severity has a positive impact on using 

mobile payment contactless technologies (Al-Sharafi et al. 2022). Also, perceived severity 

significantly influences users to perform phishing attack prevention behaviour because they 

consider phishing behaviour a threat and its consequences more serious (Ehizibue 2022). 

Humaidi & Abdallah Alghazo (2022) revealed that awareness of security countermeasures 

impacts the components of protection motivation. Perceived severity positively impacts device 
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securement behaviour, password generation behaviour and proactive behaviour appropriate to 

cybersecurity (Humaidi & Abdallah Alghazo 2022). The impact of perceived severity on 

cybersecurity behaviour in the Metaverse has not been studied. Hence, the following 

hypothesis is presented: 

H2: Perceived severity has a positive effect on cybersecurity behaviour in the Metaverse. 

3.2.3 Self-Efficacy 

Self-efficacy is the degree to which a person is confident in their capacity to execute the 

coping activity (Sergueeva & Shaw 2017). Self-efficacy is defined as ‘an individual’s belief in 

his or her ability to carry out protective behaviors’ (Sulaiman et al. 2022). In other words, it is 

a person’s confidence in being able to alter a given behaviour. 

Concerning the Metaverse, self-efficacy is the belief that one has in themselves to protect 

their security and safety. Rhee et al. (2009) demonstrated that self-efficacy improves users’ 

information security behaviour. Within the Metaverse, promoting the user’s self-efficacy can 

enhance their capability to protect their data and privacy. Self-efficacy can be promoted 

through training and awareness programs, which equip users with the skills and competencies 

needed to secure systems (He & Zhang 2019). The idea is to improve the capacity of users to 

implement appropriate security controls. 

Furthermore, individuals’ ability to perform security measures depends on their 

effectiveness in following protective measures such as installing antivirus, changing passwords 

regularly, and having confidence that these measures enhance security and reduce cybercrime 

threats (De Kimpe et al. 2022). Along with risk and convenience, self-efficacy determines the 

use of technology and the intention to use mobile payment technologies (Pal et al. 2021). Self-

efficacy determines the level of avoidance motivation related to technology threat avoidance 

(Gillam & Waite 2021). Self-efficacy and performance expectancy directly influence the 
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intention to use technologies such as mobile, m-learning and e-learning. Self-efficacy is also a 

significant predictor of embracing new technology (Gupta, Khan & Agarwal 2021). 

Consequently, research throughout the technology use context has discovered that an 

individual’s inclination to utilise technology is significantly predicted by their perception of 

self-efficacy (Addae et al. 2019; Li et al. 2019; Ameen et al. 2020; Verkijika 2020). Employees’ 

belief in their own abilities has a beneficial impact on their cybersecurity behaviour (Li et al. 

2019). For example, a high level of self-efficacy in web browser security controls has a positive 

impact on one’s attitude towards cybersecurity (Addae et al. 2019). Moreover, self-efficacy in 

security has a strong positive impact on mobile security behaviour (Verkijika 2020). In 

addition, employees’ perceived self-efficacy has a positive effect on their behavioural 

intentions towards smartphone security compliance (Ameen et al. 2021). In this context, the 

security design approach ensures that automated data security controls in the Metaverse 

positively influence users’ attitudes towards cybersecurity (Dwivedi et al. 2022). 

Similarly, self-efficacy has a positive and significant association with risky cybersecurity 

behaviour. Thus, one’s capability determines the level of exhibiting risky cybersecurity 

behaviour (Gillam & Foster 2020). The users’ ability determines the exposure to risky 

cybersecurity behaviour, such as exhibiting the human aspects of information security, such as 

email usage, password management, Internet use, social media usage, mobile devices, incident 

reporting and information handling. Their security intention behaviour is reflected in their 

password selection, device security, software updates and proactive awareness of web content 

(Gillam & Foster 2020). This idea leads to the following hypothesis: 

H3: Self-efficacy has a positive effect on cybersecurity behaviour in the Metaverse. 
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3.2.4 Response Efficacy 

The degree to which a person thinks that their reaction to danger would relieve it is referred 

to as perceived response efficacy (Rogers 1983). It is also ‘the belief to which a recommended 

response would significantly protect individuals from a threat’ (Johnston & Warkentin 2010). 

According to Sulaiman et al. (2022), response efficacy is ‘the degree to which an individual 

believes that a recommended response will effectively mitigate their threat’. This factor focuses 

on the effectiveness of the chosen behaviour in protecting the person from the perceived risk. 

In the context of the Metaverse, users can adopt various behaviours to protect themselves from 

cyber-attacks and other risks. However, the likelihood that they will adopt these behaviours 

depends on how they perceive them to be effective in addressing the risk. For instance, users 

will install anti-malware on their devices if they perceive this intervention to be effective. 

According to Vondrek et al. (2022), malware targeting virtual reality systems has been on the 

rise. Thus, one can understand that response efficacy applies to the context of the Metaverse, 

as it opens opportunities for users to utilise Metaverse technologies. It encourages them to meet 

their needs and expectations, such as experiencing 3D technology without hesitation for various 

needs, such as test driving or learning to drive virtually before interacting with the vehicle 

(Dwivedi et al. 2022). Response efficiency establishes the execution of cybersecurity measures 

as suggested behaviour, whether an intention to exhibit behaviour that employs protective 

measures exists (De Kimpe et al. 2022).  Response efficacy encourages embracing various 

technologies, such as mobile payments (Al-Sharafi et al. 2022). Humaidi & Abdallah Alghazo 

(2022) found that awareness of procedural information security countermeasure awareness 

positively impacts response efficacy. This awareness provides better insight to the employees; 

thus, the recommended response will facilitate a reduction in the cyber threat level. Thus, 

response efficacy positively influences individuals or employees to follow suggested 

cybersecurity countermeasure actions (Humaidi & Abdallah Alghazo 2022).  



 

62 

 

Numerous studies on the technology use context have determined that an individual’s 

intention to utilise technology is greatly influenced by their perception of response efficacy 

(Al-Emran, Granić et al., 2020; Ameen et al., 2021; Hong & Furnell, 2021; Kuppusamy et al., 

2022; L. Li et al., 2019). Therefore, by relating it to cybersecurity behaviour, employee 

response efficacy influences their cybersecurity protection behaviour positively (Li et al. 2019). 

Response efficacy has a positive effect on the comprehensiveness of cybersecurity behavioural 

patterns because a high level of response efficacy provides more confidence that one can 

forestall cyber threats effectively (Hong & Furnell 2021). Furthermore, employees’ 

behavioural intentions towards smartphone security compliance are positively influenced by 

their perceived response efficacy (Ameen et al. 2021). Response efficacy influences 

implementing suggested behaviour that enhances the intention to adopt technologies such as 

utilising anti-spyware software, cloud computing services, wearable devices and smartwatches 

(Al-Emran, Granić et al., 2020). 

Response efficacy can enhance information security compliance behaviour because 

response efficacy positively influences the intention of compliance with information security 

(Kuppusamy et al. 2022). Within the Metaverse, increasing the perception of response efficacy 

can increase the likelihood of users engaging in positive cybersecurity behaviour. This idea 

leads to the following hypothesis: 

H4: Response efficacy has a positive effect on cybersecurity behaviour in the Metaverse. 

3.2.5 Response Costs  

Response cost refers to any expenses (such as monetary, time, effort, inconvenience, 

unpleasantness, difficulty, complexity and side effects) associated with implementing adaptive 

actions (Rogers & Prentice-Dunn 1997). Response costs refer to an individual’s perceptions of 

how expensive it will be to implement the suggested response (Milne, Sheeran & Orbell 2000). 
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L. Li et al. (2022) conceptualised response costs as ‘any perceived direct personal costs, 

such as effort, inconvenience, or money incurred when an employee takes protective steps’. 

Aside from monetary expenses, non-monetary costs can be incurred when people protect 

themselves from the threats associated with the Metaverse. For example, a user can fail to 

install anti-malware software on their device because they perceive that it is costly (Blythe & 

Coventry 2018). Likewise, a user can perceive the action of ignoring phishing emails as being 

of low cost, hence promoting their level of security and privacy. Therefore, lowering the 

perceived response costs can enhance positive security behaviours in the Metaverse. 

The adoption of emerging technologies will be affected negatively if individuals consider 

that using them takes a lot of effort and that they have to spend more money to purchase or 

update them (Al-Sharafi et al. 2022). Moreover, to avail digital services in the virtual 

environment, organisations might request a subscription for their service or free of charge. 

However, users encounter indirect costs in the form of data and direct costs concerned with 

security measures (Zakaria, Abdul-majid & Omar 2021). Similarly, smartphones or other 

gadgets require antivirus software or updated hardware and software, which are considered 

direct costs and determine their willingness to deploy or follow suggested responses, such as 

following security measures against cyber threats (Zakaria, Abdul-majid & Omar 2021). 

Several factors of response cost exist, such as time, difficulty and effort, and the 

countermeasures for these (Chowdhury, Adam & Teubner 2020). Time pressure affects 

security behaviours negatively because, in a limited time, individuals have to follow the 

security behaviour. Operational, human, technical and physical countermeasures reduce the 

negative impact that results due to time pressure. Likewise, user characteristics, workplace 

characteristics and task characteristics have a moderating influence on the situation, 

psychological constructs and non-secure human cyber security behaviour. Thus, operational 
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countermeasures such as training and awareness, security policies and procedures, and data 

backups facilitate avoiding, detecting and acting on security incidents. Human 

countermeasures include security culture, behaviour reinforcement, work-life balance and job 

design that considers challenges and opportunities associated with users’ vulnerabilities. 

Technical countermeasures include restrictions, analytics and automation, security notification, 

and security tools related to deploying cybersecurity best practices and policies. Physical 

countermeasures relate to assets protection, information and infrastructure, and individuals 

through physical barriers, such as virtual cues and device labelling in organisations 

(Chowdhury, Adam & Teubner 2020). Thus, the ability to understand and deploy these 

countermeasures determines the positive or negative effect of cost on cybersecurity behaviour 

(Chowdhury, Adam & Teubner 2020). 

Response costs greatly indicate an individual’s propensity to use technology, according to 

research that examined the technology use context (Yoon, Hwang & Kim 2012; Tsai et al. 

2016; Ameen et al. 2020). For instance, students’ behavioural desire to practice information 

security is negatively impacted by response costs (Yoon, Hwang & Kim 2012). Also, response 

costs will have a negative effect on security objectives because costs related to the installation 

of anti-virus software and other protective behaviour determine security intentions (Tsai et al. 

2016). In addition, female workers’ behavioural intentions regarding smartphone security are 

more strongly negatively influenced by response cost than male employees’ (Ameen et al. 

2020). Organisations can reduce the response cost as it facilitates secure smartphones and 

influences employees’ behaviour intention with security compliance (Ameen et al. 2020). 

Increased response costs can dissuade an individual from adhering to security best practices; 

thus, response costs can potentially affect cybersecurity behaviour negatively in the Metaverse. 

This idea leads to the following hypothesis: 
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H5: Response costs have a negative effect on cybersecurity behaviour in the Metaverse. 

3.2.6 Cues to Action 

Cues to action are events, persons or objects that influence people’s conduct. Examples 

include a family member’s sickness, media stories (Graham, Liggons & Hypolite 2002), 

disease symptoms, counsel from others, reminder postcards from a health professional (Ali 

2002) or product labels with health warnings. Ng and Xu (2007) defined cues to action as 

‘experiences or triggers that would motivate and activate a user to practice computer security’. 

In the context of the Metaverse, cues to action can range from being exposed to the dangers of 

this technology to hearing about the risks associated with the Metaverse. A risk that one could 

be exposed to in the Metaverse is identity theft (Cheong 2022). After experiencing such a risk, 

the user might be motivated to use biometrics, which is an effective safeguard against identity 

theft (Hackernoon 2022). Similarly, although designing virtual learning approaches to deliver 

a better learning experience is challenging, it is essential to involve users in being active 

through avatars and collaborative relationships with other users in the virtual network (Dwivedi 

et al. 2022). It requires active users to follow preferred behaviour to safeguard themselves from 

cyber threats and experience a better learning experience. According to Mousavi et al. (2020), 

the environment and interpersonal sources of information influence coping and threat 

assessments. Consequently, the fear aspect facilitates the decisions and actions to ensure self-

protection against the threat. Hence, security- and privacy-associated threats in the Metaverse 

positively influence users to identify and follow coping strategies such as privacy protection 

measures while using social networking or digital banking, or mobile applications by disclosing 

less information or customising privacy protection features (Mousavi et al. 2020). 

Several studies spanning the context of technology use found that cues to action greatly 

influence an individual’s propensity to utilise technology (Li et al. 2014; White, Ekin & 
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Visinescu 2017; Yuen et al. 2021). Cues to action are also used to assess an organisation’s 

commitment to fostering ethical cybersecurity conduct. An explicit cybersecurity policy has a 

positive effect on employees’ cues to action when it comes to implementing security measures 

through enhancing security awareness (Li et al. 2014). Moreover, the rise in cues to action has 

a positive effect on increasing a home computer’s defensive security behaviour because a cue 

to action influences protective behaviour and perceived security incidents (White, Ekin & 

Visinescu 2017). Similarly, customers that have a positive experience would have a highly 

positive perception of technology because they tend to search for consistency within their 

judgments and opinions (Yuen et al. 2021). Incorporating cues into the design and 

implementation of the Metaverse can provide reminders to users to adhere to positive security 

behaviours. This idea leads to the following hypothesis: 

H6: Cues to action have a positive effect on cybersecurity behaviour in the Metaverse. 

3.2.7 Facilitating Conditions 

Facilitating conditions are tangible objects in the environment that, according to many 

judges or observers, make an act simple to do (Triandis 1980). Moreover, facilitating 

conditions relate to the absence of environmental or situational restrictions on the individual’s 

ability to execute the intended behaviour (Moody & Siponen 2013). Similarly, facilitating 

conditions narrate the degree to which an individual believes that a system's organizational and 

technological infrastructure is in place to permit its use (Alqahtani, Kavakli-Thorne & 

Alrowaily 2020).  

Facilitating conditions refer to the ‘lack of environmental or situational constraints that 

may prevent the individual from performing the desired behavior’ (Moody & Siponen 2013). 

While an individual might be motivated to perform a given action, the lack of facilitating 

conditions is likely to hinder the action (Moody & Siponen 2013). In the context of the 
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Metaverse, various facilitating conditions can impede or enable privacy-related behaviours. 

For example, a hacker might be facilitated to copy private data if the data are not encrypted 

because encryption is a key security safeguard in the Metaverse (Wang et al. 2022). Similarly, 

access to encryption systems can enable users to protect their data. Dwivedi et al. (2022) 

provide evidence that organisations such as Microsoft, Alphabet and Meta continuously invest 

in the Metaverse and supportive virtual and artificial technology infrastructure to deliver an 

exceptional interface experience to their users. Thus, investing in systems and infrastructure 

opens opportunities in the Metaverse (Dwivedi et al. 2022). 

Several studies in the field of technology use have found that a person’s intention to use 

technology can be predicted significantly by facilitating conditions (Woon 2004; Alalwan, 

Dwivedi & Rana 2017; Catherine et al. 2017; Bishop et al. 2020; Hong & Furnell 2021; Mukred 

et al. 2021; Raddatz et al. 2021). Facilitating conditions trigger users to pay particular interest 

in the resources, facilities and skills required to deal with technologies such as smartphones, 

5G services and secured applications (Alalwan, Dwivedi & Rana 2017). Blockchain-based 

technology is also effective in protecting the privacy and security of users’ information 

(Raddatz et al. 2021). Hence, banking and other sectors depend on blockchain technologies, as 

they facilitate conditions that encourage consumers to utilise the products or services. 

Facilitating conditions is the main factor that motivates users to follow cybersecurity 

behaviours (Hong & Furnell, 2021). However, a negative relationship exists between the extent 

to which facilitating conditions of Internet abuse exist and employees’ Internet abuse behaviour 

(Woon 2004). Moreover, facilitating circumstances have a positive impact on behavioural 

intention to securely adopt fingerprint-based identification for ATMs in Uganda (Catherine et 

al. 2017). A strong positive connection between password creation and enabling circumstances 

was discovered (Bishop et al. 2020). Also, facilitating conditions affect the adoption of digital 

systems in higher education positively and significantly (Mukred et al. 2021). Ali Abdallah 
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Alalwan et al. (2017) highlighted that in the context of availing online services, such as 

adopting mobile banking, facilitating conditions have a positive influence because users 

believe in online service providers. This condition leads to the following hypothesis: 

H7: Facilitating conditions have a positive effect on cybersecurity behaviour in the 

Metaverse. 

3.2.8 Habit 

Habit is an automatic behaviour that is performed without conscious instruction (Triandis 

1977). Triandis (1980) defined habit as ‘situation-behavior sequences that are or have become 

automatic, so that they occur without self-instruction. The individual is usually not “conscious” 

of these sequences’. Also, habit refers to ‘situation-behavior sequences that are or have become 

automatic and occur without self-instruction, cognition, and deliberation in response to specific 

cues in the environment’ (Woon 2004). In the context of the Metaverse, negative behaviours 

can become habits, hence threatening the security and safety of the user. For example, a user 

can develop a habit of not logging out of their devices, resulting in data breaches. According 

to Expert Panel (2021), habits that compromise security include failing to turn equipment off, 

being careless with emails, sharing devices with others and creating bad passwords. A 

Metaverse-based virtual market provides opportunities for digital marketers to place their 

products and services in the virtual world, thus enabling organisations to deliver engaging 

products or services with the support of XR technology. The advertisements support Metaverse 

gaming platforms that attract users to play games to earn virtual products. Also, it ensures data 

gathering to understand users’ preferences. Consequently, users prefer to play games to avail 

benefits such as products or services, thus enabling them to form a habit of using the Metaverse. 

The user’s digital habits and level of positive attitude determine their habit of accessing and 

engaging with virtual marketing avatars (Dwivedi et al. 2022). Habit has a significant and 
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positive effect on behaviour intention related to the mobile phone industry (Gupta, Khan & 

Agarwal 2021). Moreover, students’ habits play a crucial role in influencing the use of mobile 

phones, and they perceive it enhances their academic performance. The habit factor is a notable 

predictor of a student’s intention to accept m-learning. Thus, habit determines the behavioural 

intention to use the technologies associated with learning by students (Gupta, Khan & Agarwal 

2021). 

A positive correlation exists between an employee’s Internet abuse habit and his or her 

degree of a positive attitude towards Internet abuse (Woon 2004). The habit of the behaviour 

of using the Internet for personal purposes at work will correlate positively with real personal 

Internet usage (Moody & Siponen 2013). Unlearning the habitual behaviour associated with 

personal Internet usage is difficult. Hence, organisations should focus on early intervention to 

prevent non-work-related Internet usage from becoming a habit. Moreover, employees’ 

behavioural intention to follow security measures will be positively influenced by habit 

(Aigbefo, Blount & Marrone 2020). Furthermore, habit impacts employees’ cognitive 

mediating process, resulting in adherence to information security policies. Habits affect the 

threat and coping appraisal process and influence the intention to conform with organisational 

information security policies (Aigbefo, Blount & Marrone 2020).  Also, employees’ desire to 

click on a phishing e-mail is positively influenced by habit. Therefore, vulnerable employees 

require phishing simulation activities and training to facilitate habits to deal with phishing 

attacks (Shahbaznezhad, Kolini & Rashidirad 2020). Habit is crucial in using mobile payment 

technologies as they replace the habit of cash dealing (Pal et al. 2021). Habit is the main factor 

that motivates users to follow cybersecurity behaviours (Hong & Furnell, 2021). The factors 

that facilitate the acquisition of the habit of cybersecurity behaviour include efficacy and 

behavioural comprehensiveness, as these support the prediction of cybersecurity behaviour 

habits. Furthermore, habit positively influences behaviour and the intention to adopt mobile 
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banking (Zakaria, Abdul-majid & Omar 2021). Students’ information security behaviours are 

positively influenced by their security practices (Mukred et al. 2021). The overall view is that 

positive habits can influence users into embracing cybersecurity behaviour in the Metaverse. 

This idea leads to the following hypothesis: 

H8: Habit has a positive effect on cybersecurity behaviour in the Metaverse. 

3.2.9 Trust 

Trust refers to the accumulation of beliefs such as integrity, ability and benevolence 

(Gefen, Karahanna & Straub 2003). The feeling of assurance and readiness to rely on 

something or someone is also referred to as trust (Kim, Chung & Lee 2011). Furthermore, it is 

associated with the element of risk and other trusting intentions such as willingness, 

confidence, competence and reliability. Trust is the fundamental element in determining the 

perception and intention of technology adoption (Alalwan et al. 2015). 

According to Aljazzaf et al., (2010), trust is the ‘belief in the competence of an entity to 

act securely, dependably, and reliably in a given context’. According to C. Li & Lalani (2022), 

creating ecosystems of trust in the Metaverse that encompass frameworks, structures, 

algorithms, and policies is essential. Each of these elements must be geared towards 

guaranteeing data availability, confidentiality and integrity (Far & Rad 2022). To do so, broad 

controls that encompass administrative, technical and physical safeguards should be adopted. 

Moreover, security and privacy are not optional because they are rudimentary and 

indispensable elements in the Metaverse (Dwivedi et al. 2022). The Metaverse ecosystem 

comprises infrastructure (AI, cloud), feature providers such as avatar tech, social media, the 

economy, and everything that provides content and platforms. Trust might be attained if each 

of these components is secure and safe. Hence, trust plays a crucial role in influencing the 

user’s interaction in the Metaverse based on their perception of ethical and privacy issues using 
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the Metaverse, a 3D virtual world (Kim 2021). Hence, to overcome the security and privacy 

challenges, the trust of users needs to be gained by sharing security measures and encouraging 

users to exhibit the desired behaviour, such as following instructions to avoid threats and 

having confidence in the technology (Samhale 2022). 

Trust is a subjective quality that believes in a consistent action from the optimistic 

assumptions that influence the behaviour intention to adopt a technology. Furthermore, a high 

trust level reduces the perceived risk and has a positive impact on behavioural intention (Merhi, 

Hone & Tarhini 2019). For example, a high level of trust in a service provider of online services 

reduces their perceived risk and engages them in exhibiting suggested positive behaviours. 

Moreover, it is essential to understand that risk perceptions influence the trust aspects of 

reliability, effectiveness or benefits of adopting technology (Mou & Cohen 2014). The 

perception of trust and benefits is related to the purchase intention of the technology, which 

involves engaging with technology. The trust factor comprises the psychological and emotional 

experience of the individual that influences the logical decision to trust the technology or 

service and the service provider (Yuen et al. 2021). As a factor that plays a significant effect in 

IS theories and models, trust is associated with various human behaviour theories such as 

HBM, TIB, PMT and UTAUT (Mou & Cohen 2014; Yuen et al. 2021; Zakaria, Abdul-majid 

& Omar 2021).  

Moreover, trust is the fundamental element that allows individuals to be engaged or 

involved in different information security behaviours (Raddatz et al. 2021). Trust impacts the 

users’ behaviour in sharing personal information with third parties and acceptance of 

technologies such as blockchain (Raddatz et al. 2021). 

Several studies on technology use found that a person’s trust in technology is a strong 

predictor of whether or not they will use it (Gefen, Karahanna & Straub 2003; Luo et al. 2010; 
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Slade et al. 2015; Bredenkamp, Kritzinger & Herselman 2021; Mohammed & Ferraris 2021; 

Rostiani, Toyib & Khoiriyah 2021; Zakaria, Abdul-majid & Omar 2021). Trust influences 

behaviour intentions, such as using technologies, including mobile banking services (Zakaria, 

Abdul-majid & Omar 2021). Trust positively influences cybersecurity behaviour because it 

relates to a positive intention to utilise the technology as well as positive performance 

expectations (Luo et al. 2010). Furthermore, trust considers the factors such as perceived 

credibility, benevolence and reliability that positively influence the intention and beliefs 

(Gefen, Karahanna & Straub 2003). Trust strengthens positive interactions with technology 

and service providers because it considers the affective (consideration) and cognitive 

(reliability and competency) aspects that lead to supportive behaviour. Also, it encourages them 

to follow the recommendations and engage in adaptive behaviour (Rostiani, Toyib & Khoiriyah 

2021). However, trust reduces perceived risks and positively influences the behavioural 

intention to use remote mobile payments (Slade et al. 2015). Bredenkamp et al. (2021) 

confirmed that trust influences information security compliance behaviour. Furthermore, the 

level of trust in service providers determines consumers’ level of sharing personal data 

(Bredenkamp, Kritzinger & Herselman 2021). Trust impacts individuals’ behaviour and 

encourages them to follow desired behaviour suggested by experts, such as following security 

practices to avoid cyber threats (Mohammed & Ferraris 2021). When users trust the prescribed 

security behaviours, they are likely to embrace them. This idea leads to the following 

hypothesis: 

H9: Trust has a positive effect on cybersecurity behaviour in the Metaverse. 
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Figure 16: A proposed theoretical model 

3.3 Summary 

PMT, HBM and TIB are integrated into this research to study the cybersecurity behaviour 

in the Metaverse from IS theories and models. From PMT, all its constructs (perceived 

vulnerability, perceived severity, self-efficacy, response efficacy and response costs) are used 

in the proposed theoretical model to cover the measurement of security factors. Moreover, from 

HBM, only cues to action are utilised in the proposed theoretical mode to understand an 

individual’s perceptions associated with performing a given action in the Metaverse. Similarly, 

from TIB, facilitating conditions and habits are utilised in the proposed theoretical model due 

to their predictive power of past behaviour that serves the cybersecurity behaviour adapted in 

the use of the Metaverse. Furthermore, trust is used as an external factor in the proposed 

theoretical model because it plays a significant role in using a new domain of technology—the 

Metaverse—while still maintaining cybersecurity behaviour.  
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CHAPTER 4 

Research METHODOLOGY 

 

Objectives 

---------------------------------------------------------------------- 
 

 Explain the professionals’ acceptance of cybersecurity behaviour. 

 Clarify the target population and data collection process. 

 Develop the research instrument and clarify its structure. 
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4 Research Methodology 

4.1 Overview 

By using the deep learning-based hybrid SEM-ANN approach, this study examines the 

factors that affect cybersecurity behaviour in the Metaverse. To acquire a comprehensive 

understanding of the scheme, an integrated research model that incorporates PMT, HBM and 

TIB with trust as an external factor is developed. 

4.2 Research Design 

In this research, a quantitative approach is used to examine the factors that influence 

cybersecurity behaviour in the Metaverse. Questionnaire surveys are employed for data 

collection. According to Huang (2014), a quantitative approach supports the analysis of survey 

data and the investigation of the factors that influence the user acceptability of a certain 

technology. Quantitative data are more effective than qualitative research because research 

hypotheses can be examined and assessed using various statistical approaches. Punch (1998) 

asserted that surveys enable researchers to measure the perspectives of respondents through a 

series of questions that show their assessment on a measuring scale. Moreover, according to 

Malhotra & Grover (1998), surveys are suitable for determining the relationship between study 

factors. 

4.2.1 Instrument Development and Measurement 

An online survey is utilised to acquire the data. The first section of the questionnaire 

comprises the purpose of the study and a consent form. Respondents who completed the online 

questionnaire were asked to indicate their desire to participate in the study by checking a box, 

as shown in Figure 26 (Appendix C). The second section includes sociodemographic 

information such as gender, age, education level and the emirate. The third section includes 
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Metaverse usage from the perspective of experience, frequency, purpose and device, as shown 

in Figure 27 (Appendix D). The fourth section of the questionnaire presents the integrated 

model’s constructs, with a total of 46 distinct items. The factors are perceived vulnerability 

(PV), perceived severity (PS), self-efficacy (SE), response efficacy (RE), response costs (RC), 

cues to action (CA), facilitating conditions (FC), habit (HA), trust (TR) and cybersecurity 

behaviour (CSB), as presented in Table 3. The study measures the applicable model and theory 

by adapting validated questions from prior research studies (Al-Emran, Al-Maroof, et al., 2020; 

Al-Emran, Granić et al., 2020; Ameen et al., 2020; Claar & Johnson, 2012; De Kimpe et al., 

2022; Y. Lee & Larsen, 2009; L. Li et al., 2019; Moody, 2018; Simonet & Teufel, 2019; 

Venkatesh et al., 2003). Standard questions are also employed in several of these studies. 

Utilising already designed and experimentally proven instruments saves time, money and effort 

that would otherwise be necessary to create new instruments. 

Table 3: Constructs, along with their related items 

Constructs Item # Item Measure Adapted from 

Perceived 

Vulnerability (PV) 

PV1 The Metaverse could be vulnerable to security incidents. (Al-Emran, Granić, et al. 

2020) PV2 The Metaverse could be susceptible to security incidents. 

PV3 
A security problem to my personal data could occur if I do not 

comply with the organization’s Metaverse security policy. 

(Al-Emran, Granić, et al. 

2020; Ameen et al. 2020) 

Perceived Severity 

(PS) 

PS1 
I believe that user personal data stored on the Metaverse is 
vulnerable to security incidents. 

(Al-Emran, Granić, et al. 

2020)  

PS2 
I believe that the productivity of the Metaverse is threatened by 

security incidents. 

PS3 
I believe that the profitability of the Metaverse is threatened by data 

protection incidents. 

PS4 
I believe that the Metaverse can allow remote access to my personal 

data. 

PS5 
I believe that the Metaverse can be used to download my personal 

data. 

Self-Efficacy (SE) SE1 It is easy for me to use the Metaverse by myself. 

(Lee 2011; Al-Emran, Granić, 

et al. 2020) 

SE2 
I can adopt the Metaverse even if there is no one around to tell me 
what to do as I go. 

SE3 
I can adopt the Metaverse if I could contact someone when I got 

stuck. 

Response Efficacy 

(RE) 

RE1 The Metaverse can successfully prevent security incidents. 

(Al-Emran, Granić, et al. 

2020)  

RE2 The Metaverse can be a solution for counteracting security problems. 

RE3 If I use the Metaverse, I can minimize the threat of security incidents. 

RE4 
Compliance with the Metaverse security policy reduces the security 

threat to my personal data. 

Response Costs 

(RC) 

RC1 The Metaverse is expensive to purchase and operate. 
(Lee & Larsen 2009; Al-

Emran, Granić, et al. 2020) 

 

RC2 
The Metaverse needs to be frequently upgraded to download various 
type of resources. 

RC3 Security incidents can slow down the Metaverse performance. 

RC4 
Compliance with the Metaverse security policy would require a 
considerable investment of effort other than time. 

(Al-Emran, Granić, et al. 
2020)  
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Constructs Item # Item Measure Adapted from 

Cues to Action 

(CA) 

CA1 

If a family member was to tell me of a recent experience with a 

Metaverse virus, I would be more conscious of my Metaverse’s 
chance of being attacked. 

(Claar & Johnson 2012) 

CA2 

If a friend was to tell me of a recent experience with a Metaverse 

virus, I would be more conscious of my Metaverse’s chance of being 
attacked. 

CA3 

If I see a news report, or read a newspaper or magazine about a new 

Metaverse vulnerability, I would be more concerned about my 

Metaverse’s chances of being attacked. 

CA4 

If I receive an email from the service provider of my Metaverse’s 

operating system about a new security vulnerability, I would be more 

concerned about my Metaverse’s chances of being attacked. 

Facilitating 

Conditions (FC) 

FC1 I have the resources necessary to use the Metaverse. 

(Venkatesh et al. 2003) 
FC2 I have the knowledge necessary to use the Metaverse. 

FC3 The Metaverse is compatible with other technologies I use. 

FC4 I can get help from others when I have difficulties using the Metaverse. 

Habit (HA) 

HA1 
Complying with the Metaverse security procedures is something I do 

frequently. 

(Moody 2018) 

HA2 
Complying with the Metaverse security procedures is something I do 

automatically. 

HA3 
Complying with the Metaverse security procedures is something I do 

without having to consciously remember. 

HA4 
Complying with the Metaverse security procedures is something I find 

it easy to do. 

HA5 
Complying with the Metaverse security procedures is something I 
have been doing for a long time. 

Trust (TR) 

TR1 I have confidence that the Metaverse is safe. 
(De Kimpe et al. 2022) 

TR2 I am satisfied with the safety of the Metaverse. 

TR3 The Metaverse keeps its promises. 

(Al-Emran, Al-Maroof, et al. 

2020) 

TR4 The Metaverse is trustworthy. 

TR5 

The Metaverse policy with respect to how they will share my personal 

information with third parties makes me feel that the technology is 

trustworthy. 

Cybersecurity 

Behaviour (CSB) 

CSB1 
I watch for unusual Metaverse behaviours/responses (e.g., Apps 
slowing down or freezing up, pop-up windows, etc). 

(Li et al. 2019) 

CSB2 
I always act on any malware alerts that I receive through the 

Metaverse. 

CSB3 I use different passwords for my different Apps via the Metaverse. 

(Simonet & Teufel 2019) 

CSB4 I usually review privacy/security settings on my Metaverse accounts. 

CSB5 
I keep the software and operating system on my Metaverse device up-

to-date. 

CSB6 
I do not open email attachments from people whom I do not know via 

the Metaverse. 

CSB7 
I never send sensitive information (e.g., account numbers, passwords) 

via the Metaverse. 

CSB8 I back up important files on my Metaverse device. 

CSB9 
I don’t click on short URLs unless I know where the links will really 

take me. 

The majority of the items are closed-ended (e.g. 1 = strongly disagree to 5 = strongly agree 

on a five-point Likert scale). For each section, respondents are asked to rate their degree of 

agreement on a five-point Likert scale. A five-point scale is the most appropriate and 

understandable for responders to express their ideas and opinions, as presented in Table 17 

(Appendix E). The questionnaire takes the participants about 10–15 minutes to complete.  
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4.2.2 Instrument Validation 

For the instrument to be deemed valid, it must be reliable. However, validity should not 

dictate reliability (Kimberlin & Winterstein 2008). Validity is the extent to which an instrument 

measures what it is intended to measure. Aside from referring to reliability, it is the consistency 

of a measurement employed in the research (Sekaran & Bougie 2010). To ensure instrument 

validity, pre-testing and a pilot study are the two sequential phases of instrument validation. 

4.2.2.1 Pre-testing 

During this stage, selected academic specialists serve as reviewers for the developed 

instrument. The academic specialists are considered experts and are frequently asked to 

evaluate identical items with respect to each factor’s readability, accuracy and relevance to the 

aims of the research. On the basis of the views and comments of the specialists, the instrument 

is then changed and enhanced accordingly. 

4.2.2.2 Pilot Study 

The pilot study is the second phase in the instrument validation process. It is an essential 

step before carrying out the final part of the study (Sekaran & Bougie 2010).  A pilot study is 

conducted to determine the reliability of each item on the questionnaire and to address any 

defects in the instrument. This is performed to calculate the validity of each question and to 

eliminate any weaknesses in the instrument (Sekaran & Bougie 2016). The study is conducted 

in the UAE, targeting Metaverse users as the participants. The questionnaire survey is 

circulated to users through their personal emails. The minimum number of participants in a 

pilot study is typically 30 (Hunt, Sparkman & Wilcox 1982). Therefore, 30 participants’ 

responses were randomly chosen and considered in the pilot study. Cronbach’s alpha (α) was 

then used to assess the internal consistency of the construct's items to ensure reliability. The 

acceptable Cronbach’s alpha (α) values must be greater than 0.70 (Hair et al. 2010). A 
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Cronbach’s alpha (α) above 0.80 is considered good (Sekaran & Bougie 2016). A Cronbach’s 

alpha (α) between 0.70 and 0.90 is satisfactory to good (Hair et al. 2019). As seen in Table 4, 

all Cronbach’s alpha (α) values exceed the specified minimum value (0.70). Thus, all constructs 

were reliable enough to be included in the subsequent analysis. 

Table 4: Construct reliability and validity 

Constructs Number of items Cronbach's alpha (α) 

Cues to Action 4 0.841 

Cybersecurity Behaviour 9 0.939 

Facilitating Conditions 4 0.877 

Habit 5 0.914 

Perceived Severity 5 0.849 

Perceived Vulnerability 3 0.754 

Response Costs 4 0.77 

Response Efficacy 4 0.829 

Self-Efficacy 3 0.861 

Trust 5 0.943 

4.2.3 Population and Sample Size 

The intended population is Metaverse users in the UAE who use the Metaverse through 

different forms of technology. Surveys are the best instruments for this sort of study because 

they are exploratory in nature. Hence, for the purpose of evaluating the research model, the 

survey method is employed to collect data from Metaverse users. The 10-times rule is the most 

formative indicator used to assess a particular construct (Hair et al. 2010). The minimum 

number of respondents for this study is 460. 

4.2.4 Sampling Technique and Definition of the Units of Analysis 

Probability and non-probability sampling techniques are the two categories of sampling 

techniques. Simple random sampling, stratified sampling, cluster sampling, and systematic 

sampling are the four methods used in probability sampling. Convenience sampling, quota 

sampling, judgment or purposive sampling, and snowball sampling are four additional non-

probability sampling methods. The type of sampling technique is typically chosen based on the 
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study’s objectives and participant availability. In this study, purposive sampling, which is a 

type of non-probability sampling, is used based on the availability of the Metaverse users as 

participants and the exploratory nature of the study. 

In terms of the analytical unit, the two main categories of units are individual and 

organisational. The unit of analysis in this study is the Metaverse user at the individual level to 

meet the study’s research objectives. 

4.3 Data Collection and Ethical Procedures 

Considerations of the ethical nature of research are addressed. The participants are not 

exposed to any kind of harm, and priority should be given to their dignity. Prior to the research, 

the participants’ full consent was acquired, as shown in Figure 25 and Figure 26 (Appendix 

B and C). The participants’ privacy is protected and ensured; thus, their anonymity is ensured. 

A sufficient degree of secrecy is maintained for the study data. Any misrepresentation or 

overstatement of the research’s aims and objectives is avoided. Any communication about the 

study should be conducted with honesty and transparency. This is ensured by following the 

online standards for research ethics compiled by different professional organisations, including 

the British Sociological Association’s Code of Ethics. Prior to the research, the review board 

of the British University in Dubai was contacted to determine if this study has minimal or non-

existent risk. 

Data collection was conducted through a questionnaire survey circulated to Metaverse 

users through their personal emails. A total of 1,150 emails were distributed; only 600 

questionnaires were returned, thus yielding a response rate of  52.17%. The survey was created 

using Google Forms and distributed in English language (Google 2022). The online survey 

cover page instructs participants to check a box indicating their willingness to participate in the 

study to obtain their consent. No incentives were offered for completing the survey; 
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participation was entirely voluntary. To ensure anonymous responses, the survey did not ask 

respondents for personal information such as names, emails or mobile numbers. The data 

collection process took a month and a half, beginning in November 2022 until the middle of 

December 2022. A total of 600 respondents participated in the study. 

4.4 Data Analysis 

Prior to any statistical analysis, the collected data are cleaned and prepared to be imported 

into SPSS version 23, a robust platform for statistical software provided by IBM (IBM 2022). 

Data screening identifies problems in the data and corrects or deletes them; errors include 

missing data, outliers, normality and multicollinearity. Subsequently, SPSS was used for 

descriptive data analysis to provide information on the participants’ demographics. This 

process includes the variables’ frequency, mean and standard deviations. SmartPLS 4 

(SmartPLS 2022) is used to examine and test the relationships between the conceptual model’s 

elements. With the use of Cronbach’s alpha coefficient (α), the internal consistency of the items 

within a comparable construct is assessed in terms of reliability. The Cronbach’s alpha (α) 

values should be greater than 0.7 to be accepted (Hair et al. 2010). 

4.4.1 Structural Equation Modelling  

A series of statistical methods known as SEM has become popular in research. Because of 

its ability to model latent variables, account for many forms of measurement errors and evaluate 

complete theories, SEM has become particularly valuable for a vast number of research studies 

(Henseler, Hubona & Ray 2016). SEM is an example of multivariate analysis and a statistical 

technique for evaluating and examining hypotheses regarding the relationships between 

numerous independent and dependent factors (Gefen, Straub & Boudreau 2000). In addition, 

SEM enables researchers to answer a series of interrelated research questions in a single, 

systematic and exhaustive analysis by examining the relationships between independent and 
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dependent factors (Gefen, Straub & Boudreau 2000). Furthermore, SEM permits the 

examination of measurement and structural models simultaneously. As a result, measurement 

errors of the detected constructs are analysed as an integrated component of the model. Factor 

analysis and hypothesis testing are combined into a single process (Gefen, Straub & Boudreau 

2000). On the basis of the aforementioned information and the extensive use of SEM in the IS 

literature (Gefen, Straub & Boudreau 2000), this study recommends applying SEM to test and 

investigate the hypothesised relationships between the factors in any given conceptual model. 

SEM has two forms: CB-SEM and PLS-SEM (Hair et al. 2014, 2016). Primarily, the 

former is used to confirm or reject hypotheses (i.e. a set of systematic relationships among 

several factors that may be evaluated using empirical methodologies). In contrast, PLS-SEM 

(i.e. PLS path modelling) is mostly employed to generate hypotheses in exploratory research. 

This is often accomplished by focusing on the variance of the dependent variables while 

analysing the model. In accordance with the objectives of the research, the researcher can use 

either CB-SEM or PLS-SEM. The nature of this research is exploratory; hence, it analyses the 

collected data by using PLS-SEM.  

4.4.2 Partial Least Squares 

Similar to SEM, PLS-SEM relies on variance to analyse data. PLS-SEM is commonly 

utilised when theory formation and construct prediction are among the research’s aims (Hair 

et al. 2014, 2016). PLS-SEM assumes that the data are non-normally distributed so that they 

can be used effectively with complex models. In addition, PLS-SEM has no difficulty with 

identification when dealing with reflective and formative measurement models, as well as 

constructs with single and multi-item measures without any recognisable identification issues. 

A comparison between PLS-SEM and CB-SEM shows that PLS-SEM has greater statistical 
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power because it can more accurately represent a positive association when it exists in the 

population. 

PLS-SEM is an attractive option to CB-SEM when some previous information is available 

about the structural model relationships or the assessment of the constructs or when the focus 

is on exploration rather than confirmation (Hair et al. 2014, 2016). Both factors and composites 

may be modelled using PLS-SEM. This ability is acknowledged by several academics in a 

variety of contexts, making the PLS-SEM a promising tool for new technology and IS studies 

in particular (Henseler, Hubona & Ray 2016). Similarly, the literature review offered evidence 

that using PLS in IS research is expanding (Urbach N. 2010). PLS-SEM is an acknowledged 

approach in the IS context, particularly when used for exploratory research, model complexity 

and theory development (Hair et al. 2017). Moreover, PLS-SEM is considered suitable when a 

study aims to extend an existing structural theory (Hair, Ringle & Sarstedt 2011). 

4.5 Assessment of Measurement and Structural Models 

Model assessment yields observed estimates of the measurement model and the structural 

model. The measurement model measures the affiliation between indicators and constructs, 

whereas the structural model measures the relationships between constructs themselves. This 

approach allows researchers to compare the theoretically created measurement and structural 

models with reality, as represented by the sample data. Therefore, the degree to which the 

theory fits with the data can then be determined in this way (Hair et al. 2014, 2016). To evaluate 

a certain theoretical framework, a two-pronged approach should be adopted: the assessments 

of both the measurement model and structural model. Hence, the assessments of both 

approaches are detailed in the following sections. 
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4.5.1 Measurement Model Assessment 

In this phase, the assessment of the measurement model consists of two primary 

techniques: convergent validity and discriminant validity (Hair et al. 2014, 2016). 

4.5.1.1 Convergent Validity 

The primary consideration to be evaluated is internal consistency reliability (Hair et al. 

2014, 2016). Cronbach’s alpha (α), which offers a measure of dependability based on the 

intercorrelations of the observed indicator variables, is the standard criterion for determining 

internal consistency. Cronbach’s alpha (α) has its limits. Hence, a different measure of internal 

consistency reliability should be used, namely, composite reliability (CR), which considers the 

various outside loadings of the indicator variables. Cronbach’s alpha (α) and CR values are 

typically between 0 and 1, with higher values indicating greater levels of reliability. In an 

exploratory study, scores between 0.60 and 0.70 are considered acceptable. However, in more 

advanced research, values between 0.70 and 0.90 are deemed satisfactory. Convergent validity 

is known as ‘the extent to which a measure correlates positively with alternative measures of 

the same construct’ (Hair et al. 2014, 2016). To evaluate the convergent validity of reflective 

constructs, researchers must examine the outer loadings (i.e. indicator reliability) of the 

measures (i.e., indicators) and the average variance extracted (AVE). Having a higher outer 

loading on a construct indicates that the associated measures have a significant number of 

characteristics with the construct. To be acceptable, the outer loading values should be ≥0.70 

(Hair et al. 2014, 2016). AVE is ‘the grand mean value of the squared loadings of the indicators 

associated with the construct (i.e., the sum of the squared loadings divided by the number of 

indicators’ (Hair et al. 2014, 2016). For AVE values to be acceptable, they should be ≥0.50. 
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4.5.1.2 Discriminant Validity 

Discriminant validity is ‘the extent to which a construct is truly distinct from other 

constructs by empirical standards’ (Hair et al. 2014, 2016). In this case, establishing the 

discriminant validity demonstrates that the variable is unique and describes phenomena that 

are not represented by other variables in the model. To examine discriminant validity, research 

examinations should rely on two measurements: cross-loadings and the Fornell-Larcker 

criterion. With regard to cross-loadings, an indicator’s outer loading on the associated construct 

should be bigger than all its cross-loadings (i.e. its correlation) on further constructs. The 

Fornell-Larcker criterion compares the square root of the AVE values with the latent variable’s 

correlations. Specifically, the square root of each construct’s AVE must exceed its highest 

correlation with other constructs (Hair et al. 2014, 2016). Heterotrait–monotrait ratio (HTMT) 

of correlations has recently been presented as a new criterion for measuring discriminant 

validity (Henseler, Ringle & Sarstedt 2015). To put it another way, HTMT is the mean of all 

correlations between indicators that measure distinct constructs. The proposed threshold level 

of HTMT is >0.85, which is considered justified when the route model’s constructs are 

conceptually unique (Henseler, Ringle & Sarstedt 2015). 

4.5.2 Structural Model Assessment 

Structural model evaluation is performed after we have verified the measurement model 

assessment results. The prediction capabilities of the model and the associations between the 

constructs are examined. According to J. Hair et al. (2014, 2016), the vital criteria for assessing 

the structural model in PLS-SEM are the significance of the path coefficients, the level of R2 

values, the magnitude of the f2 effect and the predictive relevance Q2. 

The path coefficients represent the predicted associations between the constructs. Path 

coefficient values vary from −1 to +1, with values around +1 indicating significant positive 
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relationships. Most researchers use p values to determine the significance level. The p-value 

must be >0.05 when the significance threshold is assumed to be 5% to indicate that the observed 

relationship is significant. Accordingly, the significance of all structural model relationships is 

assessed using t-values, p-values and intervals to assist in the interpretation of the path model 

results (Hair et al. 2014, 2016). 

The coefficient of determination (R2) is the most often employed metric for assessing 

structural models. This coefficient measures the prediction power of the model. R2 values vary 

from 0 to 1, with higher values representing more accurate predictions (Hair et al. 2014, 2016). 

The value 0.67 is considered substantial, 0.33 is considered moderate, and 0.19 is considered 

weak (Chin 1998). 

The effect size (f2), which is the change in R2 when a certain exogenous construct is 

detached from the model, may be used to determine if the detached construct has a substantial 

influence on the endogenous constructs (Hair et al. 2014, 2016). A value of 0.02 corresponds 

to tiny, 0.15 corresponds to medium and 0.35 corresponds to large impacts when evaluating 

effect size (f2) (Cohen 1988). 

The predictive relevance (Q2) metric is an assessment of the model’s out-of-sample 

predictive ability. Values of Q2<0 imply that the exogenous constructions have predictive 

relevance for the endogenous construct being considered. Two distinct techniques exist for 

calculating the value of Q2: cross-validated redundancy and cross-validated communality. 

Cross-validated redundancy is the optimal technique for the PLS-SEM method because it is 

based on the path model measures of both the structural and measurement models of data 

prediction (Hair et al. 2014, 2016). 



 

88 

 

4.6 Artificial Neural Network 

Even though PLS-SEM can only be used to evaluate linear models, there is a tendency to 

exaggerate the challenges when continuous cybersecurity behaviour in the Metaverse occurs. 

As a result, adopting an ANN technique that can recognise both linear and nonlinear 

relationships is necessary. Due to the development of the multilayer idea (Guresen, Kayakutlu 

& Daim 2011), Artificial Neural Networks were adopted as a prediction tool in addition to 

other approaches. These algorithms offer a high prediction accuracy potential and are more 

exact than conventional regression methods (Morris et al. 2004; Ooi et al. 2018; Lee et al. 2020; 

Alkawsi et al. 2021; Kalinić et al. 2021; Sharma et al. 2021). However, if the ANN’s ‘black-

box’ operational mode is taken into account, it would not be appropriate for testing the theories 

of causal relationships. Therefore, to avoid model over-fitting, this problem was initially 

addressed by examining the causal relationships using PLS-SEM before employing the 

significant factors that were identified as ANN inputs. 

An input layer, one or more hidden layers and an output layer make up a conventional 

neural network. As the activation function for output and hidden neurons, the sigmoid function 

was utilised. For enhanced model performance, the input and output neuron range was confined 

within [0, 1] (Liu et al. 2012; Kalinić et al. 2021; Sharma et al. 2021). Using a 10-fold cross-

validation technique in the ANN models prevented the problem of overfitting by using 90% of 

the data for the training phase and the remaining 10% for the testing phase (Alshamaila, 

Papagiannidis & Li 2013; Kalinić et al. 2021). 

4.7 Summary 

A quantitative approach is used to examine the factors that influence cybersecurity 

behaviour in the Metaverse. Questionnaire surveys are employed for data collection. To 

understand the respondents’ ideas and opinions, they are asked to rate their degree of agreement 
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on a five-point Likert scale in the questionnaire. The instrument is then validated via pre-testing 

and a pilot study. Through Cronbach’s alpha (α) values, the internal consistency ensured the 

reliability of the items used to measure the constructs of the questionnaire survey. The 

minimum number of respondents required for this study is 460. Considerations of the ethical 

nature of research are addressed. The data analysis involves data screening, which identifies 

problems in the data and corrects or deletes them. Errors include missing data, outliers, 

normality and multicollinearity. Then, PLS-SEM is utilised for further data analysis. This step 

is followed by an assessment of measurement and structural models to obtain the results of the 

proposed theoretical model. Although PLS-SEM can only be used to evaluate linear models, 

there is a tendency to exaggerate the challenges when continuous cybersecurity behaviour in 

the Metaverse occurs. Thus, adopting an ANN technique that can recognise linear and 

nonlinear relationships is necessary. 
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CHAPTER 5 

RESULTS AND DISCUSSION 

 

Objectives 

---------------------------------------------------------------------- 
 

 Analyse data and examine the model. 

 Verify the analysis of the hypotheses of the study. 

 Discuss the implications of the findings. 
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5 Results and Discussion 

5.1 Overview 

This chapter examines the integrated theoretical model by carefully analysing the collected 

data. The analysis used SEM (Ringle, Wende & Becker 2015) and IBM SPS Statistics Software 

v.28 (IBM 2022) to acquire demographic information about the participants. The constructs 

and indicators are introduced with the measurement and structural models (inner and outer, 

respectively). 

Five out of nine hypotheses were verified, and the proposed integrated theoretical model 

appeared to be valid for examining the factors that affect cybersecurity behaviour in the 

Metaverse. 

5.2 Data Screening and Preliminary Analysis  

5.2.1 Missing Data  

Lost or unrecorded observations constitute missing data within the measuring instrument. 

The best way to prevent and lessen the likelihood of missing data is to ensure that the study is 

properly designed (Smuk 2015). Therefore, a preventative approach that utilises Google Forms 

(Google 2022) was implemented to mitigate the negative effects of missing data. Google Forms 

allow users to designate all items as required. Therefore, all returned surveys were judged as 

genuine because they had no missing data. 

5.2.2 Straight-lining Behaviour  

Straight-lining behaviour, which occurs when a respondent (participant) delivers similar 

responses to a series of Likert-scale survey questions, might impair the quality of the data (Kim 

et al. 2019; Gogami et al. 2021; VanDerSchaaf, Daim & Basoglu 2021). In other words, the 
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participant is mentally detached from the survey, yet he must still complete it. The participant’s 

responses are deemed unusable because they do not adequately address the question; hence, 

the impacted responses are classified as missing (Mirzaei et al. 2022). In this study, 12 

responses were eliminated due to straight-line tendency (variance = 0). This finding can be 

explained by the high levels of education and experience, as those with less education and less 

experience are more likely to provide straight-line replies (Kim et al. 2019). Therefore, the total 

number of responses after eliminating the straight-line answers is N = 588. 

5.2.3 Analysis of Outliers  

Outliers are observations that deviate from the pattern shown by the majority of 

observations (Møller, Von Frese & Bro 2005). They are situations with extreme values that 

statistically distort the data, where the value on a single variable is referred to as a ‘univariate 

outlier’, and the values on two or more variables are referred to as ‘multivariate outliers’ 

(Aguinis, Gottfredson & Joo 2013). Outliers are categorised as error outliers, model fit outliers 

and intriguing outliers (Aguinis, Gottfredson & Joo 2013). The error outlier is introduced as 

data points that are separated from other points and comprise observations that go outside of 

the possible value range. Model fit outliers consist of influential instances that may impact 

model fit. 

This study has no error outliers because of the strict Likert scale and the functionality of 

Google Forms to choose the response without entering a value. In contrast, 57 responses were 

identified as influential outliers using the Mahalanobis distance within the linear regression 

method in SPSS, as suggested by Tabachnick & Fidell (2013), to handle multivariate outliers. 

Then, the value was computed to determine the probability of the outlier. Various critical chi-

square values were set for each variable, where the p-value is less than 0.001, and df is equal 
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to 1. The p-value is less than the quant, and df is the degree of freedom for the number of variables 

against the dependent variable. 

Hence, 57 responses were disregarded as a recommended management approach for 

influential outliers (Aguinis et al. 2010; Aguinis, Gottfredson & Joo 2013; Mahapatra et al. 

2020). Therefore, N = 531 is the size of the dataset after the outliers were removed. 

5.2.4 Normality Testing  

A normal distribution is essential to the testing of normality (Doornik & Hansen 2008; 

Field 2013). However, PLS-SEM does not require normality testing (Rönkkö et al. 2016; Hair 

et al. 2019). In this study, the normality was examined to dispel any uncertainties about the 

normal distribution of the responses. Two measurements are used to describe the normal 

distribution: skewness (to assess the symmetry of distribution) and kurtosis (to measure the 

peakedness or flatness of the distribution) (Field 2013). The allowable range for both 

measurements is between (−2 and +2) (Field 2013; Tabachnick & Fidell 2013). The appropriate 

range for kurtosis might be between (−3 and +3) (Kline 2011). 

Given that all values for skewness and kurtosis are within the permitted range, the data for 

all constructs are normally distributed, as shown in Table 5. The distribution of responses is 

generally flat with thin tails according to the negative findings of the kurtosis measure, and the 

left side of the distribution is longer according to the negative results of the skewness measure 

(Doornik & Hansen 2008; Tabachnick & Fidell 2013). 

Table 5: Descriptive statistics results 

Item Mean Standard Deviation Excess kurtosis Skewness 

CA1 3.81 0.814 0.313 0.174 

CA2 3.92 0.828 0.822 0.225 

CA3 4.26 0.863 0.722 -0.367 

CA4 4.51 0.885 0.300 -0.280 

CSB1 3.83 0.905 0.526 -0.062 
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CSB2 3.92 0.952 0.067 -0.170 

CSB3 3.92 1.003 0.860 -0.522 

CSB4 3.84 1.110 0.711 -0.820 

CSB5 3.87 0.915 0.058 -0.246 

CSB6 3.89 0.954 -0.230 0.150 

CSB7 3.94 1.005 -0.184 0.145 

CSB8 3.80 1.083 1.692 -1.123 

CSB9 3.91 0.978 1.681 -0.277 

FC1 3.70 0.953 4.459 -0.978 

FC2 3.75 0.896 0.868 0.372 

FC3 Deleted 

FC4 3.89 0.981 3.331 -0.868 

HA1 3.75 0.861 -0.142 -0.237 

HA2 3.76 0.845 0.027 -0.094 

HA3 3.70 1.025 1.191 -0.697 

HA4 3.67 0.859 0.454 0.137 

HA5 3.46 0.998 0.527 -0.641 

PS1 3.95 0.820 -0.304 0.032 

PS2 3.77 0.839 -0.231 0.042 

PS3 3.90 0.889 -0.654 0.096 

PS4 3.97 0.895 -0.298 -0.087 

PS5 4.01 0.859 0.245 -0.016 

PV1 3.95 0.831 -0.710 0.145 

PV2 3.89 0.826 -0.629 0.146 

PV3 4.05 0.871 -0.749 -0.059 

RC1 3.79 0.873 2.551 -0.944 

RC2 3.88 0.784 -0.423 0.192 

RC3 3.92 0.845 -0.692 0.013 

RC4 4.04 0.898 -0.182 -0.288 

RE1 3.62 0.984 2.127 -0.849 

RE2 3.65 0.893 -0.384 -0.044 

RE3 3.69 0.962 -0.812 0.051 

RE4 3.99 0.920 -0.085 0.244 

SE1 3.81 0.821 0.694 -0.185 

SE2 3.85 0.892 -0.185 -0.125 

SE3 3.98 0.888 -0.058 -0.017 

TR1 3.28 1.153 0.685 -0.730 

TR2 3.20 1.160 0.304 -0.418 

TR3 3.05 1.002 -0.443 0.407 

TR4 3.24 1.115 0.219 0.001 

TR5 3.43 1.167 1.162 -0.040 
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5.2.5 Analysis of Common Method Bias  

Common method bias in the context of PLS-SEM results from the measurement design 

utilised in the investigation rather than the model being evaluated (Kock 2015). For instance, 

the guidelines provided before the questionnaire is given might influence the participants and 

the way in which they answer each question. With the aid of SmartPLS, the CMB may be 

automatically analysed while taking into account the computation of the variance inflation 

factor (VIF). VIF is used to determine how multicollinear a collection of multiple regression 

variables is (Kock & Lynn 2012). The VIF for all the latent variables in the model is lower 

than the prescribed threshold (3.3), as shown in Table 6, thus indicating that the model is not 

tainted by common method bias (Kock 2015). 

Table 6: VIF (CMB) results 

 CA CSB FC HA PS PV RC RE SE TR 

CA  2.306         

CSB           

FC  3.259         

HA  3.082         

PS  2.959         

PV  2.716         

RC  3.064         

RE  2.710         

SE  2.495         

TR  1.686         

5.3 Demographic Details for Participants  

Metaverse users living in the UAE are the main source of our population. According to the 

following criteria, population understudies are described as age, gender, educational level and 

emirates. 

With the use of SPSS’s frequencies analysis, the participant’s demographic characteristics 

were determined and are shown in Table 7 and in Figure 17, Figure 18, Figure 19, Figure 
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20, Figure 21 and Figure 22. Women constitute 52.2% of all participants, whereas men 

constitute 47.8%. This result is often attributed to the significant percentage of technology 

users, who are mostly female. In terms of age, 38.6% of the participants fell into the 29–35 age 

group, which is slightly higher than the 29.6% of participants who were in the 23–28 age group. 

Almost 60.8% of participants have a bachelor’s degree, while just 18.5% have a master’s 

degree. About 35.6% are from Dubai, 21.5% are from Abu Dhabi, and 18.3% are from Sharjah. 

The participants, on average, have knowledge of Metaverse technology, with 53.9% having 2–

3 years of experience and 27.3% having 0–1 years of experience. In terms of frequency, 49.3% 

of the participants use the Metaverse monthly, mostly for personal purposes (77.8%). 

Table 7: Sociodemographic characteristics of the respondents’ results 

Item Value Frequency Percentage 

Gender 
Female 277 52.2% 

Male 254 47.8% 

Age 

18-22 59 11.1% 

23-28 157 29.6% 

29-35 205 38.6% 

Above 35 110 20.7% 

Education level 

Bachelor Degree 323 60.8% 

Diploma/Advanced Diploma 77 14.5% 

High School 21 4% 

Master Degree 98 18.5% 

PhD Degree 12 2.3% 

Emirates 

Abu Dhabi 114 21.5% 

Ajman 36 6.8% 

Dubai 189 35.6% 

Fujairah 15 2.8% 

Ras Al-Khaimah 71 13.4% 

Sharjah 97 18.3% 

Umm Al Quwain 9 1.7% 

Years of Experience 

0-1 year 145 27.3% 

2-3 years 286 53.9% 

4-6 years 87 16.4% 

Above 6 years 13 2.4% 

Frequency of Use 
Daily 23 4.3% 

Monthly 262 49.3% 
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Several times a year 119 22.4% 

Weekly 127 23.9% 

Purpose of Use 
Business use 118 22.2% 

Personal use 413 77.8% 

Used Device 

Epson Moverio 10 1.9% 

Google Glass Edition 2 78 14.7% 

HP Reverb G2 1 0.2% 

HTC Vive Series 3 0.6% 

MagicLeap 19 3.6% 

Microsoft HoloLens 31 5.8% 

Oculus Quest 118 22.2% 

Others 44 8.3% 

Sony PlayStation VR 202 38% 

Valve Index 17 3.2% 

Vuzix 8 1.5% 

 

 

Figure 17: Gender distribution results 

Female
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Male
48%
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Figure 18: Age distribution results 

 

Figure 19: Educational level results 
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Figure 20: Years of experience 

 

 

Figure 21: Frequency of use 
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Figure 22: Purpose of use 

5.4 Partial Least Square Analysis Methodology  

PLA is a potent statistical technique because it does not impose strict requirements on the 

measurement scales, such as sample size, measure type, residual distributions and normality 

(Chin 1998; Hair, Ringle & Sarstedt 2011). In addition to confirming theories, PLS may be 

used to define relationships and create hypotheses that can be tested in the future (Chin 1998). 

SmartPLS is a notable application for PLS-SEM since it was created by Ringle, Wende and 

Will (2005). SmartPLS has gained popularity due to its accessibility to researchers at no cost, 

user-friendly interface and novel reporting capabilities (Wong 2013).  

5.5 Assessment of the Measurement Model  

As it is measured, the measurement model represents the relationship between indicators 

and the latent construct. The convergent and discriminate validities (Hair et al. 2016) are 

necessary for evaluating the measurement model (Salloum, Al-Emran, Shaalan et al., 2019). 

The two validities may offer the necessary indication for a good fit for the measurement model 

Business use
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Personal use
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(Joo, Lee & Ham 2014). Convergent validity indicates the degree to which a high correlation 

exists between theoretically identical constructs. Discriminant validity describes the degree to 

which a certain construct may be distinguished from other constructs (Rahman et al. 2013). 

5.5.1 Convergent Validity 

Internal consistency reliability and validities (convergent and discriminant) must be tested 

to evaluate the measurement model, as suggested by (Hair et al. 2016). Cronbach’s alpha and 

CR were used to assess the reliability (Hair et al. 2016; Salloum, Al-Emran, Khalaf, et al. 

2019). Table 8 displays the retrieved values for factor loadings, CR, Cronbach’s alpha (α), and 

AVE. Cronbach’s alpha (α) and CR are higher than 0.70, which is a recommended value (Hair 

et al. 2016; Sekaran & Bougie 2016; Kundu & Gahlawat 2018). As a result, all measurements 

are reliable, and the internal consistency reliability is confirmed. 

Convergent validity (Hair et al. 2016) was evaluated as part of the measurement model’s 

validity (Roky & Meriouh 2015). It was assessed by examining the AVE values (Hair et al. 

2017). As observed in Table 8, the AVE values for all constructs exceed the suggested value 

of 0.5, indicating that the construct can account for at least 50% of the variation of its items 

(Fornell, C., & Larcker 1981; Hair et al. 2019). The convergent validity of the measurement 

model was thus confirmed. 

Table 8: Convergent validity and internal consistency reliability results 

Constructs Item Loading Cronbach’s Alpha (α) Composite Reliability AVE 

Cues to Action 

CA1 0.849 

0.880 0.916 0.732 
CA2 0.841 

CA3 0.876 

CA4 0.855 

Cybersecurity Behaviour 

CSB1 0.820 

0.916 0.930 0.597 

CSB2 0.805 

CSB3 0.754 

CSB4 0.795 

CSB5 0.788 
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CSB6 0.734 

CSB7 0.736 

CSB8 0.777 

CSB9 0.742 

Facilitating Conditions 

FC1 0.886 

0.836 0.902 0.754 
FC2 0.876 

FC3 Deleted 

FC4 0.842 

Habit 

HA1 0.868 

0.871 0.907 0.661 

HA2 0.803 

HA3 0.800 

HA4 0.839 

HA5 0.749 

Perceived Severity 

PS1 0.816 

0.862 0.901 0.646 

PS2 0.795 

PS3 0.749 

PS4 0.847 

PS5 0.808 

Perceived Vulnerability 

PV1 0.893 

0.815 0.890 0.730 PV2 0.856 

PV3 0.812 

Response Costs 

RC1 0.713 

0.783 0.860 0.607 
RC2 0.795 

RC3 0.766 

RC4 0.839 

Response Efficacy 

RE1 0.830 

0.855 0.902 0.698 
RE2 0.865 

RE3 0.841 

RE4 0.804 

Self-Efficacy 

SE1 0.837 

0.800 0.882 0.714 SE2 0.847 

SE3 0.851 

Trust 

TR1 0.929 

0.939 0.953 0.803 

TR2 0.915 

TR3 0.808 

TR4 0.917 

TR5 0.907 
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Note: Factor Loadings > (0.7), Composite reliability > (0.7), AVE > (0.5) 

5.5.2 Discriminant Validity 

Alternatively, cross-loadings, the Fornell-Larcker criterion and HTMT were evaluated to 

guarantee discriminant validity (Fornell, C., & Larcker 1981; Hair et al. 2016). The bold 

diagonal values in Table 9 of the Fornell-Larcker scale indicate the square root of AVE scores 

that are greater than the off-load diagonal values (its correlations between constructs) (Tsai et 

al. 2019). Therefore, the Fornell-Larcker criterion was determined. The cross-loading condition 

was met because the results of cross-loadings (Table 10) for all items were more than the 

loading of their respective items. 

To confirm discriminant validity, HTMT was also measured. It represents the average 

value of the item’s relationships across constructs compared with the mean relationships across 

items that measure the same construct (Hair et al., 2019). HTMT is an alternative to the Fornell-

Larcker criterion (Henseler, Ringle & Sarstedt 2015; Voorhees et al. 2016; Hair et al. 2019). 

The Fornell-Larcker approach is not always correct, particularly when the loadings on a 

particular construct are marginally different (Henseler, Ringle & Sarstedt 2015). 

If HTMT readings reach their maximum, then a number of problems may arise. For 

instance, if  HTMT is greater than 0.90, then discriminant validity is absent (Hair et al. 2019). 

However, if the constructs of a structural model are conceptually very close, then the 

recommended threshold of 0.90 is acceptable (Henseler, Ringle & Sarstedt 2015). 

Alternatively, if the constructs are more different, then the proposed threshold should be lower 

and more conservative, with a value of 0.85 (Hair et al. 2019). The HTMT values of 

correlations are shown in Table 11. Observably, most of the HTMT readings were below the 

recommended threshold, except for two values (0.89 and 0.90). Both reliability and convergent 



 

104 

 

validity have been established; thus, HTMT does not raise any concerns regarding discriminant 

validity. Consequently, the discriminant validity is also demonstrated in this study.  

Table 9: Fornell-Lacker scale results 

 CA CSB FC HA PS PV RC RE SE TR 

CA 0.855                   

CSB 0.687 0.773                 

FC 0.557 0.638 0.868               

HA 0.542 0.669 0.767 0.813             

PS 0.588 0.602 0.479 0.517 0.804           

PV 0.593 0.608 0.454 0.462 0.756 0.855         

RC 0.714 0.672 0.629 0.577 0.663 0.650 0.779       

RE 0.535 0.638 0.694 0.682 0.559 0.554 0.628 0.835     

SE 0.539 0.653 0.639 0.651 0.617 0.563 0.594 0.685 0.845   

TR 0.267 0.422 0.566 0.548 0.166 0.157 0.380 0.449 0.372 0.896 

 

Table 10: Cross-loading results 

 CA CSB FC HA PS PV RC RE SE TR 

CA1 0.849 0.503 0.442 0.432 0.433 0.462 0.564 0.411 0.391 0.273 

CA2 0.841 0.510 0.430 0.435 0.439 0.456 0.552 0.441 0.420 0.262 

CA3 0.876 0.587 0.449 0.445 0.520 0.495 0.618 0.430 0.473 0.170 

CA4 0.855 0.706 0.557 0.525 0.587 0.586 0.682 0.527 0.532 0.222 

CSB1 0.621 0.820 0.593 0.619 0.570 0.562 0.626 0.571 0.602 0.370 

CSB2 0.603 0.805 0.582 0.598 0.514 0.514 0.573 0.552 0.593 0.368 

CSB3 0.512 0.754 0.472 0.486 0.501 0.473 0.485 0.493 0.467 0.235 

CSB4 0.459 0.795 0.557 0.619 0.377 0.375 0.445 0.529 0.527 0.503 

CSB5 0.553 0.788 0.454 0.501 0.450 0.467 0.509 0.447 0.514 0.228 

CSB6 0.532 0.734 0.403 0.416 0.474 0.461 0.502 0.412 0.425 0.207 

CSB7 0.514 0.736 0.387 0.395 0.447 0.494 0.516 0.486 0.441 0.192 

CSB8 0.450 0.777 0.526 0.538 0.411 0.390 0.467 0.505 0.481 0.495 

CSB9 0.513 0.742 0.421 0.437 0.426 0.479 0.530 0.416 0.455 0.305 

FC1 0.502 0.541 0.886 0.645 0.394 0.385 0.549 0.589 0.563 0.541 

FC2 0.467 0.553 0.876 0.659 0.440 0.389 0.526 0.652 0.599 0.448 

FC4 0.480 0.566 0.842 0.692 0.411 0.408 0.563 0.567 0.503 0.487 

HA1 0.543 0.622 0.707 0.868 0.518 0.487 0.555 0.647 0.610 0.477 

HA2 0.461 0.541 0.630 0.803 0.472 0.410 0.495 0.580 0.558 0.351 

HA3 0.399 0.522 0.604 0.800 0.346 0.305 0.444 0.460 0.460 0.489 

HA4 0.459 0.550 0.611 0.839 0.451 0.402 0.475 0.608 0.550 0.369 

HA5 0.316 0.471 0.553 0.749 0.287 0.241 0.357 0.457 0.453 0.559 
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PS1 0.546 0.490 0.410 0.431 0.816 0.637 0.597 0.463 0.508 0.146 

PS2 0.441 0.479 0.381 0.429 0.795 0.626 0.508 0.445 0.496 0.087 

PS3 0.388 0.440 0.347 0.413 0.749 0.586 0.435 0.421 0.466 0.124 

PS4 0.491 0.501 0.407 0.419 0.847 0.626 0.587 0.465 0.506 0.199 

PS5 0.490 0.506 0.375 0.389 0.808 0.563 0.529 0.449 0.501 0.109 

PV1 0.560 0.574 0.438 0.458 0.697 0.893 0.597 0.529 0.520 0.180 

PV2 0.492 0.501 0.371 0.379 0.628 0.856 0.519 0.426 0.472 0.112 

PV3 0.461 0.477 0.349 0.337 0.606 0.812 0.548 0.460 0.446 0.104 

RC1 0.486 0.474 0.471 0.373 0.411 0.380 0.713 0.356 0.362 0.436 

RC2 0.581 0.539 0.512 0.468 0.556 0.546 0.795 0.530 0.483 0.300 

RC3 0.530 0.475 0.404 0.406 0.549 0.538 0.766 0.491 0.459 0.196 

RC4 0.619 0.594 0.560 0.536 0.546 0.554 0.839 0.564 0.536 0.264 

RE1 0.375 0.525 0.557 0.574 0.415 0.397 0.453 0.830 0.572 0.463 

RE2 0.424 0.513 0.577 0.561 0.431 0.405 0.499 0.865 0.578 0.384 

RE3 0.418 0.526 0.585 0.574 0.475 0.465 0.517 0.841 0.550 0.357 

RE4 0.560 0.562 0.597 0.568 0.538 0.573 0.621 0.804 0.587 0.300 

SE1 0.420 0.564 0.604 0.600 0.484 0.456 0.484 0.595 0.837 0.442 

SE2 0.456 0.527 0.522 0.540 0.525 0.444 0.483 0.567 0.847 0.254 

SE3 0.492 0.563 0.493 0.510 0.556 0.525 0.539 0.575 0.851 0.243 

TR1 0.227 0.400 0.546 0.546 0.170 0.150 0.344 0.438 0.366 0.929 

TR2 0.236 0.374 0.511 0.515 0.136 0.135 0.317 0.409 0.334 0.915 

TR3 0.166 0.278 0.376 0.362 0.097 0.086 0.297 0.327 0.261 0.808 

TR4 0.243 0.377 0.515 0.496 0.135 0.132 0.354 0.392 0.322 0.917 

TR5 0.302 0.436 0.558 0.508 0.189 0.184 0.381 0.431 0.366 0.907 

 

Table 11: HTMT results 

 CA CSB FC HA PS PV RC RE SE TR 

CA                     

CSB 0.746                   

FC 0.639 0.721                 

HA 0.605 0.739 0.895               

PS 0.661 0.674 0.563 0.591             

PV 0.686 0.699 0.547 0.535 0.900           

RC 0.846 0.786 0.772 0.687 0.803 0.809         

RE 0.605 0.715 0.820 0.784 0.648 0.657 0.758       

SE 0.632 0.756 0.781 0.775 0.743 0.694 0.745 0.827     

TR 0.293 0.444 0.632 0.605 0.180 0.172 0.446 0.499 0.423   
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5.6 Assessment of the Structural Model  

To assess the structural model, the path importance must be examined, and the coefficient 

of determination (R2) must be calculated (Hair et al. 2016). 

5.6.1 Coefficient of Determination – R2 

The coefficient of determination (R2) is widely used to assess structural models (Derheeb, 

Basir & Fabil 2016). It may assist in measuring the predictive accuracy of a model by 

evaluating the squared relationship between the actual and predicted values of a certain 

endogenous construct. In addition, the coefficient represents the cumulative influence of 

exogenous latent variables on the endogenous variable (Senapathi & Srinivasan 2014; Hair et 

al. 2016). Therefore, it also indicates the degree of variation in endogenous constructs 

evaluated by each related exogenous construct. An R2 of more than 0.67 is high, whereas values 

between 0.33–0.67 are considered moderate and values between 0.19–0.33 are weak. When R2 

is less than 0.19, it will not be acceptable (Chin 1998). In contrast, Falk & Miller (1992) 

considered 0.10 as the lowest acceptable value for the R2 value, where a low R2 value such as 

0.10 might be deemed satisfactory depending on the study’s context and field. 

The R2 value for CSB falls between 0.33 and 0.67. Thus, the predictive power values of 

the constructs are moderate. The model inspected a single endogenous variable: cybersecurity 

behaviour. As shown in Table 12, the cybersecurity behaviour factor was predicted by 

perceived vulnerability, perceived severity, self-efficacy, response efficacy, response costs, 

cues to action, facilitating conditions, habit and trust, resulting in an R2 value of 0.661, 

indicating that these constructs could account for 66.1% of the variance in cybersecurity 

behaviour in the Metaverse. 

Table 12: Coefficient of determination (R2) results 

 R-square Result 
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CSB 0.661 Moderate 

5.6.2 Test of the Hypotheses: Path Coefficient  

SEM is regarded as a complete method for testing hypotheses about relationships between 

observed and latent variables (Hoyle 1995). Consequently, all hypotheses were examined 

concurrently using SEM. As seen in Figure 16, the study includes an assessment of each 

hypothesised relationship (degree of significance). 

PLS-SEM was performed with 5,000 resamples by utilising a nonparametric significance 

test–bootstrapping approach to determine the significance levels among path coefficients 

(Vinzi, Trinchera & Amato 2010; Gil-Garcia 2011; Rahman et al. 2013; Hair et al. 2016). 

Figure 23 demonstrates that the model can account for 66.1% of the overall variation in 

cybersecurity behaviour in the Metaverse. Table 13 displays the hypothesis testing results. 

Five out of nine hypotheses were confirmed by the experimental test, whereas H2, H4, H5 and 

H7 were rejected. 

The findings revealed that perceived vulnerability has a significant positive impact on 

cybersecurity behaviour (β = 0.140, P = 0.001) and self-efficacy (β = 0.144, P<0.001). The 

results, therefore, support H1 and H3. In addition, H6 and H8 are supported by the findings 

that cues to action have a significant positive impact on cybersecurity behaviour (β = 0.279, 

P<0.001) and habit (β = 0.186, P<0.001), respectively. In addition, H9 is supported because 

trust has a positive impact on cybersecurity behaviour (β = 0.095, P = 0.005). 

Contrary to H2, no statistically significant impact is found on cybersecurity behaviour in 

the Metaverse, which means that perceived severity (β = 0.037, P = 0.424) is rejected. 

Similarly, response efficacy (β = 0.056, P = 0.261), response costs (β = 0.076, P = 0.101) and 

facilitating conditions (β = 0.025, P = 0.587) have no significant impact on cybersecurity 

behaviour in the Metaverse. Consequently, H4, H5 and H7 are rejected. 
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Table 13: Path coefficient results 

Hypothesis   

Original 

sample 

(O) 

Sample 

mean 

(M) 

Standard 

deviation 

(STDEV) 

T statistics 

(|O/STDEV|) 
P values Direction Decision 

H1 PV → CSB 0.140 0.139 0.042 3.361 0.001 Positive Supported 

H2 PS → CSB 0.037 0.036 0.046 0.800 0.424 Positive Not Supported 

H3 SE → CSB 0.144 0.145 0.040 3.562 0.000 Positive Supported 

H4 RE → CSB 0.056 0.056 0.050 1.124 0.261 Positive Not Supported 

H5 RC → CSB 0.076 0.077 0.047 1.638 0.101 Negative Not Supported 

H6 CA → CSB 0.279 0.281 0.039 7.103 0.000 Positive Supported 

H7 FC → CSB 0.025 0.024 0.047 0.543 0.587 Positive Not Supported 

H8 HA → CSB 0.186 0.188 0.046 4.051 0.000 Positive Supported 

H9 TR → CSB 0.095 0.096 0.034 2.826 0.005 Positive Supported 

Note: p***<0.001, p**<0.01, p* <0.05 

 

5.7 ANN Results  

This study’s hypothesised research model has one endogenous construct. The research 

model was broken into one ANN model, as seen in Figure 24. The model was examined using 

SPSS 23 and an ANN multilayer perceptron network. Only two hidden layers are present in 

the construction of ANN models, which are utilised to create the number of neurons in the 

hidden layer (Alkawsi et al. 2021). As illustrated in Figure 24, five hidden neurons were 

created for the model. A 10-fold cross-validation approach was used to combat overfitting. In 

this instance, the data were split 90:10 for training and testing purposes, respectively. This 

approach was used to determine the predictors’ relative importance (Wang & Elhag 2007; 

Khayer & Bao 2019). 
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Figure 23: Proposed model result 

 

In the hidden and output layers of the ANN model, the sigmoid function was chosen as the 

activation function (Kalinić et al. 2021). The model shown in Figure 24 comprises five key 

exogenous constructs: perceived vulnerability, self-efficacy, cues to action, habit and trust. The 

nine variables served as input layers, with the endogenous variable—cybersecurity 

behaviour—serving as the output layer. 

To evaluate the accuracy of the ANN model’s prediction, the root mean square error 

(RMSE) was calculated. RMSE is computed for the ten networks (Morris et al. 2004; Kalinić 

et al. 2021). RMSE values for the model vary between 0.075 and 0.081 for training and between 

0.056 and 0.084 for testing. 
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Table 14 reveals that the RMSE values for the ANN model were 0.002165232 for training 

and 0.008094722 for testing. The model became more precise with the use of ANN, as 

indicated by the tiny discrepancies between the RMSE value and the estimated standard 

deviation for the training dataset and the testing dataset. This finding demonstrates that the 

ANN model is capable of representing predictor-output interactions and has the ability to 

display improved prediction performance by incorporating the data skilfully. 

 

Figure 24: ANN model 
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Table 14: RMSE values of ANN model results 

Network  RMSE (Training) RMSE (Testing) 

1 0.080 0.077 

2 0.078 0.056 

3 0.075 0.084 

4 0.078 0.069 

5 0.075 0.078 

6 0.077 0.071 

7 0.081 0.078 

8 0.079 0.072 

9 0.076 0.069 

10 0.080 0.064 

Mean 0.078 0.072 

Standard deviation 0.002165232 0.008094722 

 

5.7.1 Sensitivity Analysis 

The model sensitivity analysis reveals the differences in the endogenous constructs 

depending on the changes in the associated exogenous constructs (Chong 2013; Al-Shihi, 

Sharma & Sarrab 2018; Kalinić et al. 2021). Using sensitivity analysis, this research examines 

the contribution of each predictor of cybersecurity behaviour in the Metaverse by calculating 

the normalised importance as a percentage by dividing the relative importance of each input by 

the optimal relative importance (Morris et al. 2004; Wang & Elhag 2007; Qasem et al. 2020; 

Kalinić et al. 2021). 

On the basis of the findings of the studies conducted on the ANN model employing 

sensitive analysis, Table 15 shows that CA (RI = 97.8%) is the most crucial input that 

correlates with cybersecurity behaviour in the Metaverse, followed by HA, PV and SE with the 

associated importance of 69.7%, 69.6% and 40.9%, respectively. TR has the least impact on 

cybersecurity behaviour in the Metaverse. 
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Table 15: Sensitivity analysis for ANN model results 

Neural Networks CA HA PV SE TR 

1 0.331 0.244 0.216 0.143 0.066 

2 0.319 0.231 0.198 0.16 0.093 

3 0.342 0.213 0.198 0.161 0.087 

4 0.369 0.15 0.234 0.152 0.096 

5 0.229 0.248 0.295 0.143 0.084 

6 0.29 0.204 0.284 0.12 0.101 

7 0.375 0.293 0.152 0.1 0.08 

8 0.361 0.256 0.179 0.132 0.071 

9 0.282 0.232 0.273 0.096 0.117 

10 0.344 0.215 0.215 0.136 0.09 

Mean importance 0.324 0.229 0.224 0.134 0.089 

Normalized importance (%) 97.8% 69.7% 69.6% 40.9% 27.2% 

Ranking 1 2 3 4 5 

5.8 Discussion 

To guarantee the success of a technology, regardless of its needs (i.e. more upgrades or 

new development), engaging people and gaining their acceptance of the technology are 

essential (Taherdoost 2018). Diverse theoretical models and extensions have been developed 

and explored to understand and assess the technology acceptability and user behaviour in a 

variety of fields (Rahimi et al. 2018). This study proposes an integrated theoretical model based 

on the integration of many constructs retrieved from PMT, HBM and TIB, as well as trust as 

an external factor. The study examined cybersecurity behaviour in the Metaverse. 

The proposed integrated model is capable of explaining a significant part of the variance 

in cybersecurity behaviour in the Metaverse. To evaluate the suggested theoretical model of 

technological adoption, the following assumptions were addressed in depth. 

5.8.1 Impact of Perceived Vulnerability on Cybersecurity Behaviour in the Metaverse 

Consistent with previous findings (Salleh et al. 2013; Li et al. 2014; Al-Emran, Granić, et 

al. 2020; Ameen et al. 2021; Al-Sharafi et al. 2022; De Kimpe et al. 2022), the analysis verified 

that the cybersecurity behaviour of users in the Metaverse was significantly influenced by their 
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perceived vulnerability. The recognition that one is vulnerable to cyberattacks and privacy breaches 

seems to increase the likelihood of adopting positive behaviours in the Metaverse. On the basis of 

De Kimpe et al. (2022), perceived vulnerability is dependent on user awareness. Accordingly, as 

users recognise the risks associated with the Metaverse and the possibility of them becoming 

victims, their propensity to embrace appropriate cybersecurity behaviours improves. 

5.8.2 Impact of Perceived Severity on Cybersecurity Behaviour in the Metaverse 

Perceived severity did not have a significant impact on cybersecurity behaviour in the 

Metaverse, contrary to prior research (Salleh et al. 2013; Li et al. 2014; Ab Rahman & Choo 

2015; Ameen et al. 2020; Al-Sharafi et al. 2022; De Kimpe et al. 2022; Ehizibue 2022; Humaidi 

& Abdallah Alghazo 2022). This finding suggests that the perception of the impact of 

cybersecurity risks did not influence cybersecurity behaviour in the Metaverse. A potential 

explanation for this surprising finding is that the respondents lacked an understanding of the 

consequences associated with inappropriate cybersecurity behaviour in the Metaverse. The 

understanding can emanate from awareness programs or experience (Li et al. 2019). Therefore, 

the key is to assess whether the studied population had sufficient knowledge of the risks 

associated with the utilisation of the Metaverse applications. 

5.8.3 Impact of Self-Efficacy on Cybersecurity Behaviour in the Metaverse 

The self-efficacy factor had a significant influence on the cybersecurity behaviour of 

Metaverse users. This observation is consistent with what was demonstrated in prior research 

(Addae et al. 2019; Li et al. 2019; Ameen et al. 2020; Verkijika 2020). Metaverse users have a 

high degree of understanding of the Metaverse and how to use it due to their level of 

technological expertise and experience. A greater level of comprehension of technology by its 

end-users is essential for its efficient and effortless use. Self-efficacy is particularly important 

as it incentivises users to perform suitable cybersecurity behaviours because of their belief in 
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their capacity to perform them (Verkijika 2020). Self-efficacy can be attained from training, 

experience and other self-development initiatives. Self-efficacy allows individuals to perceive 

cybersecurity behaviour as not difficult, thus making them more likely to perform them. For 

this reason, this study found a positive relationship between self-efficacy and positive 

cybersecurity behaviour. 

5.8.4 Impact of Response Efficacy on Cybersecurity Behaviour in the Metaverse 

Response efficacy had no substantial effect on the cybersecurity behaviour of the 

Metaverse users. This finding demonstrates that users do not think about the effectiveness of 

the suggested behaviour in preventing security threats linked with the personal or professional 

use of the Metaverse. This finding contradicts previous studies (Li et al. 2019; Al-Emran, 

Granić, et al. 2020; Ameen et al. 2020; Hong & Furnell 2021; Kuppusamy et al. 2022). Within 

the context of the Metaverse, the recommended best practices combine human and technical 

controls (Kuppusamy et al. 2022). As such, the contradictory findings could be due to the 

perception that the implemented technical controls are adequate on their own. In practice, 

however, the human element is considered the weakest link in cybersecurity. Therefore, users 

need to recognise that their actions can either enhance cybersecurity or reduce it. 

5.8.5 Impact of Response Costs on Cybersecurity Behaviour in the Metaverse 

Response cost had no significant influence on the cybersecurity behaviour of Metaverse 

users, indicating that users’ attempts to adopt the recommended safe use of the Metaverse have 

no bearing on how long they may continue to use the Metaverse. This result is contrary to 

previous findings (Yoon, Hwang & Kim 2012; Tsai et al. 2016; Ameen et al. 2020). Response 

costs inherently discourage the adoption of recommended behaviours. A possible explanation 

as to why response costs had little or no impact on cybersecurity behaviour is that the costs 

incurred in cybersecurity tend to be minor, especially from the human perspective. In other 
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words, user best practices such as securing devices, protecting authentication credentials and 

avoiding divulging sensitive information can be easy to execute. In addition, the user-related 

costs can be more difficult to quantify as compared with the technical ones. Furthermore, the 

study might have failed to explain response costs to the respondents adequately, hence limiting 

their capacity to link those costs with actual cybersecurity behaviour. 

5.8.6 Impact of Cues to Action on Cybersecurity Behaviour in the Metaverse 

The analysis verified that the cybersecurity behaviour of users when using the Metaverse 

is significantly influenced by cues to action. Moreover, cues to action were the most significant 

factor in the study. This result aligns with previous findings (Li et al. 2014; White, Ekin & 

Visinescu 2017; Yuen et al. 2021). Cues to action are particularly important because they 

trigger Metaverse users into performing actions that align with cybersecurity best practices. 

Aside from actual threats, other cues to action include reminders and news of an attack. 

Whenever such cues are encountered, users are likely to exhibit positive cybersecurity 

behaviours. Within the context of the Metaverse, the most effective cue to action is the 

occurrence of an attack in which an identity of a user is stolen, resulting in fraud and other 

types of harm. Publicising such incidences increases the likelihood of an individual performing 

actions that can enhance the security of their data. For example, a user can be incentivised to 

secure devices such as headsets. 

5.8.7 Impact of Facilitating Conditions on Cybersecurity Behaviour in the Metaverse 

Facilitating conditions had an insignificant impact on cybersecurity behaviour in the 

Metaverse. This finding aligns with the conclusions of Woon (2004), who reported that 

facilitating conditions did not influence Internet abuse behaviour. However, most research 

shows that facilitating conditions influence cybersecurity behaviour (Alalwan et al., 2017; 

Bishop et al., 2020; Catherine et al., 2017; Hong & Furnell, 2021; Mukred et al., 2021; Raddatz 
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et al., 2021). While an individual might be motivated to perform a given action, the lack of 

facilitating conditions is likely to hinder the action (Moody & Siponen 2013). In the context of 

the Metaverse, various facilitating conditions can impede or enable privacy-related behaviours. 

Facilitating conditions can motivate users to follow cybersecurity behaviours (Hong & Furnell, 

2021). The contradictory findings could be attributed to various factors, including inadequate 

knowledge about facilitating conditions among the respondents and the inability to expose 

Metaverse users to facilitating conditions. When users understand and experience facilitating 

conditions, they are likely to report whether these conditions influence their behaviour. 

5.8.8 Impact of Habit on Cybersecurity Behaviour in the Metaverse 

The cybersecurity behaviour of users using the Metaverse is significantly influenced by 

the habit of using the Metaverse. This finding conforms to the results of prior studies (Moody 

& Siponen 2013; Aigbefo, Blount & Marrone 2020; Shahbaznezhad, Kolini & Rashidirad 

2020; Mukred et al. 2021; Zakaria, Abdul-majid & Omar 2021). When positive cybersecurity 

activities are transformed into habits, they are likely to be repeated over time. At the same time, 

users tend to perform habits subconsciously. Consequently, the key to enhancing cybersecurity 

behaviour entails turning it into routines. A common behaviour that could be transformed into 

a routine to realise positive outcomes is logging out of systems when not in use. Most attacks 

leverage carelessness, including the failure of people to keep their devices secure or log out of 

critical systems. As such, when positive behaviours become habits, the likelihood of data 

breaches reduces. 

5.8.9 Impact of Trust on Cybersecurity Behaviour in the Metaverse 

Finally, the results depicted that users trusted the Metaverse, which increased their 

likelihood of utilising it to complete assignments. This conclusion is consistent with the 

findings of other studies that highlight a positive association between trust and the utilisation 
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of technology (Gefen, Karahanna & Straub 2003; Luo et al. 2010; Slade et al. 2015; 

Bredenkamp, Kritzinger & Herselman 2021; Mohammed & Ferraris 2021; Rostiani, Toyib & 

Khoiriyah 2021; Zakaria, Abdul-majid & Omar 2021). People are more likely to adopt a 

technology if they have faith in its developer and see fewer risks or potential dangers (Beldad 

& Hegner 2018). However, trust could also have a negative impact on cybersecurity behaviour 

as the perception of risk and its severity could be low. In other words, trust in the safety and 

security of a system could reduce the propensity of the users to be negligent. Accordingly, 

building trust in positive cybersecurity behaviours is essential. If users trust that the 

recommended behaviours will minimise the occurrence or severity of attacks, then adoption 

levels can increase.   



 

118 

 

 

 

 

CHAPTER 6 

CONCLUSIONS 
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 Summary of the whole study 

 Understand the study implications. 

 Explain the limitations, recommendations and future work. 
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6 Conclusions 

6.1 Overview 

This chapter presents the research overview, main results, research limitations, theoretical 

contributions, practical implications and conclusions. In addition, it contains the research 

limitation, proposed recommendations and future work that may be accomplished in future 

research. 

6.1.1 Research Summary 

In this study, a systematic review of the literature was undertaken with a focus on studies 

of IS theories and models of cybersecurity behaviour during the last decade (2012–2021). The 

objective of the systematic review was to derive a comprehensive grasp of the current situation 

of the literature on cybersecurity behaviour on IS theories and models and to conduct a 

classification analysis based on a variety of coded criteria. These criteria include (i) the 

prominent IS theories and models, (ii) the common theme in the study, (iii) the external factor 

affecting cybersecurity behaviour, (iv) the relationship between the cybersecurity research 

themes and external factors, (iv) the dominant technologies and services used in cybersecurity 

behaviour, (v) the leading research methods used, (vi) the active countries, (vii) the relationship 

between the cybersecurity behaviour research themes and study regions, and (viii) the 

participants. 

An integrated theoretical model for cybersecurity behaviour in the Metaverse was 

developed as part of the study on the basis of the results of systematic literature research. The 

developed integrated model included the fundamental constructs of PMT, HBM and TIB, as 

well as trust as the external factor. The novel model was used to evaluate the adoption of the 

Metaverse in the context of cybersecurity behaviour in this research through 531 participants 
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who use the Metaverse from the UAE. Through a questionnaire survey with a five-point Likert 

scale, the model was experimentally validated, and the acquired data were analysed using PLS-

SEM along with ANN. 

6.1.2 Key Findings 

The objective of this research is to address three research questions. The results aid in 

answering the research questions. 

6.1.2.1 What factors affect cybersecurity behaviour and the research gaps in this topic? 

The results showed a rise in the number of articles published between 2012 and 2021, with 

significant growth between 2019 and 2021. The considerable number of publications, 

specifically during the last few years, contributes to the increasing research interest in 

examining what impacts cybersecurity behaviour. The growing interest stems from several 

reasons. For instance, individuals’ errors cause 95% of cybersecurity incidents (Cybint 2020). 

In 2019, 88% of organisations worldwide were exposed to spear-phishing attacks (Proofpoint 

2020). Thus, the number of publications on cybersecurity behaviour will likely double in the 

next few years. This belief is due to the expectation that the number of IoT-connected devices 

will reach 75 billion in 2025 (Cybint 2020), which requires individuals and organisations to 

make cybersecurity behaviour a part of their culture. 

For the external factors, self-efficacy is the most influential factor affecting cybersecurity 

behaviour, followed by perceived severity, response efficacy and perceived vulnerability. 

Undoubtedly, these are the factors derived from PMT. The results suggest that further research 

needs to consider the role of social, technical and psychological factors in understanding 

cybersecurity behaviour. An analysis of the external factors indicated that the role of 

moderators is neglected in the extant literature. This issue was also discussed in a recent study 

on employees’ security behaviour (Alshaikh & Adamson 2021). 
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This review also analysed the research themes of the collected articles by examining the 

dependent variables in each study. The findings showed that ‘intention behaviour’ and 

‘cybersecurity behaviour’ were the most common purpose for conducting the majority of the 

studies. The studies that relied on ‘intention behaviour’ aimed to examine the users’ behaviour 

towards using different technologies and services from the perspective of security incidents. 

The studies that examined ‘cybersecurity behaviour’ aimed to investigate the determinants that 

affect users’ behaviour towards cybersecurity. The results also pointed out that the existing 

literature paid less attention to cybersecurity awareness and compliance behaviour, which 

opens the door for further research trials. 

For the IS theories and models, PMT is the most frequently used theory, with 17 studies, 

followed by TTAT (N = 6), TPB and GDT (N = 4), TAM (N = 3), and HBM (N = 2). The 

prominent use of PMT stems from the theory’s aim to explain fear appeals and suggests that 

individuals protect themselves through several factors, such as perceived severity and 

perceived vulnerability (Katsikeas et al. 2021). In addition, PMT assists in explaining 

individual differences in protective cybersecurity behaviours, as action-based decisions are 

built on individual risk perceptions (Van Schaik et al. 2020). PMT is the most frequently 

studied theory, being used in 17 studies. Other theories are needed to study cybersecurity 

behaviour, not just from security factors but also from technical factors. This finding indicates 

that the existing research mainly focused on understanding the security determinants of 

cybersecurity behaviour. We are dealing with ‘behaviour’, which is why more theories need to 

be explored to further understand what impacts cybersecurity behaviour by individuals and 

organisations. The existing literature inadequately reveals the social, psychological and 

technical determinants. 
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6.1.2.2 What is the suitable model for understanding the factors affecting cybersecurity 

behaviour in the Metaverse? 

The IS theories and models are regarded as the optimal foundation for comprehending 

cybersecurity behaviour in the Metaverse as an emerging technology adopted by users. This 

research found that perceived vulnerability, self-efficacy, cues to action, habit and trust are the 

most significant factors that affect cybersecurity behaviour in the Metaverse. Undoubtedly, 

these are the factors derived from PMT. These results suggest that further research needs to 

consider the role of social, technical and psychological factors in understanding cybersecurity 

behaviour. Expert data and expertise can be added to extend the IS theories and models as other 

factors. The Metaverse is a new emerging technology, which is why considerations such as 

cues to action, facilitating conditions and habit may have an impact. Those factors are adapted 

from HBM and TIB, respectively. Thus, our model, which includes a variety of PMT, HBM 

and TIB components, is appropriate. 

The proposed integrated theoretical model mentioned in Chapter 3 incorporates factors that 

affect cybersecurity behaviour in the Metaverse. As stated previously, the model consists of 

the core factors of PMT, which are coping threat (perceived vulnerability and perceived 

severity) and coping appraisal (response efficacy, self-efficacy and response costs), HBM (cues 

to action), TIB (facilitating conditions and habit), and trust as an external factor, as depicted in 

Figure 23. 

The nine hypotheses in the developed model were assumed based on the context and nature 

of this research, thus confirming most of the hypotheses shown in Figure 23 and Table 14. 

Five (H1, H3, H6, H8 and H9) out of nine hypotheses were supported by the experimental test, 

whereas H2, H4, H5 and H7 were rejected. 
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6.1.2.3 To what extent is the proposed model able to predict cybersecurity behaviour in 

the Metaverse? 

The findings presented in Chapter 5 indicate that the proposed model is effective in 

examining cybersecurity behaviour in the Metaverse as an acceptance of information 

technologies. The model accounted for 66.1% of the variation in the cybersecurity behaviour 

in the Metaverse. 

The research model was broken into one ANN model (Figure 24) and then examined using 

SPSS 23 and an ANN multilayer perceptron network. Two hidden layers are present in the 

construction of ANN models, which are utilised to create the number of neurons in the hidden 

layer (Alkawsi et al. 2021). As illustrated in Figure 24, five hidden neurons were created for 

the model. A 10-fold cross-validation approach was used to combat overfitting. In this instance, 

the data were split 90:10 for training and testing purposes, respectively. This approach was 

used to determine the predictors’ relative importance (Wang & Elhag 2007; Khayer & Bao 

2019). 

In the hidden and output layers of the ANN model, the sigmoid function was chosen as the 

activation function (Kalinić et al. 2021). The model shown in Figure 24 comprises five key 

exogenous constructs: perceived vulnerability, self-efficacy, cues to action, habit and trust. 

These five variables served as input layers, with the endogenous variable—cybersecurity 

behaviour—serving as the output layer. 

To evaluate the accuracy of the ANN model’s prediction, the RMSE error was calculated. 

RMSE is computed for the ten networks (Morris et al. 2004; Kalinić et al. 2021). The RMSE 

values for the model vary between 0.075 and 0.081 for training and between 0.056 and 0.084 

for testing. 
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Table 14 reveals that the RMSE values for the ANN model were 0.002165232 for training 

and 0.008094722 for testing. The model became more precise with the use of ANN, as 

indicated by the tiny discrepancies between the RMSE value and the estimated standard 

deviation for the training dataset and the testing dataset. Thus, the ANN model is capable of 

representing predictor-output interactions and improves the prediction performance by 

incorporating the data skilfully. 

In general, the results showed that cybersecurity behaviour in the Metaverse is positively 

influenced by some PMT factors (perceived vulnerability, self-efficacy), while it is negatively 

impacted by perceived severity, response efficacy, and response costs. Alternatively, 

cybersecurity behaviour in the Metaverse is positively influenced by the HBM factor cues to 

action. Cybersecurity behaviour in the Metaverse is positively influenced by the TIB factor 

habit but is negatively influenced by facilitating conditions. Moreover, cybersecurity behaviour 

in the Metaverse is influenced positively by the external factor “trust”. 

6.2 Research Contributions and Implications 

6.2.1 Theoretical Contributions 

The study offers various contributions that enhance the theoretical understanding of the 

factors that influence the cybersecurity behaviour of users in the Metaverse. One of the major 

contributions is that it is a pioneering effort that leverages a combination of models or theories 

to examine the research topic, such as PMT, HBM and TIB. It also considers trust as an external 

factor. The utilisation of concepts drawn from the different theories to create one encompassing 

model to explain cybersecurity behaviour is imperative because it allows a holistic explanation 

of the phenomenon in question. An essential detail to mention is that all potential factors 

(security determinants, social, psychological and technical determinants) were not selected 



 

125 

 

randomly but rather were based on an extensive analysis of studies on factors that affect user 

behaviour in relation to cybersecurity. 

The findings of this study can be utilised to develop a theoretical model explaining the 

antecedents of cybersecurity behaviour in the Metaverse. Specifically, it identified five factors 

influencing the adoption of cybersecurity behaviour: perceived vulnerability, self-efficacy, 

cues to action, habit and trust. Users are likely to exhibit positive behaviour if they think that 

they are vulnerable to attacks and possess the ability to engage in those behaviours. The 

likelihood increases if cues to action are available and when users trust in the capability of the 

cybersecurity behaviours to produce positive outcomes. Furthermore, when cybersecurity 

behaviours are transformed into habits, the propensity of users to exhibit them improves. 

The study also included empirically validated acceptance models, their extensions and 

integrations. This approach was important because the resultant model inherited some of these 

qualities. Moreover, the review considered many information technologies as opposed to a 

single technology such as the Metaverse. The Metaverse is a broad field in which new systems 

emerge frequently. Each developer produces a system that has unique features compared with 

the other solutions. Accordingly, this study was able to consider cybersecurity behaviours that 

could affect the different technologies within the Metaverse. Also, the reviewed studies were 

published during the last decade (2012–2021), which gives a contemporary overview of the 

literature and distinguishes the conclusions from those of prior reviews. 

Moreover, despite the substantial research undertaken in recent years on the Metaverse, no 

single study has examined the fundamental issues determining the cybersecurity behaviour of 

its users. Therefore, the findings of this research provide novel insight into the aspects that 

contribute to the users’ cybersecurity behaviour in the Metaverse, including perceived 

vulnerability, perceived severity, response costs, response efficacy, self-efficacy, cues to 
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action, facilitating conditions, habit and trust. Furthermore, new knowledge of the same in the 

context of the UAE is gained. 

While the empirical data analysis reinforced five out of nine of the proposed hypotheses, 

the results did not support the existence of a relationship between Metaverse use and 

cybersecurity behaviour, thus providing a new area for further investigating cybersecurity 

behaviour characteristics and circumstances of using the Metaverse, specifically in developing 

countries such as the UAE. 

Unlike the existing literature that mainly examines cybersecurity behaviour in many 

technologies and services in individualistic societies, the developed integrated model in this 

research was tested in the unexplored collectivistic context of the UAE. Exploring adoption 

phenomena in collectivistic contexts might bring up distinct perspectives due to the uniqueness 

of technology infrastructure and cultural circumstances. 

Most previous studies focused on the organisational rather than the individual level, 

whether from the lenses of the IS theory- and model-based studies or cybersecurity behaviour 

studies. Therefore, this study strengthens the applicability of IS theories and models at the 

individual level and provides further understanding of the determinants that affect 

cybersecurity behaviour in the Metaverse. 

Lastly, the developed integrated model explained 66.1% of the variance in cybersecurity 

behaviour in the Metaverse, which is believed to add a valuable theoretical contribution to the 

existing body of research for new collectivistic contexts such as the UAE. 

6.2.2 Practical Implications 

The findings offer valuable implications to cybersecurity professionals and other 

stakeholders. Specifically, it identified five essential factors to focus on when intending to 
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change the cybersecurity behaviour of users in the Metaverse: perceived vulnerability, self-

efficacy, cues to action, habits and trust. As demonstrated in the findings, these factors had a 

significant impact on users’ behaviour in the Metaverse. Therefore, a cybersecurity 

professional in a work environment should enhance the perception of users concerning their 

susceptibility to cyber threats when Metaverse-related technologies are deployed. As 

demonstrated by Al-Emran, Granić et al. (2020), perceived vulnerability means that users are 

aware that they can be targeted in an attack. Recognising that vulnerabilities can be technical 

or person related is imperative for users. The attack surface in the Metaverse is broad, which 

means that a user is highly susceptible to both intentional and unintentional attacks.     

Self-efficacy is a particularly essential factor as it relates to the capability of an individual 

to perform security-related activities. The likelihood of an individual performing a certain 

activity depends on whether they believe that they have the ability to do it (Li et al. 2019; 

Ameen et al. 2020). For example, a user is likely to encrypt their data if they know how to use 

common encryption tools. Similarly, cybersecurity professionals should conduct training 

programs to equip users with the knowledge and skills needed to behave in a positive manner. 

The training programs implemented can include coaching, mentoring, peer teaching, 

conferences and observation.  

Cues to actions, which are triggers that incentivise people to change, are helpful in 

improving the behaviour of users in the Metaverse (Li et al. 2014; White, Ekin & Visinescu 

2017). Aside from cyber threats, other cues to action include reminders and warning labels. 

Within the work environment, cybersecurity leaders should incorporate cues to action into the 

work environment to stimulate positive behaviour among users. For example, selected 

Metaverse systems ought to have warnings whenever a user wants to perform a potentially 
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dangerous action. Other users should be encouraged to remind peers to perform security-related 

activities, such as locking their devices when not in use.  

When positive security behaviours are transformed into habits, the user can perform them 

subconsciously, which is essential in enhancing cybersecurity. With this understanding in 

mind, cybersecurity professionals should incorporate positive behaviours into their 

organisational culture (Ameen et al. 2021). The idea is to convert security-related activities into 

daily routines. Once these activities are adopted as normal practices, the likelihood of attacks 

is likely to diminish. Finally, fostering trust not just in the Metaverse technologies but also in 

the recommended security behaviours is imperative in increasing their adoption. Essentially, 

users must believe that the recommended behaviours are helpful and safe so that they will 

participate in them.  

This evaluation is distinct from others in that it includes multiple IS theories and models, 

technologies and users. This variety is beneficial to other researchers and decision-makers in 

many research fields, regions and contexts. It also identifies a technology deficit in 

cybersecurity behaviour, which is the Metaverse, as it was neglected. 

The findings can aid policymakers and regulators in analysing the present data privacy 

policies and legislation. Also required is the announcement and publication of these policies 

and legislation. To increase end-user acceptability, they must be informed of their duties and 

responsibilities and receive proper awareness and training. Furthermore, cybersecurity 

companies, system analysts and developers may use the insights from the important factors as 

a lesson. Therefore, this research may help refine presently implemented solutions and ensure 

the anticipation of new future technological advancements. 

Therefore, developers and designers should evaluate these factors prior to adopting them 

to ensure that users have an engaging experience that encourages continued use of the 
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Metaverse with cybersecurity behaviour. This evaluation may assist in improving the presently 

deployed solutions and exploring user-friendly and inventive technological advancements in 

the future. 

In developing countries, inadequate attention has been given to research on cybersecurity 

behaviour in many forms of technology and services, but not the Metaverse. Therefore, 

cybersecurity and information security companies should be prepared to focus on Arab and 

African countries because cybersecurity behaviour in the Metaverse can be modified by 

utilising the diverse technologies accessible in these countries. 

In addition, service providers should be encouraged by the influence that cues to action can 

have on the perspectives of several Metaverse users. The results suggest that cues to action 

increase Metaverse users’ privacy concerns. Therefore, providers may need to create Metaverse 

awareness campaigns that emphasise the numerous reasons to be worried about information 

privacy while simultaneously promoting the benefits of Metaverses in addressing privacy 

concerns. Such a campaign should be effective at persuading users about the many ways in 

which the Metaverse is beneficial and constitutes a significant advance. 

6.2.3 Methodological Contributions 

In contrast to previous empirical studies that focused mostly on SEM analysis, this research 

used a hybrid SEM-ANN approach based on deep learning to validate the expected relationship 

between the factors in any particular research model. Such a strategy consists of two stages. 

The primary objective is to analyse the proposed research model using PLS-SEM with Smart-

PLS. PLS-SEM is used in this research primarily because of the exploratory nature of the 

theoretical model and the lack of previously published studies. This study adheres to the 

ordinary requirements for using the PLS-SEM in IS research. As stated in a previous study, a 

two-step approach—measurement and structural model checking—is required to investigate 
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the model under research. This research used importance-performance map analysis as an 

improved PLS-SEM technique to identify the significance and performance of each construct 

in the research model. 

Moreover, ANN is primarily used to validate, complement and explore the PLS-SEM 

analysis and assess the impact of independent factors on the dependent variable. ANN is a 

function approximation method that is mostly applicable in nonlinear and complicated output-

input relationships. ANN consists of three important mechanisms: transfer function, learning 

rule and network architecture, which generally cascades into subclasses, including recurrent 

network, feed-forward multilayer perceptron (MLP) network and radial basis function network. 

The MLP neural network is the most generally used approach, and it consists of several layers, 

such as output and input. The output and input layers are connected by hidden nodes. The most 

often used activation function is the sigmoid function. This research employs an MLP neural 

network to train and evaluate the proposed research model. 

6.3 Research Limitations and Future Work 

This research’s systematic review was restricted to gathering studies from certain digital 

libraries and databases, such as Emerald, Springer, Taylor & Francis, IEEE Xplore, SAGE, 

ScienceDirect, and Google Scholar. These digital libraries possibly do not provide a 

comprehensive view of all empirical research published on cybersecurity behaviour. Other 

digital libraries, such as ACM, PubMed, CINAHL, Cochrane, Scopus, Sage and Web of 

Science, may be included in future research. 

Moreover, the review solely examined quantitative empirical research. Additional research 

may include other IS theories and model studies (e.g. qualitative studies). The findings may be 

used to generate a comprehensive meta-analysis of the results of each evaluated study or even 

to include other studies. 
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This research may be used as a foundation for developing a unique acceptance model or 

integrating existing acceptance models to investigate users’ cybersecurity behaviour in the 

Metaverse. 

Additionally, this research didn’t address several determinants, such as; risk factors, 

technological factors, and environmental factors. Therefore, addressing this in future research 

will greatly enhance the significance of the findings. 

The study was cross-sectional type as it was conducted from November until December 

2022. Hence, conducting longitudinal studies in future research is recommended. 

Furthermore, the developed theoretical model has been evaluated only in a single country, 

the UAE. This opens the doos for future research to assess the model in other developed or 

developing countries.  

Moreover, the research didn’t specify the participants according to the users of Metaverse-

like platforms, whether they are Decentraland, Axie Infinity, or Second Life when collecting 

data. Therefore, considering this in future research is recommended. 

In addition, the role of moderating factors such as age, gender, level of experience and 

voluntariness on the relationship between the independent variables and cybersecurity 

behaviour in the Metaverse was not explored. Future exploration of the effects of moderating 

variables is likely to provide more intriguing findings, given the paucity of knowledge on their 

effect. 

This research was conducted using the quantitative approach through a questionnaire 

survey for data collection. This encourages future research to employ mixed research methods, 

quantitative and qualitative, to gain more insights into the factors’ relationships with 

cybersecurity behaviour. 
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From the above, because the research was limited to Metaverse users, the participants were 

selected using convenience sampling. Despite this approach, the findings cannot be extended 

to other individuals or contexts using this technique. Generalising the findings should thus be 

approached with care. 

Finally, designing a study model that accounts for all variables is difficult. Cybersecurity 

behaviour for Metaverse objectives is a relatively new issue, necessitating more empirical 

research to determine what influences it. 
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"Response-

efficacy", and 

"Self-efficacy" 

S27 (Verkiji

ka 2019) 

2019 Technology 

Threat 

Avoidance 

Theory & 

Regret 

Theory 

"Anti-Phishing 

self-efficacy" 

and 

"Anticipated 

regret" 

“Avoidance 

Motivation” 

and 

“Avoidance 

Behavior” 

Smartphone Quantitative 

(Survey) 

Consumers Not 

Specified 

S28 (Ameen 

et al. 

2020) 

2020 Protection 

Motivation 

Theory & 

General 

Deterrence 

Theory 

"Self-

efficacy", 

"Perceived 

severity of 

sanction", 

"Perceived risk 

vulnerability", 

"Response 

cost", 

"Perceived 

certainty of 

sanction", 

"Severity of 

the adverse 

consequences"

, "Response 

efficacy", 

"Uncertainty 

avoidance", 

"Power 

distance", 

"Individualism 

vs collection", 

and 

"Masculinity 

vs femininity" 

“Intention 

Behavior” 

Smartphone Quantitative 

(Survey) 

Organizational 

employees 

USA & 

UAE 

S29 (Blythe 

& 

Coventr

y 2018) 

2018 Protection 

Motivation 

Theory 

"Severity", 

"Susceptibility

", "Self-

efficacy", 

"Response 

efficacy", 

"Response 

costs", 

"Experience", 

"Workplace 

information 

sensitivity 

appraisal", 

"Responsibilit

y", 

"Psychological 

ownership", 

and 

"Organisationa

l citizenship 

behaviors" 

“Intention 

Behavior” 

Malware Quantitative 

(Survey) 

Organizational 

employees 

Not 

Specified 

S30 (Donald

s & 

Osei-

Bryson 

2020) 

2020 Individual 

cybersecurity 

compliance 

behaviour 

model & 

Donalds and 

Osei-Bryson 

model 

"Dominant 

decision style", 

"General 

security 

orientation", 

"General 

security 

awareness", 

"Dominant 

orientation", 

and "Security 

self-efficacy" 

“Complianc

e Behavior” 

Not Specified Quantitative 

(Survey) 

Students & 

academics 

Jamaica 

S31 (Algha

mdi 

2021) 

2021 Protection 

Motivation 

Theory 

"Perceived 

severity", 

"Perceived 

vulnerability", 

"Perceived 

barriers", 

"Response 

efficacy", and 

“Cybersecu

rity 

Behavior” 

Not Specified Quantitative 

(Survey) 

Organizational 

employees 

Saudi 

Arabia 
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"Security self-

efficacy" 

S32 (Gillam 

& Foster 

2020) 

2020 Technology 

Threat 

Avoidance 

Theory 

"Perceived 

susceptibility", 

"Perceived 

severity", 

"Perceived 

effectiveness", 

"Perceived 

cost", and 

"Self-efficacy" 

“Avoidance 

Motivation”

, 

“Avoidance 

Behavior”, 

and 

“Cybersecu

rity 

Behavior” 

Not Specified Quantitative 

(Survey) 

Organizational 

employees 

USA 

S33 (Jeske & 

van 

Schaik 

2017) 

2017 Actor-

network 

Theory 

"Familiarity" 

and "Internet 

experience 

proxies" 

“Cybersecu

rity 

Behavior” 

Internet 

threats 

Quantitative 

(Survey) 

Students UK & 

USA 

S34 (Van 

Schaik 

et al. 

2020) 

2020 Protection 

Motivation 

Theory & 

Affect 

heuristic 

model 

"Affect", 

"Perceived 

risk", and 

"Perceived 

benefit" 

“Cybersecu

rity 

Behavior” 

Social 

networking 

sites 

Quantitative 

(Survey) 

Consumers UK 

S35 (Fatoku

n et al. 

2019) 

2019 Protection 

Motivation 

Theory & 

Health Belief 

Model 

"Perceived 

vulnerability", 

"Prior 

experience 

with computer 

security", 

"Perceived 

severity", 

"Security self-

efficacy", 

"Response 

efficacy", 

"Cues to 

action", "Peer 

behavior", 

"Computer 

skills", and 

"Familiarity 

with cyber 

threats" 

“Cybersecu

rity 

Behavior” 

Not Specified Quantitative 

(Survey) 

Students Malaysia 

S36 (Young, 

Carpent

er & 

McLeod 

2016) 

2016 Technology 

Threat 

Avoidance 

Theory 

"Perceived 

susceptibility", 

"Perceived 

severity", 

"Perceived 

threat", 

"Safeguard 

effectiveness", 

"Safeguard 

cost", and 

"Self-efficacy" 

“Avoidance 

Motivation” 

and 

“Avoidance 

Behavior” 

Malware Quantitative 

(Survey) 

Students USA 

S37 (Anwar 

et al. 

2019) 

2019 Protection 

Motivation 

Theory & 

Health Belief 

Model 

"Computer 

skills", 

"Experience 

with 

cybersecurity 

practice", 

"Perceived 

vulnerability", 

"Perceived 

severity", 

"Self-

efficacy", 

"Perceived 

barriers", 

"Perceived 

benefits", 

"Response 

efficacy", 

"Cues to 

action", and 

"Peer 

behavior" 

“Cybersecu

rity 

Behavior” 

Not Specified Quantitative 

(Survey) 

Organizational 

employees 

USA 

S38 (McBrid

e, Carter 

& 

Warkent

in 2012) 

2012 Protection 

Motivation 

Theory & 

General 

Deterrence 

Theory 

"Threat 

severity", 

"Threat 

vulnerability", 

"Self-

efficacy", 

"Response 

efficacy", 

"Response 

cost", 

“Intention 

Behavior” 

Not Specified Quantitative 

(Survey) 

Organizational 

employees 

USA 
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"Sanction 

severity", 

"Sanction 

certainty", 

"Agreeablenes

s", 

"Conscientious

ness", 

"Extraversion"

, 

"Neuroticism", 

and 

"Openness" 

S39 (Sivaret

hinamoh

an & 

Sujatha 

2021) 

2021 Not Specified "Human 

Intention and 

Perception", 

"Perceived 

Trust and 

beliefs", 

"Perceived 

email 

security", 

"Perceived 

Privacy", and 

"Information 

Sharing" 

“Usage 

Behavior” 

Email Quantitative 

(Survey) 

Organizational 

employees 

Japan, 

South 

Korea, 

India, 

Australia, 

Hong 

Kong, 

Taiwan, 

Singapore

, New 

Zealand, 

Malaysia, 

Indonesia, 

& 

Philippine

s 
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Appendix B: Survey - Ethical Form 

 

 

Figure 25: Ethical form 
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Appendix C: Survey - Participation Consent Form 

 

 

Figure 26: Participation consent form 
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Appendix D: Survey - Demographic Information and the Metaverse Usage 

 

 

Figure 27: Demographic information and the Metaverse usage 
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Appendix E: Survey - Conceptual Model Factors 

 

Section 4: Conceptual Model Factors 

Please mark your agreement with the following assertions: 

[1: Strongly Disagree        2: Disagree 3: Neutral 4: Agree 5: Strongly Agree] 

Table 17: Survey questionnaire related to the conceptual model factors 

Item # Item Measure 1 2 3 4 5 

Perceived Vulnerability (PV) 
PV1 The Metaverse could be vulnerable to security incidents.           
PV2 The Metaverse could be susceptible to security incidents.           

PV3 
A security problem to my personal data could occur if I do not comply with the organization’s 

Metaverse security policy. 
          

Perceived Severity (PS) 
PS1 I believe that user personal data stored on the Metaverse is vulnerable to security incidents.           
PS2 I believe that the productivity of the Metaverse is threatened by security incidents.           
PS3 I believe that the profitability of the Metaverse is threatened by data protection incidents.           
PS4 I believe that the Metaverse can allow remote access to my personal data.           
PS5 I believe that the Metaverse can be used to download my personal data.           

Self-Efficacy (SE) 
SE1 It is easy for me to use the Metaverse by myself.           
SE2 I can adopt the Metaverse even if there is no one around to tell me what to do as I go.           
SE3 I can adopt the Metaverse if I could contact someone when I got stuck.           

Response Efficacy (RE) 
RE1 The Metaverse can successfully prevent security incidents.           
RE2 The Metaverse can be a solution for counteracting security problems.           
RE3 If I use the Metaverse, I can minimize the threat of security incidents.           
RE4 Compliance with the Metaverse security policy reduces the security threat to my personal data.           

Response Costs (RC) 
RC1 The Metaverse is expensive to purchase and operate.           
RC2 The Metaverse needs to be frequently upgraded to download various type of resources.           
RC3 Security incidents can slow down the Metaverse performance.           

RC4 
Compliance with the Metaverse security policy would require a considerable investment of effort other 

than time. 
          

Cues to Action (CA) 

CA1 
If a family member was to tell me of a recent experience with a Metaverse virus, I would be more 

conscious of my Metaverse’s chance of being attacked. 
          

CA2 
If a friend was to tell me of a recent experience with a Metaverse virus, I would be more conscious of 
my Metaverse’s chance of being attacked. 

          

CA3 
If I see a news report, or read a newspaper or magazine about a new Metaverse vulnerability, I would be 

more concerned about my Metaverse’s chances of being attacked. 
          

CA4 
If I receive an email from the service provider of my Metaverse’s operating system about a new security 
vulnerability, I would be more concerned about my Metaverse’s chances of being attacked. 

          

Facilitating Conditions (FC) 
FC1 I have the resources necessary to use the Metaverse.           
FC2 I have the knowledge necessary to use the Metaverse.           
FC3 The Metaverse is compatible with other technologies I use.           

FC4 I can get help from others when I have difficulties using the Metaverse.           
Habit (HA) 

HA1 Complying with the Metaverse security procedures is something I do frequently.           
HA2 Complying with the Metaverse security procedures is something I do automatically.           
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Item # Item Measure 1 2 3 4 5 

HA3 
Complying with the Metaverse security procedures is something I do without having to consciously 

remember. 
          

HA4 Complying with the Metaverse security procedures is something I find it easy to do.           

HA5 Complying with the Metaverse security procedures is something I have been doing for a long time.           

Trust (TR) 
TR1 I have confidence that the Metaverse is safe.           
TR2 I am satisfied with the safety of the Metaverse.           

TR3 The Metaverse keeps its promises.           

TR4 The Metaverse is trustworthy.           

TR5 
The Metaverse policy with respect to how they will share my personal information with third parties makes 

me feel that the technology is trustworthy. 
          

Cybersecurity Behaviour (CSB) 

CSB1 
I watch for unusual Metaverse behaviours/responses (e.g., Apps slowing down or freezing up, pop-up 

windows, etc). 
     

CSB2 I always act on any malware alerts that I receive through the Metaverse.      

CSB3 I use different passwords for my different Apps via the Metaverse.      

CSB4 I usually review privacy/security settings on my Metaverse accounts.      

CSB5 I keep the software and operating system on my Metaverse device up-to-date.      

CSB6 I do not open email attachments from people whom I do not know via the Metaverse.      

CSB7 I never send sensitive information (e.g., account numbers, passwords) via the Metaverse.      

CSB8 I back up important files on my Metaverse device.      

CSB9 I don’t click on short URLs unless I know where the links will really take me.      

 

 

 


