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Abstract

It's not a secret that the healthcare industrynigransition. Countries worldwide are striving to
achieve healthcare system reform to provide mdeddble and better care for individuals and
population. Additionally, to reduce waste and olldraalth care expenditure over the time.

It's become a must to have more coordinated, patentered and more efficient care delivery
systems. Therefore, it is required to have industnysolidation by merging all entities involved

in healthcare (e.g., patients, healthcare provideagers, pharmacies, and laboratories) to form
more integrated health systems. Healthcare systeatdacilitate the accessing and sharing of

health information, as well as to allow subsequeratysis of health data.

Information technology plays a central role in @efmg efficiencies and enhancing care delivery
to meet these multi-faceted demands. This can lieaed by facilitating the flow of patient data
throughout an expanding community of care, whis®alecuring the information and rigorously

protecting patient privacy.

Integrated health systems can be achieved throughge of information technologies such as
electronic health records and other clinical agpians, data repositories, analytic tools, teleheal
and connected biomedical devices. Most importatitlyse solutions must rest on a foundation of

technology, data and security standards that essordidentiality of personal health information.

The dissertation will provide an integrated roadragthe current and rapid changes in healthcare
that are occurring in the advanced world. Then ajlply this roadmap to the current status of

healthcare system in a developing country to hgittlthe opportunities and risks.

Keywords:

Health Care Reform, Health information Technologgdlth IT), Health Informatics, Electronic
Health Records (EHRS), Information-driven healtkcadealth Information Exchange (HIE),

Interoperability.
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Chapter 1: Introduction

1.1 General Introduction

Nations worldwide at different levels of econom&vdlopment are striving to achieve healthcare
system reform to provide more effective, more &ffit, and better care for the whole population
(Frenk, 1994).

According to a report published by the InstitutsMEdicine (IOM, 2012), despite the advances in
science, healthcare are facing major challengessd8ithallenges include: healthcare system
complexity, medical errors, high costs, variablalgy, administrative inefficiencies, and lack of

coordination of care.

The advances in science have improved the capadilihe healthcare system to better understand
the causes of diseases and the ability to treatif@ases. In the same time, healthcare complexity
has increased due to the variety of the availalpigons of diagnostic, treatment, and care
management. Advances in genetics is one of the ipsmmhexample of this complexity, which

offer unprecedented opportunities for personalened tailored treatments.

Healthcare system complexity added new stressgshgsicians and patients as they will have
more information to take into consideration and endecisions to make. Often, these decisions
are neither straightforward nor easy and comprasging tradeoffs, options, risks, and benefits.
Additionally, patients lack the information neededmnake decisions as they often not receiving
clear information on options and trade-offs of treatments for their condition. Moreover, this

complexity have the potential to increase the hueraars that can result in poorer outcomes,

patient harm, and malpractice claims..

Modern healthcare complexity creates new challenfes pace at which the new knowledge is
generated outstrips individual physician capabtlityead, remember, and manage the information
that can guide clinical practice. Consequently,ltheare quality, outcomes, and safety can be

adversely impacted.

In addition, administrative complexity includingethfragmented financing and complicated
workflows can exacerbate the challenges posed byclimical complexity described above.
Complicated and inefficient workflows, can wasteysibian’s time and delay the caring for the

patients, raise costs and patient outcomes wildeersely impacted. Additionally, managing a
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large number of different health insurance plansadsling more administrative burden on

physicians and can adversely impact continuityaséc

Furthermore, unnecessary services, inefficientvegfi of services, excess administrative
expenses,high prices, medical fraud, and missedepten opportunities are leading to
unsustainable growth rate of healthcare expendasteiore, divert the major resources from
necessary care. Consequently, decrease the impeoweim the quality of care and health

generally.

All the above characteristics of the existing hHezdre system, demonstrate that there are
shortcomings and inefficiencies in gathering heattformation to develop the knowledge.

Additionally, There is deficiency in translation this knowledge into medical evidence to guide
the medical decision making in the point of caren§equently, all this contribute to a big reservoir

of missed opportunities, harm, and waste.

Therefore, there is a need for healthcare reforimerd is a need for a new healthcare system that
aligns the researches, analytics, incentives, ilfi continuous improvement, and partnerships
among healthcare providers and patient. New heakhsystem that helps to produce and use a
real-time knowledge in a clear and understandaistadt. Moreover, help clinicians and patients
as partners to make informed clinical decisionsd, achieve improvement in the effectiveness and

the efficiency of care.
According to IOM (2012) report, the new health systshould realize seven critical imperatives:

Avoid medical errors.

Reduce disparities in health care access.
Accelerate spread of knowledge.
Promote consumer role.

Foster data protection and privacy.

Promote public health and readiness to public hehteats.

N o o bk~ 0w DbdRE

Improve use of resources.

The advances in information technology, computind gelecommunication have the potential to

improve healthcare. And this can be achieved by:



Facilitating the generation of knowledge and thacheto this knowledge to guide the
clinical practices and medical-decision making.

Increasing real-time access to health informatibens and when needed.

Improving communication among physician and patiantl assisting them in managing
chronic diseases.

Improving the capability to capture care deliverggess, public disease surveillance, and

financial data.

One study stated that the use of Computerized BilapsDrder Entry (CPOE) has the potential to
decrease drug adverse events by 41 percent. Itiagdinother study projected that the use of

CPOE has decreased the overall medication ermes kat almost 81 percent (IOM, 2012).

The dissertation illustrates the transformatiort thaurrently happening in healthcare system in
the developed world, first by literature reviewttde@monstrates healthcare system reform in the
United States of America (U.S)

The literature review highlights the major stepsarges, and initiatives done by the U.S. to
achieve healthcare system reform nationwide. Irtiqudar, setting strategy and goals for
connected health, adoption of health informatiacht®logy, and establishing a framework for

standards and interoperability.

The dissertation proposes a model and roadmapéddransformation journey from the traditional

healthcare system to the information-driven healthc The purpose of information-driven

healthcare is to deliver the right informationta tight time and to the right people. Consequently
the information-driven healthcare will facilitataformed decision-making, allow patients and
their families to be more engaged in their healcAdditionally, It will support coordination of

care, reduce healthcare expenditure over the aimejmprove population health and wellness.

Finally, the proposed model and roadmap will bdiagdpo the current status of health care system
in the United Arab Emirates (UAE) as a developiograry. | will highlight the opportunities and

risks and to what extent healthcare system in UkE@ady to that transformation.



1.2 Motivation

UAE (as well as other countries in the Arab wonhdl @#he rest of the world) aspires to have better
health for its citizens and residents. The differeralth authorities in UAE started since few years
to take a lot of initiatives toward health careteys reform such as e-Claims, Pharmacy Benefit
Management (PBM), e-Prescription (eRx), and Eleitr&®eferral Transaction (eReferral).

The Dubai Health Authority (DHA) (2013), announdbeé vision of the Dubai Health Strategy
2013-2025. The strategy was recently approvedibyHijhness Sheikh Mohammad Bin Rashid
Al Maktoum, Ruler of Dubai, and Vice-President d@riine Minister of the UAE. The strategy
would seek to deliver four main objectives: qualégsy access to health services, prevention and
awareness, and investment and competitiveness.

The Health Authority — Abu Dhabi (HAAD) (2014), asumced the Healthcare Sector strategic
plan for the next 5 years for the Emirate of Abuabih Dr Mugheer Khamis Al Khaili, chairman
of HAAD said, “Today we enter a new phase in thaltheare sector as we aim to take it to the
next level of advancement. The foundation is sdtiis now time for innovative and better quality
services. We will be working with both private gmablic sectors to ensure implementation of the
initiatives,”. Moreover, Al Khaili added, “Theddlthcare sector is a top priority in the Abu
Dhabi Government agenda and we look forward tosdelihe set outcomes as we move towards
achieving Abu Dhabi’s vision 2030,”.

For this objective, HAAD have identified seven largas or priorities. Among these priorities “E-
Health” programme that aims to create a healtlorim&tion platform to facilities health

information exchange between healthcare provid@&terefore, Facilitate the other health
priorities that include; continuum of care, impnogiquality of healthcare, ensuring value for

money, emergency preparedness, and wellness avehgion of disease.

Decision makers in UAE announced their visions sindtegies which cope with the healthcare
reform ambitions worldwide. Therefore, it is thght time to evaluate the current status for health
information platform and to learn from other cougdtthat achieved a lot of advances in healthcare

reform.



1.3 Research Questions

The aim of conducting this study is to answer thilWwing research questions:

1.

3.

Is there a simple roadmap that can guide the wamsition of a healthcare system to be
information-driven?

To what extent healthcare system reform has deperete on Health Information
Technology?

What is the current status of healthcare transfooman the UAE?

1.4 The Research Approaches Employed

To find the answers for the research questioresalitire review, building conceptual model, and

case study were employed where a survey was caditithe study iteratively passes through

several stages which Identify, literature reviewijlding the model, methodology, analysis,

discussion and closure. A detailed descriptiornefresearch method is given in a further chapter.

1.5 Contributions

The contributions of this dissertation, include:

Exploring the healthcare system reform in the adedrworld and in particular in the U.S.
to provide an integrated roadmap of the currentrapetl changes in healthcare that are
occurring in the advanced world.

Building a model for healthcare system reform to@ify healthcare reform process and
make it easy to understand.

Apply this model to the current status of healteearstem in United Arab Emirates as one
of the developing countries to highlight the oppaities and risks.

Suggesting some recommendations for the governamehbther entities that can help to

enhance the current status.



Chapter 2: Methodology

2.1 Study design

According to (Hoepfl, 1997), qualitative researem ®de generally defined as a research that can
generates findings which cannot be produced byisstai measures or any other way of
guantification. Quantitative researchers looking éausal determination, forecasting, and to
generalize the findings while qualitative researsHeoking for the understanding, illumination,
and the extrapolation of the similar situationsu3ha different type of knowledge will be

generated from the qualitative and the quantitadivalysis.

Qualitative analysis is challenging and requirestivity from the researcher to categorize the raw
data into meaningful, logical categories to exanhetopic in a holistic fashion. Additionally,
the researcher is responsible to build a conceptodkl to ensure that sufficient data are exists to
support the interpretation. Moreover, the concdptuadel should be translated into a story line

to find an easy way to communicate the interpretaesind the whole topic to others.

According to Creswell (2003), mixed methods apphhaaso can be used to collect both qualitative
and quantitative data to provide better understandi research problem. The research begins
with a general survey to generalize the results tpopulation. In a second phase, detailed

gualitative and open-ended interviews can be usedltect detailed insights from the participants.

In this research, mixed methods approach used lendesearch passes through several stages
which are Identify, methodology, research, buildihg model, analysis, discussion and closure.

See Figure 1.

Identify Methodology Research Bu;lrc]icl)rgj%Ithe M—»

Readiness for
transformation

Researc «‘Study Desig+ Conceptual Response
Question Literature Model \

Data
Collection

:L

NEL

Review

Recommendations

Ethical L
Considerations

Figure 1 - Research Stages
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2.1.1 Review of literature

To answer research questions, the research staitteceview of literature to answer the first and
the second questions. The review of literaturesammdemonstrate the healthcare reform that are
happening in the advanced world. In addition, lestrate how health information technologies

can support the transformation journey.

Moreover, the literature review concentrates oritheare reform in the U.S. as one of biggest
developed countries that are striving to achievathesystem reform. In particular, It focus on
U.S. efforts and actions related to healthcarernefsince 2000 and onward such as changes in

regulations, initiatives, and federal Health ITagtgic plans.

The research were started by identifying searchvkeys such as: healthcare reform, healthcare
transformation, electronic medical records, perkohaalth records, health information
technology, and health informatics. Then duringui®le study, many other key words used to

find the resources in specific topics covered ia thsearch.

The main search method used is online search thr@apgle Scholar and electronic libraries
such as Edinburgh University E-Library, PubMed, IteAffairs, and ScienceDirect.

The criteria for articles selection were basedhenfollowing:

- Most of articles should be published between 20@Danward.
- Articles should be cited by many other publications
- Journal should have high ranking.

- Official reports should be published on governnafitial websites.

Finally, search results filtered many times to fthé most relevant articles to the research topic
which can be books, journal articles, official regoand publications, online newspapers and
websites. Then, these resources were cited in iffexetht chapters of the research. The total
number of resources selected as& iost of them are journal articles, official peblions and

reports, and the total number of references thatien this research are 75.

Mendeley Reference Manager (Mendeley) used to nearesgarch papers and citation. Mendeley
is a very helpful free reference manager recomnebgld he British University in Dubai (BUID).
Mendeley is desktop and web program for managinigsharing research papers and citation and

it is also available for mobile devices.
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2.1.2 Building the model

After the extrapolation and the good understandanghe healthcare reform experience in the
United States. It was necessary to build a modsinplify the process of health system reform
for the readers. In addition, to provide a roadni@pany developing country seeking for

healthcare reform and want to benefit from the aded countries experiences. Full details of the

model are discussed in Chapter 4

2.2 Data Collection

Building the model made it easy to identify whatadshould be collected to evaluate the current
status of health IT implementation in the differéatalthcare providers’ organizations and the
status of health technology infrastructure in U.A&urvey and official publications and reports

review are the main tools used to collect data.

2.2.1 Survey Design

The survey designed to capture a comprehensiuesstéhealth information technologies (Health
IT) that are currently implemented in the UnitedBIEmirates. To evaluate the current status and
to know to what extent healthcare system in UAErasgly to move from the isolated systems in
the different healthcare organization to a fulliegrated and interoperable systems. Interoperable
systems that can share and exchange health infomfagely while securing health information
privacy and security. Consequently, achieve heafthceform and provide more affordable and

better care for individuals and population

The survey designed and published online usingnerdurvey tool (SoGoSurvey) available at

“http://www.sogosurvey.com”. The survey consishofe sections, are:

Section 1:
This section contain questions about participamtstacts/job information (participant name,
contact no., email, and job level) and generalrimfition about the organization (organization

name, organization type, specialty, sector, andtions in U.A.E cities)

Section 2:
This section contain questions regarding EHRs adioph health care providers organization,

availability of onsite IT staff, and number of bces in each organization.
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Section 3:
This section should be answered only by organimattbat are not implementing EHRs and have
all paper medical records only (Online survey mlbve automatically to this section depending

on user answer and it will be end of survey).

This section contain questions about the most éopdrs that preventing these organizations from
adopting EHRs, Their intentions and future impletagan plans.

Section 4:
This section should be answered only by organimatibat are having EHRs and have all medical
records in electronic format or mix electronic/pap@Online survey will move automatically to

this page depending on user answer).

This section contain questions about the mosteéapans encouraged these organizations to adopt
EHRs, whether these organizations are adoptingedalth technologies or no, and percentage of
operating budget dedicated to health IT.

Section 5:
This section contain questions about adoption st@ftieHRs functionalities to improving quality,
safety, and efficiency and reducing health dispit

Section 6:
This section contain questions regarding adoptiatus of EHR functionalities to engage patients

and families in their care.

Section 7:
This section contain questions related to implemgm status of EHR functionalities to improve

care coordination, population and public healtlotigh health information exchange.

Section 8:

This section contain questions related to Interaipiéty and standards such as which medical
coding sets are implemented in each U.A.E citya daintent/structure standards. In addition,
guestions regarding the format that health dataererded in (Structured or unstructured data).
Moreover, questions about availability of broad dbanternet connection, and readiness of
integration between the different systems suchHRE PHRS, wearable health devices, and e-
claim portals.
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Section 9:

This section contain questions about the adoptiohealth information privacy and security
protections in healthcare providers organizatiohdditionally, to ask whether these organization
are informing patient about any disclosure of headformation, and about how their health data

will be used and shared, and about health infoonaegmentation.

For full details about survey questions and susayple. See Appendix F

2.2.2 Targeted Populations
The targeted Population are healthcare organiztidospitals, Medical centers, and Clinics) in
U.A.E, from both private and public sectors. Theimargeted populations are information

technology staff and management team in these maams.

2.3 Ethical Considerations.

This study conducted with full respect for confidality and anonymity of the respondents and

non-disclosure for the real names of organizatwrmmrticipants. The participants’ responses were
treated with full respect and confidentiality. Onlyestions related to the topic of study were asked
to avoid participants’ resistance to answer thestjoes, and pre-testing done to ensure that the

survey questions are appropriate.

Participation in this study was voluntarily andetasure confidentiality, participants’ names were

optional to provide and invitations sent by emslparticipants to complete the survey.

Furthermore before commencing the survey, dissentaupervisor approval obtained after the
confirmation that there is no need to obtain anthier permissions or consents from the British
University in Dubai (BUID) before starting the sew
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Chapter 3: Literature Review

This Chapter aims to answer the first two of reseguestions. First section, will answer the first
guestion and will demonstrate the healthcare reftrat occurring in U.S. as one of biggest
countries in the advanced world. In addition, \Wwitjhlight the major steps, putting the strategies

and changes in regulations to achieve healthcaeesyatem reform.

Second section, will answer the second questiomdlhdhow how healthcare system reform can
be acheived through the adoption and the meaningfal of Health Information technology.
Additionally, will discuss the major steps, Feddsigalth IT Strategic Plans from 2011 to 2024,
and the major initiatives done by the U.S. in tieigard.

3.1 Healthcare Reform

This section tries to answer the first researchstjore and will demonstrate the transformations
that are currently happening in healthcare sedore specifically, will focus on the healthcare

reform efforts and events in the United States imiefica since 2000 onward.

3.1.1 Prologue

According to Reinhardt et al. (2002), based on@inganization for Economic Cooperation and
Development (OECD) health data obtained in 200EECD compare the health care systems of
eight members countries from total thirty membeygifed States, Canada, Germany, Japan,
France, New Zealand, Australia, and United Kingdd@BCD shows that healthcare expenditure
ratio of the gross domestic product (GDP) in UsShe greatest among the eight counties during
the period from 1990 to 2000. In 2000, healthcatal texpenditure is 13 percent of the GPD in
U.S and 7.3 percent in United Kingdom (as illugtdain Figure 2) . In addition, per capita
healthcare expenditure in U.S in 2000 is $4,63Xktvig more than twice the median of healthcare

spending for all 30 OECD countries.
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(Reinhardt, Hussey and Anderson, 2002, p.11)

In 2000, one of seven Americans (about 41 milliérthe population) doesn’t have public or
private health insurance coverage, and individoalsof-pocket sharing in U.S is the highest
among all countries. In addition, in U.S. lessthalf of the Americans receiving public health
insurance while 92 percent in Germany and 100 péafeall population in the other six counties
having public health insurance covered by the govents. Moreover, in U.S only 12 percent of
population having pharmaceutical insurance covewdgke 50 percent in Canada, 92 in Germany

and 100 percent of whole population in the othes Gountries.

Starfield (2000) argues that, U.S health care Imaaey deficiencies despite of the high cost of the
medical care. There are more than 40 million Anarivithout health insurance. In addition,
almost from 20 to 30 percent of the patients aceivéeng undesirable or improper care. Moreover,
about 44 to 98 thousands patients dying annuakytdua medical errors, and as many as 20% to
30% of patients receive contraindicated care. leuntiore, U.S healthcare have low ranking as
15th among 25 developed and industrialized naté@nsonfirmed by World Health Organization
(WHO).

To enhance the performance of the healthcare in, th8ny efforts and events done toward
healthcare reform. Accoring to Honoré et al. (2011)1994 the public health functions steering

committee established by the united states depattaiehealth and human services (HHS). The
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main goal of the commite is to work on developingagéional strategies to improve the system of
the public health.

Accoring to Honoré et al. (2011), then later arosmy calls for a new heath system to improve
the quality of the delivered services in all heedtte sectors including the public health. In 1998,
under the late U.S. President Bill Clinton, an imgaot report was published that named “Quality
First: Better Health Care for All Americans”. Theport advocated for a national pledge for
improving the quality in all healthcare sectorsd quface goals to direct the strategic national

decision making.

The major starting point done by the Institute oddtine (IOM). According to Baker (2001),
IOM took a decision to commence a program on tredtheare quality in U.S., in 1998 IOM
formed its Committee on the Quality of Healthcafidhe main mission for the committee was to
establish a new strategies to achieve a substatiancements in the quality of healthcare
services. In another word, the main aim is redesighe health care system.

The committee published two historic reports: Fiegiort, “To Err is Human: Building a Safer
Health System”. The report released in 1999 andded on the issue of patient safety. Before the
report it was not usual for the U.S. media to miheehealthcare stories as headline for its news.
Until the IOM first report reframed the medical@s as one of the main chronic threats affects

the Americans’ public health such as AIDS, breasicer and car accidents.

Then in 2001, the IOM committee released the secepdrt “Crossing the Quality Chasm: A
New Health System for the 21st Century”. The sdaeport was more comprehensive as it makes
clear that patient safety is a part of a more lapgeture for healthcare quality. In addition, the
report addressed strategies not only for enhanoaadthcare delivery systems, but also for the

processes and structures of healthcare organigation

The next section will explain the major stages i Healthcare reform

3.1.2 Crossing the Quality Chasm: A New Health System fothe 21st Century - 2001
(Berwick, 2002) explained the underlying framewéwk the second report that IOM committee
released “Crossing the Quality Chasm: A New He@&ffstem for the 21st Century”. The
underlying logical framework analyzed the requickdnges in the American healthcare system at

four levels: (Level A) the experience of patientsl @ommunities; (Level B) the functioning of
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small units of care delivery or “microsystems”; {ie¢ C) The functioning of the organizations that
host or support microsystems; (Level D) the enviment of payment, accreditation, policy,
regulation, and other such factors.

3.1.2.1 Aims for Improvement

The committee defined six aims of improvement #taduld guide all efforts toward health care

system reform in U.S., these aims are:

1. Safety, patients should be safe while receiving @ahealthcare organizations.

2. Effectiveness, healthcare system should deliver lheslth care services for the patients
through knowledge-based care that use the besttifici@nd clinical information.

3. Patient- centeredness, health care should respéents' choices, preferences, specific
needs, and social and cultural context.

4. Timeliness, reducing delays and waiting times fathlpatients and caregivers.

5. Efficiency, reducing waste and total cost of hezdte.

6. Equity, reduce health disparities based on ethmicracial.

3.1.2.2 Level A required changes: experience of patients @ncommunities:

The basic change in level A is the improvementtfie American nation’s intended goals from
self-satisfaction to aims that are more obviousd,boomprehensive, espoused uniformly and
patient centered. IOM committee went more far ttientechnical qualities of misuse, underuse
and overuse, by tying more closely the qualityteslassues to cost, patients’ experiences and
social justice. At the same time the committee gacxed that achieving new levels of performance
will require changes far beyond the goals setfiifys, the committee recommended the changes
at the three others levels.

3.1.2.3 Level B required changes: microsystems of care deéry

Microsystems are the small units of work that altyideliver the healthcare services to the patient
and where the quality that experienced by the patiene or lost, such as emergency department’
night shift. The committee confirmed that accomiging the six goals for improvement will
require redesigns of microsystems. Therefore, recended three comprehensive principles for
the microsystems redesign that care should bernpatgntered, knowledge-based and systems-
minded.
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Patient-centered care, such type of care resgezizersonality, ethnicity, values and information
demands of each patient. The main idea is to dieephatients control of their own care and to
customize the care according to the individualréssidemands and circumstances. Additionally,
patient-centered care offer transparency with actadaility of care system.

Knowledge-based care, such type of care uses #teclwical and scientific information while
delivering the service to the patient. The comraitiad found that the existing care is not reliable
enough to use the best science and the best-knagtiges. Because the lack of the information
systems that enable the use of that knowledge.

Systems-minded care, Such type of care presumiétlidbr cooperation, integration and acting
efficiently across organization’s traditional boaniés, role and discipline. Systems-minded care
is mainly concerned with patients with chronic dises, those needs more care across the time and
space.

The IOM committee in the Quality Chasm report sustge a framework to improve the efficiency
of microsystems consist of ten simple new rulese @lrrent and new ten rules of microsystems
are concluded in Table 1

Rules Current New
1| Care delivery is based originally orCare delivery is based on continued care
face-to-face visits. relationships.
2| Care is driven by professionaPatients’ needs and preferences drives the
autonomy. Care.
3 | Care controlled by professionals. The source &f cantrol is the patient.
4 | Information is a record Knowledge is shared freely

5 | Experience and training is the base [f&@vidence is the base for decision making.
decision making.
6| “Do no harm” is an individual Safety is a property of the care system
responsibility
7 | Secrecy is necessary. Transparency is necessary.
8 | Healthcare system simply reacts |tBatients’ needs. are predicted
patients’ needs.

9 | Cost decreasing is desirable. Waste reductionssatde
10 | Professional roles have Preference gvehysicians’ collaborations is a priority.
the system.

Table 1 - Microsystems current and new rules
The IOM Quality Chasm report mentioned that thertew rules should be implemented by the
microsystems to move toward achieving the six afarsimprovements. The quality of the

organizations is measured by their ability to emaga the microsystem to achieve the aims.
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Hence, IOM committee found a major gap in the aurdeealthcare system quality due to

healthcare providers those are not likely to enagersuch changes.

3.1.2.4 Level C required changes: healthcare organizations.
The IOM committee in the Quality Chasm report mem#d that healthcare organization need
improvement in six areas at least to ensure theiflb in microsystems:

1. More sustainable systems depend on best clinicakctipes should become an
organizational standards, rather than the ordinadytraditional systems.

2. Information technology should be used effectivelymprove the access to the available
information and to support caregivers in the chihidecisions making.

3. Skills and knowledge of the workforce in healthcarganizations need more investment
and development strategies of human resources thtveagly-supported by those
organizations.

4. Teamwork should be supported to accomplish the \warte efficiently.

5. To enhance the healthcare services delivery faemtat especially for patients with the
chronic diseases, more coordination and collabmwatf care. Coordination of care should
be there among the different organizations thofieedehe care to the patient.

6. Healthcare organization should have more inforneatimd wide-range of the indicators
that measure the outcomes and performance, edgebmlindicators those related to the
six aims for improvement.

The IOM committee in the Quality Chasm report prsgmdifferent approaches like workshops to
realize state-of-the-art systems at the organizatievel such as information technology systems
and workforce development systems. In additiomade the scientific evidence more beneficial
and can be accessed by both patients and physidoreover, to eliminate the paper based
clinical data before the decade ending and to bihé&linfrastructure for a modern healthcare

system.

3.1.2.5 Level D required changes: health care environment.

After IOM committee recommendations regarding Heate organizational changes. The
committee brought directly to the external envireminin which healthcare organizations are
working. And discussed the changes in many aredsasiregulations, financing, litigation, social

policies, professional education and accreditation.
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The IOM committee focused primarily on financingdasuggested to have more flexibility to
remove the barriers in the current imperfect paymsgatems that affect the improvement in the
delivered care. Additionally, the committee suggdstedesigns for the current system of
accreditation, professional education, regulatiaeh lgigation to realize sustainable improvements
in healthcare delivery.

IOM committee recommended that American’s natidmedlthcare improvement agenda at the
four mentioned level from level A to level D, shdule applied first to a set of population those
have multiple chronic conditions.

Among what called as priority conditions those esgnting the major health status burdens in the
population. As mentioned by Parekh and Barton (2ahét, almost 65% of healthcare total
spending is directed to almost 75 million Americémat representing almost 25% of united states
population.

The IOM committee suggested that about fifteenuahspriority conditions to be chosen by the
Agency for Healthcare Research and Quality (AHRX®H that will shape a primary list of targets
for action.

3.1.2.6 Implementation hurdles and the future

There are many Obstacles exist to implement thegdggmentioned in the Quality Chasm report,

these are:
U.S. healthcare aims are fluctuating and conflegamong the stakeholders. Therefore, in
the final report “Quality first: better health eafor all Americans”, the commission
recommended that the public advisory council faaltiecare quality should be created.
The council aims to provide ongoing national leatay, identify national aims and
specific objectives for improvement, and track pinegress in achieving those objectives
and aims (Industry., 1998).
Wide changes are required in the existing procestesre quality measurement and
reporting to link the quality of the provided capoeimprovement aims.
The systematic changes anticipated by the quali&sim report require national strategy
that can lead the changes. In addition, changésadership as both nonclinical/ clinical
leader of healthcare are not prepared to lead typehand scale of systemic change.
Low national investment in the redesign of healtbeystem, thus more investments are

required.
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Lagging information infrastructures and very oldsafe, wasteful and unhelpful medical
records those are existing require a radical rgdésjy. Thus, it's very important to have a
national goal and development program for healthogé#ormation technology.
Current legal climate incites secrecy and fear Winieed to be changed. compensation for
the victims of the medical harms are important stepvard the new healthcare system
culture that is safe, open, transparent, and heagatding its performance and defects.
The existing regulations related to professionakrsing, Accreditation and others
although it ensures stability but also it can @gstthe required improvements and changes
in healthcare. Unless, the reconsideration for gaaces and rules that reinforce the
changes in the traditional systems and behaviors.
The existing and traditional professional trainregeived by healthcare professionals not
providing the desired skills and knowledge that sapport the requested changes in work
system. Committee designates “cooperation” as ampapfessional value.
Finally the “Quality Chasm report” strength camentfr its overall view for the new healthcare
system. The report shows that changes and quatifyrovements should happen first in
regulations, organizations, microsystems. Thenillihave a series of effects on patients, reducing
disability and suffering and health maintenance.
Healthcare environments quality can be measurets$ loppacity to help healthcare organizations.
The quality of healthcare organizations can be oreasby its ability to support microsystems to

provide health care with high quality and achidwe gix aims for improvements.

3.1.3 Medicare Modernization Act (MMA) - 2003

As stated by both Doherty (2004) and Moon (2004%. president George W. Bush signed into a
federal law in December 2003 “The Medicare PresiompDrug Improvement and Modernization
Act (MMA)”. MMA legislation took effect on 1st alanuary 2006.

MMA provides coverage for outpatient prescriptionglfor seniors and handicapped. Therefore,
providing more help to millions of Medicare recipis specially those beneficiaries with humble
income and high cost of drugs. In addition, MMAr@ases the role of the private insurance by
providing new incentives and more competitive feecture for reimbursement. Furthermore,

encouraged the private plans to cover the seveeeseavices (Biles, Dallek and Nicholas, 2004).
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(Bach and McClellan, 2005) stated that, the bluggor MMA developed by the Centers for
Medicare and Medicaid Services (CMS). MMA main aams: First, to assure that all beneficiaries
are receiving affordable drug coverage with higlelef quality. Second, ensure continual access
to drugs needed by patients suffering from chrdiseases.Third, creating a more transparent and
competitive marketplace that can provide a widegearof benefits to the beneficiaries.
Congressional Budget Office (CBO) estimated thatlégislation may cost $400 billion over 10
years but later CMS gave higher estimation of #i8i®n over 10 years (Doherty, 2004).

MMA aimed to support the implementation of e- présng by creating the standards to increase
the interoperability of such systems, and giving ffermission for third-parties to fund the

implementation of electronic prescribing. Implenatiun of e- prescribing aims to improve health

outcomes, and reduce overall healthcare cost. ibddilty, can be a good start toward the

implementation of more enhanced electronic heattonds (EHRsS) systems that can support
health reform (Bell and Friedman, 2005).

According to Buntin et al., (2006), the currenthiigcpst and low-quality healthcare resulted from
the failure of the existing health insurance systeimcentivize the consumers to shop for services
that provide better health outcomes and to usec#ine in a wise way. Thus, it is necessary
incentivize the consumers to efficiently managertben healthcare. In addition, to encourage
more engagements of market forces or moving towzsumer-directed healthcare (CDHC).
Consequently, That can help in cost control ancheaimg both health outcomes and quality of

care and support health care reform.

Feldman et al. (2005) stated that, CDHC suppobgdMA by approving a new type of
consumer-directed health plans called a healtmgavaiccount (HSA). HSA is a tax-advantage
account coupled with high yearly deductible in whiooth employees and employer can share the

cost.

3.1.4 Health Information Technology for Economic and Clirical Health (HITECH) - 2009
According to Blumenthal (2010), President Obamaisistration in 2009 enacted Health
Information Technology for Economic and Clinicalditd (HITECH) as a part of the American
Recovery and Reinvestment Act. HITECH authorizes fiederal government to provide an
incentive to physicians, hospitals and other heal#providers for the meaningful use of certified,

gualified electronic health records (EHRS). Therefdhe purpose is to use the EHRs in ways
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expected to improve care and not only the adopifuch systems. HITECH Act contain many
initiatives of EHRs Adoption and health informatierchange (as illustrated in Figure 3 - The
HITECH Framework).

Regional extension centers

—>»| Adoption of EHRs

Workforce training
Improved individual and
population health outcomes
_Medlclare and Medma_ld Meaningful use Incr‘ez_ased transparency and
incentives and penalties of EHRs efficiency
Improved ability to study and
improve care delivery
State grants for health
information exchange
Standards and certification Exchange of health

framework information

Privacy and security
framework

Research to enhance HIT

A 4

Figure 3 - The HITECH Framework

(Taitsman, Grimm and Agrawal, 2013, p.384)

There are four main goals of enacting HITECH act:

3.1.4.1 Defining what is the meaningful use of EHRs
The Department of Health and Human Services (HH8hed the meaningful use of EHRs as
to achive five healthcare goals:
Enhance the efficiency, safety, and quality of firevided care whilst decreasing
disparities.
Foster the engagement of patients and their fasnitie¢he care.
Promote health and wellbeing of the people.
Improve the coordination of care.

Foster the security and privacy.
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3.1.4.2 Foster and rewarding the meaningful use

HITCH provides support to healthcare providers ¥@roome the main obstacles they are
facing while trying to adopt Health Information Tewology (HIT) such as:

Financial resources needed to buy, implement, aaidtain the EHRs

To overcome this problem HITECH establish the Madkcand Medicaid EHR Incentive
Programs. The incentive program will allow eligibh®spitals, professionals and other
healthcare providers to receive financial incentivamplement, upgrade and demonstrate
meaningful use of certified EHRSs. In the same tiMBIS established standards and criteria
that EHRs must meet in order to be “certified.”u$hhelp healthcare providers to ensure that
they are purchasing technology that can suppom thigain meaningful use and make them
eligible for the incentive.

Lack of technical experience to choice the propdREsystem and use it efficiently to
improve care.
To overcome this issue HITECH assigned about $6#llomto establish up to 70 Regional
Health Information Technology Extension Centers QRE RECs established to advice
healthcare provider regarding the EHRs they candmalysupport them to become meaningful
EHRs users.

The lack of the infrastructure required for theuse@xchange of health information among
the different providers and the patients.
To overcome this issue HITECH authorized The Oftitthe National Coordinator for Health
Information Technology’s (ONC) to create the Natitse Health Information Network
(NHIN). NHIN aims to facilitate communication antlasing of health information between
the different parties all over the U.S.

3.1.4.3 Foster the trust in HIT systems by ensuring secunit and privacy

Patient’s health information privacy and securityp@d be assured while it is stored in EHRs
systems or any other repositories, or during dathanges for healthcare or research purposes.
The Health Insurance Portability and Accountabifigt (HIPAA) in 1996 requires many legal
security requirements for health data exchangedddition, regulated its disclosure to assure
patient privacy and health information security.eh HITECH expanded HIPAA privacy

protections by requiring increases in the penalt@sthe different categories of violations.
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Furthermore, requires informing the victim abouw tholation (Taitsman, Grimm and Agrawal,
2013).

3.1.4.4 Foster continued HIT innovation.
The DHHS has striven to avoid any requirementrtieag slow down the innovation in the dynamic
health information technology sector. Moreover, @€C approved a research program of $60

million intended to foster the advances in the bdjies of the HIT and its and usability.

Finally, HITECH Act authorized about $30 billion tocrease EHRSs’ adoption and as incentive
finance for eligible healthcare providers and htapithose meet the requirements of “meaningful-
use”. Meaningful-use requirements and criteriagessl to improve quality and efficiency of care.
Meaningful-use Prgram has three implementationestagith increasing requirements: Stage 1
(Data capturing and sharing) started in 2011; Sea@fedvanced clinical processes) depending on
when participants begin in the Medicaid progranagst3 (Improved outcomes) will start in 2016.
Hospitals will be exposed to incremental finangi@halties in case of their failure to meet stage 1
criteria (DesRoches, Charles and Furukawa, 2013).

3.1.5 Patient Protection and Affordable Care Act (PPACA)- 2010

Both Manchikanti et al. (2011) and Manchikanti &rétih (2012) state that the U.S. president
Obama in 23rd of March 2010 signed the Patientdetimin and Affordable Care Act (PPACA) or
for short (ACA). PPACA is a comprehensive legislatrepresenting the most important health
care system reform in U.S.since the legislatiorMeidicare and Medicaid in 1965. President
Obama said, “after a century of striving, afterearyof debate, after a historic vote, health care

reform is no longer an unmet promise. It is the tdwhe land.” (Manchikanti et al., 2011, p.E36).

PPACA know as Obama’s Health Care Reform , and comtyncalled ObamaCare. The
legislation splitted into ten titles and includeanmy provisions those focus on the expansions of
health insurance coverage, healthcare expenditorgsolling and improving healthcare delivery
system. Some of these provisions became activéngtdrom June 21, 2010 and the majority

became effective in 2014 and onward.
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Essentials of PPACA includes:

3.1.5.1 Mandates

The law made it mandatory for all the citizenshad U.S and all the legal residents to have health
insurance with approved-level. The mandatory insceas similar to the traditional plans but with
more focus on preventive care or they will payraficial penalty. These penalties will be paid
also by the employers that have more than 50 erapbynd don’t cover their employees with
health insurance. In addition, penalties will beaedaby employers offer coverage but the
employees have to pay too much for insurance degirgy. These penalties will be used as a
source for funding for the cost of PPACA.

3.1.5.2 Subsidies

The Legal mandates will force too much of the Amamis to buy health plans while they may not
be able to afford that. Therefore, PPACA designdibilies to support those people to meet that
mandate and buy health insurance. Subsidies aiidsed on family’s income and size only and

will remove the others requirements created byettisting regulations.

3.1.5.3 The new requirements of Insurance industry

The currentusiness modedf insurancandustry will be changed due to the new requirement
enacted by the PPACA.
As per these new requirements health insurersegreested to provide insurances policies

to everybody want to apply or renew the currenigyotegardless the enrollees’ health
status. Therefore, remove the limitations of prestext conditions, and difference in rates
of small group. Additionally, this will reduce whihown as “Adverse selection” where
peoples will not buy insurance plans only when they sick and with standard rate as
before.

Also part of the new requirements is that insurandestry should spend for healthcare
and activities those can improve the quality oec&pend ration should be at least 80% of
insurance premiums collected from individuals amélé groups and 85% collected from
large groups. Thus, both the value for consumedstia@ accountability of health insurer
will be increased.

Also PPACA contain new provisions to control thegesses of insurance premiums

increases to prevent the unjustified increases.
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The overall effects of subsidies, mandates andinsurance industry requirements will provide
health insurance access for about 34 million aold#i Americans. Thus, by 2019 the number of
uninsured individuals expected to be decreasegpooaimately 23 million (Manchikanti et al.,
2011).

3.1.5.4 Changes in the practice of medicine

PPACA made many changes in Medicaid program, @iniceimbursement and incentives which
will have a direct impact on physicians practicel avill foster the enhancement in healthcare
organizations and care delivery. In addition, PPA&Aablished Centered Outcomes Research
Institute (PCORI) that will compare different mealitcreatments and interventions to determine
what treatments are most effective. Moreover, PPAg3fablished the Independent Payment
Advisory Board (IPAB) with the main task of redugithe cost of Medicare without affecting
coverage or quality.

3.1.5.5 PPACA and Public Health

According to Majette (2011), PPACA contains prowis those creates a framwork to healthacre
system refom in U.S. that concentrate on welln@ssyention and public health. PPACA
established the National Prevention, Health Proonotind Public Health Council (National

Prevention Council) and Public Health Fund (PreleenEund).

National Prevention Council and funds are importsetause of its compliance with the norms of
international health and human right related to abtons should be taken by the countries to
protect population health. In addition, its corsmgty with the 6 main recommendations of IOM
report “The Future of the Public’s Health in thesPCentury” which published in 2002. The report
recommentations was regarding how to provide bpttgections for the Americans puplich health

and the improvement for the system of the publalthe These recommendations are:

1. The adoption of a publich health approach that take consideration the varied
determinants of health.

2. Make the public health infrastructure more strond sustainable.

3. Building a strategy that would engage all governimagencies in improving health

outcomes.
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4. The development of accountability system that ensloe availability and the quality of
the public health services.

5. Performance measurement, continuous quality impneve and decision making based
on scientific evidence.

6. Facilitating and enhancing the communication witiie system of public health.

In 2010 IOM noted that to improve the Americansltieaignificantly. U.S. should focus on
preventing illness and health promotions and ndy @cusing on improving effectiveness and
efficiency of the primary care delivery system. Aating to GOSTIN et al. ( 2011, p.1792) ,
preventative interventions that target the envirentn behavior, and socioeconomic factors
accounts for almost 80% of the decreasing of mitytahd sickness, whilst clinical-care accounts
for 20% only.

3.1.5.6 National Strategy for Quality (NSQ)
The PPACA calls to create a national quality sgrgtand a comprehensive strategic plan to
improve patient health outcomes, population heattthdelivery of health care services. NSQ have

three main aims and six priorities (US Departmédii@alth and Human Services, 2011).

NSQ set three broad national aims to assess add gational, state and local efforts for healthcare
guality improvement
Better Caremake healthcare more accessible, reliable, patiemiric and safe which will
lead to overall Improvement in the quality of care.
Healthy People/Healthy Communitidmproving the health of all Americans through the
delivery of care with higher quality. In additiggromoting at all levels health and wellness
by robust partnerships among all stockholders ftoenindividuals, healthcare providers
and community resources.
Affordable Caredecrease quality healthcare cost for families vidldials, government and
employers.

NSQ adopts six priorities based on broad communpiyt and engagement, and best practices.
These priorities are potentially to quickly booBeetiveness of the provided care and improve
health outcomes for all U.S populations. Theserjpiés are:

Making care safer through decreasing the harm freaithcare-related errors.
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Ensuring that individuals and family are engagedhwiealthcare providers in care
management and decisions making.
Promoting effective coordination and communicatlmetween healthcare providers to
provide seamless care with lower-cost and highalityu
Promoting more effective practices to prevent amdttthe main causes of illness and
mortality by focusing on cardiovascular diseasetad.
Working with communities to improve the public heaby fostering the best practices
which enable healthy living.
Making quality care more affordable for familiesdividuals, governments and employers
by creating new models of healthcare delivery.
These 6 priorities can be accomplished only byethergetic engagement of patients, physicians,
healthcare providers. Since those different stalkiehe are having different needs which may
affect the path each will take to achieve these psirrities. Thus, NSQ should ensure the
consistency with the broad national aims and gresi Moreover, NSQ should work with all

stakeholders to establish a certain quantitatisdsgand measures for each of these priorities.

3.1.6 Food and Drug Administration Safety and InnovationAct (FDASIA) — 2012

According to Kramer & Kesselheim (2012), The Food &rug Administration Safety and
Innovation Act of 2012 (FDASIA) is a piece of Ameain regulatory legislation signed into law
by President Barack Obama in 2012. FDASIA gives thnited States Food and Drug
Administration (FDA) the authority to collect udees from the manufacturers of medical-devices
and pharmaceutical. The fees will be collected ehubmitting applications to evaluate their new
products by the FDA. Then these fees will be usefilimd the premarketing review process for
innovative medical devices and drugs. First, thess can be used to facilitate the approval
process for the new drugs those classified as aktinough therapy. Second, these fees can be
used to facilitate the processes and reducing tegaired to bring the new innovative medical
devices to market.

FDASIA requested the FDA to make a strategic fraorgwwithin one and half year for
information technology regulation to protect patiesafety, foster innovation and avoids

duplication in regulatory. In addition, FDA establed a program for the evaluation of device-
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recall to reduce its negative impact on public tredturthermore, FDASIA aims to facilitate the

generic drugs’ approval and in the same time erthigrerug safety.

3.1.6.1 Mobile medical applications

According to Barton (2012), FDA in July 2011 isdwedraft guidance regarding the regulation
of mobile medical applications. Mobile medical Bggtions include software installed in mobile
device that makes the mobile platform act as aotiessto a regulated medical device, or

transform the mobile platform to act as a regulatedlical device.

With the pervasive of the mobile devices such aagghones, smartwatches, tablet devices, point-
of-care, wearable health devices. Many mobile nadapplications developed to help both
healthcare providers and patients to manage tlee Taese applications may expose the public
health to potential risks if misused. Therefore,AFBsued a draft guidance regarding the
regulation of mobile medical applications to guikde development of those application to mitigate

the potential risk and foster its potential bersefit

According to Yetisen et al. (2014), FDA in SeptemB813 issued the final guidance which
differentiate between the mobile medical appligaidhat will fall under regulations and other
application that will not be subject to the reguat Only the applications that aim to transform
the mobile devices into a regulated medical dewidlebe covered by the regulation. Additionally,
the main focus will be on applications that may énav great risk on patients if misused.

Application subject to the regulation listed in fl@2 ).

Applications functionality

Example

Consideration

As an extension of approved medical device
including displaying, storing, analysing, or
transmitting patient specific data

Applications that convert a mobile platform
into a medical device

Applications/websites diagnosing &
recommending treatment options on the
basis of patient specific input

Apps for general health applications &
education purposes

Display of medical images

X-rays and MRI, graphic data such
as FEG waveforms, bedside
monitors

Converting phone/smart watches
into urine-analysers or glucometers
Attachment of transducers to make
stethoscopes, spirometers

Prognosis of the discasc, trecatment
options, dosage calculators

BMI calculators, heart

rate monitors

Thermometers, medication
reminders, personal health record
systems, body fat calculators

High risk

Good resolution of the screen is extremely important in
certain cases like X-ray/MRI as lower resolution may
affect clinical decision negatively

High risk

Readings may directly affect the clinical decisions;
therefore apps need to be extremely accurate. Marketing
claims will also determine whether products fall under
the regulatory regime or not.

Medium risk

The geographic region is very important. If a drug is not
available over the counter and patient needs a
prescription then its low risk. However, if any such
program miscalculates a scrious condition to be a
minor one then it may be lethal for the patient.

Low risk

Marketing claims arc critical for products to be placed
in general health benefits category which is a very low
risk, most health applications for mass public

consumption are likely to fall under this category. The
DA docs not intended to regulate medical text books
and various student aids for examination preparation.

Table 2 - Mobile medical application subject to FBgulatory oversight

(Yetisen et al., 2014, p.834)
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3.1.6.2 Authorization for next-generation of human genomicsequencer

According to Collins & Hamburg (2013), FDA authad the marketing of the next-generation
genomic sequencer with high-throughput (lllumind8SeqDx). Thus, allowing the use and
development of new multitudinous genome-based.tééth the advances in genomic sequencing
technologies now human genome sequencing procedsecdone within a day and with cost less
than $5000. Moreover, sequencing accuracy has inggoved significantly which will allow a

significant transform in clinical care, patient aggment and researches.

Pharmacogenomics is one of the most promising #rat can benefited from the genetic
information to choose the optimal drug at the rigbsage for each patient. To facilities such
personalized medicine, genomic information shoddtored in EHRs so it can be retrieved and
used by physicians when needed to guide drug plo@sgr In addition, physicians should be
trained to interpret the genomic data into meanihigiformation for their patient to get their full

engagement in making decisions based on information

3.2 Health Information Technology (HIT)

Health information technology (health IT) or (HIT)volves the secure collection and the
exchange of individuals’ health information eledically. HIT has the potential to foster
healthcare reform and achieve the improvementsie, @fficiency, and population health. This
can be achieved by improving the quality of healtine, decrease paperwork, prevent medical

errors, reduce health care costs, expand accaffetdable health care, and empower individuals

Health IT including many technologies such as pmakdealth records (PHRSs), Electronic
Prescribing (eRx), electronic health records (EHRgglth Information Exchange (HIE), Clinical
Decision Support Systems (CDSS), Disease Registiiekehealth devices, remote medical

monitoring devices, and mobile health applications.

3.2.1 Federal Health IT Strategic Plan 2011 — 2015

The recent legislations in the U.S. establishetbnat agenda and allocated huge resources for
health IT to realize the potentials enhancementse@thcare efficiency, delivery of care, and
population health. In 2009 The HITECH Act committgtions of dollars for the U.S. health care

system for the adoption and the meaningful useeafth IT to promote health and wellbeing of
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individuals and population. Additionally, In 201i@et Affordable Care Act (ACA) acknowledges
health IT as a leading enabler to healthcare toameftions.

In June 2008 the first Federal Health IT Straté&jan was published under Public Health Service
Act. HITECH Act requires to update and republishttplan to take into considerations the rapid
changes in health IT and its policy. The Officehe National Coordinator for Health Information
Technology (ONC) (2011) engaged the public andptheate sectors to prepare the updated plan
based on the federal health IT strategy.

The federal health IT strategic plan 2011-2015, finas main goals that strive to improve the
healthcare system and the population health thrthugldoption of the information technologies.
These five goals will be dicussed in the next secéind startegy map shown in (Figure 4), and

full list of Goals, Objectives, and Strategiesstiated in Appendix E
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Figure 4- Federal Health IT Strategic Plan 2011-15

(ONC, 2011, p.5)
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[.  Achieve Adoption and Information Exchange through Meaningful Use of Health IT

The first priority to realize the potentials of ltbdT is to adopt EHRs and ensure the meaningful
use nationwide and widespread health informatioshamge (HIE). Therefore, healthcare
providers will be required to demonstrate progresgirigorous “meaningful use” of technology

over time.

According to CMS (2010), Meaningful use as spedibg HITECH act have 3 components : First,
using certified EHRs meaningfully. Second, usingifted EHR technology for health information
exchange to improve quality of care. Third, usiregtiied EHR to submit clinical quality
measures(CQM).

The focal point of the federal health IT strateggioperiod from 2011 to 2015 is the “Meaningful
use” which seek to achieve nationwide adoptiontdRE, health information exchange, and then
enhance health outcomes. More specifically,with le@sgs on two main areas: First, defining what
is the meaningful use of the certified EHR techggldSecond, fostering the accomplishment of
meaningful use through Medicare and Medicaid EHBeitive Programs and through grant
programs. CMS Medicare and Medicaid EHR Incentix@gRams Milestone timeline illustrated
in Appendix B

There are three federal objectives to achieve thepAon of EHRs and HIE through Meaningful
Use of Health IT:
A. Accelerating the adoption of EHRs
B. Facilitate HIE to support the meaningful use of EHR
C. Support the adoption of health IT and HIE for palfiealth and populations those have
unique needs

Objective A: Accelerating the adoption of EHRs

1. Financial incentives for the adoption and the meamigful use of a certified EHRs
HITECH act allocated $27 billion incentive paymeot®r 10 years for eligible professionals (EP),
eligible hospitals and critical access hospital&KS) under Medicare and Medicaid incentive
program. The purpose of the incentive prograno isrticourage the national wide adoption and
meaningful use of certified EHRs to realize theeptial enhancements in care delivery
(Blumenthal and Tavenner, 2010).
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Blumenthal (2011) state that, CMS developed thal fiule of defining the stage one meaningful
use criteria and its related incentive programag&t emphasis on determining which data should
be captured and stored in EHRs. The later stagk$owiis on the meaningful use of EHRSs, as
stage 2 would focus on enhancing the clinical pgsee of care and stage 3 would focus on the

improvements in the outcomes.

To receive an EHR incentive payment, healthcarevigess have to show that they are
meaningfully using their EHRs. Meaningfull use agbd by meeting thresholds for a number of
objectives (Core, Menu) and submit Clinical QuaMgasures (CQMs) (See Table 3). For more

details, Full list of stage 1 and stage 2 Objectiaee listed in (Appendix C).

CQMs, are tools that help measure and track thditgud health care services provided by
healthcare providers. These measures use datdetmainstrate providers’ ability to deliver high-
guality care or relate to long term goals for dyatare. All providers must select CQMs from at
least 3 of the 6 key health care policy domain®maoended by the HHS’s National Quality
Strategy. These domains are: Care CoordinatiomerReBafety, Patient and Family engagement,
Populatiod &ublic Health,

efficient use of healthcare Resources, and Clinical

Processes/Effectiveness

Stage 1: Objectives and Measures Reporting

Stage Pbjectives and Measures Reporting

Eligible professionals must meet:

o0 13 required core objectives

0 5 menu objectives from a list of 9
Total of 18 objectives

0 6 total CQMs (3 core or alternate core, and 3
out of 38 from additional set)

Eligible professionals must meet:

o 17 core objectives

0 3 menu objectives from a total list of 6
Total of 20 objectives

0 9 out of 64 total CQMs.

Eligible hospitals and CAHs must meet:
o0 11 required core objectives

o 5 menu objectives from a list of 10
Total of 16 objectives

o 15CQMs

Eligible hospitals and CAHs must meet:
0 16 core objectives

o0 3 menu objectives from a total list of 6
Total of 19 objectives

0 16 out of 29 total CQMs

Table 3 - Stage 1 vs. Stage 2 "meaningful usegrait
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2. Supporting healthcare providers in the adoption andhe use of a certified EHRs
HITECH Act grants amount of $720 million over foyear to establish the regional Extension
Center (REC) Program to build 62 centers in all.l$t8tes. All the resources and staff of these
centers will be dedicated to help healthcare prergido adopt certified EHRs and become a
meaningful users. In addition, to determine andreshiaformation related to best practices

regarding the adoption of EHRS, providers supgort, the meaningful use.

3. Workforce training to support the implementation and the use of health IT
technologies
HITECH allocated $118 million to train more than,B@0 new qualified health IT professionals
working in 12 important roles related to the adoptand the maintenance of EHRs. Therefore, to

meet the expected increase in the demand for tifegmionals in health information technology.

4. The Inclusion of the meaningful use in medical edwaion and professional
certification
The federal government will foster and collabonatth the medical education and professional
certification bodies to incorporate the meaningise of EHRs into medical education and

certification.

5. Establish certification process and criteria for EHRs that can fulfil the meaningful
use requirements
In order for eligible hospitals, eligible professatds, and critical access hospitals to be qualified
for CMS EHR Incentive Programs. They should firaplement certified EHR technology with

certain criteria aligned with the meaningful usguieements.

ONC worked together with the National InstituteStdndards and Technology (NIST) to set up
the EHRs certification processes and certificataiteria. The certification criteria defined

standards, implementation specifications, and daped of EHR technology required to achieve
the first stage of the meaningful-use. The cedtfan criteria will persist in further development

with second and third stages of meaningful use.

6. Communicate the benefits of achieving meaningful @sand the value of EHRs
HHS is conducting outreach programs to supportsffinat aim to attain meaningful use and to
share evidence and best practices on the use lth liE&o improve health. The main audience for

outreach programs are primary care providers. Titeeach strategy have four goals:
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Increase the awareness of healthcare providersdiagathe benefits and availability of

EHRs and other different health IT.

Educate healthcare providers for security protestiand privacy issues related to the
adoption of EHRs and health IT.

Foster healthcare providers to adopt EHRs and dtéalth IT and participate in federal

programs such as CMS EHR Incentive Programs.

Educate healthcare providers and increase theiwledge of health IT services and

products, to help them to get benefited from heldlth

7. Aligning all federal programs to foster the adoption and the meaningful use of
certified EHRs
HHS aims to foster eligible providers to adopt aedome meaningful users of EHRs. In addition,
Its also plans to do the same for the non-eligipi®viders through putting a stringent
requirements to health information exchange. Camsetty, help the providers are not eligible for

the incentive programs to implement HIT and pagpating in HIE.

HHS recommends to establish The Federal Health d$kibrce to overcome the existing
fragmentation of Federal HIT programs, respongibgi and coordinating mechanisms.
Therefore, providing more coordination among Feldegancies involved in Federal HIT activities

and aligning all programs to encourage the adopifarertified EHRs and use it meaningfully.

8. Support new payment models in private sector to emurage providers to achieve
meaningful use
The federal government is going to encourage thafar sectors efforts having the potential to
extend the adoption of health IT and achieve themmgful use objectives. Furthermore,

encourage the new payment models that rely on HtEcaordination of care.

9. Improve EHRs usability
The federal government is cooperating with reseascland industry to enrich the usability of
EHRs. EHRs usability can be considered as a keyidtor the adoption and the meaningful use
of the EHRs. ONC collaborating with private sedworfoster the gathering of the information
related to usability. Then share it with consun@rd vendors through truthful means to improve

EHRs usability, increase the competition and realyithe cost.
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Objective B: Facilitate HIE to support the meaningil use of EHRs

While the first stage of the meaningful use coneimtg on the adoption of health IT and
collecting patients’ data in structured format. Thext stages will give more care for
interoperability and HIE and remove the geographtiasiers among the different parties involved
in healthcare. Therefore, patient health recortiveilavailable for all parties in realtime to sugpo

medical decision making.

With growing requests, the government should inghee readiness of the infrastructure and
standards required for health information excharigeus, the government will work to foster and
enhance the existing models of HIE instead of eaon8hg from scratch new national
infrastructure. Consequently, the government willl the gaps and the barriers which may hinder

HIE and then will develop plans to overcome them.

1. Foster and enhance the existing business models thaupport health information
exchange
There are many existing sustainable models for &ltBady available which is a part of U.S.

national health IT strategy to build an intercortedchealth system through NHIN

1.1. The Nationwide Health Information Network (NHIN)

According to ONC (2010), NHIN is broadly defined the set of specifications, standards and
policies that enable the secure exchange of hadtirmation over the Internet. NHIN provides a

foundation for HIE across diverse entities, witbdmmunities and across the country. In addition,
NHIN Exchange is the first community that impleneghtthese standards, specifications and

policies in production.

NHIN aims to enable health information to followetpatients everywhere to support the clinical
decision-making and to use health information mdy dor direct care but also for further goals

such as enhancing the health of population.

Organizations that participate in the exchangeaao®untable for the privacy and security of the
patient data by signing the Data Use and Recipi®apport Agreement (DURSA). Additionally,
they are obligated to have measures in place tteqgrthe data. DURSA is a comprehensive,

multiparty legal agreement that outlines the raled responsibilities of exchange participants.
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NHIN has identified a set of standards-based Weki&zInterfaces those will allow the secure
communications between different systems over titernet. Therefore, NHIN will tie together
health information exchanges (HIEs), pharmacigsgnated delivery networks, labs, government,
providers, payers and other stakeholders intowarktof networks.

One of the distinguishing characteristics of a theeahre system which participates in the NHIN is
the acquisition of an OID or an organizational idfezr. The OID, issued by the ONC, allows the
individual health care system or vendor to receivé send messages to trusted entities within the
NHIN.

NHIN connected a diverse set of federal agencidspaivate organizations that need to securely
exchange electronic health information (See Fig)r& hese entities include:

Centers for Disease Control and Prevention (CDC)

Centers for Medicare and Medicaid Services (CMS)

Community Health Information Collaborative (CHIC)

Department of Defense (DoD)

Department of Veterans Affairs (VA)

HealthBridge

Kaiser Permanente

Marshfield Clinic

MedVirginia

Regenstrief Institute

Social Security Administration (SSA)

Southern Pines Women’s Health Center

Indian Health Service (IHS)

National Cancer Institute (NCI)

Federally Qualified Health Centers (FQHCS)
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Figure 5 - Nationwide Health Information NetworkHNN)

(ONC, 2010, p.6)

1.2.Direct protocol

According to Williams et al., (2012), healthcareyiders and patient today are most likely sharing
critical health information by fax, mail, or phond@$erefore, health information may will not be
available at the right time to support decision mgkand also privacy and security will be hardly
to maintain.

ONC in 2010 initiated Direct Project as a part loé toroad nationwide strategy to connect
healthcare organizations through NHIN. Direct pecolas a secure, standardized, and simple way
that can be used to send encrypted structuredhheddirmation over the Internet securely to
trusted recipients and relying on e-mail proto¢bkt are widely adopted.

Figure 6 - Direct Abstract Model is illustratingat) Health Information Service Provider (HISP)
is responsible for packaging messages’ contenten ®ecurely transfer the encrypted health
information between the sender and the receive3PH$ a logical concept that contains particular
services which are required for Direct Project exuie.

40



.....................................................................................................................

Senderto i Sender'sHISPto ii Receiver's HISP

ender’s HISP :: Receiver'sHISP  ii to Receiver

Locate
Receiver's HISP
Address

it Push the s | Pushthe \ er's Getthe ¥
(k"') — Message '_)‘ ISP [ Message | Message *[K) 1

i i Recener

Figure 6 - Direct Abstract Model

(Directproject.org, 2010)
Direct work as the following:

First, From Sender to Sender’s HISP
Sender who initiates a message can uses his/hersigst&®n to generate message contents
(e.g., a clinical summary) and send the messatietDirect Project address of the receiver
(similar to email address) .
EHR system authenticates to establish its idemitg HISP, then it encrypts and sends
(pushes) the message including the clinical sumrnwa8ender’s HISP.

Second, From Sender’s HISP to Receiver's HISP
Sender’s HISP will locate Receiver's HISP, then sage will be pushed to the Receiver's HISP

to be delivered to the intended recipient.

Finally, From Receiver's HISP to Receiver
IF the receiver of the message doesn’t have an §fdEem but is using e-mail software
that supports Direct protocol and can handle seandeencrypted messages. Then, email
software will authenticates to the Receiver's HEBI gets the message in the inbox.
Another scenario, message can be received aut@itatiand without any human
intervention. For example, if the receiver is usiPigR system that can “listen” for the

incoming messages and direct it automatically éoréteiver patient’s health records.

There are standards that support these behaviatading:
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Message content is packaged using Multipurposenetéviail Extensions (MIME), with
optional use of integrating the Healthcare Entem(iHE)'s Cross-Enterprise Document
Media Interchange integration profile (XDM).

Confidentiality and integrity of the content of rsages is handled through S/MIME
encryption and signatures.

Authenticity of the message's sender and receiseestablished with X.509 digital
signatures.

Routing of messages is handled through Simple Waihsport Protocol (SMTP).

1.3. State Health Information Exchange Cooperative Agrement.

To foster the expansion of health information exgjeawithin and among 56 different U.S. states.
ONC initiated in March 2010 The State HIE CoopemtiAgreement Program with total
investment of $548 million (Kuperman, 2011).

This program aims to encourage the use of seryiaisjes and standards required to achieve the
pervasive health information sharing and exchargfevden healthcare providers, pharmacies,
laboratories, and public health agencies.

Healthcare organizations should have broadbandnketteaccess to be able to participate in the
electronic exchange of health information. Nevded® the high cost of telecommunications
services may prevent the rural health care prosiffem the participation in HIE. To overcome
this problem Federal Communications Commission (F&iproved to spend about $400 million
yearly under The Rural Health Care Pilot ProgramisTfund aims to help connecting rural
healthcare providers through the construction abionwide broadband network dedicated to
healthcare. Therefore, help healthcare providepsdeide a world-class healthcare services to the

patients regardless where they are living, thrainghuse of communications technology.
1.4. Standards and interoperability framework (S&I frame work)

ONC collaborates with other U.S. federal agenateddvelop a standards and interoperability
framework (S&I framework). S&l framework aims t@rfmonize and reduce disparities in the
existing vocabularies and terminology standarder@lore, help to reduce costs and foster the
spread of health information exchange and inteadpkty among the federal agencies and

different health organizations.
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The S&I framework will support three different tygpef standards which aim to support health
information exchange and improve interoperabilitygse are:
1. Transport standards, these enable the secure Hike®e different providers or
systems.
2. Content standards, allow the packaging of date useful way for the provider to
facilitate data interoperability among differenopiders.
3. The S&l framework in order to realize semantic ioperability at the level of
individual data elements will identify value setggerminology standards and

vocabulary.

OBJECTIVE C: Support the adoption of health IT and HIE for public health and

populations with unique needs

1. Foster health information exchange between publicdalth agencies and providers by
using certified EHR technology.

ONC collaborating with different federal agenciesnake sure that meaningful use of certified
EHRs are supporting the demands of public healém@gs. In addition, among the objectives of
stage one of Meaningful, the electronic submissibimmunization registries, lab reporting, and
syndromic surveillance to public health agencieakeh together, will foster information
exchange between the providers and different heajdncies before, during, and later to an
incident. Therefore, support public health readén@sd response in both emergency and routine

situations.

2. Promote health IT that can track health disparitiesand reduces them.

To realize the nationwide adoption and the meaningge of certified EHRs, the governmental
initiatives should include the providers that aaeirig difficulties to adopt and use EHRs. RECs
will cooperate with groups representing minoritglamderserved providers on both the local and
national levels and develop tailor-made solutiond best practices to help these providers. In
addition, ONC is working to find better ways to diéy, monitor and measure disparities in HIT
adoption to allocate the resources to reduce thptamh disparities in those areas which have great
disparities.

Moreover, HRSA Health Disparities Collaborative€(E) created to support primary health care

practices transformation to enhance the provide®# ¢ar all population and reduce health
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disparities. HRSA’s Tele-health Network Grant Peograre funds the Tele-health networks to
increase the number of locations using Tele-heaelthnologies. Therefore, address the gaps in
access and healthcare services quality. Tele-hemkis telecommunications and information
technologies such as wireless communication aneoegonferencing to assist long-distance
healthcare.

[I.  Improve Care, Population Health, and Reduce HealtlCare Costs through the Use of
Health IT

The Affordable Care Act aims to transform the Hezdte system in the U.S. so the system will

concentrate on care improvements rather than ctratiem on transactions, reduce healthcare
cost, and improve population health. The pervasdaption of Health IT and the meaningful use

of EHRs is essential step to achieve that transitiom and its goals. To achieve the second goal
of Federal Health IT Strategic Plan 2011-2015 gbtreernment of the U.S. has four objectives:

A. Improve health system performance through moreisbpdited uses of EHRs and other
health IT

B. Using EHR-generated reporting measures for betfierency, care, and population
health

C. Demonstrate health IT-enabled reform of clinicalqgtices, payment structures, and
population health management
D. encourage new approaches that use health IT iangseublic health, and national
health security
OBJECTIVE A: Improve health system performance through more sophisticated uses of

EHRs and other health IT

1. Find and implement best practices that use healthTl including EHRs to improve
healthcare, efficiency, and population health

The Medicare and Medicaid EHR Incentive Progranmsaters a basic Health IT and HIE
foundations. Those foundations paves the way #dthinsare providers for further improvements
that will support health reform. RECs with suppoft The Health Information Technology
Research Center (HITRC) program are working to neafe@lable to healthcare providers the tools
and the best practices. Therefore, help healthpeoeiders to improve health outcomes and
redesign the clinical care through the implemeatattf more sophisticated Health IT and the
meaningful use of EHRs.
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ONC created the health IT Regional Extension Ce(fC) program to assist and provide
information regarding the best practices to healtroviders. Therefore, foster the efforts for
the adoption and usage optimization of EHRSs to awetthe value and the quality of the healthcare
delivery system (Lynch et al., 2014).

HITRC responsible for gathering information relatedthe effective practices and support the
collaboration among RECs and with relevant stalddrsl HITRC aims to Identify and share best
practices in EHR adoption, effective use, and mtersupport. In addition, HITRC will help to
change clinical workflows and integrate EHRs, matian reminder systems, patient registries,
and Clinical decision Support Systems (CDSS). Cgusetly, HITRC will help to achieve better
clinical decision support and improve the careeysio become proactive and focus on prevention

and the improvement of care management.

2. Reducing burden and cost for payers, providers, andovernment health programs
For the future EHRs meaningful use stages, HHS aagip to suggest actions that can streamline the

administrative processes and reduce healthcars. cost

Transition from (ICD-9-CM) to (ICD-10-CM/PCS)

HHS approved in January 2009, modifications to HAPADministrative Simplification medical
data code set standards related to inpatient puoeezbding and medical diagnosis. Under the
new rules in October 2013, payers, healthcare gevsj and other healthcare organizations should
shift to the using of International ClassificatmirDiseases, Tenth Revision, Clinical Modification,
Procedure Coding System (ICD-10-CM/PCS) Insteadsoig the International Classification of

Diseases, Ninth Revision, Clinical Modification @&-CM) in HIPAA-covered transactions.

According to Sanders et al. (2012), U.S. has baeamithe ICD-9-CM coding system for almost
30 years but the ICD-9-CM codes become outdatdohding patterns of the clinical care, and
lack the details required to evidence-based meslipractices. With the increase of medical
procedures and improvements in medical technoltingyspecificity level required in procedural

codes and diagnostic is growing.

Transition to ICD-10-CM/PCS offering an opportunfiyr hospitals, physicians, payers, and
healthcare organizations to enhance the documentatimedical procedures for billing purposes
and reducing the number of unpaid claims. In addjtusing ICD-10-CM/PCS will improve the

utilization of patients data that will help in medi errors reduction, enhancing the quality of care
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enhancing the reporting of quality data, and ineeghe precision of claims payments. Moreover,
ICD-10-CM/PCS has the potential of enhancing pubkalth surveillance data that used for

research and treatment, and reducing healthcat@eesstime.

OBJECTIVE B: Using EHR-generated reporting measuresfor better efficiency, care, and
population health

1. Electronic Measures (e-measures)
As requested by PPACA, HHS created In March 20&IN#tional Quality Strategy that emphasis
on six priorities those having the potential torpptly enhance the effectiveness and improve
healthcare outcomes for the populations. Thus, MidEks to create definite measureable goals

and develop e-measures those will gather and reptatfor each priority through EHRs.

ONC will collaborate with other federal organizaisoto create specifications, standards, and
EHRs certification criteria that should simplifytgaring and reporting of e-measures. e-measures
will be harmonized by S&I framework with other stiands that support health data gathering and
HIE. Imbedding e-measures within EHRs will help Ifezare providers to monitor and evaluate
their own performance.

National Quality Strategy demonstrated that pertoroe in the six priorities (Patient engagement
and experience, clinical care, community and pdpariehealth, coordination of care, efficiency
and cost, and safety) should be addressed, ttaake enhanced. Measures should be captured
at three levels (community/ population, facilitywogp, and individual physician). In addition,
results of the performance should be calculatedsand feedback for each level. National Quality
Strategy aims to have a common platform for thesasurements which will fulfill the needs of
healthcare providers, payers, and policy maketss dan be realized by the use of interoperable
Health IT systems and the next generation of EHRay, Mostashari and Clancy, 2013).

Quality measurement is the centerpiece of heakhoaprovement. Quality measures usually was
prepared manually relying on administrative recpcgsisumer surveys, and paper charts and was
consuming time. With widespread adoptions of EHRsecomes possible to automate quality
measurement data gathering and reporting. Stageneaningful use of the certified EHRs
includes the submission of fifteen clinical qualitgasures. Additionally, HHS recommended to

transform 113 paper-based clinical quality meastoesmeasures (Garrido et al., 2014).
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OBJECTIVE C: Demonstrate health IT-enabled reform of clinical practices, payment

structures, and population health management

ONC seeks not only to support the adoptions of EH&salso seeks to realize the potentials
benefits beyond that adoption that should leada® eémprovement, efficiency, and enhance

population health.

1. Beacon Communities
According to McKethan et al. (2011), ONC decidedviay 2010 to provide $250 million as fund
to Beacon Community Program. Beacon Communitiedudec 17 communities varying in
population from below 5000 to above 2 million whiate spread all over the U.S.
Beacon Community Program has two main goals. Hostijlustrate that health information
technology can enhance efficiency, quality and cedilne cost of care. Second, encourage the
participants to implement innovative health IT $mns and share experience, evidence, and ideas
with other communities around the united states. Mhin findings from beacon communities will
be extended to a national scale and provide gueldoc State HIE programs, RECs, and

meaningful use anticipated objectives.

2. Align health IT initiatives and payment and clinicd reform pilots
The PPACA act approved a lot of innovative prograonsh as medical home pilots and bundled
payment pilots which use payment reforms to impm@dination, equity, efficiency, and quality
of care. Health IT is an important tool that supptitese projects through performance
measurements, HIE, and communications betweennpat@ad healthcare providers (Finkelstein
et al., 2011).

OBJECTIVE D: encourage new approaches that use hdhl IT in research, public health,

and national health security

The Affordable Care Act (ACA) allocated a lot ofsoairces to improve public health and
prevention. Centers for Disease Control and Preme€DC) authorized funds with total amount
of $42.5 million to support a project named Stréeging Public Health Infrastructure for
Improved Health Outcomes. CDC aims to supportljoaritorial, and state public health
departments and improve its capacities to deliveteb public health services and ensure the

realization of public health objectives.
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Health information technology can play a crucidlerem supporting public health goals and
national health security. In the course of a pubkalth emergency, health IT can assist care
continuity for the affected population through faating HIE for emergency care. In addition,
during natural disasters health information for itn@acted population can be retrieved easily if
it's recorded electronically. Thus, avoiding thd b#luences of destroying paper records in such
circumstances.

CDC programs are integrating with NHIN to suppolEtcross states boundaries, and providing
public health agencies with public tools for disegsediction, surveillance, and immediate

consciousness.

1. The National Electronic Disease Surveillance Syste(NEDSS)
According to Lenert & Sundwall (2012), healthcarevpders participating in EHRs meaningful
use incentive programs to receive incentive paymsgmbuld exchange specific types of data with
the public health system. Data should be exchangetude: syndromic surveillance,
immunization data and notifiable illness reporti@un the other hand, IT systems in public health
agencies are not ready and lack the abilities requb receive and exchange these data. Cloud
computing can be the suitable solution that capstghe IT systems in public health departments

to realize the potential benefits from HIE of palitiealth related data.

CDC provides the states with Web-based accessltud based public health system that can be
customized as per the needs of each state. Thsnsyentitled the National Electronic Disease
Surveillance System (NEDSS) Base System. NEDSS Bgsiem software is using Software as

a Service (SaaS) approach, and hosted in CDC deaces a private cloud.

NEDSS was created to integrate and replace exi€liDg surveillance systems. The existing
systems including: HIV/AIDS reporting systems, Naal Electronic Telecommunications
System for Surveillance (NETSS), vaccination praggaand tracking systems for tuberculosis
and other infectious diseases. Historically, swydtesns have been isolated from one another due
to differing data standards, legacy systems, pageivacy concerns and a lack of tools for
information exchange. To address these issues, ISEi¥Signers created a Base System as a
platform that state agencies and health care peowidould use to integrate public health

surveillance systems data and process in a seour®ement.
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The NEDSS framework contains a set of specificatitmt comprises databases, hardware,
software and data format standards. CDC is in eéafgnaintaining and expanding NEDSS at the
center of the U.S. Public Health Information Netlw@PHIN). The CDC mandates clinics,

hospitals, physicians, laboratories and state Ineakncies all adopt NEDSS standards. Therefore,

the accuracy, speed, viability, and standardizatioshata about diseases are improved.

NEDSS report to public health departments the patiksits for particular diseases and monitors
laboratory results to detect increased frequencycestain conditions. NEDSS enabled the
electronic data to be communicated automaticallyusT epidemiological investigations are
initiated much more quickly and reporting time fmmmunicable diseases has shortened from
about 24 days to 3 days, with a 300% growth imitin@ber of laboratory reports to public health.

With NEDSS’s enhanced communications, reliable rimfation and automated data exchange.
Public health departments and other stakeholddihawe timely and accurate insight into the

state of the nation’s health. Therefore, a betterhealthier life will be achieved for all Amensa

2. The Electronic Medical Records and Genomics (eMERGENetwork
According to Newton et a{2013) EMRs originally designed to help both patients eat givers
through the documentation of patients’ visits, ickh and billing data. In fact, EMRs record a lot
of clinical phenotype data which have a specificilaite such as blood type, the incidence of
particular illness, or the response to a medicihels, EMRs can be used as a source of information
for genetic research.

eMERGE created and funded by National Human GenBeeearch Institute (NHGRI). The
primary goal of the eMERGE Network is to developpagate, and apply research approaches
that combine DNA biorepositories with electronicdioal record systems (EMRs) for widely,

abundant-throughput genomic research.

According to Kho et al. (2013), Genome-wide asdamia studies (GWAS) need precise
classification of disease phenotypes to sustaimrate statistics. eMERGE strive to identify
whether the routine clinical care date recordeEMRSs can determine disease phenotypes with

appropriate negative and positive predictive vafoe§SWAS applications.

A reseach done to analyze EMR data gathered freendifferent eMERGE study sites (Mayo
Clinic, Group Health, Vanderbilt, Northwestern, akftdrshfield Clinic). These data used to

49



predict cases having 1 of 5 different disease piypes (cataracts, dementia, cardiac conduction
defects, and type 2 diabetes, and peripheral aktdisease). Each site has a separate DNA
biorepository that contain biological samples uedyenotyping and linked to the EMR system

by a unique research identifier.

Some EMR systems in these sites are capturingtandg data in unstructured format (free text
documents). While other sites having a mix of fied notes and structured date (as text data or
numeric data) that have a predefined format corapligh the requirements of the Meaningful
Use. Natural Language Processing (NLP) tools usexktract structured data from the free text

documents as required by phenotype recognitiorrighaas.

The research results showed that five disease pypawidentified with positive predictive values
from 73 percent up to 98 percent and the negatiedigtive values of from 98 percent up to
hundred percent. The main stream of EMRs captureg ikformation (laboratory tests,

medications, diagnoses) used for phenotypes ideattdn was in a structured format. The natural
language processing (NLP) is an important tool nbagce the rates of case identification.
Incentives and efforts to increase the adoptiantefoperable EMRs can significantly expand the

clinical data availability for genetics research.

Il. Inspire Confidence and Trust in Health IT
EHRs and health IT offer great potential to enhgrateent safety and support healthcare providers
to practice safer and provide care more effectiMalyact, this can be achieved only when patients
and healthcare providers feel confident and hagdrtlst that the proper protections (processes,
policies, and laws) are there in place to keeprthealth information private and secure. In

addition, accountability should be there when aimjations occur.

Privacy and security are the foundation of buildthg trust, and a must-have element that is
necessary to achieve the meaningful use and taeetle value of health IT. Protecting the

security and the privacy of health information, @sgdure the safe use of health IT are among the
government core responsibilities. Therefore, thhegnment should review and update constantly

the regulations, Policies, and procedures thate@lep health information privacy and security.

The government have three main objectives to “hes@ionfidence and Trust in Health IT” are:

A. Protecting the availability, integrity, and confidility of health information
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B. Inform individuals about their rights and increasasparency of using protected health
information

C. Enhance effectiveness and safety of health IT

OBJECTIVE A: Protecting the availability, integrity , and confidentiality of health
information

Health IT are speedily evolving, thus the fedagéncies should ensure that privacy and security
policies involving guidance and regulations arepkeg pace with advances in health IT. In
particular, regulations and guidance related toptioeesses of gathering, storing, managing, and
exchanging health information,

ONC is collaborating with other federal agencieaddress privacy related issues that rising from
the developing means of gathering and analyzingithedormation and HIE over the Internet. As
a first step and as obligated by the HITECH Acfjc@ffor Civil Rights (OCR) is working on new
rules that will modify the existing HIPAA Privacyid Security Rules. These rules are including:
Enforcing direct liability on healthcare organinais for obedience to particular provisions of
the HIPAA Privacy and Security Rules.
Establishing new limitations to restrict the sedliof the protected health information.
Putting impregnable limitations on the disclosufehealth information for fundraising and
marketing.
Increasing translucency in regard to health infdiomasharing.

Giving individuals more control over their EHRs

In Addition, OCR also issued rules that is obliggtby the HITECH Act. The new rules define
the circumstance under which the covered bodie$ imiasm patients, HHS, and in a certain cases
the media, about disclosure of the protected héafitinmation.

To gain the trust of both patients and providerkealth IT and HIE, they should be assured that
security and privacy related regulations are exigt will be enforced. The HITECH Act gives
more power to OCR’s civil enforcement of HIPAA Sety Privacy, and disclosure notification
Rules. This happened through the definition ofr foew categories of violations and increase

significantly the corresponding penalties that ezach up to $1.5 million as a maximum.
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Moreover, OCR are conducting a periodic auditsssuee and improve the compliance with the
HIPAA Privacy and Security Rules. OCR has receiaedve 77 thousands complaints related to
the privacy violation of health information. In atidn, OCR investigated above 27 thousands of
the received complaints, and corrective actiondleas taken for more than 18 thousands of these

cases. (Taitsman, Grimm and Agrawal, 2013).

Both ONC and OCR are working to make sure thatfesttEHRS are facilitating compliance of
healthcare providers with HIPAA Security Rules rieginents. The certified EHRs should have
the following capabilities:

Keep health information secure and encrypted

Access control rules that enable only authorizedgres to access the EHRs

Having audit logs for specific actions

Idle user should be logged out automatically edteertain time

ONC has collected large feedback through the FéHiexath IT Task Force to guide the directions
of the federal policies related to security andvgey issue. HHS is working to address the

following key policy areas at a minimum:

Individual should has the choice whether to paptite in HIE or no.

Access controls and transparency for EHR data exgsha

Security, including authentication for both pati@md provider and de-identification of
personal health information.

Health information’s Integrity.

Secondary uses of health information for resegrghlic health, and quality improvement.

Some patients may consent to exchange some obbatlnheir personal health information (data
segmentation). For example, patients may not likehare their health information related to
substance abuse treatment, but can like to shiaee lbéalth information to realize the benefits of

the electronic sharing for health information.

According to Tai & McLellan (2012), Informationassed in EHRs may be segmented into very
tiny elements or sections (e.g. Radiology repodiagnostic evaluation, a laboratory test). Access
to each section or element can be defined by ttienta according to the level of protection they
may define for each information element. Thus, da@mentation technology may allow for the

different segments of the EHRs to be controlled/dyous privacy policies.
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For example, “core vital information” such as vis#htistics related to the medications and health
conditions that may be critical for patient lifeaving should be shared between all healthcare
providers without a written consent from the patiém the same time, tough penalties should be
applied for the disclosure of these information fpoirposes not related to the delivery of care.
Moreover, to protect confidentiality and privacytipat may select not to share with insurers and

healthcare providers other health information #ratless critical but important.

ONC and the Substance Abuse and Mental Health @&srvAdministration (SAMHSA) are
working to develop electronic consent privacy pebowith regard to data segmentation, and to be
used in the Nationwide Health Information NetwddHIN). Additionally, ONC will review and
assess its workforce curriculum and materials wusnthat future health IT professionals are
aware of the best practices and privacy and sgaequirements and assure compliance with these

policies.

OBJECTIVE B: Inform individuals about their rights and increase transparency of using

protected health information

To gain consumer trust in health IT including EHRBatients must be informed about using and
sharing of their health information. Moreover, pats must be notified with any disclosure for
their personal health information. OCR and ONC eokaborating over a two-year period to
execute outreach and education strategy that aamaférm patients about how their health
information is protected, used and shared. In addito inform patients how they can practice
their rights under the HIPAA Privacy Rule. Furthem to advise them about the best practices

to protect the privacy of health information the¢ generated and maintained by EHRS.

HHS has created an online resource center totieilindividuals’ access to HHS policies related
to gathering, using, and exchanging the persoidgiytifiable health information. In addition, the
security and privacy requirements for all organaa those are collecting and maintaining health

information.
OBJECTIVE C: Enhance effectiveness and safety of ladéth IT

Agency for Healthcare Research and Quality (AHR@perts health services researches that

create new knowledge, combine and spread bestreadmnd providing health IT tools that have
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positive impact on the quality of healthcare. Cotrmitiatives address patient safety, clinical

decision support, quality measurement, patientezedtcare, and workflow and usability issues.

IV.  Empower Individuals with Health IT to Improve their Health and the Health Care
System

Health IT is crucial for both shifting toward mqguatient-centric care and empowering individuals

to manage their health and to be more engagedatmtents and health decisions.

Because of the rapid evolving of consumer technet&dt becomes more familiar for individuals
to use health IT to interact with their health imf@tion. Therefore, it becomes necessary for
clinical practices to be integrated with individusde of health IT outside the boundaries of

healthcare organizations.

To achieve the ultimate goal of moving toward pateentric care, the government should support
healthcare providers to empower individuals witlaltie IT and foster clinical practices to get
benefited of consumer-generated health informafiferempower Individuals with Health IT, the

government have three main objectives are:

Engaging individuals with health information teclogy.

Accelerating healthcare providers and individuatess to their electronic health
information in a usable and reusable format.

Integrating clinical applications with consumer lledT and patient-generated health

information to support patient-centric care.

While HIPAA Privacy Rule gives the right to indiwidls to access their health information. ONC
is encouraging EHRs vendors to add more featurasaliow the patients through the use of
consumer e-health tools to access and download tikelth information. e-health tools Include

PHRs, secure mHealth application installed on sptaohes, and mobile devices. In fact, it is very
necessary that personal health data should nohlyedownloadable but it should be also in a
format that is reusable by other applications. Tlallsw the interactions between the EHRs and

patient-specific external education resources.

Meaningful Use EHR Incentive Program, in the fe&dige, requires healthcare provider to send
after each clinical visit to the patient a clinieimmary. In addition, to send a soft copy of the

patients’ health information during three days fritv@ir request. Moreover, to provide the patients
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with patient-specific education resources . Stagee8uires healthcare provider to allow the
patients to access, download, and exchange theailthhéenformation with a third party.
Additionally, to increase the use of secure mesgpfyir the communication between the patients

and care providers.
The Blue Button initiative

The Blue Button is a web-based feature that engdaents to view and download a soft copy of
their health information (e.g., medications, aliesg lab test results, radiology reports, medical
history, etc.) from different sources (e.g., healihe provider (hospitals, clinicians, nursing hpme

health insurance companies, drug stores or a lah@Es).

Then patients can use these health informationeepkirack of their child’s vaccination, make
sure that their information is complete and aceurdh addition, using medical history in
emergency cases and to seek a second opinion d¢e whanging the insurance company.
Moreover, integrate these data with consumer apgst@ols that help them to set and achieve
personalized health goals. Finally, share thesenmdtion with health care providers, and trusted
caregivers or family members (healthit.gov, 2014).

According the federal health IT strategic plan pesg report issued by ONC (2013), ONC is
required to lead a nationwide efforts that aimastér Blue Button adoption and usage. Almost 88
million Americans are using Blue Button to acces®e of their claims or clinical data and Blue

Button have been downloaded more than 1.5 miliimes.

V. Achieve Rapid Learning and Technological Advancemen

To achieve this goal the government has two majeatibes: First, create a learning health system
which support research, quality, and populatiorithe§econd, promoting research and innovation
in health IT.

1. Learning health system (LHS)

According to Friedman et al. (2010), The main gofathe learning health system is to collect
healthcare data from different sources. In addjtamalyze this data and transfer it into knowledge
that can be used immediately. LHS have the pofetdianinimize the time between the new

knowledge creation and the use of this knowledgaerclinical practice to be 17 months, or even
weeks instead of the usually-quoted 17 years.
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LHS will make the right information available topgort a given medical decision. Whether it is
related to treatment efficacy for a single patiéotecasting the outbreak of a pandemic disease,

or taking a decision to commence a research arduption of a new medications

LHS will use the existing infrastructure, requirert® and policies created to support meaningful
use of certified EHRs and will develop them to sup@ system that can learn which require a
more sophisticated methods of information exchambe.wide adoption of EHRs will generate a
huge amounts of health information in electronimfat that will be used originally to support
healthcare delivery. In addition, these informatcan be used for a second trusted and secured
purpose by generating knowledge from these infaonathich can be used in the clinical practice

in a short time. Therefore, accelerate the heath p=form.

Part of the success of LHS is depending on the euwibthe selected participating organizations
that gathering and using a plenty amount of heafthdata. Beside the initial group participating

from the federal partners, the government will @mage more partners from federal organizations
and private sector to participate in LHS. Thuse Future partner in LHS would include private

and public healthcare providers, payers, addititederal agencies, medical communities, Health
Information Exchanges, registries, and behavicgalth practices (See FigurErfor! Reference

source not found).
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Figure 7 - Nationwide Learning Health System

(Friedman, Wong and Blumenthal, 2010, p.57cm29)

According to a report published by IOM (2012), lieedre today are facing three major challenges
requires the change. These challenges are unsalgaicost increases, the rising complexity of

modern health care, and outcomes below the systpatential. The report defined the main
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characteristics of the new LHS which should aliga tesearches and informatics, partnerships
between patient and healthcare providers, cultndeiacentives. Additionally, LHS will help to
generate and use a real-time knowledge and achimepeovement in the efficiency and

effectiveness of care (See Table 4).

Science and Informatics

. Real-time access to knowledge—A learning health care system continuously and reliably captures, curates,
and delivers the best available evidence to guide, support, tailor, and improve clinical decision making and
care safety and quality.

. Digital capture of the care experience—A learning health care system captures the care experience on digi-
tal platforms for real-time generation and application of knowledge for care improvement.

Patient-Clinician Relationships

. Engaged, empowered patients—A learning health care system is anchored on patient needs and perspec-
tives and promotes the inclusion of patients, families, and other caregivers as vital members of the continu-
ously learning care team.

Incentives

. Incentives aligned for value—In a learning health care system, incentives are actively aligned to encourage
continuous improvement, identify and reduce waste, and reward high-value care.

. Full transparency—A learning health care system systematically monitors the safety, quality, processes,
prices, costs, and outcomes of care, and makes information available for care improvement and informed
choices and decision making by clinicians, patients, and their families.

Culture

. Leadership-instilled culture of learning—A learning health care system is stewarded by leadership commit-
ted to a culture of teamwork, collaboration, and adaptability in support of continuous learning as a core
aim.

. Supportive system competencies—In a learning health care system, complex care operations and processes

are constantly refined through ongoing team training and skill building, systems analysis and information
development, and creation of the feedback loops for continuous learning and system improvement.

Table 4 - Characteristics of a Continuously Leaghiiealth Care System

(IOM, 2012, p.18)

Figure 8 shows IOM vision in how health informaticwllected from care delivery and researches
will be captured systematically to generate thevdadge and the evidence that will guide the
medical decision making. Which should be combiné@tl eshanges in culture, financial incentive,

continuous feedback. In addition to engagementrfdividuals and healthcare providers, and

leadership that is commitment to the goals of dinanusly learning healthcare system.

There are many Initiatives done by federal enttibef®ster LHS such as FDA'’s Sentinel Initiative,

it is an electronic national system created to REA to track safety of medical devices, biologics,
vaccines, and drugs after reaching the market. @QBG created the National Environmental
Public Health Tracking Network. Which integratingtd related to hazard, exposure, and health
that collected from local, state, and national sesr, to show that how hazardous substances can

cause the diseases and how that can be prevented.
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Lesson should be learned from federal and privat#os initiatives to propose policies and
technologies that can be adopted on a nationwige.s&s much as members participating in LHS
as much as the LHS will be valuable and as moreviedge will be created and shared between

the different entities and make a positive imparctesearches and clinical practices.
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Figure 8 - LHS schematic vision

(IOM, 2012, p.19)

2. Promoting research and innovation in health IT

Facilitate health data access while insuring sgcuaind privacy protections is the key
governmental mechanism to foster the innovationdsmdonstrate health IT value to the public.
High quality and rich data are key components ttdbuvaluable applications to both healthcare
providers and individuals. HHS through the Commuealth Data Initiative (CHDI) makes
many valuable and large data sets related to tHerpgnce of healthcare system available for

developers from both public and private sectorsuggport innovation.

The federal government is committed to supportaeteand innovation in Health IT. More
specifically, in areas that having great poterfbaimproving individuals and populations health.
This happen either through the direct funds ontgroopen challenge grants and innovation prizes.
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2.1.Research initiatives
2.1.1. Strategic Health IT Advanced Research Projects (SHRP)
ONC established SHARP program under HITECH Ads # four-year program to fund patient-
centered cognitive support, health IT securitypseary use of EHR data, and network platform

architectures.

2.1.2. The Query Health Initiative
Collaboration between public and private sectort #a@able population-level health queries
throughout the nation and across various platfofihss initiative aims to facilitate data research

and advanced analysis, while safeguarding secamtiyprivacy of health data for the individuals.

2.1.3. The HIT Trailblazer States project
Connecting states and facilitating the sharindneftbols and best practices related to federal work
on measures of clinical quality, standards, anérothols that foster improvements in health care

quality.

2.1.4. The National Learning Consortium (NLC)
Gathering the lessons learned and leading praatméscted through ONC'’s outreach programs
(e.g., RECs, State Health Information Exchange,Beaton Communities). Then organizing and

representing them to healthcare providers seekirglopt Health IT.

2.1.5. The Federal Communications Commission (FCC) Experimntal Licensing
Program
Aims to streamline testing processes for the nengless health IT products, to speed up the times

needed by the new technologies to reach the market.

2.2.Health IT Prizes and Challenges
Through innovation prizes and dynamic grant contipes, HHS encouraging the private sector
to innovate in health IT to address some of thedst) challenges facing the healthcare. Then

widen the adoption of these innovations.

2.3.Health IT Innovation
2.3.1. The Partnership for Patients
Seeks to decrease the 30-day hospital readmidsyd?3%, and decrease the preventable hospital-
acquired conditions by 40%, by the end of 2013.
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The Challenge of Discharge Follow-Up Appointmefriye to decrease hospital readmissions
through developers’ engagement to create applitsativat streamline post-discharge follow-
up appointment scheduling.
The Challenge to ensure the Safe Transitions fraspHal to Home, developers have created
applications that empower caregivers and patientetnmunicate discharge information with
healthcare providers and manage the next stepgindare.
2.3.2. The national Million Hearts initiative
Engaging private sector and Federal partners tguesd apply strategies that aims to prevent 1
million strokes and heart attacks over 5 years.

As part of this challenge, five U.S. cities stariadiatives that encourage and deploy the
winning application, which allow consumers to eadgtect their risk for cardiovascular
disease. In addition, motivate them to achieve serpeecise risk assessment and manage their
heart health.
2.3.3. The Reducing Cancer among Women of Color App Challege
This challenge seeks to develop a mobile applindtiat help minority and underserved women
to fight and prevent cancer.

3.2.2 Progress toward the adoption of a nationwide healtlsystem
According to 2014 progress report issued by ONQ420The health IT infrastructure in U.S. has

grown to be more flexible and resilient. In additi@HR adoption among physicians and hospitals
has increased significantly since HITECH Act. Mareq significant advances in health
information exchange has been achieved.

1. Adoption of EHR Technology.

1.1. Adoption among physicians

The ratio of physicians those are using any EHR4RE&that not containing billing
records), has increased from 18% in 2001 to be iN82013 (See Figure 9).

The ratio of physicians those are using a basic £HRBs increased from 11% in 2006 to
be about 48% in 2013 (See Figure 9).
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The ratio of primary care office-based physiciagorted having a basic EHR system in
2013 was 53 %

1.2. Adoption among hospitals

The ratio of hospitals adopted at least a basic £HRs increased from 12% in 2009 to
59% in 2013 (See Figure 9).

The ratio of hospitals adopted a certified EHRS, inareased from 72% in 2011 to 94%
in 2013 (See Figure 9).

In 2013, 89% of Critical Access Hospitals (CAHsgdsn EHR system, and 49% planned
to upgrade or implement a new EHR within a year.

1.3. Adoption Among Federally-Qualified Health Centers

In 2012, about 90% of health centers had adoptedRs, and half had adopted a basic
EHRs.

1.4.Eligible hospitals and professionals paid under th&HR Incentive Programs
As of June 2014, 75% of eligible professionals (808+) and more that 92% of eligible
hospitals (4,500) including CAHs, have receivecemtve payments through the EHR.

Office-Based Physicians Non-Federal Acute Care Hospitals

100 100
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= 60 60 e
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o Any EHR system &5 57 b
& 40 48 48 o 40
42 40 a a4
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18 17 17 21 - Basic system A
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SOURCE: CDC/NCHS, National Ambulatory Medical Care Survey SOURCE: ONC/American Hospital Association (AHA), AHA
and National Ambulatory Medical Care Survey, Electronic Health Annual Survey Information Technology Supplement
Records Survey.

Figure 9 - Adoption of EHRs
(ONC, 2014a, p.12)
2. Health information exchange and interoperability
Electronic health information exchange (HIE) enalideth patients and care providers to access
and share securely the vital health informationwheed. Which is important to improve quality

of care, improve population health, and decreasegg@ta costs. For the effective HIE, the shared
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health information should be interoperable. Interapility, means that two or more IT systems
or components, can exchange information and willlie to use the exchanged information.
HHS emphases on establishing standards and pol@i®snooth three main forms of exchange,
comprising:
Directed exchange, sharing of electronic healtbrmftion securely among two known
and trusted parties to support coordination of.care
Query-based exchange, the capability to find ouestpatient information electronically
from other healthcare providers. Regularly usedufgplanned care.
Consumer-mediated exchange, enable the patiemsllert and control the use of their
health information among healthcare providers.
2.1.HIE Among Physicians
In 2013, more than 69% of physicians reported tktyato order lab tests electronically
and above 77% are able to view lab results eleicimtin. In addition, about 42% provide
their patients the ability to access online, dowdloor transfer information from their
medical record ( as required by Stage 2 of the EttBntives Programs).
The ratio of prescriptions sent electronically ysgicians was 57% in 2013, which is a
fourteen-fold increase since 2008.
In 2013, 70% of physicians use an EHR to e-presasibthe Surescripts Network, with a
63% increase since 2008 (See Figure 10).
The ratio of the pharmacies that actively e-préstg on the Surescripts Network,
increased from 76% in 2008 to 96% in 2013, with d6@tease.

Dec 2008 Jan 2011 Apr 2014

[] 0-20% [] 21-40% [O] 41-60% [ 61-80% [ 81-100%
Figure 10 - Percentage of physicians using EHR®fprescribing, by state, April 2014

(ONC, 2014a, p.26)
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2.2.HIE Among Hospitals
In 2013, about 55% of hospitals shared radiologgrs and 57% shared laboratory results
electronically with any providers outside of theystem.
In 2013, about 42% of hospitals shared clinicaé carmmaries and 37% shared medication
lists with any providers outside of their systemiti68% increase in clinical care
summaries exchange and 76% increase medicatisreishange since 2008.
In 2013, more that 60% of hospitals exchanged pitidealth information electronically
with any other providers outside their organizatidfith 51 increase since 2008.
In 2013, about 57% of hospitals exchanged pati¢alth information electronically with
ambulatory providers outside their organization.
Hospitals used different forms of exchange. Abdi#4used direct exchange to send and
receive secure electronic messages containingnpatieealth information outside their
system. In addition, 51% used query-based exchengeery patient health information
electronically from others sources outside thegtams.
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60 -
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Percent of Hospitals

20

T T T T T
2008 2008 2010 2011 2012 2013

@@= Any providers outside the organization — - Ambulatory providers outside the organization

= &= Other hospitals outside the organization

SOURCE: ONC/American Hospital Association (AHA). AHA Annual Survey Information Technology Supplement

Figure 11 - Percent of non-federal acute care htadpithat electronically exchanged health inforroativith outside providers
and hospitals: 2008-2013.

(ONC, 2014a, p.27)
2.3.HIE Among Clinical Laboratories

Integrating laboratory test results as structurata éhto certified EHRSs is a core requirement for

eligible professionals and hospitals under StagetBe EHR Incentive Programs.
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About 67% of clinical laboratories reported thelipito send test results in structured
format to an ordering practitioner's EHR.
In 2012, about 58% of test results that were pseE@tdy independent laboratories and

hospitals were sent electronically to ordering ptaners.

3.2.3 Federal Health IT Strategic Plan 2015 — 2020

According to ONC (2015), since 2011 big changesuoed in health IT ecosystem. As of June
2014, about 92% of the eligible hospitals and nibie 403 thousand (75%) of the eligible
professionals have received incentive payments ttemEHR Incentive Programs. In addition,
with the advances and innovation that occurred abila health applications and other health
technologies. All that created a big demand toeshaalth information seamlessly across different
providers, location, information system and platisy or other boundaries. Additionally,
encouraged others providers that are not particigah the EHR Incentive Programs to collect,
share, and use interoperable health information.

The Federal Health IT Strategic Plan 2015-202@uitding on the previous plan and articulate
the federal health IT priorities and values thatpshg the landscape of the future. The plan will
strive to promote the different methods and apgreadhat will enhance health IT capacity to

improve the well-being of the individuals and realbroad care and health goals.

The plan have five main goals, the first two goail focus on expanding the collection and
sharing of health information electronically andwely whereas protecting patient privacy. The
other goals will emphasis on creating the envirammat will enable health information
interoperability between individuals, health careoviders, researchers, and public health
agencies. Therefore, improve the health of indigldand population, healthcare, while reducing
the costs (See Figure 12). Full list of the Goald abjectives of The Federal Health IT Strategic
Plan 2015-2020 are listed in Table 5.

While the new plan will continue work to increade twidespread adoption of health IT. More
efforts will be required to include new sourcesrdbrmation and methods to spread knowledge
more quickly, efficiently, and securely. Thereformllaboration is required from all entities

including healthcare providers, payers, technoldgyelopers, public health organizations, and

research institutions.
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Additionally, constant outreach to all stakeholdéegt will be involved in the Plan’s development
and implementation will allow the Plan to progres$goreover, new or adapted methodologies to
policies and federal activities will be required.

ONC also is working to advance the use of interapler health information through the
development of a public Nationwide InteroperabilRpadmap. Interoperability is a shared
component of this Plan, and implementation of titerbperability Roadmap will be essential to
advance the Plan’s goals.

Goal 1: Expand Adoption of Health IT

Collect [+

Goal 2: Advance Secure and Interoperable Health Information

Community

Share

Pfovidér

Goal 3: Strengthen Health Care Goal 4: Advance the Health and

Well-Being of Individuals and
Communities

Use ﬁ i-u:f."\ ® ﬁ

Goal 5: Advance Research, Scientific Knowledge, and

Delivery

ERT ST

Figure 12 - The Federal Health IT Strategic Plarl32020

(ONC, 2015, p.5)
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Goal

Objective

Collect

Goal 1: Expand Adoption of
Health IT

Objective A: Increase the adoption and effective use of health
IT products, systems, and services

Objective B: Increase user and market confidence in the safety
and safe use of health IT products, systems, and services

Objective C: Advance a national communications
infrastructure that supports health, safety, and care delivery

Share

Goal 2: Advance Secure and
Interoperable Health
Information

Objective A: Enable individuals, providers, and public health
entities to securely send, receive. find, and use electronic health
information

Objective B: Identify. prioritize, and advance technical
standards to support secure and interoperable health
information

Objective C: Protect the privacy and security of health
information

Use

Goal 3: Strengthen Health
Care Delivery

Objective A: Improve health care quality. access. and
experience through safe. timely. effective. efficient. equitable,
and person-centered care

Objective B: Support the delivery of high-value health care

Objective C: Improve clinical and community services and
population health

Goal 4: Advance the Health
and Well-Being of
Individuals and Communities

Objective A: Empower individual, family. and caregiver
health management and engagement

Objective B: Protect and promote public health and healthy,
resilient communities

Goal 5: Advance Research,
Scientific Knowledge, and
Innovation

Objective A: Increase access to and usability of high-quality
electronic health information and services

Objective B: Accelerate the development and
commercialization of innovative technologies and solutions

Objective C: Invest. disseminate, and translate research on
how health IT can improve health and care delivery

Table 5 - Federal Health IT Goals and Objectives

(ONC, 2015, p.8)
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3.2.4 A Shared Nationwide Interoperability Roadmap 2014 2024

According to ONC (2014b), The three broad natieaads of better, more affordable healthcare,
and better health of population can be achieveglwith a flexible and strong health IT ecosystem.
System that supports decision-making, transparenfyym payment reform. In addition, reduce

waste and redundancy, enhance information acce$segpand care beyond clinical setting
boundaries. Such infrastructure can lead to mofectie and efficient systems, scientific

improvement, and a sustainable improving healthtegys Therefore, empower individuals,

customize treatment, and speed up the cure otglne

During the past decade, U.S has achieved signtficaprovements in digitizing the healthcare
delivery system. On the other hand, this signifiealvancement has created an increasing demand
for interoperability that not only supports the tinuaity of care, but also supports health in gehera
An interoperable health IT ecosystem will makeright data available at the right time and to the

right people.

By 2024, healthcare providers, individuals, resears, and communities should have a set of
interoperable health IT services and products. Tlmable the healthcare system to learn
continuously and promote the aim of improved healtb. Learning Health System (LHS) should
enable improved population health, lower healtle caists, empower the consumers, and motivate
innovation. Additionally, LHS should enable thelividuals to securely share electronic health
information with health care providers for informebared decision-making that will support

patients' health and wellness.

Health IT ecosystem that is interoperable showd aupport the critical public health functions
such as disaster response, real-time disease ltameej and data aggregation for research and
value-based payment. In addition, rewards the higjuality care, not necessarily the higher
guantity of care. ONC is figuring out how interopleitity can be achieved collectively across the
health IT ecosystem (See Figure 13)
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Figure 13 - The Health IT Ecosystem as a Learnieglth System

(ONC, 2014b, p.2)

ONC developed a shared roadmap to interoperalbiiay proposing key near-term actions and

milestones for three, six, and ten year goals ([dxe 6)

Table 6 - Health IT Ecosystem Goals

(Erica Galvez, 2014, p.9)

Individual * Send, receive, find, and use « Electronically contribute to and correct = Regularly track and share electronic
electronic health information their health information; access shared information from wearable,
care plans in standardized electronic implantable, biometric medical
format devices
Increased access to longitudinal health * Increased access to longitudinal
information health information
Provider Send, receive, find and use the Increased granular access to specific * Increased access to longitudinal
common MU data set for all health information when/where needed health information
patients Automated tools that effectively use * Care tailored precisely to each
Receive electronic notifications electronic clinical data fram multiple individual based on information
when individuals are admitted to sources for quality improvement and about environment, occupation,
or discharged from inpatient care decision support across care continuum human services, genomic data,
Seamless remote monitoring and care cutting edge research evidence, etc.
for through remote devices
Population & Information contained in the Clinical and administrative data * Research community has access to
Public common MU data set aggregated normalized and aggregated across large aggregations of standardized
across communities for communities to support broad scale genomic and device data for
(Community population health and quality value-based payment models research purposes
and state measurement Research community accesses * Public health better contains
level) Research community accesses aggregations of standardized EHR data outbreaks and proactively manages
aggregations of EHR data in pilots for ongoing research disasters with electronic information
Notifications based on relevant Public health and other clinical registries from many sources
information are shared seamlessly receive and make available broad suite
between EHRs and public health of standardized data for use by
authorized individuals
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Interoperability

Roadmap Building
Blocks

To achieve these goals the shared agenda will fmcdive critical interdependent building blocks

for a nationwide interoperable health IT infrasture as illustrated in Table 7

LHS Requirements

Rules of
engagement
and governance

Supportive
business, clinical,
cultural and
regulatory
environments

Privacy and
security
protections for
health

information

Shared governance of policy and standards that enable interoperability:
Nationwide interoperability across the diverse health IT ecosystem will
require stakeholders to make collective decisions between competing
policies, strategies, standards in a manner that does not limit competition.
Maintaining interoperability once established will also require ongoing
coordination and collaborative decision-making about change

A supportive business and regulatory environment that encourages
interoperability: Rules that govern how health and care is paid for must
create a context in which interoperability is not just philanthropic, but is a
good business decision.

Individuals are empowered to be active managers of their health: A learning
health system is person-centered, enabling individuals to become active
partners in their health by not only accessing their electronic health
information, but also providing and managing electronic health information
through mobile health, wearable devices and online services.

Care providers partner with individuals to deliver high value care: Providers
work together with patients to routinely assess and incorporate patient
preferences and goals into care plans that achieve measurable value for the
individual and the population.

Ubiquitous, secure network infrastructure: Enabling an interoperable,
learning health system requires a stable, secure, widely available network
capability that supports vendor-neutral protocols and a wide variety of core
services.

Verifiable identity and authentication of all participants: Legal requirements
and cultural norms dictate that participants be known, so that the context
and access to data and services is appropriate. This is a requirement for all
individual and organizational participants in a learning health system
regardless of role (individual/patient, provider, technician, hospital, health
plan, etc.)

Consistent representation of permission to collect, share, and use
identifiable health information: Though legal requirements differ across the
states, nationwide interoperability requires a consistent way to represent
an individual's permission to share their electronic health infarmation,
including with whom and for what purpose(s).

Consistent representation of authorization to access health information:
When coupled with identity verification, this allows consistent decisions to
be made by systems about access to electronic health information.
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Interoperability

Roadmap Building
Blocks

LHS Requirements

Certification and
testing to support
adoption and
optimization of
health IT products
and services

Core technical
standards and
functions

Stakeholder assurance that health IT is interoperable: Stakeholders that
purchase and use health IT must have a reasonable assurance that what
they are purchasing is interoperable with other systems.

Consistent Data Formats and semantics: Common formats (as few as
necessary to meet the needs of learning health system participants) are the
bedrock of successful interoperability. Systems that send and receive
electronic health information generate these commaon formats themselves
or with the assistance of interface engines or intermediaries (e.g., HIOs,
clearinghouses, third-party services.) The meaning of electronic health
information must be maintained and consistently understood as it travels
from participant to participant. Systems that send and receive information
may or may not store standard values natively and therefore may rely on
translation services provided at various points along the way.

Standard, secure services: Services should be modular, secure and
standards-based wherever possible.

Consistent, secure transport technigue(s): Interoperability requires
transport techniques that are vendor-neutral, easy to configure and widely
and consistently used. The fewest number of protocols necessary to fulfill
the needs of learning health system participants is most desirable.

. Accurate identity matching: Whether aggregated in a repository or linked

"just in time," electronic health information from disparate sources must be
accurately matched to prevent information fragmentation and erroneous
consolidation. As a learning health system evolves, more than
individual/patient-specific information from health records will be matched
and linked, including provider identities, system identities, device identities
and others to support public health and clinical research.

Reliable resource location: The ability to rapidly locate resources, including
individuals, APls, networks, etc. by their current or historical names and
descriptions will be necessary for a learning health system to operate
efficiently.

Table 7 - Business and Technical Requirements k@aaning Health System

(ONC, 2014c, pp.23—-24)
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Chapter 4: Building the Model and the Roadmap

In this section, | will propose a model and thedmoap to achieve a nationwide fully integrated
healthcare system based on the literature reviewe doChapter 3. Then later will apply the
proposed model and the roadmap to the currentsstditiine health system in The United Arab

Emirates to highlight the opportunities and risks.

4.1 Information-Driven Healthcare Proposed conceptuaModel

“Information is the lifeblood of modern medicinee&lth information technology (HIT) is destined
to be its circulatory system. Without that systemeither individual physicians nor health care
institutions can perform at their best or deliver highest-quality care” (Blumenthal, 2010, p.382).

The proposed conceptuabdel consist of the three core stages of thefmamation journey from
the isolated, fragmented systems to a connectedaiiglly integrated and interoperable systems.
Core stages surround by the building blocks that regcessary to achieve and support that
transformation (See Figure 14).
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4.1.1 Core Stages

The three core stages (Health IT Adoption, Healttfiormation Exchange (HIE), and
Interoperability) are represented in the model whit “Gear” shape because it's interrelated. In
fact, we can’t reach to Interoperability withouttHland HIE can’t be done in the real-time without

the adoption of Health IT and recording the infotiorain structured electronic format.
1. Health IT Adoption

First, individual' health records should be digiizand recorded in structured electronic format
and can be accessed securely and used easily.HHRs, and other health IT technologies should
be adopted nationwide. In addition, these systdmosld be used meaningfully and in an efficient

way to improve care and not only to adopt suchesyst
2. Health Information Exchange

The automation of the manual clinical process agdizing health records will pave the way to
move to the next stage from isolated and fragmesystems to the connected systems. Health
information should be shared to remove the geogeapboundaries among the different parties
involved in healthcare (e.g., patients, healthpaowiders, pharmacies, Payers, and laboratories).
Therefore, health information will be availabletla¢ right time to foster individual’ engagement,

support the medical decision-making and improvecti@dination of care.

Additionally, health information should be exchadger the Secondary uses with the related
parties (e.g., public health organizations, diseaggsters and researches). Therefore, enhance
public health surveillance, preventing iliness anoimote population health. In addition, that will
support in predicting, avoiding, and reacting tblpuhealth threats, adverse events, and reportable
diseases. Moreover, HIE will help to extract thewtedge and the evidence that will guide the
medical decision making. Clinical quality measusbsuld be submitted by healthcare providers
to the national health related organizations taenghat the healthcare system is delivering safe,

effective, efficient, patient-centered, equitalaled timely care.

Health information that are recorded in electrdoienat can be exchanged electronically within
the same system or network. In addition, it carekehanged with others entities in different

networks through encrypted messages or any othgr M@wever, human interaction will be

72



required unless all systems are recoding data nmesfrmat/ structure and follow the same

standards.

3. Interoperability

Interoperability mean that the capability of a prodor system to work and communicate with
other products/ systems without requiring speaiah&n efforts. Therefore, health information can

be flowed from system to another in a way simitathte blood flow in the circulatory system.

Health information can be aggregated from weardbBléces, home health monitoring devices,
EHRs, patient generated health data, e-prescritierclaims, public health systems, disease
registers and research institutions. Thus, suaraperable health IT ecosystem will make the
right data available at the right time and to tightr people. Consequently, That will facilitates
informed decision-making, supports coordinated thealanagement, allows patients to be more
engaged in their healthcare. In sum, that will helpnprove the overall health of the population,

and reduce healthcare cost over the time.

Individual, can send, receive, find, and contribatectronically through web-portals, mobile
devices, and PHRs to correct their health inforamatiThus, patient and their families will be

active partners in their health and care.

Healthcare provider, can access specific healtrnmition where/when needed. Caregivers will
be able to use electronic clinical data collectexinf multiple sources for decision support and
quality improvement. In addition, seamless the tenmare and monitoring for patients’ health
through remote devices. Moreover, care can beréallprecisely to each patient based on

information about environment, occupation, genodaita, and cutting edge research evidence.

On population and Public level, the electronic infation aggregated from many sources can be
analyzed. Therefore, enable public health orgamizatto predict any possible outbreaks and

proactively manage the disasters.

Research institutions, will have access to lardkeciions of standardized data related to clinical
practices, devices and genomic analysis. Data Mi(fnedictive Analytics, Big Data) can be used
to provide a new kind of evidence to drive actidnsaddition, predictive modeling can help to
identify patterns in a population's health in orderprospectively determined individual risk

scores. Therefore, achieve good outcomes for iddatipatients and for patient populations.
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To achieve Interoperability all Health IT produatsd systems should talk the same language. This
can be possible by the implementation of standardkunifying terminology and vocabulary,

content and format, secure transport techniquesubiguitous, secure network infrastructure.

4.1.2 The building blocks

1. Vision and Leadership

To reach anywhere first destination should be ifledt Therefore, before building the healthcare
IT infrastructure, objectives should be clear amified nationwide. Moreover, all parties
including the government, public and private sectond the public should cooperate and

committed to achieve that objectives

2. Supportive regulatory and cultural

Regulatory and business barriers that may preterdata flow should be removed and/or reduced.
The government should collaborate with healthcamviders, consumers, payers, technology
developers, and any others to foster health infaomaxchange that can improve the care. In
addition, Funding and policies should be migratedreate the clinical and business imperative

for electronic health information exchange andrimperability.

Moreover, individuals’ culture should be changed #rey should be informed about their rights

and about the benefits of the access and the useatth information.

Healthcare providers’ culture should be changede should be patient-centered rather than
physician-centered. In addition, decision makinguth be based on evidence rather than
physicians' experience. Moreover, knowledge shbeldextracted from health information and
should be shared freely to direct the clinical pcacinstead of just capturing and recording health
data and keep it in electronic soils. Furthermpagment culture should be changed from fee-for-

service to global, value-based systems.
3. Standards & Health IT Certifications
A. Standards
Technical standards should be defined and shouldtlgtfollowed by the different health IT

products and systems while capturing, recordind,exthanging health information at all levels.
Standardized data formats are the way in whichtreleic health information is structured or

74



packaged so that one system can use the informbrs sent by another system. For instance,
when sending system is using a consistent dataatotivat is expected by and known to the
receiving system. Therefore, The receiving systelirbe able to receive and process the received
information automatically and without any need fmman intervention and without any time-

consuming.
The core technical standards required to achieyénteroperability are:

1) Terminology and vocabulary
That are unique to healthcare, universally undetstand often purpose-specific. For example
codes to represent lab tests cannot be also useteftications. For example, RxNorm codes used
for medications and medication allergies. SysteredtNomenclature of Medicine-Clinical Terms
(SNOMED CT) codes used for problems or conditic@¥X codes used for immunizations.

Logical Observation ldentifiers Names and CodesIN®©) used for laboratory tests.

2) Content/structure standards
Usually unique to healthcare, provide unity andsistency in data representation. Therefore,
drive data to a semantic level that provides coasismeaning across multiple systems. In
addition, these standards are often purpose-speaiiil designed to represent data related to
clinical workflow. Thus, content standard that u$ada referral to a specialist would not be used
for electronic prescribing. These standards incl@msolidated Clinical Document Architecture
(C-CDA), and Health Level 7 (HL7) v2.

3) Transport standards
Commonly used standards and not designed to beamdgdor healthcare, and they are used to
connect two or more parties together regardlessddia would be transported (e.g., SMTP,
S/MIME )

4) Security standards
Commonly used standards and not unique to heatthaad can be applied in different ways to

meet the a certain data protection requiremengs, (¢.509 Public Key Infrastructure Certificate).
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5) Standards for Services
Typically represent technical infrastructure andally used to smooth the connection between
different systems. For example, Application Prograny Interfaces (APIs) that enable different

systems to interact and talk to each other.

B. Health IT Certifications
Certification is necessary to ensure that healfpréducts and systems are following the standards.
In addition, to certify that health IT systems grdducts has the capability to interoperate with
different data sources. Moreover, EHRSs certifiaat®onecessary to ensures that the certified EHRs
have the necessary functionalities, capabilities] #he security necessary to achieve the

meaningful use.

4. Robust Technology Infrastructure

To achieve interoperability and to have a fullyegrated health system, robust technology
infrastructure should be there nationwide. In additthis infrastructure should be compatible with
the national vision, objectives, and governed ®acktandards of health information exchange

and interoperability.

The government should work to foster and enhaneeettisting health information exchange
models instead of constructing a new national siftecture from scratch. Therefore the
government should find the gaps and the barrieistwiay obstruct health information exchange

and then should develop the plans to overcome them.

Additionally, all healthcare organizations and induals should have broadband Internet access
to be able to exchange health information electiahi. However, the high cost of this services
may prevent this participation. Thus, the governihoam subsidize the broadband internet or try

to reduce the cost.

5. Engagement

Leadership commitment toward main goals and objesticombined with changes in culture,
financial incentive, and continuous outreach, feetband engagement to all stakeholders. All
that will provide the community with a better unstanding of the national direction to improve
healthcare, individuals and population health, sesgtarch through gathering, sharing, and using

of interoperable health information.
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6. Incentives

The high cost of buying, implementing, and maintagrthe EHRs and other Health IT is one of
the major factors that can prevent healthcare devsifrom the adoption of such technologies.
Therefore, the government should establish incestprograms that can reduce the burdens on

healthcare providers to adopt EHRs.

At the same time, this incentives should be conbimgh the condition of the meaningful use of

such technologies to ensure that the use of tleetmologies will lead to improvements in the

guality and efficiency of care. Additionally, EHR$&ould be certified to make sure that these
technologies are compliant with the standards requor the meaningful use and interoperability.
Moreover, penalties should be there for the pragideill not achieve the meaningful use, as
incentives and financial penalties are the cru@etors that can influence the decision to adopt
EHRs.

7. Workforce training and support

To achieve substantial improvements in efficiencgre, and population health through the
adoption of health IT. The highly skilled IT progsnals should be available to facilitate the
adoption and the maintaining of these technologiberefore the government should assist the
universities and higher education institutions dtablish health informatics education programs,

competency exams, and publicly available curriculum

In addition, the government should establish suppemters nationwide to give direct support to
healthcare providers in the selection, implemeomatiupgrade, and the meaningful use of Health
IT. These support centers should share informaétated to best practices regarding the adoption
of EHRs and other health IT. In particular, for greviders that may have lower rate of health IT

adoption such as public and rural hospitals, conityinealth centers, and small practices.

It's very important to establish community of piaetprograms that illustrate how health IT can
enhance quality, efficiency, and reduce the costoé. In addition, to encourage the participants
to implement innovative health IT solutions andrehideas, experience, and evidence with others
across the county. Moreover, the main findings ftbese communities should be prolonged to a
national scale and provide guidance for healthrmédion sharing programs, support centers, and
health IT meaningful use projected objectives.
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8. Privacy And Security Protections

Privacy and security concerns related to healtrmétion may be a barrier toward the adoption
of health IT and health information exchange. Tferee patient’s health information security and
privacy should be assured while storing these mé&tion in EHRs or any other repositories. In
addition, it should be guaranteed while healthnmiation exchanged among providers, patients,
pharmacies, payers, and other entities for heatthoa for secondary uses such as research

purposes.

Protecting the privacy and security of health infation, and assuring the safe use of health IT
are one of the core responsibilities of the govemimThere are many actions to ensure privacy

and security of health information, including:

The government should review and continuously updhé Policies, procedures, and
regulations that are related to health informasieaurity and privacy. This is necessary to
keep pace with the expanded demands for healtiniafiton exchange that is required to
achieve the reform in health system.

Educating healthcare providers for privacy and ggcissues regarding the adoption and
the use of EHRs and health IT.

Review and assess health IT workforce training naseand curriculum to make sure that
future professionals are aware of the best practoel security and privacy requirements.
In addition, to ensure the compliance with thedeigs.

Make sure that healthcare providers are implemgnéidequate security and privacy
protections for the health information of theiripat (i.e., HIPAA Privacy and Security
Rules).

To gain the trust of consumer in EHRs and othelthé®, individuals must be informed
about how their health information will be used asithred. Moreover, they must be
notified about any disclosure for their personalltfeinformation.

Educating consumer regarding the benefits of heaftrmation exchange and the steps
can be taken by them to protect their own data.

With the expanding in health information exchanges, very important to make continues

outreach for all stakeholders (the government theate providers, patients, payers, health
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IT developers and vendors), to inform everyone &loeir responsibility in protecting
health information.
The patient should have the choice to select wparh of their health information can be
shared.
Make sure that all parties are implementing seg@tiandards during collecting, storing,
using, and exchanging health information.
9. Research & innovation
The government should be committed to support reBeand innovation in Health IT domain
especially in these areas that have great potettti@nprove the health of populations and
individuals. To do that the government should reva®y requirements or regulation may prevent
the innovation. Moreover, the government shouldefiothe advances in Health IT by funding the
researches directly or through innovation prizatéprivate sector. Thus, that will help to addres
some of the major challenges that are facing tladtlheare then adopt these innovations on the

national scale.
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Chapter 5: Analysis

5.1 Response

The survey invitation was sent via e-mail to 3@Toand management staff those are working in
different organizations that providing health caueh as hospitals, medical centers, and clinics.
The total number of participant are 22 organizajamith participation rate of sixty-one percent.
16 of them from the private sector, 1 semi-govemiyend 5 from government organizations (See
Chart 1).

In addition, the survey published online on onethef most professional networking websites
(LinkedIn). The survey published in many Linkednogps that having members from healthcare
professionals and Health IT professionals in U.AdBwever, unfortunately the participation from

these groups was very weak and number of partitspaas two only. Moreover, their responses
deleted, because one of them was duplication faxasting response, and the other participant

was CEO (Chief Executive Officer) of a teleradiojagyganization and not healthcare provider.

Chart 1 - Participation Rate

5.1.1 Who completed the survey
Fifty percent of surveys were completed by IT MaragIn the same time, 36% complete by
Administrators/Directors (the key decision-makensHealth IT adoption and implementation),
and 14% completed by other admin and medical €3&fé Chart 2).
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Chart 2 - Who Completed the Survey

5.1.2 Participation by sector
Total number of healthcare providers that compléhedsurvey are 22 healthcare providers (16
from private sector, 1 semi-government, and 5 gawent organizations). These organizations
having 60 branches among them 41 (68%) privateltads, Clinics, and Medical Centers), only
1 (2%) semi-government hospital, and 18 (30%) gawent hospitals (See Chart 3).

Participation By Sector
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Chart 3 - Participation by Sector
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5.1.3 Participation by city

Fifty percent (30 out of 60) of the total numbehbodnches (Hospitals/ Clinics/ Medical Centers)
that completed the survey are located in Abu Dfi&ihe capital of U.A.E). Followed by 17 out of
60 or 28% of the total number of branches of pgdiing organizations are located in Dubai.

Therefore 78% of the branches of the organizatibasparticipated in the survey are located in
the two main U.A.E cities (Abu Dhabi, Dubai).

The remaining 13 branches that representing 22#beofotal number of organizations’ branches

are distributed over the remaining U.A.E citiesu$hthe study covered all the cities of the United
Arab Emirates (See Chart 4).

Participation by city
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Chart 4 - Participation by city
5.1.4 Multiple Service Locations

Fourteen out of twenty two (64%) of organizatiomsttresponded to the survey indicated that they

provide healthcare services at single location.t@nother hand, 23% of the total number of
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organizations are providing their services in 8 toranches, and the remaining organizations own

between 6 to 20 locations or branches (See Chart 5)
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Chart 5 - Service Locations

5.1.5 Provided Services (Specialties)
All of respondents from healthcare providers frolinsactors are having multi-specialty and
provide more than one type of treatment servic&cept only one from private sector that is

providing single type of treatment services (EymiC). See Chart 6.

Provided Services (Specialities)
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Chart 6 - Range of Services
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5.1.6 Onsite Information Technology Staff
Most of the participants, 18 out of 22 represenB@go of survey respondents indicate that they
do have onsite IT staff. However, only 4 organat that representing 18% of the respondents
indicate that they do have a contract for IT sesj@lthough they do not have onsite IT staff (See
Chart 7).

Do you have onsite Information Technology Staff ?

Chart 7 - Onsite Information Technology Staff

5.2 Health IT Adoption

5.2.1 Adoption of EHRs
Most of the survey respondents (18 out of 22 or B@f/healthcare providers indicate that they
are adopting EHRs, and all or part of their patehealth records are recorded in electronic
format. However, only 7 of them indicate that aHtipnt health information are recorded

electronically, and 11 organizations having mixelectronic and paper medical records.

Only 4 organizations (18%), indicate that they ad have electronic records and all patients’
medical record as still paper records (See Chafitr@se organization are the same 4 organizations
indicate that they do not have onsite IT staff. fEfi@re, the trained workforce from Information
Technology (IT) professionals is essential for ltedl implementation. Moreover, all these

organization are from private sector and all ohtteae small-size medical centers or clinics
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Are you using Electronic Health Records (EHRS) in gur hospital/clinic?
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Chart 8 - EHRs Adoption

5.2.2 Adoption of Telehealth
Half of the twenty two organizations respondedi®durvey, already implemented or planning to
implement other health IT such as Telehealth. Thfékem already adopting telehealth, one from
each sector (Government, Semi-government, andtByiva addition, the remaining eight do have
plan to implement, among them 5 from the privatd@eand 3 from government.
In the same time, the other half or 11 organizatiame not implementing telehealth, seven of them
indicate that they do not have any plan, while akieer 4 organizations did not respond to the

question (See Chart 9).

Are you adopting telehealth in your organization?
4 3
18% 14%

OYes @No, and no plan to implement  ONo, but we plan to implement  O(Did not answer)

Chart 9 - Adoption of telehealth
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5.2.3 Healthcare Providers (not adapting EHRS)
5231 Intention/ Plan to implement EHRs
Half of the four organizations that are not impletireg EHRs don't not have any intention or plan
to implement health IT in the future. However, titleer half intending and have plan to implement
EHRs within 2 years (See Chart 10 and Chart 11).

Do you intend to use Electronic Health When you will adopt and utilize EHRs?
Records in your hospital /clinic?

Oless than ayear M1 -2 years

OYes BNo 03 or more years Ol don't know

Chart 11 - Intention to implement EHRs Chart 10 - Paln to implement EHRs

5.2.3.2 Top 5 reasons preventing EHRs implementation

Organizations that are not implementing EHRs w&e@so select the top 5 reasons preventing
them to implement EHRs system. All of them indidhta&t cost of purchasing a system is the most
important reason. Followed by lack of dedicateéf sbamplement and maintain the system which
selected by 75% of these organization. Additionatither reasons selected by 50% of these
organizations such as: concern regarding maintiquality of care for my patients, don't know
how to select the proper system, and Lack of tchstaff to implement and maintain the system.
Finally 25% of them selected other different reas(®ee Chart 12).

86



Please select the top 5 items from the list beloagcording to what is preventing you
from adopting and utilizing EHRs for your practice.
100% -
75% -
50% -
25% -
04 -
0% 100%
Ol do not understand the benefits/ivalug of
EHRs 0.00%
u Not comfortable using a computer 25.00%
u Lack of internet access 0.00%
m Concern regarding maintaining quality
of care for my patients 50.00%
®Too many choices of EHRs available
in the market 25.00%
m Too few choices of EHRs available in
the market 0.00%
m Don't Know how to select the proper
system 50.00%
m Cost of purchasing a system 100.00%
Annual maintenance cost 50.00%
Privacy and security 0.00%
mlack of dedicated staff to implement and o
maintain the system 75.00%
m Lack of trained staff to implement and o
maintain the system 50.00%
Lack of patient awareness 25.00%
| don't want to Implement EHRs 25.00%
Other (please specify) 25.00%

Chart 12 - Reasons preventing EHRs implementation

5.2.4 Healthcare Providers (adapting EHRS)
524.1 Top 3 reason behind adopting EHRs
Organizations that are implementing EHRs from altters (Private, Semi-government, and
Government) was asked to select the top most impbthree reasons that encouraged them to
take the decision to implement EHRs. 76% of thesgamzation indicate that improve
organizational operations and capture data to ingmeporting capabilities are the top most
important 2 reasons. Followed by Ability to comnuate with other healthcare providers to

coordinate care which selected by 65% of thesenzghons. At the same time, about half of
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private organizations indicate that, improve bdliand collections is one of the most important
reasons affects their decision to invest and impl#rEHRs (See Chart 13).

Please select the top 3 items from the list beloagcording to what is most important
to you when adopting and utilizing EHRs for your practice.

Capture data to improve reporting capabilities

0,
(e.g. population health, quality... B | 76%
Improve billing and collections I 5
Posnlor_] the organization for growth and | 41%
expansion B
Improve organizational operations 1 76%

Ability to communicate with other healthcare

: - I 65%
providers to coordinate care B
Maintain a competitive advantage I 24%

0% 20% 40% 60% 80% 100%

Chart 13 - Reasons behind EHRs Adoption

5.2.4.2 Percentage of Operating Budget Dedicated to Healt
Only 22 percent of the eighteen organizations @natimplementing EHRSs, indicate that they are
dedicating more that 5% of the organizations opanat budget to health information technology.
Whilst, the remaining organizations are dedicaliegs than 5 percent or not dedicating fixed
percentage, and health IT budget is prepared gmawagd as per the actual needs (See Chart 14).

What is the percentage of operating budget dedicatieto adopt health information
technology in your organization?

6%
>5% 22%

| 11% 00%
3.1%t0 4% — 6% B0% to 1%
i 28%
1.1% to 2% | : 17% 01.1% to 2%
—F
0% ‘ . 6% 02.1% to 3%
0 1 2 3 4 5 6 m3.1% to 4%
0, 0, 0, 0, 0, i
0% 0% to [1.1%1t0(2.1% t0|3.1% to|4.1% to S50 (Did not
1% 2% 3% 4% 5% answer)
ONo. of responses 1 1 3 5 1 2 4 1

Chart 14 - Budget dedicated to Health IT
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5.3 Adoption of EHRs functionalities to improve quality, safety, and

efficiency and reducing health disparities
This question aims to capture the current statubefmplemented EHRs in different healthcare
organization from all sectors in UAE. EHRs functdities that can improve efficiency, safety,
quality and reduce health disparities. These fanatities including: providing health care team
access to comprehensive patient health data, @ngputerized Provider Order Entry (CPOE),

applying clinical decision support at the pointafe, and others.

Almost all of the eighteen healthcare organizatitret adopting EHRs, are implementing or
planning to implement EHRs core functions suchresording patient demographics, record and
chart changes in vital signs, maintain active matha list, use computerized provider order entry
(CPOE) for prescription and laboratory orders, ram list of current and active diagnose,

maintain an active medication allergy list, and lempent drug formulary checks. In addition,

about 94% are recording laboratory results as stred data. Moreover, about 78% are able to
generate lists of patients by specific conditiomsl ayenerate and transmit e-prescriptions
electronically (See Chart 15).

EHRs functionalities that fully implemented in oneall units
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Chart 15 - EHRs functionalities that fully implenteshin one/all units
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However, the implementation ratio of clinical déamssupport functionalities are less than others
functions. 67% of the organizations that are adtgpEHRS are implementing at least one clinical
decision support rule. In addition, 22% do notéamd do not plan to implement clinical decision
support functionalities. Moreover, only 61% arglementing drug-drug interaction checks and
drug-allergy interaction checks, and 22% do noehtawd do not plan to implement (See Chart 15
and Chart 16).

Only 50% of healthcare providers indicate that tlaeg reporting clinical quality measures
electronically to any entity outside their organi@aa. On the other hand, 33% indicate that they

do not have this capability in their EHRs and a&hszy do not plan to implement. For full responses

see Table 8
Response with "no implementation and no specific phs
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Chart 16 - Responses with "no implementation andp®zific plans"
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Fully Fully Began No ”
implemented | implemented| implementation| implementation o
in all units inatleast1| orresources | and no specific S
unit identified plans -2
n 0 0 g &
o g _g o g ,g o g ,g s} g _g o
cgl © og G o ] [ol=% ] o
= g @ = g nd = § nd = § @ c
Computerized Provider Order Entry
(CPOE) For prescription and Laboratory | 16 89% 1 6% 1 6% 0 0% 18
orders
_Implemgnt drug-drug/drug-allergy 10 56% 1 6% 3 17% 4 2204 18
interaction checks
Generate and transmit e-prescriptions ] 67% 2 11%3 17% 1 6% 18
Implement drug formulary checks (Check
electronically if prescribed drugs are in 14 78% 3 17% 1 6% 0 0% 18
formulary or preferred drug li
Recording Patient demographics 1 89% 1 6% 1 6% 0 % 0 18
Report ambulatory/ hospital clinical qualit
measures electronically to any entity 6 33% 3 17% 3 17% 6 33% 18
outside your organization
Maintain an up-.to-dr?lte problem list of 15 83% 2 11% 1 6% 0 0% 18
current and active diagnoses
Maintain active medication list 17 94% 0 0% 1 6% 0 0% 18
Maintain an active medication allergy list 14 89% 1 6% 1 6% 0% 18
Record and chart changes in vital signs 1 100% 0% p O 0% 0% 18
Record smoking status for patients ages ] 11 61% 5 11% 0 0% 5 28% 18
or older
Implement at least one clinical decision
support rule related to specialty or a high
priority hospital condition along with the 9 50% 3 17% 2 11% 4 22% 18
ability to track compliance with that rule a
the time of care
Laboratory results are recorded as 16 89% 1 6% 0 0% 1 6% 18
structured data
Generate lists of patients by specific
condltl_ons to use f(_)r_ quality improvement 13 720 1 6% 1 6% 3 17% 18
reduction of disparities, research or
outreach
Send re_mlnders to patients for 12 67% 0 0% 3 17% 3 17% 18
preventive/follow up care

Table 8 - Adoption of EHRSs functionalities
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5.4 Engage patients and families in their care
Provide patients and their families with timely ess to health data, knowledge and tools to make

informed decisions and to be able to manage tlesiltin.

5.4.1 Provide patients with an electronic copy of their lealth information
10 out of 18 or about 56% of the respondents ifledtthat they are able to provide patients with
an electronic copy of their health information (uding: diagnostics test results, medication lists,
problem list, and medication allergies) upon reguadditionally, 33% indicated that the option
already there but not in use. However, eleven peiodicated they are unsure if they do have this
option in their EHRs (See Chart 17).

Provide patients with an electronic copy of their kalth information
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Chart 17 - Provide patients with an electronic caifyheir health information

5.4.2 Provide patients with timely electronic access tdheir health information
Only 6 out of 18 or 33% of respondents identifiedttthey can provide patients with timely
electronic-access to their health information tiglopatients’ portals or any other way. In addition,
28% indicated that they do have the option butimaise. On the other hand, thirty-nine percent
of the respondents identified that they do not Haiefacility or they are not sure if they have it
(See Chart 18).
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Provide patients with timely electronic access tadheir health information, through
patients' portals or any other way
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Chart 18 - Patients' electronic access to theirltreaformation
5.4.3 Use EHR to identify patient-specific education resarces and provide patient
with these resources
Forty-eight percent of the respondents identifiedytare currently providing patient-specific
education resources if appropriate. AdditionalB%®indicate that they do have this option in their
EHRs but option are not in use. However, twentyxeercent of the respondents identified that
they do not have this option or they are not sitleey have it (See Chart 19).

Use EHR technology to identify patient-specific edtation resources and provide those
resources to the patient
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Chart 19 - Provide patient-specific education reses
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5.5 Health Information Exchange

Exchange health information electronically among@ltieare providers, patients, and public

health agencies to improve coordination of careiammtove population and public health.

5.5.1 Improve coordination of care

Medication reconciliation
Twelve out of eighteen or about 67% of responderdicated that they can perform medication
reconciliation, when receiving a patient from amotprovider or believes an encounter is relevant.
This happen to ensure that medication informatmtiné chart in EHRs are accurate all the times.
In addition, about 6% identified that they do hakis option but option are not in use. Whilst,
Twenty-eight percent indicate that they do not higng option or they are not sure if they have it
(See Chart 20).

Capability to perform medication reconciliation, when receiving a patient from
another setting of care or provider
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Chart 20 - Capability to perform medication recdration

Exchange health information electronically with otrer healthcare providers outside
the organization

Eleven out of eighteen or about sixty-one percérnhe respondents point to that they currently
can exchange key clinical information electronigalith other providers/ Hospitals and patient-
authorized entities outside their organization. Kainical information include: discharge

summary, diagnostic test results, problem list,cpdures, medication list, and medication

allergies. Additionally, about 17% identified thdg have this option but option are not in use.
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However, Twenty-three percent indicate that theyndbhave this option or they are not sure if
they have it (See Chart 21).

Capability to exchange key clinical information eletronically with other
providers/ Hospitals and patient-authorized entities outside your organization
-l
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Chart 21 - Exchange health information electronigamong Providers

Exchange health information electronically with otrer providers inside the same
organization

About sixty-one percent (61%) of the respondené&niified that they currently can exchange
health information electronically with other proeid/ Hospitals inside their organization. In
addition, about 11% identified they do have this@pbut option are not in use. Whilst, Twenty-

eight percent of respondents indicated that theyat sure if they have this option or they do not
have it (See Chart 22).

Capability to exchange health information electrongally with other hospitals/ clinics
inside your organization
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Chart 22 - Exchange health information electroniigalithin the same organization
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5.5.2 Improve population and public health

Submit data to immunization registries
Submitting data to immunization registries throughdhe community makes historical
immunization data available easily for healthcan@sjalers and other institutions such as schools.
Additionally, will help to keep patient vaccinat®necords up to date. Therefore, improve public

health by reducing vaccine-preventable diseasesathating over-vaccination.

Nine out of eighteen or 50% of respondents indgc#tat they can submit data electronically to
immunization registries now. In addition, 28% irated that option is available but not in use. On
the other hand, Twenty-two percent indicated tiptibo is not available in their EHRs (See Chart
23).

Capability to submit electronic data to immunization registries or Immunization
Information Systems
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Chart 23 - Submit data to immunization registries

Submit syndromic surveillance data to public healtragencies
Submitting syndromic surveillance data to publialie organization will help to improve
population health at the national level. Large mubkalth databases are used for epidemiologic
analyses. Therefore, help public health decisiokersgato monitor and mitigate public health

threats.

Eight out of eighteen or about 44% of responderdiated that they are able to submit syndromic
surveillance data to public health organizationddifionally, 11% indicated that their system do

have this option but they are not using it. Whitetty-five percent of the respondents indicated
that their current system do not have the optiothey are unsure whether option is there or no
(See Chart 24).
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Capability to submit electronic Syndromic Surveillance Data to Public Health

Agencies
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Chart 24 - Submit syndromic surveillance data tblmuhealth agencies

Submit reportable laboratory results to public heath agencies
Electronic reporting of laboratory results to pabiiealth agencies will improve the completeness
of data that are necessary to identify diseaserealkis at the right time and track disease trends

over time.

About forty-four percent (eight out of eighteen)re§pondents identified that they are submitting
electronically to public health organizations tBpartable laboratory results data. In addition, 28%
indicated that are not submitting such data althdhgy can do with their current EHRs. However,
twenty-eight percent point to that they cannot stithese data electronically with their current

systems or they are unsure (See Chart 25).

Capability to submit electronic data on reportablelaboratory results to public health

agencies
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Chart 25 - Submit reportable laboratory resultsptablic health agencies
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5.6 Interoperability and standards

5.6.1 Terminology and vocabulary

The eighteen healthcare providers that are adojihigs was asked to identify which medical
coding sets/terminology are in use in each of UREEx

Table 9 constructed from their responses as thewolg, If any organization indicates that they
are using the mentioned coding set in any cityefoee the intersection between the coding set
and city will be “1”. Alternatively, if no one fra particular city select specific coding set then
the intersection between the coding set and citybei “0”, which mean that nobody from the
respondents is using this coding set in this city.

It's clear that not all cities in U.A.E are implentag same coding systems. Therefore, different
terminologies and vocabulary are in use in theed#fiit emirates. For example CPT (Current
Procedural Terminology) are in use in all emirateowever, ICD-9 CM (International
Classification of Diseases - Clinical Modificatiorg in use only in Abu Dhabi and Al-Ain.
Furthermore, ICD-10 CM (International Classificatiof Diseases - Clinical Modification) are in
use in Dubai, Ajman and Fujairah but not in us@lim Dhabi and Al-Ain (See Table 9).

— — < =G < < <
38| % g S £ | %E| § | &
2l c < E = S, &3 I =
<5 | = & & Z|2S| 6 | 58
CPT (Current Procedural Terminology)
1 1 1 1 1 1 1 1

HCPCS (Healthcare Common Procedure
Coding System) 1 1 0 1 0 0 0 1

Drugs (Greenrain Drug Codes)

1 1 0 0 0 0 0 0
ICD-9 CM (International Classification
of Diseases - Clinical Modification) 1 1 0 0 0 0 0 0
ICD-10 CM (International Classification
of Diseases - Clinical Modification) 0 0 1 1 1 0 0 0
DRG (Diagnosis Related Groupings
System) 1 1 1 1 0 1 0 0
LONIC (Logical Observation Identifiers
Names and Codes) 1 1 0 1 1 0 0 0
CDT (Code on Dental Procedures and
Nomenclature) 1 1 0 1 1 0 1 0
DDC (Dubai Drug Code)

1 1 1 1 0 0 0 0

Table 9 - Terminology and vocabulary by city
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5.6.2 Data content/structure standards

Only 7 out of 18 or about 39% of respondents irtdi¢hat they are adopting Clinical Document
Architecture (C-CDA) standards, among them 4 fravegnment sector and 3 from private sector.
Therefore, four out of five or 80% of respondemsf government sector are adopting C-CDA ,
while only 3 out of 13 or about 23% from non-govesant organizations adopting C-CDA. In
addition, 11 out of 18 or 61% of respondents mdsthem from non-government healthcare
organization indicate that their EHRs are compatiaith Health Level 7 (HL7) and can send and
receive HL7 messages (See Chart 26).

Select from the list below, data content/structurestandards that your systems are
using or compliant with

#
!
!
+ : ? & |/
) l;?1 01
[/ +)1
m230 ? !
] + ) / +)1 u; ?/,?71 & |/ 01

Chart 26 - Data content/structure standards

5.6.3 Structured vs unstructured date
Nine out of eighteen or fifty percent of respondeatiat are adopting EHRs indicate that they are
storing electronic health records as structured daty. Therefore, health data will be easy to be
collected and exchanged between systems, becaiseiie-defined, standardized, computer-

readable and typically quickly accessible from taase.

At the same time, the other 50% are storing eladatrbiealth data as mixed structured and
unstructured data (See Chart 27).

Unstructured data is the information that typicakyuires human efforts to read, capture and
interpret properly. It includes both handwrittefoimmation and machine-written on unstructured
paper forms such as signed patient consent founsy &oice dictations, scanned medical reports,
email messages and attachments and diagnostic smaljehese unstructured data relevant to the

patient will require extra efforts to be collectedptured and recorded into an organization’s EHRsS
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How you are storing the electronic health records?
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Chart 27 - EHRs data format

5.6.4 Broadband internet connection
Availability of broadband internet connection isicial for health information exchange between
the different entities involved in patient careftéen out of eighteen or about 83% of respondents
identified that they have broadband internet cotioedn all locations. In addition, eleven percent
indicate that they do have in some location butsén®ice is not available in some locations. At
the same time, only one of the small private médieaters indicates that they cannot afford the
service cost (See Chart 28).

Do you have broadband internet connection?

e
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Chart 28 - Broadband internet connection

5.6.5 EHRSs capability to communicate with other systems
Twelve out of eighteen or about sixty-seven peroémespondents indicate that their EHRs has
the ability to communicate to other systems throwgl services or any other way and they are
using this option. Additionally, twenty-two perceintdicate that option is there but not in use.
whilst, only eleven percent pointed to that the#tRS do not have this capability (See Chart 29).
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EHR system has the ability to communicate to othesystems through web services or
any other way?
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Chart 29 - EHR system has the ability to commugitabther systems

5.6.6 EHRs capability to exchange data electronically wit personal health records
Thirty-three percent of respondents identified thair existing EHRs has the ability to exchange
data electronically with mobile health applicatippsrsonal health records, wearable devices, and
home health monitoring devices and they use thpalgities. In addition, 39% indicate that their
EHRs have this capabilities but not in use. Onatiner hand , twenty-nine percent indicate that
their systems do not have this capability or thesue (See Chart 30).

EHR system has the ability to exchange data electally with personal health records,
mobile health applications, wearable devices, andoime health monitoring devices?
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Chart 30 - Personal Health Record and EHRs Linkage

5.6.7 EHRSs capability to submit e-claim and receive respuse electronically
without any manual transaction

Ten out of eighteen or 56% of respondents ideqtiffeat they their systems can communicate
direct to e-claim portals to send and receive eycldata without any manual transaction. In
addition , all of these ten are private organizatjdn other words 10 out of 12 or about 83% of
private organizations indicate that their existEigRs have the capability to communicate and

exchange data with e-claims portal electronicdlyFact, all these organizations are distributed
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over Abu Dhabi, Al Ain, and Dubai. However, all ggument organizations indicate that this

capability is there but not in use (See Chart 31).

The system can submit e-calim and receive responfsem e-calim portal electronically
# without any manual transaction?
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Chart 31 - Linkage between EHRs and e-claims psrtal
5.7 Health information privacy and security

5.7.1 Implementation of security and privacy protections
About eighty-nine percent of respondents indicdked they are adopting adequate privacy and
security protections (i.e., HIPAA Privacy and SéiyuRules) for their patients' health records.
Whilst, only 2 or 11% identified that they are sore (See Chart 32)

Are you implementing adequate security and privacyprotections for patients' health
Information in your system (i.e., HIPAA Privacy and Security Rules)

m230 !

Chart 32 - implementation of privacy and securities

5.7.2 Notifying patient about disclosure for personal helih information
About Seventy-two percent (13) of respondents eteithat they are notifying their patient about
any disclosure for their personal health informratiat the same time, 22% point to that they are
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not notifying their patients in such cases. Morepwaly 1 is not sure whether they are notifying

the patients or no (See Chart 33).

Do you notify the patient about any disclosure fotheir personal health information?

m230

Chart 33 - Notifying patient about disclosure ofgmnal health information

5.7.3 Inform patients about how their health information will be used and shared

Eleven out of eighteen or about sixty-one percémégpondents indicate that they are informing
their patients about how their health data wilshared and used. Whilst, 39% of the respondents
indicated that they are unsure or they are notiniiog their patient (See Chart 34).

Do you inform the patient about how their health irformation will be used and shared?

m230

Chart 34 - Inform the patient about how their hafiformation will be used and shared
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5.7.4 Health information segmentation
Only eight out of the eighteen or about 44% of cesjents indicate that health information in their
EHRs can be segmented. Therefore, the patientkeasption to select which part of their health
information can be shared to protect the confiddityi of sensitive health information. On the
other hand, about 33% indicate that this optiomas there in their system. Moreover, 22%
mentioned that they are not sure whether their ER&sthis capability (See Chart 35).

Are health information in your system segmented spatient has the option to select
which part of their health information will be shared?

m230 " $

= H2 2

Chart 35 - Health information segmentation
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Chapter 6: Discussion

In this chapter, the proposed conceptual modellelhpplied to the current status of healthcare
system in UAE. The purpose is to evaluate theinead of health organizations and health system

in UAE for the transformation journey and inforneattidriven healthcare.

As discussed in the previous chapters, any natidsetable to achieve that transformation there
are three main stages. First, health organizatiees to adopt Health IT and use it meaningfully.
Second, health information should be shared andagged freely in a secure way and preserving
patient privacy. Third, interoperability among ajlstems in the different health organizations
nationwide. In fact, Health information exchangel anteroperability can be done parallely or

sequentially.

6.1 Readiness for transformation

6.1.1 Health IT Adoption
The Majority of healthcare providers in U.A.E fraooth private and government sectors are
adopting electronic health record system. Howenwet, all of them are recording all health
information in electronic format. In Addition, atlof these organizations still having mix of
electronic and paper medical records. Moreover,alidhese organizations recording all health

data in structured format but they are having niigtructured and unstructured data.

Therefore, a lot of efforts will be required froradithcare providers in U.A.E to transfer all health
paper records to electronic records. additionaigy should ensure that not only health records

are recorded electronically but also should bendsmbas structured data.

Most of healthcare organizations that are adop#itdRs indicate that they are currently
implementing or planning to implement the core tiores of electronic health record systems.
However, not all of healthcare providers are immatng clinical decision support system.
Therefore healthcare providers at the time of pastiy any EHRSs, they should make sure that

these systems have clinical decision support fanatities.

Healthcare providers from all sectors that are am@nting EHRs indicate that the top most
important reasons that encouraged them to adoptsEHI®& Improve organizational operations,

capture data to improve reporting capabilities, ability to communicate with other healthcare
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providers to coordinate care. Additionally, abowatfhof private organizations indicate that,

improve billing and collections is one of the mosasons affects their decision to invest and
implement EHRs. In sum, most of healthcare pragide U.A.E are aware of the importance of
the adoption of Health IT. However, monetary inoezd can play a major role to encourage the

adoption of Health IT in the private sector.

Although a lot of healthcare providers can prowideir patients with an electronic copy of their
health information. At the same time, only few bé&mn indicate that they are providing their
patients with timely electronic access to theirlthemformation through patients’ portals or any
other way or providing patient-specific educatiesaurces. Therefore, awareness of importance
of patient engagement in their healthcare are Istl in UAE. Furthermore, more efforts are
required to encourage patient engagement and mrovadients and their families with the

necessary tools and knowledge to make informedsbes and to be able to manage their health.

On the other hand, some healthcare providers dohhave any intention or plan to implement
EHRs or any other health IT in the future. Thesgaoizations indicate that the top barriers that
preventing them to adopt the different Health ITludle cost of purchasing a system which
consider the most important reason from their pofntiew. In Addition, lack of dedicated and
trained staff to implement and maintain the syst®loceover, some of them pointed to concern
regarding maintaining quality of care for theiripats, and lack of the necessary knowledge about
how to select the proper electronic health recgedesn. Therefore the government should work

to mitigate such barriers.

Adoption of other health IT such as telehealth\eme low among healthcare providers in UAE,
although such technologies can play very importalg as a groundbreaking way of providing

fast, high-quality and convenient healthcare seszic

Telehealth can increase access to healthcarerfmteepatients in rural and other places that lack
of appropriate care and improves health outcommesigh the early diagnosis and treatment for
remote patients. Additionally, Telehealth can @uhealthcare costs through home monitoring
programs that can reduce the high-cost of hospitals and reduce the high cost of patient

transfers for emergency cases. Moreover, Teldheal help in addressing shortages and mis-

distribution of physicians and nursing staff amdeglthcare providers.
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Therefore, government may prepare outreach progianiealthcare providers in UAE about the
importance of the adoption of health IT and encgerand support healthcare organizations to
adopt such technologies.

6.1.2 Health Information Exchange
Some healthcare providers in U.A.E that compldtedstrvey indicate that they can exchange key
clinical information electronically with other primers whether inside or outside their
organizations. However, still big portion of themmbt have this ability. Key clinical information
include: medication list, medication allergy, diaofpe summary, problem lists, and diagnostic test

results.

In addition, more efforts are required to enhaheesubmission of health data electronically to the
different health public organizations such as imination registries, syndromic surveillance, and
reporting of laboratory results. The electronicraigsion of health information to public health
organizations will help to improve population hbadt the national level. Moreover, will help

public health decision makers to analyze, monitat lamit public health threats.

Many initiatives done by the different health autihes in UAE that aim to foster health
information exchange among all entities that areolved in patient care (e.g., healthcare
providers, insurance companies, pharmacies, govarhirealth organization). These initiatives
include:

6.1.2.1 Health Authority Abu Dhabi (HAAD) initiatives
HAAD is the regulative body of the healthcare settat defines the strategy for the health system
in the emirate of Abu Dhabi. In addition, Among HBAesponsibilities is to ensure excellence in
healthcare for the community by monitoring and gsialthe health status of the population and
the performance of the health system. MoreoverAtithority also aims to develop and implement
projects and work plans necessary for promotindfitneare in Abu Dhabi, improving the methods
of disease treatment and prevention (HAAD, 201AB initiatives include:

HAAD’s e-claim system

According to McMeans (2008), The new electronidtieiasurance claim (e-claims) system aims
to reduce paperwork that are time consuming, spgedlaim processing and payments, and

increase transparency. Digitizing claim paymentskesaprocessing of insurance information
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easier, facilitate the tracking of changes in he#aknds, and HAAD will be able to react more

quickly to the different situations and makes mafermed decisions.

Healthcare organizations in Abu Dhabi can exchdregdth information and claims electronically
and report to HAAD through “Shafafiya” web servic&hafafiya portal describes HAAD data

governance around health data, standard, and tedtspiecifications.
E-Notifications System for Infectious Diseases

HAAD launched in 2009 its new e-notification systén infectious diseases reporting as a part
of the ongoing efforts to improve the healthcarsteys. In addition, HAAD mandate all

healthcare providers in Abu Dhabi to use the nestesy. The new electronic system is a
replacement for the existing paper based systethaatirect communication and feedback tool

among HAAD and physicians.

The new e-notification system aims to provide HAWIDh real time notifications about infectious
diseases. Therefore, improve HAAD response andirressl, and limit infectious diseases
prevalence across the emirate of Abu Dhabi (WAMY90

Pharmacy Benefit Management (PBM) and E-prescriptio

HAAD makes it mandatory for all health insurersAbu Dhabi to implement Pharmacy Benefit
Management (PBM) system in 2012. The PBM initigtneguires all Abu Dhabi’s pharmacies to
seek pre-approval on the prescribed medicationtreld@cally from health insurers through

“Shafafiya” web service.

In addition, The National Health Insurance Compébgman) announced in 2012 its plans to
introduce E-prescription services. E-prescriptimnan automated system that checks for harmful
drug interactions and possible overdosing, acdel@rsurance claims processing, and provide

prescription history for Daman's members (Khalag)és, 2012).

6.1.2.2  Dubai Health Authority (DHA) initiatives
In June 2007, His Highness Sheikh Mohammed bin idashMaktoum, Ruler of Dubai, Vice
President and Prime Minister of the UAE issued LEBmo create The Dubai Health Authority
(DHA). DHA has main vision including the strategiwersight for the whole health sector in

emirates of Dubai and boost private sector engageme
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The DHA's main aims include: provide an effectimecessible, integrated healthcare system,
protecting public health, and improve the qualitjife not only for nationals but also for resident
and visitors within the Emirate of Dubai. Additidlya DHA provide healthcare services through
its healthcare facilities that comprising hospif@sibai, Latifa, Hatta and Rashid), and specialty
centers (i.e. the Dubai Diabetes Center) and DigAfsary health centers that are spread all over
Dubai (DHA, 2015). DHA initiatives include:

eClaimLink

DHA announced in 2012 that, all claim transactibesveen healthcare providers and payers in
emirate of Dubai should be electronic (eClaimsjtistg 1st of January 2013. DHA established
eClaimLink portal project that aims to make alltfes involved in patient care speak a unified
health language through the implementation of iethcommunication structured. In addition,
to provide a centralized tracking system for hedéta, and facilitate clinical and financial eClaim
process among patients , healthcare providers,rpaged authorities. Therefore, enhance
efficiency, quality of care, and reduce abuse, dramd mistakes in the emirate of Dubai
(eClaimLink, 2012).

e-Prescription (eRx) Initiative

In 2013, DHA introduced the e-Prescription (eRxj)iative. eRx initiative is a computer-based
electronic creation, transmission, and filling ahadication prescription that replace the existing
paper-based prescriptions. e-Prescription becamedawary for all Providers\Clinician's,

pharmacies, and payers in Dubai starting Januay2Q%4.

eRx allows healthcare providers\clinicians to elmatally transmit a medication prescription to
eRx Hub in the Dubai Health Post Office (DHPO), amckiving coverage feedback in real-time.
Then the pharmacist will download the prescriptbectronically when the patient will visit the
pharmacy to get coverage authorization before tbdication will be dispensed to the patient. e-
Prescription will help to reduce medical errorsn#igantly and maximizes patient health and
safety. Additionally, will help health insurers toanage medication expenses, reduce patient

waiting time significantly, and reduce the time-saming paperwork.
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eClaimLink solution provides two ways that can Bedito connect to the DHPO\eRx Hub, either
through online portal or through direct integratieith the DHPO\eRx Hub though web services.
(eClaimLink, 2013).

Electronic Referral Transaction (eReferal)

In 2014, DHA introduced eReferral initiative thama to give more control over the insurance.

eReferral is a computer-based patient referrabsystmong specialist and General Clinicians that
are working within the same facility or in diffetemealthcare organizations. The eReferral system
will enable insurance companies to track patiesmigfers among different physicians based on

physicians’ specialty or specialty group throughRMeReferralHub.

The Mandatory Insurance Law (11) in Dubai aimsireéase the insured population in Dubai up
to be three folds the current market size by tiee @?2016. Therefore, DHA strive to introduce
new smart electronic systems to make the transectasier, gain visibility, and control the

expenditures to achieve a cost effective healthicem@&rance sector (eClaimLink, 2014).

6.1.2.3  Ministry of Health (MoH) initiatives
Wareed

Wareed launched by Ministry of Health (MoH) in Omgo 2008. Wareed is MoH initiative to link
and integrate electronic medical records in all Mablic hospitals and affiliated clinics across
Dubai and the Northern Emirates. In addition, Wdréealth information platform, aims to
automate all healthcare processes across the salepartments such as radiology, pharmacy,

pathology, registration, and emergency.

Wareed, provide a unified medical record numberdach patient across MoH facilities. The
unified medical record number called Community MetiRecord Number (CMRN). CMRN will
help to eliminate duplication and reduces medicatioors, registration times, length of hospital

stay, and adverse drug reactions.

Wareed has linked 14 hospitals and 25 clinics actles country. However, implementation of
Wareed faced some challenges because of the laftkrefoptic connections in some clinics’
locations (Khaleej Times, 2014b).
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In summary, the different health authorities in UEAare striving to enhance the existing health
system. However, they are working individually ahedre is no one strategy to unify all the efforts
toward one health system for all emirates.

6.1.3 Interoperability
Interoperability among the different health IT ®yst is the utmost goal for the transformation
journey. Interoperability supports coordinationcafe among all entities that are involved in care
process, facilitates informed decision-making, ioyas patients’ engagement in their healthcare.

Therefore, improve the overall population healtid eeduce healthcare expenditure over the time.

To achieve Interoperability and to make the rigitbhdavailable to the right people and at the right
time, all Health IT systems and products shouldabk to talk the same language. Thus,
Interoperability can be achieved only by the impeation of unified standards, vocabulary and

terminology, content and format, and secure netwdrkstructure.

Although the different health authorities in U.AaEe trying to unify the vocabulary, terminology,
and standards. However, the different emiratedavéng different systems and not all emirates
in U.A.E are implementing same standards and thie saedical coding systems. As discussed in
the analysis chapter ICD-10 CM (International Cifasation of Diseases - Clinical Modification)
are in use in Dubai, Ajman and Fujairah but natse in Abu Dhabi and Al-Ain. In addition, ICD-
9 CM (International Classification of Diseases in{€lal Modification) is in use only in Abu Dhabi

and Al-Ain. Whilst, CPT (Current Procedural Ternlimgy) are in use in all U.A.E cities.

In addition, as discussed in analysis section feslrer of healthcare providers are adopting
Clinical Document Architecture (C-CDA) standardsishof them are government organizations.
Whilst, most of private healthcare providers intkcthat their systems are compatible with HL7
messaging. Therefore, there is no unified conteEntsire standards are in use by all healthcare

organizations in all emirates.

Moreover, although availability of broadband inttrnonnection is crucial for health information
exchange and interoperability, but broadband imstieis not available in all areas of the U.A.E
emirates. Therefore, more efforts should be donéhbytelecommunication companies and the

government to provide the service to all locatimthie country. Additionally, the government can
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support the small clinics and medical centersd¢hatnot afford the high cost of broadband internet

service.

Furthermore, all health information should be reéeor in structured format to support
interoperability. Nevertheless, big portion of tiealth data are recorded as unstructured data in
the different healthcare organizations in U.A.Eefigiore, more efforts will be required from all
healthcare providers to transfer all unstructurathdo structured format that can be exchanged
easily between the different systems. For exaniNddural Language Processing (NLP) tools can

be used to extract structured data from the freledi@cuments.

Although e-claim portals of Abu Dhabi health auibhoand Dubai health authority having the
option to be integrated with the different systemiealthcare organizations though web services.
Despite that, not all healthcare organizationsiategrating their systems with portals to have

direct communication without any human interaction.

Finally, not all the existing systems that are dddpby healthcare providers in UAE can
communicate and exchange health information elpeictatly with personal health records, mobile
health applications, home health monitoring deveed wearable devices. Therefore, standards

should be identified by health authorities and $thdwe applied by health IT vendors.

6.1.4 The building blocks

6.1.4.1 Vision and Leadership
According to The Ministry of Cabinet Affairs (MOCA2010), UAE government strategy for the
years 2011-2013 launched by His Highness Sheikhavwhed Bin Rashid Al Maktoum. The
strategy have seven priorities among them “Worlds€IHealthcare”.

To achieve a world-class healthcare system, tladegly defined three main strategic directions

include:

1. Ensuring universal access to healthcare services
The government aims to ensure that all UAE nat®aatl residents have access to primary
healthcare, and healthcare services should beaslaih all regions.

2. Providing world-class healthcare services
By providing health care services with high qualitgit cope with the universal standards.

3. Reducing epidemic and health risks
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The government aims to reduce the spread of disénspromoting the healthy lifestyle.
In addition, the government and seeks to increhsepreparedness of public health

organizations to deal with epidemics and healtbats:

Policy makers in the different U.A.E emirates anmmad their visions for health care reform. In
2013, Dubai Health Authority (DHA) announced thsion of the Dubai Health Strategy 2013-
2025. The strategy include 43 initiatives, and sdelachieve four main aims; easy access to health

services, quality, competitiveness and investmaemd,awareness and prevention (DHA, 2013).

Additionally, In 2014, Health Authority — Abu DhalfHAAD) announced Healthcare Sector
strategic plan for the next 5 years for the Emidt@&bu Dhabi. The strategy include seven key
areas or priorities and 58 initiatives to achidwese priorities. Among these priorities “E-Health”
programme that seek to facilitate the exchangealth information between healthcare providers
by creating a health information platform in Abudbin E-Health programme will help to achieve
the other six priorities: healthcare quality impeawent, continuum of care, ensuring value for
Money, Preparedness for Emergency, Prevention s#d3ie, and Wellness (HAAD, 2014).

In summary, although the different health authesitn U.A.E are striving to achieve the national
health strategy. However, they are working on ates-level and there is no national unified

Health IT strategy.

6.1.4.2 Supportive regulatory and cultural
U.A.E government announced the national healtliegiya and also the different health authorities
in the different emirates announced their stragedreaddition, UAE carried out many initiatives
that would foster health information exchange t@rove healthcare, and pave the way for

healthcare reform in the country.

On the other hand, changing the culture for botiepts and healthcare providers still need more
care. In fact, there is lack of the outreach prograhat increase the community awareness about
the benefits that can be realized by accessinguaimy of health information. Moreover, the
culture of healthcare providers in UAE, need tachanged as decision making should be based
on evidence and knowledge that generated from theaformation rather than physicians'

experience.
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6.1.4.3 Standards & Health IT Certifications
In the different U.A.E emirates, there are différemcabulary and terminology (i.e., in Abu Dhabi
healthcare providers are using ICD-9, while in Oubare are using ICD-10. In addition, not all
data recorded in EHRs in the different healthcargawizations are following the same
Content/structure standards. Moreover, not all detarded as structured data. Furthermore, there
is no nationwide defined standards that should dievied by the different IT systems and

products while capturing, recording, and exchangiealth information.

Additionally, there is no Health IT certificatioms UAE to ensure that all EHRs are having the
necessary capabilities, functionalities, and ségcymiotections. EHRS’ certification is necessary
also to ensure that all health IT products andesystare following the same standards that support

heath information exchange and interoperability.

6.1.4.4 Robust Technology Infrastructure
The different health authorities in the differerAE)emirates have started in the last few years to
build health information platforms at emirates-levehe existing health information exchange
models in Abu Dhabi include; e-claim, E-Notificat®System for Infectious Diseases, Pharmacy
Benefit Management (PBM) and E-prescription. In Biulhese models include; eClaimLink, e-

Prescription (eRx), and Electronic Referral Tratisac(eReferal).

However, until now there is no nationwide robustht@logy infrastructure governed by clear
standards to build a fully integrated health systkat support health information exchange and

interoperability on the national level.

Moreover, not all individuals and healthcare orgatons in UAE are having broadband Internet
access. Either because the service is not availalz# locations or because of the high cost of
this service. Therefore, this can be a barrietialth information exchange among healthcare

providers and the patients.

6.1.4.5 Engagement
To achieve healthcare reform, it is very importantommunicate the national aims and strategies
with all stakeholders from government, healthcarevigers, payers, and the public. This
engagement will increase the awareness and pravidewhole community with a better
understanding for the national directions to imgrdnealthcare through gathering, exchanging,
and using health information.
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Although the different health authorities in U.AalEe striving to achieve healthcare reform and
committed to accomplish a continuous initiativesvBrtheless, it seems that the main aims behind
these initiatives are not clear enough for all. égplained in analysis section, fifty percent of
healthcare providers that participated in the spfvem private sector indicate that, the main
reason behind their decision to implement EHRs isfprove billing and collections. Therefore,
healthcare providers in UAE may not have enoughremess about the importance of health IT in

improving quality, efficiency, safety, and healthgeneral.

Furthermore, here is no national programs thairmerease healthcare providers knowledge about
the available health IT products and systems tbgegfited from the adoption and the use of such
systems. In addition, there is no programs thateskaidence and best practices on the use of
health IT to improve health.

6.1.4.6 Incentives
There is no direct incentive programs in UA.E teatourage healthcare providers to adopt and
use EHRs and other health IT products and serviediscussed in analysis section, cost of
purchasing and maintaining EHRs is the most impotbarrier that can prevent the adoption of
such technology. Therefore, incentive programsfoater the adoption of health IT.

6.1.4.7 Workforce training and support
Availability of the highly skilled IT professiongls crucial to adopt and maintain EHRs and other
health technologies nationwide. Therefore, it icessary to establish education programs
specialized in health informatics in all universstiand higher education institutes in the country.
According to data the web portal of CommissionAcademic Accreditation (CAA) ( 2015). In
UAE, although there are 75 licensed higher edunatistitutions that offer 858 of accredited
education programs. However, the number of edutgirograms specialized in health health

informatics or health information management ispenited (See Table 10).

Institution Level Program / major Concentration
Emirates college of technology Bachel|oBachelor of applied health | Health information
sciences management
Mena college of management (on probation BacheBachelor in health
informatics
Canadian university of dubai BachelpBachelor of science in health
information management

Table 10 - Education programs in health informatiorformatics, in UAE

Adopted from (CAA, 2015)
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In addition, in U.A.E there is no national suppoehters that can support healthcare providers to
select, adopt, upgrade, and use health IT. Antidcesinformation regarding best practices of the
adoption of EHRs and other health IT.

6.1.4.8 Privacy And Security Protections

Although most of healthcare organizations in U.Ae adopting Privacy and Security Rules.
However, big portion of these are not informingitipatients about how their health data will be
used and shared, or notifying their patient abaytexposure for their personal health information.
Additionally, few of healthcare providers includiedthe study indicate that health information in
their existing EHRs can be segmented. Health indbion segmentation is necessary to determine
which segment can be shared and which cannot vedst@protect sensitive health information
confidentiality.

Concerns related to health information privacy aedurity can be a barrier toward the adoption
of health IT and health information exchange. Tferee health information privacy and security

should be guaranteed while:

Storing these information in electronic health relsoor any other repositories.

At the time of health information exchanges amoatignts, providers, payers, pharmacies
and any other entities involved in the patient care

Exchange health information with public health arigation or for secondary uses such as
research purposes.

Protecting health information privacy and secuatg one of the core responsibilities of the

government.

6.1.4.9 Research & innovation
In October 2014, His Highness Sheikh Mohammed laishitl Al Maktoum launched a National
Innovation Strategy that aims to place U.A.E witlsieven years among the most innovative
nations in the world. The Strategy focusing onesegectors including renewable energy,
education, transport, technology, health, spaagwater (Khaleej Times, 2014a).

The first phase of the national innovation strategy be completed within three years and

includes 30 national initiatives . These initiaBvaclude new legislation, incubators, innovation,
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incentives for private sector, international resbgrartnerships, investing in specialised skilgl a

an innovation campaign within government.

In healthcare sector, the strategy will encouragdyaaced technologies in healthcare services.
Additionally, will work with strategic partners foster medical research and motivate the growth

of the pharmaceutical and biotechnology industries.

6.1.5 Mobile health (m-Health)
According to Bell (2014), As part of a wider m-Hiébaprogramme across the UAE the Ministry
of Health (MoH) has signed two-years agreement watbcoms operators etisalat and du. The
agreement aims to deliver sustainable mobile hestiiices and products related to health and
wellness. In addition, this programme aims to patérly support patients with non-

communicable diseases such as diabetes, respieatdrgardiovascular diseases.

m-Health programme cope with UAE’s Vision 2021 thahs to deliver world-class healthcare
for both nationals and expatriates. The Ministadeélth, Abdul Rahman Al Owais said, “Mobile
health technology is at the heart of our strategyeliver medical services that tackle the growing

burden of non-communicable diseases.” (Bell, 20Id)health programme will offer:

Remote patient monitoring and diagnosis.
Patient health education.
Tele-health and medical video conferencing

Track a patient’s conditions such as obesity contancer, diabetes.

In 18th of May 2015, du launched the first wellnes® in UAE. The wellness hub is an online
portal dedicated to help the public to live a Hdalt and more active life. Wellness hub offer
variety of services and products include; wellngssices, health checkup, gym memberships,
family activities, health food, and much more. Jdvhaikh (executive vice president of digital
business, du) said, “Health and wellness are semaithational focus - as a leading UAE company

we are committed to supporting this objective.”(RQ15).

6.1.6 Language Barriers
Language can be a barrier to achieve the aimsalfiteare reform in many aspects. It can hinder
the delivery of safe and high-quality healthcamegatients, and also it can be a barrier for p&ien
engagement.
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Accoring to Partida (2007), language can challeang breakdowns the communication between
physicians and patients. This not only happen wiigsicians and patients are speaking different
languages, but also can happen when both patiedthair doctors speak the same language. The
reason behind that, vocabulary and terminologié&aithcare environment use different language

than what the average person use in their daigsliv

Failure in communication among caregivers and thaiients can hinder the delivery of safe and
high-quality care to patients especially for thqsients with limited english proficiency.

Therefore, this can increase the medical errord@adverse events.

According to Flores et al. (2002), language antlcealissues can affect quality of care and health.
Additionally, Failure to handle these issues innpodf care may result in many adverse
consequences. These consequences including mediced, fewer prescriptions , using harmful

remedies, informed consent difficulties, decregsadents' satisfaction, and increase cost of care.

Language and culture gap between clinicians and pagient are increasing with the innovation
in healthcare. Therefore, it's necessary to imppmtéents health literacy that include speaking,
listening, and conceptual knowledge. Thus, patie#itde able to understand health instructions,
forms, and interactions (Partida, 2007).

Accrding to Coulter and Parsons (2008), patientagagient can help to provide better health,
reduce medical cost, and improve patients satisfacvloreover, patients can play an important
role in managing their chronic disease, choosiny@piate treatments, and in protecting their
health.

Health literacy is essential to achieve patientagegnent. Patients that are not able to understand
the process and the basic health information,vatibe able to manage their health conditions or
take right and informed medical decisions. Imprgvirealth literacy is crucial to reduce health
disparities. Individuals with low health literacg\e less use of preventive services, more exposed

to medical and drug errors, higher rates of admist hospitals, and more poor health status.

Health literacy encompasses the individual's abibttread, understand, evaluate and use health
information to make suitable decisions about thealth and healthcare. Health literacy have three
main goals: provide necessary information and eoutafoster effective and appropriate use of

healthcare resources and to decrease health dilspari
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There are many ways to improve health literacyymmi@ patients engagement in medical decision,
and educate patients to play an active role irsdiemanagement of their chronic diseases. That

include:

Websites, patients portals, and other electrofiarimation resources.
Personalized Computer-based information systemwiatugl support.
Decision aids for patients, such as DVDs, or irdgva tools.

Written information that complement the clinicahsaoltations.
Training programs of communication skills for hbaglrofessionals.

Self-management education programs in chronic disea

At the same time, language can be also a barriengoove health literacy. Therefore, all health

literacy programs, tools, and resources should/béadole in both English and the local language.

In U.A.E, healthcare organizations almost recordifihealth information in English language
and big portion of doctors, nurses, and allied waditaff are non-arab. On the other hand, there
are many people who don’t speak english or thegligm proficiency is low to average, especially
those need more care from the elderly people amdemo Therefore, the government should give
more care for this important issue that can atfeetational aims that seeks to achieve health care

reform and achieve better care and better healtimdioviduals and population.

6.2 Recommendations

Based on the survey data analysis and the cuti@nossof Health IT implementation in UAE, and
with the guidance of the proposed conceptual modibere are a lot of recommendation that can
give some ideas for health sector decision maketinited Arab Emirates. In addition, there are

some recommendation for both healthcare providedsEddRs Vendors.

6.2.1 Recommendations for Government
- All health authorities and other organizations irred in health decision making in U.A.E
should cooperate and work together toward a unifegtbnal vision, goals and objectives.
And all parties should collaborate and should bmrodted to achieve that objectives
including the government, private and public seaod the public.
- Standards should be unified nationwide (e.g., healtabulary and terminologies, health

data content/structure, and security standards).
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The government can establish certification autiidat Health IT products to ensure that
all systems are following the national standarasadldition, to certify that health IT
products and systems has the ability to interopeséh different health data sources, and
enable health information exchange among diffesgatems.

To achieve the interoperability and to have a filkggrated national health system, UAE
should have a robust technology infrastructure.i#alhlly this infrastructure should be
compatible with the national vision, aims, and dtidae directed by a clear standards for
health information exchange and interoperability.

The government shall build on the existing techgglmfrastructure established by the
different health authorities. Therefore, the diéierhealth systems in the different emirates
should be integrated in one big system nationwidéead of building a new system from
scratch.

The government may collaborate with all entitieshsas, healthcare providers, individuals,
health insurance companies, technology developatsany others entities to foster health
information exchange that can improve healthcare.

Broadband Internet access should be available Hohealthcare organizations and
individuals to be able to exchange health infororaglectronically. Thus, the government
should ensure that service is available for all eméll locations inside the country. To
achieve that, the government can work with telecomgation companies to reduce
service cost and make the service available alf &we country. Moreover, broadband
internet can be subsidized by the government.

The government may establish outreach programisange the culture of both healthcare
providers and individuals. Outreach programs tmatmovide the community with a better
understanding of the national direction to imprinealthcare. Additionally, to illustrate
that health IT can improve efficiency, quality, amduce the cost of healthcare.

The government may establish incentives programs ¢an decrease the burdens of
healthcare providers to buy, implement, and main&HRs. At the same time, these
incentives can be combined with the condition @&f mheaningful use of such systems to
make sure that the use of health IT will lead tprioavements in efficiency and quality of

care.
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The government may create nationwide support cenibat will give a direct support to
healthcare providers while selecting, implementinggrading, and using health IT.
Moreover, to collect and share information regagdime best practices of the adoption of
EHRs and other health IT systems.

The government may support higher education irtgirts and universities to launch health
informatics education programs and competency exdis can help to ensure the
availability of the highly skilled IT professional€onsequently, thisill facilitate the
development, adoption and the support of EHRs #mek thealth information technologies
such as mobile health and telehealth technologies.

The government should continuously review and updak policies, procedures, and
regulations related to health information privaog @ecurity. Moreover, the government
should make sure that healthcare providers areyimygphdequate privacy and security
protections during the collection, storing, usiaggd exchanging health information.

The government should make periodic audit on heafth organizations to ensure and
expand the compliance with the HIPAA Privacy andusiy Rules. Furthermore, any
violation for of health information privacy and seity should be investigated and
penalties should be there, and make sure thabtineative actions has been taken.

The government shall encourage all healthcare gessito adopt telehealth, to reduce
health disparities between the whole populatiomlifocation inside UAE. Therefore,
patient in rural location can obtain high qualitinical services like patients that living in
U.A.E big cities. In addition, doctors in rural arean have second opinion and remote
training from highly skilled doctors in U.A.E bigties. Consequently, reduce high cost of
transferring patients in emergency cases and redigtecost of hospital visits through
home monitoring programs.

The government may make it mandatory for all healté providers to submit health data
electronically to public organizations, that wiklp these organizations them to analyze,
monitor and mitigate threats to public health. Efere, improve population health at the
national level.

The government may directly fund the researchgg@ride innovation prizes to private
sector to find solution for the major challengestthre facing the healthcare through the

advances in Health IT, Then to adopt these innomatnationwide.
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6.2.2

The government may review any regulations or rexpénts that may prevent the
innovation in Health IT.

The government may collaborate with health autlesriand health care providers in the
different emirates, to provide training and outre@cograms to improve health literacy
among the whole population.

The government may promote research and innovatiomedical interpretation and
translation, to find innovative and electronic wagstranslate health information into
Arabic. Moreover, to present these information ioreneasier and understandable way.
The government may work with the different healtkharity to translate the international
coding sets into Arabic. Therefore, the country Waillow the international standards, and
in the same time will reduce the language barr@@m®ng caregivers and patients, and
improve health literacy.

Recommendations for Healthcare providers
Healthcare providers in UAE should make sure thlfpatient health records should be
recorded electronically, and all health data shduddrecorded as structured data in
relational databases. Therefore, facilitate theiee, use and exchange of health
information among all parties involved in healtrecar
Healthcare providers while selecting new EHRs agragding the existing system, they
should make sure that these systems are havingatldecision support capabilities. Thus,
help doctors and their patients to make informealthelecisions. Consequently, improve
efficiency, avoid medical errors and adverse eventsease quality of care and enhanced
health outcomes, reduce cost, and raise the sdisiaf patients and providers.
Healthcare providers should make sure that thestesy having the capability to be
integrated with other system through web servieks, or any other way.
Healthcare providers should make sure that EHRsimegrated with all medical
equipments that generate health data such as rhadaging, medical monitors, medical
laboratory, and diagnostic medical equipments. Thlispatients health date will be
available in one place to support clinical decisiaking.
Healthcare providers may encourage patient engageane provide patient with timely
access to their health information through patgntals. For example, they can provide a
set of electronic services to their patients swelordine appointment booking, view and
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6.2.3

download laboratory results, radiology images ambrts, view and download prescribed
medication and dosages. Therefore, foster patiegagement and gain patient trust and
raise satisfactions.
Healthcare providers may adopt innovative healthafil telehealth technologies that
provide a lot of benefits for them and their patsemcluding:
o Enable their doctors to get second opinion anceaialist support, to help them to
provide better care for their patients and comnyunit
o Extend their clinical reach to patients who candérfrom their medical staff'
expertise.
o0 Save the consumed time of doctors while traveletgvben facilities to see patients.
Therefore increase their productivity and imprdveirt quality of life.
0 Retain some patients those may be transferred athan healthcare facilities,
Therefore, retaining the revenues associated \aith of these patients.
0 In some cases, earn on-call pay for providing telesults.
Healthcare providers should adopt adequate priay security protections for their
patients’ health information. In addition, they shib inform their patients about any
disclosure for their health information.
Quality metrics required by health authorities ddolbe generated electronically from
EHRSs to save time and reduce errors.
Healthcare providers may provide the necessanyitrgifor their doctors, allied staff, and
nurses to improve their communication skills. There, reduce culture and language gaps
between caregivers and patients.
Healthcare providers should implement innovativeht®logies to translate health
information into Arabic and other languages. Morov hey should make sure that their
websites, patients' portals and patients educaésaurces are available at least in both

English and Arabic languages.

Recommendations for EHRs Vendors

EHRs vendors should make sure that their systems@amunicate with other systems
electronically and compatible with interoperabilyandards.

EHRs vendors can provide entry-level EHRs with Ipaest that focus on coordination of

care and health information exchange. ThereforaJlsmedical centers/clinics can afford
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to adopt such system. In addition, EHRs vendorailshmake sure that health data
recorded in these system can be migrated easdgy@ther EHRSs in the future.

EHRs should cope with the latest advances in Hd&lthnd information technology in
general.

EHRs vendors should make sure that their produets@mpatible with and follow the
national vision, objectives, and standards.

To assure health data privacy and security, EHRaldhhave the following capabilities:

o Health information should be secured any encrypted.
o EHRs should have adequate Access control rulesigare that only authorized

persons can access EHRs.
o EHRs should have audit logs for specific actions.
o0 After a certain time Idle user should be loggedautbmatically from EHRSs.
o0 After a certain number of unsuccessful login trieser should be blocked
automatically.
Health information in EHRs should be segmented, patient can choose which
part/segment of their data can be shared to prttectonfidentiality of sensitive health
information.
EHRs vendors should make sure that their produets@pporting Arabic language and

system can generate medical reports in both EngfhishArabic.
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Chapter 7: Conclusion

7.1 Conclusion

This dissertation proposed a model and roadmapédalthcare transformation journey from the

traditional healthcare system to the informatioiwen healthcare. The main aim of the

information-driven healthcare is to deliver thehtignformation to the right people and at the right
time. Therefore, facilitate informed decision-makinoordination of care, allow patients and their
families to be more engaged in managing their heahditions. Consequently, achieving great
improvements in quality of care, efficiency, angbplation health and wellness. Moreover, reduce
healthcare expenditure over the time. Health infdrom technology can play crucial role to foster

this transformation.

The proposed model was built based on extrapol&bictme developed world experience in health

care system reform. More specifically, based updd éxperience since 2000 onward.

The proposed model and roadmap applied to therdustatus of health care system in the United
Arab Emirates as one of the developing countryv&uwas conducted and data gathered from 22

healthcare organizations that distributed geogaglyiover all UAE emirates.

Readiness of the healthcare system in UAE for titwestormation journey toward Information-
driven healthcare were evaluated. The evaluationded on three main areas that are: adoption
of health information technology, health informatiexchange, and interoperability. In addition,

the building blocks in the proposed model applilst o the current status in UAE.

In sum, the different health authorities in UAE ataving to achieve health system reform and
have executed a lot of initiatives that fosterekehange of health information. Additionally, the
majority of healthcare providers included in thedst from both private and government sectors
are already adopting EHRs. However, there is nar dategies for health information exchange
and interoperability on the national level, andthBse entities are working individually or on

emirates-level.

In addition, in UAE to build a unified and fullytiegrated national health system more efforts are
required from government, healthcare providers, lagalth IT vendors. It is required to have a
unified national health IT strategies and standawidditionally, all related parties should

collaborate toward the national aims, objectives stmould follow the same standards.

125



The dissertation provided a lot of recommendatitve highlight the actions required from
government, healthcare organizations, and EHRsorsnitd enhance the current situation and

move toward the information-driven healthcare.

7.2 Research Limitations

Research topic is a very forked topic. Therefonere¢ was time constraints to cover the whole
aspects during the research period. The reseakdrembthe whole aspects of healthcare system
reform nationwide. However, the study did not expts further details about the reform that
should happen inside all healthcare organizatiblos.did the study investigate how healthcare
organizations can build the infrastructure to supth® national aims toward the healthcare system

reform.

In Addition, there was some difficulties to encagealT professionals and administration in
healthcare organization to participate in the studyore specifically, the government sector

because of the confidentiality.

Finally, The research focused the American healtheaform experience and model only.

Although, There are other successful models alt tveworld.

7.3 Future directions

One of the interesting future directions that caposed is investigating the role of digital
hospitals. In digital hospitals, technology conwerge happen by integrating digital hospital
applications with hospital infrastructure to stréiamthe processes, involving patients in their own
care and finding new and improved ways to delivegltincare. Therefore, digital hospitals can

help and support healthcare transformation.

Another interesting direction is comparing the gland reforms of multiple developed countries,
instead of focusing solely on the United Statess ™an highlight differences and similarities

between countries. Thus, expose valuable lessons.
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APPENDICE

Appendix A - Implementation schedule of PPACA

2012—-2013
Annual fee on drug-makers

Contribution limits on healthcare
savings accounts

Itemized deductions for unreimbursed

medical expenses
Medicare taxes

2014
Individual mandate
Employer requirements

Medicaid expansion

Federal subsidies

Annual fee on insurance companies
Health insurance Exchanges

2015—-2016
Individual mandate

Annual fee on insurance companies
Individual mandate

2017-2018
Annual fee on drug-makers

Annual fee on insurance companies

Excise tax on high-cost insurance plans

The annual fee on pharmaceutical manufacturers would increase to $3 billion each
year through 2016.

The limit on how much individuals could contribute to flexible savings accounts that
let people set aside money tax free for health costs would be set at $2500. Currently
employers set the limit.

The for such would increase from 7.5% of adjusted
gross income to 10%.

The Medicare tax rate would increase by 0.9 percentage points—from 1.45% to
2.35%—on eamings over $200 000 for individuals and $250000 for families. Also,
for the first time, a 3.8% Medicare tax would be imposed on unearned income.

Most Americans would be required to buy health insurance or pay fines of $95 per
individual up to $285 per family or 1% of taxable household income, whichever is
greater.

Companies with =50 employees would pay a fine if any of their full-time workers
qualified for federal healthcare subsidies.

The program for low-income Americans under the age of 65 would expand by
increasing the income eligibility to 133% of federal poverty, or $29 327 for a family of
four.

Federal subsidies, which vary based on household income, would help offset the
cost of buying insurance for Americans and legal residents who qualify.

An annual fee totaling $8 billion would be imposed on heath insurance companies.
A state-based health Exch marketplace where uninsured individuals and
small businesses could comparison shop for insurance policies—would be created.

Penalties for not carrying insurance would increase to $325 for each family member
up to $975 per family or 2% of taxable household income, whichever is greater.
The annual fee on health insurance companies would increase to $11.3 billion.

Penalties for not carrying insurance would increase to $695 for each family member
up to $2085 per family or 2.5% of taxable household income, whichever is greater.

The annual fee on pharmaceutical manufacturers would increase to $3.5 billion
in 2017 and $4.2 billion in 2018.

The annual fee on health insurance companies would increase to $13.9 billion

in 2017 and $14.3 billion in 2018.

A 40% excise tax would be imposed on healthcare plans that cost more than

$10 200 for individual coverage and $27500 for family coverage.

1 January 2012

1 January 2013

1 January 2013

1 January 2013

1 January 2014

1 January 2014

1 January 2014

1 January 2014
1 January 2014
1 January 2014
1 January 2015
1 January 2015

1 January 2016 (adjusted for
inflation after 2016)

1 January 2017
1 January 2017

1 January 2018

*Community Living Assistance Services and Support.

Source: Kaiser Family Foundation, White House, The Commonwealth Fund.

(Manchikanti and Hirsch, 2012)
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Appendix B - CMS EHR Incentive Programs Milestone Tmeline

(CMS, 2010)
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Appendix C - Stage 1 & Stage 2 core and menu objeats for
eligible hospitals and CAHs
Stage 1

(CMS, 2014)
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Stage 2

(CMS, 2012)
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Appendix D - National Quality Strategy Priorities and Goals, With
lllustrative Measures

Priority

Initial Goals, Opportunities for Success, and lllugrative Measures

#1
Safer Care

Goal:

Eliminate preventable health care-acquired conuitio

Opportunities for success:

- Eliminate hospital-acquired infections

- Reduce the number of serious adverse medicatianteve

lllustrative measures:

- Standardized infection ratio for central line-asatexl blood stream infection ag
reported by CDC’s National Healthcare Safety Nekwor

- Incidence of serious adverse medication events

#2
Effective Care
Coordination

Goal:

Create a delivery system that is less fragmentdd@ore coordinated, where

handoffs are clear, and patients and clinician tilhg information they need to

optimize the patient-clinician partnership

Opportunities for success:

- Reduce preventable hospital admissions and reaidmsss

- Prevent and manage chronic illness and disability

- Ensure secure information exchange to facilitaieient care delivery

lllustrative measures:

- All-cause readmissions within 30 days of discharge

- Percentage of providers who provide a summary ceabcare for transitions
and referrals

#3

Person- and
Family-
Centered Care

Goal:

Build a system that has the capacity to captureaghdn patient-reported

information, including preferences, desired outcenamd experiences with health

care

Opportunities for success:

- Integrate patient feedback on preferences, funationtcomes, and experience
of care into all care settings and care delivery

- Increase use of EHRs that capture the voice gpétient by integrating patient-
generated data in EHRs

- Routinely measure patient engagement and self-neamat, shared decision-
making, and patient-reported outcomes

lllustrative measures:

- Percentage of patients asked for feedback

4

#4

Prevention and
Treatment of
Leading Causes
of Mortality

Goal:

Prevent and reduce the harm caused by cardiovastiséase

Opportunities for success:

- Increase blood pressure control in adults

- Reduce high cholesterol levels in adults

- Increase the use of aspirin to prevent cardiovasdisease

- Decrease smoking among adults and adolescents

lllustrative measures:

- Percentage of patients ages 18 years and oldeiiseliemic vascular disease
whose most recent blood pressure during the meaasmteyear is <140/90 mm
Hg

139



- Percentage of patients with ischemic vascular des@dose most recent low-
density cholesterol is <100

- Percentage of patients with ischemic vascular des@#o have documentation
of use of aspirin or other antithrombotic during tt2-month measurement
period

#5

Supporting
Better Health in
Communities

Goal:

Support every U.S. community as it pursues itslibealth priorities

Opportunities for success:

- Increase the provision of clinical preventive seegi for children and adults

- Increase the adoption of evidence-based intervesitio improve health

lllustrative measures:

- Percentage of children and adults screened foredsjom and receiving a
documented follow-up plan

- Percentage of adults screened for risky alcohobnskf positive, received brie
counseling

- Percentage of children and adults who use thehealth care system each yea

- Proportion of U.S. population served by communigtev systems with
optimally fluoridated water

#6

Making Care
More
Affordable

Opportunities for success:

Goal:
Identify and apply measures that can serve astiaféeindicators of progress in
reducing costs

- Build cost and resource use measurement into payrefmms

- Establish common measures to assess the cost srgfastw programs and
payment systems

- Reduce amount of health care spending that goadrdnistrative burden

- Make costs and quality more transparent to conssimer

Illustrative measures:
- To be developed

(US Department of Health and Human Services, 2011)
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Appendix E - Federal Health IT Strategic Plan 20112015, Goals,
Objectives, and Strategies
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(ONC, 2011, pp.70-73)
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Appendix F - Survey

Dear

You have been invited by Mohamed Fahmy, StudefibatBritish University in Dubai (BUID
to offer your valuable opinion in an important seyvThe targeted populations are IT/
Team, and management those are working in headthagganizations (Hospit Clinics,
Medical centers) in UAE, from both private and blou sectors
Your feedback will directly and immediately impdhe success of my research regardhng
health information technologies (Health IT) thag aurrently implemented in the Uad Aral
Emiratesto evaluate the current status and to know to eRegnt healthcare system in U
are ready to move from the isolated systems irdifierent healthcare organization to a fi
integrated and interoperable systems that can slndrexbange health information freely wt
securing health information privacy and securibyathieve healthcare reform and provide r
affordable and better care for individuals and paton.

In order to participate, you may either:

1.Click on this link

or

2.Copy-paste the entire following link between quoigrks
(NOT including the quote marks) in a web browser
" http://www.sogosurvey.com/k/SSTPTPPsRsPsPsP

Thank you for your participation.
Regards,

Mohamed Fahmy
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Section 1 Participants /Organization Information
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Section 2 Health IT Adoption
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Section 3:0nly for those not implementing EHRs (Online syrwell move automatically to this
page depending on user answer and it will be ersdinfey)

End of survey
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Section 4:0nly by those having EHRs
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Section 5:
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Section 6:
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Section 7:
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Section 8:
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Section 9:Health information privacy and security
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End of survey
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