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ABSTRACT

The underlying idea of this thesis is to understand the current challenges and difficulties that
financial institutions face with regards to the prevention and detection of financial crime and
suspicious activities in relation to fraud, money laundering and terrorist financing. It sheds light
upon contemporary developments in financial crime activities and the anti-money laundering
regulations, policies and frameworks that have been set in order to address this issue and
overcome the associated challenges and difficulties. The collection of information in relation to
financial crime activities alongside adopted existing regulations would facilitate the
identification of the weaknesses and flaws that constitute the areas for enhancement. The
investigation process follows the scientific method approach and hence starts with a background
(introduction) of financial crime history and its types including fraud, money laundering, market
manipulation, insider trading which might be used to finance terrorist activities. The literature
review would cover the details and particulars of each type of financial crime such as money
laundering, fraud, market manipulation and insider training. It would also cover the current
methodologies and technologies used to prevent and detect financial crime and suspicious
financial activities. The background overview serves as pillars to support the research aim,
objectives and questions. In order to analyze the performance of machine learning algorithms,
data was provided by a bank to be used for educational purposes and shall remain undisclosed.
The data was used as training and testing sets to analyze certain machine learning algorithms in
terms of performance (cost / benefit analysis) and accuracy (mean error square and confusion
matrix). The research is concluded with a conclusion section which recapitulates the results
obtained and observations with regards to the current detection mechanisms and the applied

machine learning algorithms. The recommendation section emphasizes the steps that can be



taken and improvements to the existing methodologies and tools used in the prevention and

detection of financial crimes.
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Chapter 1 : Introduction

There is no clear date to which financial crime and money laundering can be set to have
started. However, looking back into international history it has certainly existed for four
thousand years. One could refer to the Chinese merchants who two thousand years ago would
tend to conceal their wealth, invest it in other remote areas within or outside the country in
order to avoid being detected by the authorities — the ruler at the time. This point in history was
considered to be the point of birth or origin for Financial Crime in general and Money

Laundering to be specific.

With time progressing and hundreds of years passing the principals and basics of
money laundering haven’t changed much however the mechanisms, technigques and tools used
have as a normal behavior expected and influenced by two factors: technological advances and
in response to policies and standards set by international and national anti-money laundering

bodies and authorities.

The negative impacts that financial crime and money laundering are drastic such that
it is not limited to individuals who are involved and the financial institutions. The destructive
effects have a reach to the economics of the country, the credibility of the government and
authorities, in addition to the global economy as a whole making it an international problem

that needs to be prevented, detected and eliminated.

In response to the substantial threat represented by Money Laundering and other
Financial Crimes, organization on an international, regional, and national levels have been
assembled in order to set policies, recommendations and standards in order to combat Money

Laundering and all forms of Financial Crimes.
1



Despite the tremendous amount of international and national efforts that have been put
together, yet the existence of Money Laundering and Financial crime persists. Hence, this
requires the application of further investigation, scrutiny, examination and analysis of Money

Laundering and Financial Crime techniques and methods.

Avreas that should be inspected include possible loopholes or weaknesses in the financial
system policies that leave the entire economy susceptible to financial crime and money
laundering attacks. Another aspect would be the continuous updating of the financial crime and
money laundering database which proves to be a necessity due to the fact that money launderers
and criminals are always inventing new methods and techniques to avoid detection. Having this
said, this would consequently mean that the tools, software and mechanisms employed should
be updated, enhanced and modified in order to adapt to the changes and challenges introduced

as a result of what one might call the evolution of money laundering and financial crime.

As mentioned earlier there have been initial steps that have been taken to combat
financial crime and money laundering such that regulatory and law enforcement authorities on
both a national and international have been monitoring the various activities of financial
criminals and money launders and providing financial institutions with circulars containing

information about those individuals or institutes that are linked to financial crime.

However, despite those efforts that have been put in action money laundering and
financial crime still constitutes a problem amounting to trillions on an annual basis. This is
mainly attributed to the fact that money launderers and criminals change their ways and methods
in response to updates and changes in financial systems policies and standards within financial

institutions and those that are set by international and national bodies and authorities.



In addition to the ability of financial criminals and money launderers to evolve and
adapt to such changes, technology has greatly influenced financial crime. An example is
Banking Online, which does not require the presence of the sender to the beneficiary. Also,
correspondent, private banking and alterative remittance systems have also been identified as

tools used by financial criminals to evade regulated financial institutes.

1.1 Aim and Objectives
The aim of the thesis is to address the problem of financial crime and money laundering

by examining currently available and implemented systems.
In the light of the earlier stated aim the objectives that have been set are as follows:
Providing an introduction that covers Financial Crime and Money Laundering

= Demonstrating the consequences of Financial Crime and Money Laundering

= Qverview of the existing tools, technique and methodologies that are implemented and
deployed in the process of detection and prevention of Financial Crime and Money
Laundering

= An analysis of the effectiveness of current systems and tools implemented to detect and
prevent Financial Crime and Money Laundering with a focus upon United Arab
Emirates

= The application of Machine Learning algorithms in a process of training and testing the
effectiveness of those algorithms in the detection of Financial Crime and Money

Laundering cases



1.2 Research Questions
The thesis sheds light on the current financial crime and money laundering activities in
addition to examining the extent of the effectiveness of current anti-money laundering

techniques and methodologies.

There are three main questions that need to be addressed during the course of the investigation

which are as follows:

= What are financial crime and money laundering? What are the activities involved and
to what extent have those evolved?

= To what extent are the current / existing anti-money laundering systems and tools assist
in the process of the detection and prevention of money laundering and related financial
crime? What is the success or failure factors?

= Would the application of Machine Learning Algorithms assist and enhance the process

of detection and preventing money laundering and other forms of financial crime?



1.3 Thesis Structure

The research has been built based on a sound, well managed and systemically logical
process where the thesis has been organized into chapters as follows: the first chapter is the
literature review which provides an introduction, background and definition of terms and
process related to financial crime in general and money laundering and terrorist financing in
specific. The next chapter provides details of the application of machine learning algorithms
such that it explains the machine algorithms selected, the data sources and structure used, and
an analysis of the results obtained. The following chapters encapsulate the thesis summary
conclusion, limitation, recommendation, and future work that could be undertaken, all provide

answers to the theses questions and contribute to meeting the aim and objectives set.



Chapter 2 : Literature Review

2.1 The Definition of Money Laundering

Money laundering is the process by which money obtained from illegal sources ("dirty"
money) is given the appearance of having come from a legitimate source (“clean™ money) by

putting it through a series of transactions (or "washing" it).

It describes perfectly what takes place - illegal, or dirty, money is put through a series

of transactions, or washed, so that it appears to come out the other end as legal, or clean, money.

This offence covers the conversion, transfer, deposit, concealment, disguise, acquisition,
possession, or use of proceeds deriving from any of the following sources: fraud, embezzlement,
bribery and corruption, insider dealing, drug trafficking (narcotics), illicit dealing in firearms

and ammunition, and other illegal preceding listed under or related financial crime.
2.2 An Overview of the Money Laundering Process

It should be recognized at the outset that there are many ways to launder money. While
traditionally criminals have used banks, they may also use casinos, precious metal dealers and
auction houses. Any market, especially an international market, is a means by which money
laundering can take place. Having said this, there are essentially three stages to any attempt to

launder money.
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Figure 1: Money Laundering Phases
1. Placement: Getting that cash (dirty cash) into the financial systems is known as
“placement®. Cash will be paid into a bank; goods or financial products are purchased.
Criminals want the identity of the money to disappear but must be careful that they do

not draw any attention to their activities.

2. Layering: Secondly comes the process of “layering®. The criminal gets the dirty money
mixed into the financial system, so it increasingly disappears with no audit trail. The
purpose of this stage is to conceal or disguise the source of the funds by creating

complex layers of financial transactions.

3. Integration: Finally, the criminals achieve “integration”. The dirty money has become
indistinguishable from the clean money and has been integrated into the legitimate
financial system. At this stage it will be difficult for the enforcement agencies to

distinguish between clean and dirty money.



This very brief example illustrates how the launderer will target certain features of the
financial industry to launder the money. There are some key tools, however, against launderers:
the tough Anti-Money Laundering (AML) rules and regulations backed up by regulators with

the power to impose severe penalties for breaches.

Santosh, a dealer in illegal firearms. His customers aren’t very trustworthy, so he insists
that they pay him in cash. This presents him with a problem, as cash is difficult to hide, he needs

to get rid of it before the authorities find it, otherwise he’ll have some explanation to do.

He sets up a private company called Shaddy Investments and opens a bank account in
the company’s name. He then deposits the money into the account (drip- feeding a small
amount at a time so as not to raise suspicions). He then transfers the money from this account
to three other accounts he had previously set up in various jurisdictions. None of these accounts
are in his own name. He then uses funds from one of the accounts to trade options. With the

proceeds of the option trades, he buys a hotel in Spain.
This scenario describes the three stages of money laundering:

= Placement: Depositing money associated with crime into the financial system.

= Layering: Moving the funds through a series of transactions to hide the audit trail

= Integration: Distancing the money from any criminal association

Firms dealing in the wholesale markets are not as likely to be used in the placement stage
as, for example, retail banks. That said, given the international flow of funds in the wholesale

financial markets, the rapid transfer of ownership and the high volumes of transactions, it is



important to recognize that investment firms could still be targeted in the layering and
integration stages. In the next section we will look at some of the vulnerabilities of the

wholesale markets to money laundering.

2.3 Money Laundering Toll on Societies and Economies

It is a misconception that the effects of money laundering are limited to the
geographical area where the crime is committed. The effects and reach of the consequences of
money laundering is horrendous such that it has a global toll that results in catastrophic and
destructive resulting in paralyzing and crippling the global economies and societies across

borders.

According to a report by the National Counterterrorism Center, there were 11,770
terrorist incidents in 2008 causing 15,765 deaths. The World Health Organization estimates
that at least 15.3 million people are drug addicts. The US Department of State has estimated
that 600,000 to 800,000 men, women and children are trafficked across international borders

each year.

Examining the effects of money laundering on a society level, one can observe that such
crime contributes directly to the increase of other crimes such as embezzlement, fraud, market
misconduct and insider trading. This would result in exhausting and wearing down the law
enforcement components and authorities and break the moral of individuals and corporate who

own and run legitimate businesses as their profit margin drops sharply.

With regards to the economic effect, the effects are not limited to a geographical area; it
is rather extended across borders and has a global effect. Financial institutions that maintain

deposits of illegal money are subject to reputational risk such that the bank could be subject to

9



investigations and fines that would result in the honorable customers and clients withdrawing

their funds leaving the financial institution to crumble and collapse.

Other effects on an economy as a whole entity would be resulting in false inflation
levels which are a resultant of the illegal funds being poured and directed to a certain aspect of
the financial sector for example real estate thereby creating a false perception that there is high
demand affecting price indexes and causing them to increase in an abnormal manner. The end
result and actual effect would be visible and tangible once the money laundering process has
achieved its goal, and the money launderers start retrieving their cash back resulting in a total

collapse leaving that financial aspect in a catastrophic situation.

2.4 Money Laundering in Relation to Terrorism

Terrorist financing means using money to fund terrorism. While money laundering is
concerned with the proceeds of crime, terrorist financing activities may involve funds which
have been raised from perfectly legitimate sources, such as charitable donations. In other

words, terrorism is often funded by "clean™ money.

There is a worldwide global interest to prevent and detect two aspects of money
laundering preceding which are as follows: terrorist financing and drug trade. There is a thin
line between the two activities, however the relation exists despite being complex in nature and
being difficult to detect. Many terrorists’ organization fund their operations depending upon two
sources of income — donations and money transfers from individuals or organizations (i.e.
charity like organizations) and from their illegal trade in weapons and drugs. Thus, individuals
or organizations which fund terrorism are quite keen to keep their identity anonymous hence
using different techniques and methods (layering) in order to ensure that the funds can’t be

traced back to its original source. On the other hand, terrorist organizations will also develop
10



and utilize similar techniques and methods to acquire their required material and carry out their

schemes.

11



Chapter 3 : Tools Used for Money Laundering

Criminals and money launderers use various tools and techniques to conceal the true source

of their illegitimate funds. The following methods have been identified as possible tools that

may be used to commit financial crimes:

Foreign exchange - Foreign exchange is often traded on electronic systems. This can
mean that the counterparty is not known until after the transaction has taken place.
Over The Counter (OTC) derivatives - OTC derivatives will require more scrutiny than
exchange- traded derivatives. For example, launderers may exploit the fact that it is
often difficult to determine the fair value of a derivative in the OTC markets.
Launderers may also allow an open position to become under-margined in the hope
that a financial institution may accept a third-party payment.

Bearer securities - The rapid transfer of ownership and high volumes of transactions
make securities a useful tool for the launderer. Bearer securities are particularly
vulnerable as the title is transferred by the movement of physical paper and, therefore,
they do not require the owner to be registered. The anonymity they provide is very
attractive to the launderer.

Special Purpose Vehicle (SPV) - Often the launderer will trade products through a
complex corporate structure such as a special purpose vehicle (SPV) or trust in order
to make it easier to obscure the true ownership of laundered funds. They are often set

up in offshore locations with poor anti-money laundering rules.

12



3.1 Signs Constituting Red Flags

Much of the fight against terrorist financing depends on recognizing an involvement
with persons or entities that have been identified, by governments or other international
authorities (such as Office of Foreign Assets and Control - OFAC), as having some connection

with terrorism.

Given the difficulty in knowing the true beneficiary of transactions, especially cross-
border transactions, and the fact that terrorism often involves relatively small individual
amounts, patterns of transactions or behavior that might give clues to unusual underlying

activity are much more difficult to detect.

In reality the process of laundering is likely to be much more complicated than that. In
fact, the more complicated it is, the more difficult it is for law enforcement agencies to trace the
original source of the money. However, compliance and anti-money laundering officers could
detect and prevent money laundering by being on the look for clues of suspicious activities that
might involve money laundering or other forms of financial crime.

3.2 Payments

Money Launderers often have large amounts of money that they will try to move through
the financial system. Therefore, unusual payments may give rise to suspicions. Examples are
as follows:

= Clients with unusually large amounts of money

= A client who deposits money into the firm’s account and requests the onward
transmission without undertaking a transaction.

= Payment in cash or attempts to use third party cheques.
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= Payments are outside the known trends of the customer.

= Payments to or from countries to be known to be high risk.

3.3 Suspicions in Relation to New Business
By establishing good controls in relation to new clients we can reduce the risk of money
laundering accessing businesses. The following situations may give rise to suspicions in

relation to new businesses:

= Clients where there are difficulties or delays obtaining identification evidence.
= Aclient has no discernable reason to use the firm.

= Transactions involving undisclosed third parties.

= Transactions which have no apparent purpose

= Client unwilling to disclose source of funds or ultimate owner.
3.4 Abnormal Transactions

The layering stage is essential for the money laundering process. The launderer may,
therefore engage in transactions that are solely designed to disguise the audit trail. Often, this
is where they are spotted because the transactions appear abnormal or unduly complicated.
Money launderers often have large amounts of money that they will try to move through the
financial system. Therefore, unusual transactions may give rise to suspicions. Examples

include:
= Aclient who approaches the firm with a simple proposal that changes radically one access
has been gained to the client account.

= Transactions that are unusual for the client’s business (in terms of size and frequency)
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= Money launderers are looking for weaknesses in anti-money laundering systems and
controls.

= Clients with unusually large sums of money or payments in cash or attempts to use third-
party cheque.

= Payments to or from countries that are known to be high risk.

3.5 Use of Layering Techniques

As mentioned earlier, the layering stage is essential to the money laundering process. The
launderer may, therefore, engage in transactions that are solely designed to disguise the audit
trail. Often, this is where they are spotted because the transactions appear unduly complicated.

Matters which may arouse suspicion include:

Use of an offshore company not supported by the client’s needs.

= Unnecessary use of an intermediary

Offshore companies where it is impossible to verify the owners.

Companies or trusts based in a country that does not comply with FATF recommendations.

3.6 Sanctions Checks

Some clients pose such a high risk that you may not be able to do any business with
them. This is the case with sanctioned parties. A sanctioned party is any country, individual or
entity subject to a sanction and firms are not allowed to do business with these parties. This
could include opening an account, transferring funds or receiving funds. Individuals need to
be aware of any transactions where the client is located in a sanctioned country, has business
dealings with a sanctioned country, derives its funds from a sanctioned country or is owned or

controlled by a sanctioned entity or person.
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The United Nations (UN) and European Union (EU) set sanctions which are enforced
by local supervisory bodies, such as HM Treasury in the United Kingdom. A list of HM Treasury
sanctions is available on their website. Another very important sanctions-setting organization is
the Office of Foreign Assets Control of the United States (US) Treasury (OFAC). Individuals
should be aware of the extraterritorial scope of these sanctions as they apply to all US citizens
(wherever they are based), as well as all transactions in US dollars. A UK-based bank recently

paid a multimillion-dollar settlement for breaking OFAC sanction rules.
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Chapter 4 : Risk-based Approach Toward Anti-Money

Laundering and Terrorist Financing

Firms are expected to operate a risk-based approach to anti-money laundering, ensuring
that more resources are devoted to those relationships and transactions where the money
laundering risk is greatest. The application of a risk-based approach involves three main stages:

=  Risk Assessment.

= Customer Due Diligence (CDD).

= Awareness.

Risk Based Rule Based
Approach Approach
KYC
AML ‘ FRAUD
Reativeness Proactiveness

Figure 2: Risk Based Approach
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4.1 Risk Assessment

The risk of money laundering varies with each transaction or activity. Factors which
determine the level of risk include the type of the client or counterparty, the complexity of the
products and the volatility of the market involved. The risk assessment will determine how
much due diligence work is required. This risk-based approach means focusing resources on
those relationships and transactions where the money laundering risk is greatest. These risks

vary from firm to firm.

= High Risk: Firms (often those dealing in wholesale markets) may be more complicated,
offering a more bespoke service to customers. In some cases, these customers may take the
form of complex corporate entities, making assessing their risk more complicated. These
firms are at higher risk of being targeted by money launderers.

= Low Risk: Some firms may have a very straight forward product and customer base,
involving few products and only deal with one type of customer. They are likely to be at a

fairly low risk of being targeted by money launderers.

4.2 Customer Due Diligence
Senior management of firms is responsible for putting in place systems and controls to
prevent and detect money laundering. One of these controls, and indeed the first line of defense

against the launderer, is a risk-based client due diligence (CDD) process.

Before establishing a business relationship with the customer, it is imperative that an
effective due diligence is carried out. This means that the customer is identified, and his / her
identity is verified. If the customer is not the beneficial owner, then he or she also needs to

identify. The beneficial owner is the person who enjoys the benefits of ownership even though
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the title is in another name. A common example of a beneficial owner is the real owner of
funds held by a nominee bank or stocks held in the name of a brokerage firm. The true owner
is the beneficial owner, even though for safety and convenience, the bank or the broker holds

the title.

Obtaining information on the purpose and intended nature of the businesses
relationships will make it easier to spot suspicious transactions and activities. Firms are obliged
to conduct ongoing monitoring of business relationships with their customers. Of particular
significance are transactions which are of unusual size or those simply which are not anticipated

when the account is opened.

In its simplest, this means verifying the identity of the customer or the beneficial owner
(if he or she is not the client). Due diligence also means obtaining information for the purpose
and intended nature of the business relationship at its simplest, CDD means identifying the client
and verifying their identity. However, there are other very important checks that need to be made

and we will look at those in more detail shortly.

For individuals, government-issued documents must be used such as passports or
identity cards to verify their identity. Electronic checks may also be appropriate in certain
circumstances. A company's existence can be verified, for example, by obtaining a certificate
of incorporation. For some companies, such as private companies, the identity of directors and

beneficial owners will have to be verified.

Verification involves checking this information against documents, data or information

obtained from a reliable source.
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= Individuals - For individuals, the following information is required such as the full
name, current address, and date of birth. These can be verified by using government
issued documents such as passports or driving licenses.

= Companies - For each company, the following information is required: full name,
registered number, registered office, and business address. The existence of the
company must be verified. This can be done by obtaining a certificate of incorporation.
In addition, for private companies we need to identify the beneficial owners. These are
individuals who ultimately own or control the company. Technically this means any
shareholders who own or control more than 25 per cent of the shares or voting rights
or anyone who exercises control over the management of the company.

= Trusts - There are many different types of trusts, but they are all structured so that the

“trustee” holds the title to property or assets for the benefit of others (known as

“beneficiaries”). Individuals should identify the following: name of the trust, country
of establishment and nature and purpose. They should also identify and verify the
identity for the trustees and beneficial owners. In the case of a trust, the beneficial
owner is anyone entitled to 25 per cent or more of the trust property, an individual who

has control over the trust and any class of people in whose main interest the trust is set
up.

4.3 Customer Due Diligence (CDD) Process
At its simplest, CDD means identifying the client (in other words, establishing that they

physically exist) and verifying their identity. However, CDD also means understanding the

client's business and the source of their funds (this is known as Know Your Client — KYC-and
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Know Your Client's Business — KYB). Ongoing monitoring and sanctions checks are also key

components of the due diligence process.

There is a need to understand the circumstances of the client and the nature of their
business. The more that the firm knows, the more they will be able to understand the risk that

the client poses and be able to recognize suspicious activities.

KYC/KYB involves knowing the following about the client: the source of their funds,
the nature of their circumstances, the reasons they are using your firm and the anticipated level

of activity. KYC is an ongoing requirement as the client's risk profile may change at any time

4.4 Ongoing Monitoring
Although, strictly speaking, it is a separate obligation from the CDD measures, ongoing
monitoring is an important process to make it more difficult for investment firms to be used

for money laundering or terrorist financing.

Firms must conduct ongoing monitoring of the business relationship with their client.

This means:

= Scrutinizing transactions to ensure they are consistent with those that were anticipated
when the account was opened.

= Ensuring that documents, data and information held by the firm are up to date.

4.5 Record Keeping
All records for CDD checks must be logged. The records will help the authorities

prosecute any money launderers and recover any illegal proceeds.

The records need to include:
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Documents are used to identify and verify the client.
Sanctions checks

Information used in the KYC and KYB process.

4.6 Due Diligence Levels

Of course, money launderers are always inventing new ways of cleaning their funds

but by being on the look-out for some simple warning signs (red flags), many launderers can

be discovered.

Simplified due diligence is applied when dealing with:

Regulated financial institutions.

Companies listed on a regulated stock exchange.

Enhanced due diligence is applied when dealing with:

Identification Information where client due diligence should be risk-based. For high-
risk clients (such as Politically Exposed Persons) we need to apply more stringent CDD
checks - this is known as Enhanced Due Diligence.

Politically Exposed Persons where this is someone who is entrusted with prominent
public functions, e.g. a Prime Minister. It could also take the form of a company or trust
formed by or for the benefit of a senior political figure. Also included in this category
are the close family members or associates of such people. These individuals are in
positions of power and could be susceptible to corrupting influences.

Non-face-to-face that is when the customer is not physically present for identification

purposes
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Location which is likely to be a factor in determining level of risk as many countries
have weak anti-money laundering laws that can easily be exploited by criminals.
Recently, the international anti-money laundering agency, the Financial Action Task
Force (FATF) issued a public statement drawing attention to serious deficiencies in
several countries which could present a higher risk of money laundering or terrorist
financing. If the client or their funds is connected to any of these countries, then
increased scrutiny is required.

Correspondent account which is opened when one financial institution provides regular
services to another financial institution. This is generally seen as high risk (particularly
if the correspondent bank is based in a high-risk jurisdiction) as the correspondent may
not have a relationship with the underlying parties, and, as a result, may not be able to
verify their identities as mentioned earlier suspicion is subjective but, as a guide, a
suspicious activity is often one which is inconsistent with the customer's expected and

legitimate transactions.

4.7 Scenario I: Investment Firm Account Opening

A brief scenario based around an investment firm called Shady Bank and its employee

Miguel. Miguel is responsible for new account openings. He has the vital role of making sure

that new customers are identified and that he verifies their identity.

4.8 Analysis: Investment Firm Account Opening

As a result of the complexity of their organizations and structures, corporate and other

similar legal entities are often considered the most likely vehicles for money laundering,
especially those that are private or unlisted companies. Official documents are publicly

available for exchange listed and traded companies, making it relatively easy to verify their
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legal existence. At the other end of the scale are unlisted and offshore companies where it is
often very difficult to find out the necessary information. Therefore, the CDD process for these

types of companies needs to be more thorough.

The level of due diligence that Miguel applies to each client will vary according to the
level of money laundering risk. Miguel should apply more stringent Know Your Client checks

on higher risk clients — this is known as enhanced due diligence.

For lower risk clients, products and services Miguel is able to apply simplified due
diligence. This means not having to go through the normal due diligence process in terms of

identifying and verifying the identity of clients, although ongoing monitoring is still required.

4.9 Scenario Il: Investment Firm Large Sum Money Deposits

Anne Robinson is a well-known Australian politician. She approaches the investment
firm with a view to opening an account and wants to deposit a large sum of money. Miguel
feels that he only needs to undertake simplified due diligence as politicians are at very low risk
of being involved in criminal activities. And anyway, there is a lot of pressure on him from

others within Shady Bank to accept Anne as a client.

4.10 Analysis: Investment Firm Large Sum Money Deposits

Anne would be considered a PEP and would therefore require enhanced due
diligence. Aside from the identification and verification of her identity, Miguel needs to
establish her circumstances (including the source of the money she wishes to deposit) and

also needs senior management approval before entering into a business relationship.
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4.11 Scenario I11: Online Retail Account Opening

Tele-Asia is a French online retailer that sells TVs imported from China. The company
wants to open an account with Shady bank. Whilst undertaking the due diligence, Miguel
notices that the client has just opened a huge factory in Iran from where it intends to import all
the TVs. A quick check on the UN sanction reveals that Iran is subject to sanctions. Miguel
decides to ignore this as the company itself is French and, after all, France is not subject to

sanctions.

4.12 Analysis: Online Retail Account Opening
The sanctions regime means that Miguel’s firm cannot enter into a business relationship
with a company that undertakes significant activities in a sanctioned country. Therefore, Miguel

must not open an account for this company and must escalate the issue to his MLRO.

4.13 Awareness

Individuals are the first line of defense for the prevention and detection of money
laundering. They should be alert for any suspicious behavior particularly for high-risk
transactions, clients or jurisdictions. There is a difference between classifying a client as a

high-risk and suspecting that they are involved in money laundering or terrorist financing.

Risk includes general factors that increase the probability of money laundering or
terrorist financing. For example, there are many legitimate reasons why a client may wish to
use offshore companies, structures, or trusts. However, it is important to understand that these

are useful tools to a money launderer as they often increase the opacity of the transaction.

Suspicious is a particular aspect of a client or transaction that is unusual and

unexplained. For example, it is often normal for clients to use intermediaries. It’s critical to
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recognize that it introduces more parties into the transaction. This is attractive to a money

launderer who craves the anonymity that other professionals provide.

Suspicion is very subjective but as a guide a suspicious activity is often one which is

inconsistent with the customer’s expected and legitimate transactions.

4.14 The Reporting Process

The reporting process involves all employees.

= All Saff: The role of staff is that if they know or suspect that someone if benefiting

from crime or funding terrorism then this should be reported to the MLRO.

= MLRO: The responsibility of the MLRO is to consider the case and decide whether

further action should be taken. If the MLRO believes that the report is well founded and

established, then he / she should make a suspicious activity report to the Financial Crime /

Investigation Unit (FCU / FIU) or the AMLSCU.

4.15 AMLSCU

The AMLSCU acknowledges the report and will then use the information to delve into

the criminal’s operation.

Financial Institution
Data, Systems and
Processes

Customer Profiling Alert and Case Escalation and Disclosure and
» and Detection > Investigation > Management > Reporting
A
Optional Modules

Name Screening

A

Risk Based Due Diligence

v

Peer to Peer Analysis
KYC and DDD / EDD

Figure 3: AML Reporting Process
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Ensures that financial institutions meet the AML and ATF / CTF standards set by the
regulators and authorities.

Greatly enhances compliance in a manner that would mitigate risk and help streamline
operations and risk management.

Enhance the workflow system in a manner that guarantees that maximum effectiveness
and efficiency is achieved via a flexible robust system and monitored via alerts and red
flags workflow and alerts management system that allows compliance teams to process

cases faster
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Chapter 5 : Anti-Money Laundering Measures

The key tools against launderers are the tough anti-money laundering (AML) rules and

regulations backed up with severe penalties for breaches.

5.1 Federal Law 2002

Federal Law No.4 of 2002 makes the laundering of property derived from unlawful

activities a criminal offence punishable with a substantial prison sentence. There are also a

number of serios offences under this law.

Agencies that are coordinating the effort to combat money-laundering are as follows:

Dubai Financial Services Authority (DFSA)

The DFSA is an independent regulatory authority for the Dubai International Financial
Center (DIFC) created pursuant to the DIFC law No0.9 of 2004. The DFSA plays a key
role within the DIFC. For a financial service of a firm to be conducted in or from the
DIFC, approval must be sought from the DFSA. To ensure that the DIFC activities are
conducted to the highest international standards, the DFSA has built a robust, risk based
framework in which only the best practices from financial centers worldwide have been
adopted.

Anti-Money Laundering Suspicious Cases Unit (AMLSCU)

The AMLSCU within the Central Bank of the United Arab Emirates (UAE) is where
report of suspicious transactions for the purpose of money laundering are sent from all
financial institutions and other financial, commercial and economic establishments.

The AMLSCU is authorized to exchange information on suspicious transactions with
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its counterparts in other countries in accordance with the international conventions to

which he State is a party or on the basis of reciprocity®.

The AMLSCU is then charged with reporting cases os suspected money laundering to
the Attorney General for prosecution. The AMLSCU is also responsible for ensuring the
availability of information to law enforcement agencies to facilitate their investigation.

Financial Action Task Force (FATF)

If the fight against money laundering is to be effective, a global response is required.
The FATF was therefore established in 1989 to seek a harmonized international approach.
FATF is an inter-governmental body whose purpose is the development and promotion of
policies, both at a national and international levels, to combat money laundering and terrorist

financing.

The FATF has put in place 40 recommendations on combating money laundering, and
nine special recommendations on combating terrorist financing. Members are required to adopt
these recommendations to ensure their AML and CTF legislation and regulations meet the

standards.

5.2 Legal and Regulatory Requirements to Combat Money Laundering in
the United Arab Emirates

The UAE is a member of the Middle East and North Africa Financial Action Task
Force (MENAFATF) which is headquartered in Bahrain. In addition, the UAE is part of the
Gulf Cooperation Council (GCC). The GCC is a member of the Financial Action Task Force

(FATF) and has committed to implementing FATF standards among its member states.
The United Arab Emirates has adopted international standards on money laundering

through Federal Law No. 4 of 2002 regarding the criminalization of money laundering. This
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law is summarized below and, importantly, applies in the Dubai International Financial Centre

which is otherwise a separate jurisdiction.

Article two of the Federal Law identifies the illegal acts from which income may be
derived. These include narcotics and psychotropic substances; kidnapping, piracy and terrorism;
offences committed in violation of the environmental laws; illicit dealing in firearms and
ammunition; bribery, embezzlement and damage to public property; fraud, breach of trust and
related offences and any other related offence referred to in international conventions to which
the state is a party. Any person who commits these acts and/or intentionally attempts to disguise
or conceal the illicit origin of such proceeds by conversion or transference of the proceeds;
concealment or disguise of the true nature, source, location, disposition, movement and rights
with respect to ownership of the proceed; or the acquisition, possession or use of such proceeds

Is considered to have committed a money laundering offence.

To protect the integrity of the pending investigation against suspected money laundering
activity, the law has included a provision that penalizes any individual that notifies the suspect
of the impending investigation with imprisonment not to exceed one year or a fine not to exceed

AED50, 000, or both.

5.3 Supervisory and Enforcement Regime

One of the components of the United Arab Emirates law is the establishment of a
financial information unit known as the Anti- Money Laundering Suspicious Cases Unit within
the Central Bank of the UAE. The unit deals with money laundering and suspicious cases and
to which reports of suspicious transactions are to be sent from all financial institutions and
other financial, commercial and economic establishments. The AMLSCU is authorized to

exchange information on suspicious transactions with its counterparts in other countries in
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accordance with "international conventions to which the State is a party or on the basis of
reciprocity”. The AMLSCU then reports cases of suspected money laundering to the attorney
general for prosecution. The AMLSCU is also responsible for ensuring the availability of

information to law enforcement agencies to facilitate their investigations.

The money laundering law also creates a National Anti-Money Laundering Committee
which is charged with proposing relevant rules and procedures; facilitating exchange of
information and coordination between agencies; representing the state in international AML
forums; proposing organizational regulations regarding works of the committee; and any other

matters which may be referred to it by competent authorities.

The Dubai International Financial Centre is empowered to create its own specific legal
and regulatory framework for all civil and commercial matters. As an exception, however, UAE
criminal law is still applicable to the DIFC and so the DIFC must comply with the Federal Law.
The Dubai Financial Services Authority, the regulatory body of the DIFC, requires that
suspicious transaction reports are filed with the AMLSCU and the DFSA's supervision division.
A template for this form can be found on the web site of the DFSA and the Central Bank of

UAE.
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Chapter 6 : Offences Related to Money Laundering

6.1 Failure to Report

An employee with knowledge of or suspicion of money laundering taking place must
report their suspicions to the relevant person within their organization (usually the Money
Laundering Reporting Officer - MLRO). The law provides for reports done in good faith. In
other words, if an employee reports a suspicion of money laundering which later turns out not
to be perfectly legitimate, they will not be punished provided that the report was made in good
faith. The punishment for this offence is imprisonment and/or a fine between AED 10,000 and

AED 100,000.
6.2 Tipping off

Informing a suspected money launderer that his or her transactions are being scrutinized
for possible involvement in suspicious activities or that he or she is under investigation by the
authorities is subject to punishment under Article 16 of Federal Law 2002. The punishment for
this offence is a maximum prison sentence of one year and/or a fine between AED 5,000 and

AED 50,000

6.3 Scenario: Abnormal Change lon Frequency or Amount of Transactions

Anita has noticed that one of her clients who previously made small volumes of
transactions is now making large volumes of transactions. This client is also investing in
products that are much higher risk than the usual products they invest in. She is suspicious that

money laundering may be taking place but does not want to offend the client by raising a false
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alarm and, in any case, she thinks that Compliance is supposed to run checks on these clients.

So, Anita ignores the activity.

6.4 Analysis: Abnormal Change lon Frequency or Amount of Transactions

All employees have a responsibility to report suspicious activities. Anita cannot rely
on the action of others. If she witnesses suspicious activity, she should report it. If she does not

report it, she could be charged with failure to report money laundering and be imprisoned.
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Chapter 7 : Evaluation of Machine Learning Algorithms

The main objective of this paper is to measure and analyze how the employment of
current machine learning algorithms in conjunction with current AML / ATF software is used
to detect and prevent money laundering. This would greatly enhance the performance of the
currently existing market software offered in terms of accuracy by driving down the number

of false positives and dramatically decreasing the processing time.
7.1 Data Source

The data that was used was provided by a financial institution located in the United
Arab Emirates whose activities are divided into two main categories: retail and corporate
banking in addition to brokerage. Retail banking refers to banking in which banking institutions
execute transactions directly with consumers, rather than corporations or other banks. Services
offered include: savings and transactional accounts, mortgages, personal loans, debit cards,
credit cards, and so forth. Corporate banking is a generic term given to different banking
services that large companies, governments, or other big institutions need in order to carry out
daily functions. A brokerage firm, or simply brokerage or broker in context, is a financial
institution that facilitates the buying and selling of financial derivatives between a buyer and a
seller. Brokerage firms serve a clientele of investors who trade public stocks and other
securities the data was collected from entries made by the front line desk input by the client /
customer service representatives, satellite systems such as automated teller machines (ATMs),
payment and transfer systems and gateways, trading online and others. All the data with regard
to the customer information and transactions were stored in a central location known as the

core banking system that handles and manages the information.
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The financial institution has already a current existing deployment of a transaction
monitoring system used to detect and prevent any suspicious activities that might be related to
money laundering and/or terrorist financing. The system was loaded with historical data of

which can be categorized as follows:

» Hard facts: those are information related to the clients and customers such as the name,
date of birth, nationality, marital status ... etc. which are obtained from official documents
such as passports or national ID cards. In addition to that the transactions that were
undertaken by the client are also considered to be hard facts such as transfers, withdrawals

made, deposits, loans ... etc.

= Soft facts: those are information which is collected from interviewing the customers
and clients such as the expected amount of money and transfers and size of business that

the customer will be undertaking with the bank.

The current configuration of the system runs a scheduled task at the end of the business day
were all the end of business day updates related to the customers, accounts, accounts history
... etc. are replicated from the core banking system to the transaction monitoring system
database where those are being incorporated along with the historical data. The system then
runs a re-profiling process such that it compares the previously historical records of each
customer to his / her previous behavior. Once that is completed it starts running a series of
rules (thus this is a rule-based system) which each constitutes a scenario with specific
parameters along each customer and his / her related transactions taking into account the
behavior of the client and then if the risk scoring exceeds a certain threshold this would trigger

the rule and generate what is known as a case for the concerned AML officer to investigate.

35



7.2 Data Structure

The data was collected and aggregated from the transaction monitoring software
database where all the customer, account, account history and other information reside being
replicated off from the core banking system. As mentioned earlier each rule is triggered by a

set of parameters thus the following truth table was built:

Table 1: Truth Table — Training Dataset

Account Parameter | Parameter | Parameter| Parameter Rule Status

Number A B C D Triggered
022.01 OéO 19022- No No No No RULE028 | TRUE
022.0103034905- Yes Yes No No RULEOO1 | TRUE
022.01 0é3 15072- No No No No RULEO028 | TRUE
022.0104.13603 11- No No No No RULE028 | TRUE
022.0103553758- Yes Yes No No RULEOO1 | FALSE
022.0104554615— No No No No RULE028 | TRUE
022.020.7000088- No No No No RULE028 | TRUE

Each row in the table above refers to a case that has been generated by the system along with
the status of the parameters that would trigger the rules. For example, the first row refers to a
case where Rule001 — Account Value was triggered since parameters A and B have been

satisfied. A complete table with multiple cases where the rules have been identified as true
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positives along with the numerous cases and scenarios where different parameters have been

triggered corresponding to each rule. This table has been used as a training set.

Another table where there were 1000, 2000 and 5000 instances where cases have been

generated, some which are true positives while other are false positives have been identified

by AML officers at the financial institutions. This was used as a testing set to be run across by

machine learning algorithms.

7.2.1 Rules Implemented

Table 2: AML / ATF Software Rules 001 - 024

Rule Type Name

Description

001 _ Account Value

Accounts with significantly higher than usual turnover . This is
a “generic” rule that monitors each active account against its
past operating patterns to spot behavioral change. This rule
operates against actual account profiles calculated by the data
loader.

002 _ Account Volume

Accounts with significantly higher than usual number of
transactions . This is a “generic” rule that monitors each active
account against its past operating patterns to spot behavioral
change. This rule operates against actual account profiles
calculated by the data loader. Accounts subject to a significant
increase in the quantity of transactions. The profile of each
account is updated automatically each time there is a transaction
against the account. This profile consists of the count of
transactions for the current calendar month. This is compared
with the equivalent count averaged from previous months. If the
current month transaction count multiplied by the count
variance exceeds the previous average, then the rule is triggered.
This rule is triggered at the account level.
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006 — New High-Risk
Customer

(PEP/Sanctions)

Reports on any new high-risk customers via a matching
algorithm between customer details and the sanctioned
customer list data.

008 — Repeat Cash
Deposits

Reports on accounts which receive multiple cash credits above
a given value within a given timeframe. This may be indicative
of possible smurfing. A java function looks at those accounts
that have had a recent cash credit. The function counts and sums
cash credits above a given value for a past period. If the number
of transactions and the total amount of all the transactions
exceed those defined by the rule parameters a case is created.

017 — In/Out

A large payment into the account is quickly mirrored by more or
less equal payment(s) out of the account (potential cross_firing
or layering).

019 — High Account
Balance

Reports on any accounts which have a high absolute balance

024 — Large Cash Deposit

Cash deposit above a given threshold

Table 3: AML / ATF Software Rules 027 — 136

Rule Type Name Description
027 — Large Cash Reports on Large Cash Withdrawals of a given transaction
Withdrawal type over a set threshold

028 — Repeat Deposits

Reports on repeated deposits over a certain threshold within
a given timeframe. This can be indicative of potential
smurfing.

051 — Large Cheque
Withdrawal

To identify high value cheque withdrawals over a certain
threshold

056 — Payment From
Watched Account

Reports on any payments from an account which has been
flagged in the watched account hotlist.
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060 — Country Currency
Combination (From)

To identify high risk payments from a given country in a
given currency. Then if the destination currency is deemed to
be High Risk and above a certain threshold an exception is
created.

074 — Repeat Cash
Withdrawals

To identify accounts subject to repeat cash debits above a
given value.

078 — Watched Account

To identify transactions on high-risk accounts (e.g. those
subject to a production order, suspected fraud, previous
disclosure etc.). The list of high-risk accounts is maintained
in a dynamic list within the database.

079 — Watched Customer

To identify transactions from high-risk customers (e.g. those
subject to a production order, suspected fraud, previous
disclosure etc.). The list of high-risk customers is maintained
in a dynamic list within the database.

093 — Large Cheque Deposit

To identify high value cheque credits

094 — Multiple Branch
Transactions

Transactions repeatedly conducted across many different
branches (or other channels)

096 — Large Transaction

To identify high value transactions

101 — High Risk Country

To identify payments to or from a high-risk country (e.g.
FATF NCCTs). The list of high-risk countries is maintained
in a dynamic list within the database

136 — Repeat Funds
Transfers

To identify accounts subject to repeat funds transfers above a
given threshold.

7.3 Data Processing

The main tool that was used to implement measure and understand the performance of

the various machine learning algorithms is Weka which is short Waikato Environment for

Knowledge Analysis. This is java-based software that has been developed at the University of

Waikato, New Zealand. It is considered to be a free software available under the GNU General

Public license and is well known for its built-in machine learning algorithms and analysis

capabilities.
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7.3.1 Algorithms Implemented

Below is a list of the algorithms that were implemented.

e Bayes Net and Naive Bayes Updateable: The Naive Bayesian classifier is a
probabilistic classifier that is based on Bayes theorem with independence assumptions
between predictor, such that it assumes the presence or absence of certain feature of a
class is not related to the presence or absence of another feature. This is done despite
the fact that those features might have an actual dependence upon each other, yet the
model assumes that those features exist independently and contribute to the overall
probability of the class. Another way to look at the Naive Bayes classifier would be

referring to it as an independent feature model.

e Decision Tree: Decision trees are considered to be an accurate and compact method to
build classification models in the form of a tree structure. The actual method by which
the algorithm operates is that it breaks down a dataset into smaller chunks or subsets
while maintaining a corresponding decision tree. The decision tree that is being
maintained is at the same time being built and developed incrementally. This process
would result or yield in a tree with decision nodes and leaf nodes. A decision node has
two or more branches, while on the other hand a leaf node represents a classification or
decision. The topmost decision node in a tree which corresponds to the best predictor

is called root node. Decision trees can handle both categorical and numerical data.

e Decision Stump: A decision stump is a machine learning model consisting of a one-
level decision tree. That is, it is a decision tree with one internal node (the root) which

is immediately connected to the terminal nodes. A decision stump makes a prediction
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based on the value of just a single input feature. Sometimes they are also called 1-rules.
Depending on the type of input feature, several variations are possible. For nominal
features, one may build a stump which contains a leaf for each possible feature value
or a stump with the two leaves, one of which corresponds to some chosen category, and
the other leaf to all the other categories. For binary features these two schemes are

identical. A missing value may be treated as yet another category.

e ZeroR: ZeroR is considered to be one of the simplest yet most effective classification
methods. It depends on the target and ignores all predictors. The ZeroR classifier
simply predicts the majority category or class. Although there is no predictability power
in ZeroR, it is useful for determining a baseline performance as a benchmark for other

classification methods.

7.4 Data Analysis
The testing and training sets that were used are of using one batch of the subsample at
100 records which was used for training. On the other hand, the completed testing comprised

of 8,000 records was further reduced to subsamples of 1000, 2000 and 5000 records.
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7.4.1 Run Results and Output per Algorithm

Table 4: Naive Bayes Updateable Run Results

Algorithm: Naive Bayes Updateable
=== Run information
Scheme: weka.classifiers.bayes.NaiveBayesUpdateable
Relation: 1000Test Data Set Part 1
Instances: 1000
Attributes: 47
Test mode: user supplied test set: 1000 instances

=== Classifier model (full training set) ===

Naive Bayes Classifier

Time taken to build model: 0.02 seconds

=== Summary ===
Correctly Classified Instances 936 (93.6%)
Incorrectly Classified Instances 64 (6.4%)
Kappa statistic 0.8018
Mean absolute error 0.0609
Root mean squared error 0.2396
Relative absolute error 17.80%
Root relative squared error 57.92%
Total Number of Instances 1000
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Table 5: Naive Bayes Updateable Accuracy

=== Detailed Accuracy by Class ===

TP Rate FP Rate | Precision| Recall F- ROC Class
Measure Area
0.776 0.019 0.919 0.776 0.842 0.98 TRUE
0.981 0.224 0.94 0.981 0.96 0.98 FALSE
Weighted 0.936 0179 | 0935 | 0936 | 0934 0.98
Avg.
Table 6: Naive Bayes Updateable Confusion Matrix
=== Confusion Matrix===
a b <-- Classified as
170 49 a a=True
15 766 b b= False
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Table 7: Bayes Net Run Results

Algorithm: Bayes Net
=== Run information ===

weka.classifiers.bayes.BayesNet -D -Q
weka.classifiers.bayes.net.search.local. K2 -- -P 1 -S

Scheme: BAYES -E
weka.classifiers.bayes.net.estimate.SimpleEstimator
--A0S5

Relation: 1000Test Data Set Part 1

Instances: 1000

Attributes: 47

Test mode: user supplied test set: 1000 instances

=== Classifier model (full training set) ===

Naive Bayes Classifier

Time taken to build model: 0.02 seconds

=== Summary ===
Correctly Classified 937 (93.7%)
Instances
Incorrectly Classified 63 (6.3%)
Instances
Kappa statistic 0.8053
Mean absolute error 0.0589
Root mean squared error 0.2335
Relative absolute error 17.19%
Root relative squared error 56.47%
Total Number of Instances 1000
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Table 8: Bayes Net Accuracy

=== Detailed Accuracy by Class ===
TP Rate FP Rate | Precision| Recall F- ROC Class
Measure Area
0.781 0.019 0.919 0.781 0.844 0.985 TRUE
0.981 0.219 0.941 0.981 0.961 0.985 FALSE
Weighted 0.937 0175 | 0936 | 0937 | 0935 | 0.985
Avg.
Table 9: Bayes Net Confusion Matrix
=== Confusion Matrix===
a b Classified as
171 48 a a="True
15 766 b b= False
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Table 10: Decision Table Run Results

Algorithm: Decision Table

=== Run information ===

weka.classifiers.rules.DecisionTable -X 1 —S

Scheme: "weka.attributeSelection.BestFirst -D 1 -N 5"
Relation: 1000Test Data Set Part 1
Instances: 1000
Attributes: 47
Test mode: user supplied test set: 1000 instances

Classifier model (full training set)

Decision Table:

Number of training
instances:

1000

Time taken to build model:

1.51 seconds

=== Summary ===
Correctly Classified 983 (98.3 %)
Instances
Incorrectly Classified 17 (1.7 %)
Instances
Kappa statistic 0.949
Mean absolute error 0.0555
Root mean squared error 0.1295
Relative absolute error 16.22%
Root relative squared error 31.31%
Total Number of Instances 1000
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Table 11: Decision Table Accuracy

Detailed Accuracy by Class ===

FP .. F- ROC
TP Rate Rate Precision| Recall Measure Area Class
0.927 0.001 0.995 0.927 0.96 0.992 TRUE
0.999 0.0073 0.98 0.999 0.989 0.992 FALSE
Weighted 0.983 0057 | 0983 | 0983| 0983 | 0992
Avg.
Table 12: Decision Table Confusion Matrix
=== Confusion Matrix===
a b Classified as
203 16 a a=True
1 780 b b= False
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Table 13: Decision Stump Run Results

Algorithm: Decision Stump
=== Run information ===
Scheme: weka.classifiers.trees.DecisionStump
Relation: 1000Test Data Set Part 1
Instances: 1000
Attributes: 47
Test mode: user supplied test set: 1000 instances

=== Classifier model (full training set) ===

Decision Stump

Number of training instances: 1000
Time taken to build model: 0 seconds
=== Summary ===
Correctly Classified Instances 948 948 %
Incorrectly Classified Instances | 52 52 %
Kappa statistic 0.8356
Mean absolute error 0.0981
Root mean squared error 0.2215
Relative absolute error 28.65%
Root relative squared error 53.55%
Total Number of Instances 1000
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Table 14: Decision Stump Accuracy

=== Detailed Accuracy by Class ===

FP .. F- ROC
TP Rate Rate Precision| Recall Measure Area Class
0.776 0.004 0.983 0.776 0.867 0.886 TRUE
0.996 0.224 0.941 0.996 0.968 0.886 FALSE
Weighted 0.948 0176 | 095 | 0948 | 0946 | 0.886
Avg.
Table 15: Decision Stump Confusion Matrix
=== Confusion Matrix===
a b Classified as
170 49 a a=True
3 778 b b= False
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Table 16: ZeroR Run Results

Algorithm: ZeroR
=== Run information ===
Scheme: weka.classifiers.rules.ZeroR
Relation: 1000Test Data Set Part 1
Instances: 1000
Attributes: 47
Test mode: user supplied test set: 1000 instances

=== Classifier model (full training set) ===

weka.classifiers.rules.ZeroR

Number of training instances:

1000

Time taken to build model:

0 seconds

=== Summary ===

Correctly Classified Instances

781 (78.1%)

Incorrectly Classified Instances

219 (21.9 %)

Kappa statistic 0

Mean absolute error 0.3424
Root mean squared error 0.4136
Relative absolute error 100.00%
Root relative squared error 100.00%
Total Number of Instances 1000
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Table 17: ZeroR Accuracy

=== Detailed Accuracy by Class ===

FP .. F- ROC
TP Rate Rate Precision| Recall Measure Area Class
0 0 0 0 0 0.5 TRUE
1 1 0.781 1 0.877 0.5 FALSE
Weighted 0.781 0781 | 0.61 | 0.781] 0.685 0.5
Avg.
Table 18: ZeroR Confusion Matrix
=== Confusion Matrix ===
a b Classified as
0 219 a a = True
0 781 b b= False
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7.4.2 Error Visualization (Actual Value to Prediction)
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Figure 4: Naive Bayes Updateable Error Visualization
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7.4.3 Cost Benefit Analysis
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Figure 11: Decision Table Updatable Cost Benefit Analysis
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Figure 12: Decision Stump Updatable Cost Benefit Analysis
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Figure 13: ZeroR Updatable Cost Benefit Analysis

56

% of Population: 17.3
% of Target: 77.6256
Score Threshold: 0.9827

Cost: 52
Random: 316.23
23

[ Maximize Cost/Benefit |

@ Cost Benefit

% of Population: 17.3
% of Target: 77,6256
Score Threshold: 1

Cost: 52
Random: 316.23
Gain: 264.23

[ Maximize Cost/Benefit
Minimize Cost/Benefit

@ Cost (7) Benefit



Chapter 8 : Discussion

The correctly and incorrectly classified instances show the percentage of test instances
that were correctly, and instances classified. The results are shown in the table 19 below for

each algorithm.

Table 19: Accuracy of Algorithms

Classifier Model Correctly Classified Instances
Naive Bayes 937 (93.7%)
Decision Stump 948 (94.8%)
Decision Table 948 (94.8%)
Naive Bayes Updateable 936 (93.6%)
ZeroR 781 (78.1%)

The Kappa measurement represents a measurement of agreement between the

classifications and the true classes and is displayed in the table 20 below for each algorithm.

Table 20: Kappa of Algorithms

Classifier Model Kappa

Naive Bayes 0.8053

Decision Stump 0.8356

Decision Table 0.949

Naive Bayes Updateable 0.8018
ZeroR 0
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Another measurement that was analyzed and is critical is the error rate. This was mainly used

in relation to the accuracy of the prediction.

Table 21: Error Rate of Algorithms

Classifier Model Mean Absolute Error Root Mean Squared Error
Naive Bayes 0.0589 0.2335
Decision Stump 0.0981 0.2215
Decision Table 0.0555 0.1295
Naive Bayes Updateable 0.0609 0.2396
ZeroR 0.3424 0.4136

As mentioned earlier the main objective is to observe and evaluate machine learning
algorithms and how those could contribute to enhance and improve financial crime prevention
and detection. This was implemented by evaluating training and testing sets where the accounts

and transactions are seen as nodes and edges.

When analysis of the results obtained was based on the following criteria:
Classification Accuracy and Complexity. The accuracy is represented by the confusion matrix

while the complexity is represented by the cost benefit analysis.

Table 22: Accuracy versus Complexity across All Algorithms

Classifier Model Correctly Classified Instances Cost | Benefit
Naive Bayes 937 (93.7%) 214 7.81
Naive Bayes Updateable 936 (93.6%) 214 7.81
Decision Stump 948 (94.8%) 49 265.54
Decision Table 948 (94.8%) 52 264.23
ZeroR 781 (78.1%) 52 264.23
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Table 23: Confusion Matrix per Algorithm

Naive Bayes Updateable
Confusion Matrix
a b Classified as
170 49 |a a="True
15 766 | b b= False

Decision Table Confusion Matrix

Naive Bayes Confusion Matrix

a b Classified as
171 48 | a| a=True
15 766 | b] b= False

Decision Stump Confusion

Matrix
a b Classified as a b Classified as
203 16 a a="True 170 49 1 a| a=True
1 780 | b b= False 3 778 | b] b= False
ZeroR Confusion
Matrix
Classified
a b
as
0 219 a a="True
0 781 b b= False

Upon analyzing the performance of the different algorithms applied it is clear that that

the majority of the cases in datasets provided have been correctly classified correctly. The

results above have proven that the decision table and decision stump by far exceed the

performance of Naive Bayes, Naive Bayes Updateable and ZeroR. The analysis of the results

demonstrates that they have the best predictive accuracy among the other algorithms with

minimal cost and higher benefit.
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Table 24: Confusion Matrix across All Algorithms

219 781

Actual True
Actual False

Classifier Model P(;l;ril:ieve Plcj;ltsiie Nc;fgraut?ve Nggellifve
I\[If;sz t]:;‘glees 170 49 766 15
Naive Bayes 171 48 766 15
Decision Table 203 16 780 1
Decision Stump 170 49 778 3
ZeroR 0 219 781 0

Table 25: Percentage of Predicting Cases across All Algorithms

Percentage of True Positive

Percentage of True Negative

Naive Bayes

Classifier Model to Actual False to Actual False
Naive Bayes Updateable 77.62557078 98.0793854
78.08219178 98.0793854

Decision Table

92.69406393

99.87195903

Decision Stump

77.62557078

99.61587708

ZeroR

0

100

Table 26: Accuracy, Precision and Mathews Correlation Coefficient All Algorithms

Classifier Model Accuracy | Precision Matthew’s correlation coefficient
Iﬁ‘;ﬁgggﬁ: 0.936 | 0.776255708 0.806319603
Naive Bayes 0.937 0.780821918 0.809496227
Decision Table 0.983 0.926940639 0.950008654
Decision Stump 0.948 0.776255708 0.844543792
ZeroR 0.781 0 0.864524698
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The accuracy, precision and Mathew correlation coefficient for each algorithm were

calculated with reference to the following equations below:

number of true positives + number of true negatives

accuracy = — — . :
*  number of true positives + false positives + false negatives + true negatives
Figure 14: Accuracy Formula
. number of true positives
precision = — —
number of true positives + false positives
Figure 15: Precision Formula
ITPxTN-—-FPxFN
MCC =

V(TP + FP)(TP + FN)(IN + FP)(TN + FN)

Figure 16: MCC Formula

By comparing the overall performance of the algorithms, it can be observed that the
most effective algorithm is the Decision Table with reference to tables 24, 25 and 26 above.
The accuracy of the Decision Table algorithm, which represents the ratio of the true results to
the set as a whole, is 98.3% which is quite superior compared to the other algorithms used.
Precision is most effective, where it measures the ratio of all true positives in relation to all
positive cases, is impressive and is equal approximately 93%. The Mathew Correlation

Coefficient is almost 0.95 which represents a case that is very close to a perfect predication.
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The cost and benefit analysis from table 24 above that the Decision Tree algorithms is the most

effects such that the cost is the least compared to other algorithms, as the benefit is the most.

1.2

0.8 ==4==Diagonal
/ == Naive Bayes Updateable
o / / == Naive Bayes
0.4 === Decision Table
/ / === Decision Stump
0.2 ==ZeroR

0 1 1 1 1 . 1
0 0.2 0.4 0.6 0.8 1 1.2

True Positive Rate

False Positive Rate

Figure 17: ROC Space and Plot for All Algorithms

Figure 17 above demonstrates the plots for the five algorithms. The result of Decision
Table is algorithm has evidently the best predictive power among the other algorithms. The
result of the Naive Bayes Updatable, Naive Bayes and the Decision Stump algorithms lie lose
to each other above random guess line which is represented by the diagonal line, and it can be
seen in the table that the accuracies of these algorithms is around 93%. However, when the
ZeroR algorithm is reflected across the diagonal, the resulting method ZeroR* is performed
and yields better results than the Decision Tree. The reflection process can be achieved by a
mirroring scheme which would ultimately result in simply reversing the predictions of the

ZeroR algorithm.
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Even though the ZeroR algorithm results in the successful identification of only negative
predictions, the process can be reversed to yield a new algorithm which would result in positive
predictions. It is quite evident that when the ZeroR algorithm predicts True or False, the ZeroR*
algorithm would perform in an opposite manner and hence would predict False or True. Hence

ZeroR* would perform even better than the Decision Tree.

In summary, with reference to the confusion matrix in table 8, an observation can be
such that the performance of the predication is directly proportional to the location of the
contingency table with respect to the top left corner. On the other hand, the power and
effectiveness of the prediction of an algorithm could be measured by how far it falls from the
diagonal line in the center. Having said that means that if the result falls below the diagonal,
then the algorithm performs worse than a random guess, in which case the algorithm prediction
process or method has to be mirrored in order for the results to be reflected above the diagonal

line.

However, by comparing the overall accuracy rate and the associated cost / benefit for
each algorithm one could observer the classification of the dataset could be greatly enhanced
if the simple rules employed by the existing software and systems are combined with machine
learning algorithms. Considering the accuracy, precision, cost and benefit analysis and
Mathew’s Correlation Coefficient it seems that the best algorithm that performs is the Decision
Tree. The Naive Bayes, Naive Bayes Updatable and the Decision Stump algorithms follow
closely. Finally, the ZeroR algorithm is characterized of having a negative prediction power
such that it has been able to predict all false cases correctly, hence a reversing process to that
algorithm would result in correctly identifying all the true cases which would make it better

than the Decision Tree.
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Chapter 9 : Limitations

There are several limitations that have been encountered through the course of this
research such as the difficulty to access sensitive information which usually financial
institution would never grant to any third-party individual or organization. Organizations in
the Middle East region is quite protective and adhere to strict privacy policies and restrictions.
This was addressed by frequent onsite visits and supervised remote access to a testing

environment where the data is being hosted.

The other challenge which is introduced due to the existence of missing values or
inaccurate data fields is expected. This issue could be related to the fact that data was not
provided at the time that the record was created, it might be attributed to human error such the
individual at the front desk entered default or erroneous values, or it could be an error that occur
during the process of transferring and transforming the data from the various systems such as
the core banking system to the AML / ATF software database. The strategy that was adopted in
order to address the issue of missing data was to employ modeling techniques such as Bayes in
order to fill in the missing values. On the other hand, at the time being there was no means of
methods given the limited time to correct the incorrect values entered or provided at such as
default values entered for fields such as salary, nationality... etc., as this requires the modeling,
building and deployment of a data quality system that would be able to detect and monitor the

data.
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9.1 Conclusion

To summarize the value of the research, one could state that by examining and
analyzing the performance of different machine learning algorithms applied to a real data set
obtained from a financial institution it was observed that the application of those machine
learning algorithms along with some enhancement and data cleansing f these datasets proves
that despite the fact that some of those machine learning algorithms are simple yet they can be

expected to greatly enhance the process of detection and prevention of financial crime.

The main objective was to study and analyze the how machine learning algorithms
combined with current rule-based software could greatly assist in the fight against finical crime

by preventing and detecting money laundering and terrorist financing.

Main challenges are related to strict confidentiality and privacy restrictions that most
financial institutions in the Middle East region adopt. Thereby, limiting access to raw data and
information resources. Another challenge is attributable to missing or default data values that
are entered at the account opening or transaction initiation level have proven to be misleading

and negatively impact the integrity of the data model used to drive the AML / ATF system.

As per the results and findings presented adopting a machine learning approach has
proved of being quite capable of positively influencing the number of results in a manner that
greatly enhances accuracy and drives down the number of false positives which contributes to
the overall performance in processing immense number of customer accounts and their related
transactions in a time effective manner and maintain the quality of the results returned AML /

ATF system.
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At the end of the day, the fight against money laundering and terrorist financing has
fostered a complex structure of regulations and requirements for financial institutions which

required an integrated and a complete framework that involves everyone within a firm.
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Chapter 10 : Recommendations

The evolution of financial crime methods and techniques draws and creates challenges
to detect and prevent suspicious activities. AML systems and software which are rule based
have a tendency to generate cases based on simple rules set by AML experts and consultants.
Those rules are also known to money launderers who would in return invent new techniques
and methods to avoid being detected. Hence, the introduction and incorporation of machine
learning algorithms is critical to detect and prevent financial crime. This would allow the
systems to be able to easily adapt and learn from current and previous suspicions trends and

patterns which would improve the accuracy of the results and cases being returned.

The future work that could be identified of high value and great influence in the area
of the enhancement of the detection and prevention of financial crime systems are as follows:
ensuring the data quality and further testing and manipulation of machine learning algorithm

parameters.

The machine learning algorithms used are of simple classification nature and hence this
might constitute a limitation when applied to more complex and complicated data set which

depends on the nature of the business of the financial institution.

An important observation is that there is a tradeoff involved while implementing
machine learning algorithms that might appear to be simple in nature. Despite the simplicity
those algorithms might be considered as a valuable addition to current rule-based systems
which could enable the system to deduce further rules. However, the incurred cost due to the

complexity has been justified in terms of benefits reaped such as enhanced accuracy.
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Appendices

Appendix A Legal and Regulatory Requirements in the MENA Region

Jordan: In 2006, the Central Bank of Jordan issued Regulations on Anti-Money
Laundering and Terrorism Financing that define the necessary steps that banks must take to
ensure that money laundering is prevented, and all suspicious activity is properly reported. The
regulations require all Jordanian banks and financial firms to inspect the accounts of their clients
and to ensure the freezing of deposits upon the government's request. Any suspicious activity

must be brought to the governor's attention immediately.

In 2007, Jordan's Anti-Money Laundering Law No. (46) was passed. The Law defines

money laundering and imposes the following penalties:

= Temporary hard labor for a period not to exceed five years and a fine of not less than
10,000 Jordanian dinar, and not to exceed JD 1m on each individual who commits a

money laundering crime stipulated in this law.

= The accessory, the intervener and the instigator shall be punished with the same penalty

that is imposed on the main actor.

= In all cases, the penalty shall be doubled in the event of repetition.

In 2008, the Jordanian Securities Commission, pursuant to the provisions of Anti-Money
Laundering Law No. (46), issued directives to be applied to financial services companies,
custodians, investment companies and investment funds while dealing with their clients or

investors. Such directives defined the requirements that should be considered for knowing your
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client, the cases that need extra due diligence, the reporting mechanism, the framework of the

AML bylaws that each institution shall have and the records that shall be documented.
The National Committee for Combating Money Laundering undertakes many tasks including:

= Formulation of general AML policy

= Supervision of the implementation of the tasks that are assigned to the unit.

= Facilitation of the exchange of information that is related to money laundering

transactions and coordination among the related parties.

= Participation in international forums related to the general AML policy.

= Proposition of necessary bylaws to implement provisions of this law.

= The study of annual reports that the unit submits on AML activities within the Kingdom

of Jordan.

Law No. (46) of 2007 established the Jordanian Anti-Money Laundering Unit as an
independent authority within the Central Bank of Jordan. The National Committee for
Combating Money Laundering heads the unit. The unit plays a major role in the fight against
money laundering and establishes an effective AML framework. It also offers many benefits for

the country, both internationally and domestically.

These benefits include lower levels of crime and corruption, enhanced stability of
financial institutions and markets, enhanced risk management techniques for the country's

financial institutions and increased market integrity.
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Kuwait: Law No. 35, as interpreted and supplemented by various ministerial resolutions and
circulars from the Central Bank of Kuwait (CBK), is the backbone of Kuwait's AML regime.
This Law applies to banks and other financial institutions, namely, institutions regulated by the
CBK, such as investment companies, finance companies and insurance companies. It contains

the following core mandates:

= Accounts may not be opened or maintained, and no transaction of whatever type may be

performed, anonymously or under a code name.

= All transactions that involve amounts of more than KD 3,000 (or its foreign currency
equivalent) require verification of the customer's identity and capacity and the

beneficiary's real name.

= Cash transactions that are equal to or in excess of KD 3,000 are subject to reporting

requirements.

= Records are to be maintained of all transactions for at least five years.

= Employees must be trained in AML procedures and kept abreast of any new

developments.

= Written internal controls and policies that aim to identify suspicious transactions and the

immediate reporting thereof must be established and kept up-to-date.

= All rules and regulations that aim to fight money laundering must be observed.
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The CBK has issued detailed guidelines on what it considers to be suspicious transactions,
as well as specific procedures that all banks (but not other institutions that the CBK licenses that

are subject to Law No. 35) must follow to be compliant with Law No. 35

In 2003, the Ministry of Finance established a finance investigation unit within the
CBK. The tasks of this unit include: the receipt of suspicious transaction reports from the Office
of Public Prosecution; the collection, analysis and compilation of relevant data; and the
coordination, with the Office of Public Prosecution, of the exchange of such data, both

nationally and internationally.

The penalties for non-compliance with Law No. 35 include harsh fines, collectible also
by confiscation of assets, and imprisonment of up to seven years. If organized groups are
involved, the penalties are doubled. Institutions can also be held in violation of Law No. 35;
subject to fines of up to KD 1 M. Failure to report a suspicious transaction is considered to be
non-compliance with Law No. 35 and can result in the application of penalties. There is no

statute of limitations for the enforcement of Law No. 35.

Saudi Arabia: The Saudi AML law was issued under Royal Decree No. M/39 dated August
18, 2003. The law prohibits many kinds of money laundering, whether direct or indirect, where

the law considers committing any of the following actions as a money laundering crime:

= Conducting any financial transactions with the knowledge that such a transaction came

as a result of an illegal activity.

= Carrying, keeping, depositing, or transferring any funds with the knowledge that such

funds came as a result of an illegal activity or an illegitimate source.
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= Concealing the nature, source, movement, or ownership of any funds with the knowledge

that such funds came from an illegitimate source.

= Financing terrorism, terrorist acts and terrorist organizations.

= Participating in, assisting or inciting any of the acts referred to above, including members

of financial or non- financial institutions or auditors.

The provisions of the law prohibit conducting any financial transaction under anonymous
names, and entail verifying the identity of clients of the financial and non-financial institutions.
Institutions must maintain the financial records and related documents for at least ten years, to

clarify the financial transactions.

The latest AML rules that Saudi Arabia's Capital Markets Authority issued (by the board of
the Capital Market Authority) pursuant to its resolution number 1-39-2008, corresponding to
1/12/2008, approved the issuance of the anti-money laundering and counter-terrorist financing
rules. The objective of these rules is to ensure the commitment of authorized persons and
registered persons in applying the controls, procedures, and principles in combating money
laundering and financing of terrorism. It includes the application of the Anti-Money Laundering
Law issued by Royal Decree number (M/39) dated (August 18, 2003) and its implementing

regulations, conventions and relevant international recommendations.

The AML law stipulated for the establishment of an AML unit (financial intelligence unit),
which shall be responsible for the collection and analysis of data and preparation of reports
regarding suspicious transactions in all financial and non- financial institutions. The FIU may
require the competent authorities to attach funds, property or instrumentalities related to any

money laundering fund.
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The Minister of Commerce & Industry decided on March 21, 2004, to establish an independent
administrative unit at the Ministry for AML. The Financial Control Unit shall report to the head
office of anti-commercial fraud at the under secretariat of the Ministry branch for domestic
trading. This unit shall apply the provisions of the AML guidance manual that the Ministry of
Commerce and the Saudi Arabian Monetary Agency (Saudi central bank) prepared. This unit
shall be responsible for controlling all financial transactions, transfers and anti- money

laundering, in addition to supervising the financial institutions that operate in Saudi Arabia.

Bahrain: Much of the Bahrain legislation is based on Egyptian models, in particular the
Egyptian Civil Code, and the legal system is, therefore, predominantly a civil law (as distinct
from common law) system. The Ministry of Justice administers the courts and the civil courts
(which were established by decree in 1971) have sole jurisdiction in commercial matters and
are distinct and separate from the Sharia'h courts. Sharia’h law is one of the sources of law but
does not override statute law or custom and, in commercial matters, is not of great significance.
The Central Bank of Bahrain (CBB) regulates all matters that relate to banking, insurance, the
stock market and other financial activities pursuant to the Central Bank of Bahrain and Financial

Institutions Law (Decree Law No. 64/2006).

Prior to 2006, the Bahrain Monetary Agency regulated all such matters and issued
regulations that continue to be valid since the Central Bank replaced the agency in September
2006. In 1997, the agency circulated all its licensees with a guideline on money laundering based
on the FATF 40 Recommendations. In 2001, the legislatures passed a decree law (Decree Law
No. 4/2001 with respect to the prohibition of and combating money laundering, which forms

the basis of this review). Shortly afterwards, the Bahrain Monetary Agency issued a binding
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circular which set out detailed instructions on the responsibilities of the financial institutions in

Bahrain in respect of money laundering.

The penalties for committing, or attempting to commit, or participating in a money

laundering crime include a fine of up to 1m dinar and/or imprisonment for up to seven years.

The CBB regulates all matters that relate to banking, insurance, the stock market and
other financial activities pursuant to the Central Bank of Bahrain and Financial Institutions Law

(Decree Law No. 6).

The Financial Intelligence Unit (FIU) is the money laundering and terrorist financing
enforcement unit in the Kingdom of Bahrain which is responsible for receiving, requesting,
analyzing and disseminating to the investigatory and supervisory authorities’ disclosures of

financial information concerning suspected proceeds of crime and alleged money laundering.

Qatar: In recent years, the state of Qatar has built a solid AML legislative framework

composed primarily of the following texts:
= Law No. 4 of 2010 on anti-money laundering and fighting terrorism which abrogated
and replaced Law No. 28 of 2002

= Specific Qatar Central Bank (QCB) directives

Law No. 4 of 2010 has amended the definition of money laundering and extended the crimes
which are considered to be potential sources of money laundering, including those crimes
committed outside of the State of Qatar. The Law also focuses on terrorism financing and

includes definitions of terrorist acts, terrorist organizations and terrorist financing.
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Under Law No. 4 of 2010, the following sanctions apply (unless a higher penalty is

mentioned in another law, in which case that higher penalty will apply):

= For the crime of financing terrorism, the perpetrator shall be subject to a maximum of

ten years' imprisonment, as well as financial penalties up to a maximum of QAR 2 M.

= For the crime of money laundering, the perpetrator shall be subject to imprisonment of
a maximum of seven years' imprisonment, as well as financial penalties up to a

maximum of QAR 2 M.

Should any of these crimes be committed by an organized criminal group or a terrorist group,
these sanctions shall be doubled. The law has strengthened the authorities' powers relating to
the confiscation of the proceeds of crime, and any instruments used to commit a crime. These
powers include the identification and freezing of assets as well as confiscating the illegal
proceeds upon a defendant's conviction for money laundering, taking into consideration the

rights of third parties acting in good faith.

Supervisory and enforcement regime- Article 10 of the Law No. 4 of 2010 established a
National Anti-Money Laundering Committee, which is chaired by the QCB deputy governor
and comprises 14 members. The main functions and responsibilities of the committee are as

follows:

» To adopt a national strategy to fight money laundering and terrorism financing.

= To adopt plans and programs to combat money laundering and terrorism financing and

to establish the relevant implementation processes.
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= To follow-up coordination with the monitoring authorities, so as to implement all
legislation and agreements related to combating money laundering and terrorism

financing.

= To follow-up the international developments in this regard and to suggest the required

measures

= To issue reports, statistics, and other information necessary to the QCB on AML and
combating terrorism financing, including the measures and procedures undertaken, as

well as developments in this field on a national and international level

The Qatar Financial Intelligence unit was established by the Law No. 4 of 2010. It is the
national central organization responsible for receiving, requesting, examining, and distributing
information which is suspected to be related to financial crime or to suspicious money

laundering or terrorism financing operations, according to the provisions of the law.

Oman: Until recently, AML and the combating of terrorist financing in Oman were
governed by the Law of Money Laundering Royal Decree 34/2002 (the old law) and the
Executive Regulations of the Money Laundering Law Royal Decree 72/2004, as published in
the Official Gazette. In June 2010 Royal Decree 79/2010 (the new law) repealed the old law,
tightening up AML provisions in particular, to include terrorist financing, and extending Oman's
commitment to combating money laundering and terrorist financing activities in line with
international legislation. There are also various circulars issued by the Central Bank of Oman
and the Capital Market Authority which govern the position on AML and combating terrorist

financing in Oman.
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The new law builds on the offences stated under the old law, to strengthen the AML and
anti-terrorist financing regime in Oman. Offences include transferring funds or a transaction
where the natural or juristic person knows or should know that the funds, they are dealing with
have been directly or indirectly secured from a money laundering offence, aiding and abetting
in money laundering/terrorist financing, obstructing the investigation into an alleged act of

money laundering, or assisting a person to escape legal punishment for their acts.

In Oman it is now a money laundering offence to misrepresent or conceal the nature,
source, place, movement or ownership of income (and the related rights) from an offence if the
person knew or should have known that the funds had been obtained, directly or indirectly, from
an act that constitutes complicity in an offence. Penalties for failure to comply with AML laws
and regulations can be severe. They may include fines and/or terms of imprisonment. The
maximum penalty for terrorist financing is a term of imprisonment of not less than ten years and
a fine of not less than 10,000 riyals. In addition, the courts may order bans or suspension of
performing certain activities, closure of operations (either temporarily or permanently),

revocation of licenses and confiscation of goods.

Supervisory and enforcement regime - The new law provides for the establishment of a
Financial Investigation Unit which is responsible for collecting information from finance
institutions and other professions concerned with suspicious financial transactions. It also
creates a database for such transactions, cooperating with international organizations. The FIU
has powers to suspend suspicious transactions for up to 48 hours, which can be extended to up
to ten days by the public prosecution, which can freeze and confiscate assets. The FIU works

with the competent regulatory authorities to verify compliance of the bodies with the regulation
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prescribed by law to combat money laundering and terrorist financing, i.e. reporting suspicious

transactions.

Oman also has a National Committee for Combating Money Laundering and Terrorist
Financing which includes representatives from many of the governmental ministries, such as
the Ministry of National Economy, the Ministry of Housing, the Ministry of Social Development
and the director of the FIU and is chaired by the executive president of the Central Bank of
Oman. Its activities have recently been expanded to include enhancing awareness of the risks of
money laundering and terrorist financing, and to implement the resolutions of the International

Security
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Appendix B : The Legal and Ethical Elements for Combating Fraud in the MENA

Region

Qatar: The Qatar Financial Markets Authority (QFMA) is the regulatory supervising
authority and the listing and licensing authority for the domestic capital markets. The recently
established organization is also responsible for ensuring market integrity and transparency

through the surveillance and enforcement of the market rules and regulations.

Kuwait: Kuwait recently passed new legislation for the establishment of an independent
authority to oversee and regulate the country's securities exchange. A key provision of the law
is the formation of an independent five-member Capital Markets Authority (CMA) whose role
will be to "ensure total transparency and prevent insider trading and other illegal practices”. The
new law is designed to curb market manipulation and insider dealing and it stipulates strict jail

terms and hefty fines for violators.

Bahrain: The Central Bank of Bahrain (CBB) has led the way in the region in clamping
down on attempts at insider trading and market manipulation. An offence of market
manipulation and insider trading is contained in Articles 100 and 106 of the CBB Law of 2006.

The CBB Rulebook also contains a Market Abuse and Manipulation Module.

Saudi Arabia: Saudi Arabia's Capital Market Authority (CMA) is responsible for
regulating and developing the Kingdom's capital markets, protecting investors from unfair
practices such as insider trading and market manipulation, and overseeing all aspects of
securities issuance and trading. Its authority derives from the Capital Market Law which was
enacted in July 2003 to modernize the country's investment activities and attract foreign

investment.
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Oman: The Capital Market Authority (CMA) was set up under Royal Decree No. 53/88

to oversee the issue and trading of securities in the Sultanate.

The CMA has rule-making authority under which it issues laws and regulations to
"enhance the efficiency and transparency of the market,” and to develop investor confidence.

The key law governing the market is the Capital Market Law of 1998 (as amended).
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