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Abstract

As the drive towards efficiency and effectiveness in infrastructure spending
intensifies, the topic of WLCC (Whole Lifecycle Costing) has taken added importance,
aligned with the general mandate of providing bestvalue for money. The domain of
spendingon PSA (Physical Security Assets) thereby requires assessment negarsting
the cost but also in various dimensions of risk managententylfill the needs and
requirements of the usels. addition to thatall elements connected with the PSA neetle
analyedand assessed with a holistic ebsnhefit analysis framework.

The research aims at undertakingtachasticanalysis of the whole ambit of costs
associated with PSA (physical security assets) from feasibility to disposal, with the aim of
generating output regarding economic and 4ea@onomic indicators. This exercise would
generate thus a model which can be deployed by both the private and the public sectors for
making better decisions regarding PSA investments, and obtaining best value.

Data collection hadeen donghrough a survey and other sources, with probabilistic
distributions derived for theelevantWLCC cost centers along with validation of the same
through statistical tools. Monte Carlo simulation techniques have been used to provide the
users with pralefined parameters. Various sensitivity analysis measures have been
incorporated to gauge the iatility through changes torucialinputs.

The proposed WLCC model would enable the users to assedacthal overall
running costs of investment in PSA, along with risk management parameters, thereby
facilitating investment policy implementation. Appnsed to deterministic forecasts, it would
enable the users to quantify the associated risks with a relative level of certainty. It would,
therefore, contribute towards ttmeore efficient use of budgets, equipping the users with
statistical results to cddently make the judgment calls regarding various options of

investment in PSA.
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CHAPTER 1.INTRODUCTION

1.1 Introduction

This chapterdefines theresearch problemwith little introduction, theoretical
backgroundof the research. The chaptaiso presents the researéfamework, questions,
aims and objectives and subsequentiBthodology The last section of this chapi@ovides

a summary of this research and thesis.

1.2 Research Context and Background Information

Governments across the world have ways of ensuring that both amdliprivate
sector enterprises within their domains can deliver their services to customers in the most
effective, efficient ang&gconomi@ima nner . Hence, the notion O&bes
many European nations in the 1990s. This resulted inafuedtal changes in infrastructure
spending and models of procurement, thereby giving rise to the growth in understanding and
implementation of the domain of Whole Li€ycle Costing (WLCC). This goes hand in
hand with the discipline of thgeneralpracticeof procurement to obtain the most productive
outcome of whole lifecycle costs and quality that meet user needs (Boussabaine & Kirkham,
2004).

Hence, best value can be assertethasnain concept that must be considered when
contracts are awarded for syging, and on physical security assets (PSAs), too, since merely
allocating on the basis of thewest capital quote would not necessarily result in best
practice. Such a process has to incorporate WLCC and thus the phenomena have been made
mandated in theompulsory in the UK, whereby all public entities are required to employ
WLCC to justify their spending. This also includes innovative pylicate approaches.
WLCC is essential for enhancing procurement models and thus for meeting stringent public
secbr requirements such as those in the UK. This becomes even more important in times of
fiscal austerity and overall economic slowdown, wherevdlaefor money takes on another
important dimension.

WLCC provides a more thorough assessment of overall ab&s coupled with PSA
spending. This is in contrast to the traditional approach of generally focusing otesimort
acquisition and basic operational costs. An added feature of WLCC is its factoring in of the

risk assessment procedures, thus providing eerholistic look at the spending process. By



their very nature, spending on PSAs is kiaegn in nature, and thus risks abound relating to
operations, life and maintenance aspects of the assets.

Quantification of risk is a central theme in WLCC, whereblg-modelingtechniques
are employed. It aligns with lifeycle costing, which is a natural evolution of the theme,
although it is more dynamic since WLCC is capable of providing updated projections on
costs and performance t matchesghe ceguremensfarsP&A | i v
spending in terms of meeting and exceeding client expectations in overall costefficiency and
design economies, monitoring, sustainabilitgnd costeffectiveness. The following
definition lays out the essential elements WLCC, especially with regard to the
enhancement of the concept of {dgcle costing:

WLCC is a fully integrated process that empowers a stochastic performance
evaluation of the facilities built up in this manner. Sundry features including the
sustainabilly, their maintenance, ability to be-used and features of their obsolescence are
factored in. The outcomeb both economic and neeconomic performance indicators
facilitate the stakeholders throughout the lifecycle of a project (Boussabaine & Kirkham,
2004).

1.3 Theoretical Background

1.3.1 Prior Analysis

The aim of WLCC, according to Curran (1996), is to help managers, who, by using
the method, become empowered to undertake a more useful and systematic analysis of the
life-cycle costs associated with PSAs, lsias CCTV systems. The ongoinglization of
assets such as CCTV is a critical factor to decide on, and ghém@menon alsmcludes
accessories to effectively operate the equipment, Wha@tdecision makers a fuller view
of the perspective.

Crime pevention has historically been the main reason for PSA spending, which also
includes elements like physical supervisideferse,and lighting. Thus, CPED ighe main
theme relating to crime prevention through effectindi zation of environmental desigm
main functionality of CPED is to mitigate the likelihood of damage caused by crime by
implementing a design that is highly sophisticated, with the additional perception of criminal
risk. The physicablefersesthen detect and deter any likely penetration of protected zones.

Ko, Park and Kim (2016) assert that even after much research and spending on technology, it



cannot be absolutely assured that the same would not be breached, as there have been
multiple case of security system breaches, albeit sophisticated, thus raising questions over
the whole apparatus. It must be understood, thus, that a system, however advanced, cannot
provide absolute assurance against a breach. Nevertheless, the more robust asgpstem |
terms of design and implementation, the higher assurance it provides, and the more it
mitigates potential losses of millions of dollars to companies.

CCTV has become a main component of PSAs, especially in the wake of
technological breakthroughs in ©C cameras and image intensification technology,
according to Harris et al. (1998). Fennelly (2012) asserts that CCTV is still one of the most
critical asset protection devices available and thus is invariably an essential component in a
number of PSAs thatim to deter and detect amauthorzed entry in a protected space.

CCTV has also improved the effectiveness of various other phydefalses Kruegle

(2007) conducts a study that concludes that locks and other physical security devices operate
more efectively when linked to a CCTV system. Moreover, a study by Loughborough
University (2003) validates that a CCTV system works better when integrated within a
comprehensive security system, and the more it is coherently linked to the system, the better
it serves, because remote areas can also be linked to it.

Siergiej adRbsi Ealsi, (2015) state that C O ¢
outflow for anorganization but a needed analysis includes all the lifedya$sociated costs
of a PSA. Hence, the overalost is much higher than the initial PSA outlay, with wide
ranges between alternatives, keeping under consideration the evolving environment and the

needs of amrganization

1.3.2 Risk Assessment

This is critical to PSA spending and in evaluating overallltego a firm. The flux
prevalent in the current environment further underlines this. Final decisions are based on the
expectations, the management of the desires and the preferences of a number of stakeholders,
with varying degrees of risk associatedhnatach potential avenue. WLCC provides a system
where risks associated with cost forecasts are enumerated through probability distribution and
could be sounder if they could be defined as explicitly as possible (Boussabaine & Kirkham,
2004). An analyst caface many challenges and difficulties in this step, as many variables
can be difficult to measure and quantify, especially those regarding inflation, operational

costs, and other estimates. Thus, the relevance and importance of WLCC diminish in



instanceswhere a highly accurate measure needs to be calculated; when many interlinked
variables are hard to quantify, the linkages can become very complex, rendering the process
of estimation quite inaccurate and thus inoperative. Therefore, an important condubiat

for a robust application, various models should be constructed for the purpose.

The designing, project parameters, design and costs (operative) of a PSA are
determined early on in a project. Theny ar e
experiences and frames of reference and it is therefore not particularly suitable to manage
risks and make decisions based on them alone. WLCC provides a systematic framework, as it
evaluates parameters for existing methods that cannot be accurateifiegano do this,
the process has to include a strong risk management apparatus. Data collection requires
considerable time and effort, but when not allied to strong methods and tools, it results in
little utility and fails to serve its purpose for cltisnWLCC addresses this issue by considers
and evaluates the risk dimensions of all angles of a decision so that it extracts a productive

result of risks and the associated expenses.

1.3.3 Requirements re data for PSA WLCC

The process calls for a walbmposedody of steps that are required to extract the
data, connected in a series of related phases of the WLCC. Various sources provide these
data, including direct component cost estimates, historical informagimigment and
performancdevel models (Boussame & Kirkham, 2004). It is normally the case that the
specialists and the contractors who deal with the PSA have withttiteagh listsand other
details of the associated costs.

Other models can be put to use to construct the data and didercyxle profiles. In
this regard, simulation data are considered to be better estimators than historical cost data in
assessing applicability (Ferry & Brandon, 1991). Simulation essentially focuses on the
oncoming, instead of the past, as the past @@ ppoor sphere to employ in forecasting.
Historical data can also be supplemented with simulated data through advanced statistical
techniques.

1.3.4 Use of Operational Research

The following steps need to be done in sequence regarding operational research (OR)
(Boussabaine & Kirkham, 2004, p. 17):



1 Composing a framework of the problem, along with the related constraints
and the aims
PSA system model to be formed up

1

1 Achieving solution through the model

1 Comparing and contrasting the solution with the given cus@tion
1

Assessing the outcomes and continually monitoring the performance

Estimates and ideas need to be made regarding the major PSA parts, risks of failure of
those components, quality, maintenance systems, cost constraints, maintenance duration and
its impact, disposition viability and other replacements (Boussabaine & Kirkham, 2004, p.
18).

1.3.5 Obsolescence

As the contemporary environment is in a state of flux, with firms experiencing high
technological advancements and breakthroughs, PSA infrastruitureulnerable to
obsolescence more now than it has been. The obsolescence factor directly impacts the useful
lives of PSA components, and thus the structure of risk assessment must include this
fundamental element, too. Crucially, the risks PSAs are detmward mitigating may
evolve, rendering the systems obsolete. This can become a complex exercise to anticipate and
provide for, as it includes a host of intangible elements, including disruption and
externalities,economicobsolescence, legal and regatgtimperatives of change, costs of

disposition, wastage clearance, and cleaning costs.

1.3.6 Capital Costs, inclusive of Initiation and Acquisition

PSA practicality can be assessed by undertaking a retuimvestment measure.
Although assumptions regardingpital commitments are not explicit, they have to be made
for elements of prelesign costs, design, developmangd installation, financial costs, etc.
This also includes consultancy fees, survey feeds, camera and cabling costs, accessories and

other elements.

1.3.7 Operational and Maintenance Costs

Ristimaki et al. (2013) state that the benefits obtained through WLCC rest largely on

the validity of the assumptions made regarding future operating costs and CCTV



maintenance costs. Although future costs may dleutatedinexactly, that does not make
WLCC useless; in spite of that fact, WLCC has the benefit of making analysts view more
closely the evechanging landscape regarding energy costs, regulatory imperatives,
maintenance and others through a holistienfevork that enables them to better assess
capital spending and other associated decisions regalR8ig Crucial costs of operation
including the management systems of riglentified procedures for cleaning, regarding the
staff, along with costs regardjndisruptive elements and the control room costs. Costs of
maintenance would include ones for replacing the assets, maintenance for routine-and sub

contracted work.

1.3.8 Asset characteristics

WLCC computations must include an assessment of the physicaiustsievithin
which PSAs are to be placed and positioned, along with the functional characteristics of the
premises. A poorly maintained building, for example, or one that has structural faults likely

increases the elements of risk associated with maintpand even installing a PSA.

1.4  Framework for WLCC Risk Management

WLee ! WLCC Risk

Mmonitoring . e
and feedback identification
WLCC Risk WLCC Risk
responses analysis

—

Figure1-1: Derivedfrom the framework for integrated WLCC risk management (Boussabaim&tgam,
2004, p. 23)

WLCC optimisation has taken on a new dimension due to the rise in PSA
expenditures. Uncertainty generally abounds in this phenomenon, with decision makers

having to face variability in assessments and the possible outcome that PSA spending is
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deferred orcanceled Moving avay from PSA spending can turn out to be disadvantageous
for a firm. In this context, WLCC provides a mechanism that accommodates the inherent
spending uncertainties and provides useful tools for managers to evaluate the utility of PSA
spending.

WLCC sideseps the need to have the large amount of data required by conventional
risk management systems, asuiilises data a company already has in possession. A
combination of risk management techniques must be used for WLCC risk assessment,
including breakeverand sensitivity analyzes. The hitgvel work methods of probability
distribution and artificial intelligence measures can also be incorporated. An iterative linkage
of the five elements enables stakeholders to carefully assess the consequences of various
courses of action in a coherent anidterlinogi cal
ages(Boussabaine & Kirkham, 2004, p. 23). The sequence is given underneath:

1.4.1 Whole life risk identification

Each whole lifecycle process has elements of risksoagted with it that can be
harmful to the interests of stakeholders. Hence, those risks must be measured and identified
in their entirety, with the work in this phase heavily impacting later analysis, quantification

and risk response measures throughioeifife of the PSA.

1.4.2 Whole life risk analysis

Sophisticated methods such as probabilistic and deterministic measures and Al can be
used (Boussabaine & Kirkham, 2004, p. 24). As there is no measure that by itself covers the
vast ambit of outcomes connectadth a risky investment, probabilistic measures are
required.The pobability distribution is constructed such that a large number of avenues are
considered, followed by statistical analysis to quantify the associated risk. Subjectivity is
inherent in the exercise and Al can be employed to model the riskiness inherent in WLCC
analysis by using historical data. There is no single method that can be judged to be the most
appropriate and suitable for each and every case. Rather, that depends on the @ipwfics
case, the extent of data and resource availability, PSA investment size, skills and competence
of t he us e rjudgmentn ascarining she lvegt method to be selected and applied

to the case at hand.



1.4.3 Whole life risk responses

In the nex phase, responses to WLCC risks must be developed (Boussabaine &
Kirkham, 2004, p. 25). PSA investments have to be protected through adequate risk
responses upon identification of associated risks and their measurements. Risk avoidance,
acceptance, shagn absorptionand transfer are some of the practical choices that can be

made, depending on the specifics of each case.

1.4.4 Whole life risk management plan

Roles and responsibilities of various connected parties in the mechanism regarding
initiation and impémentation must be carefully established with-getermined and
delineated courses of action. This must be coordinated carefully to be seamless so that the
management can provide assentiainput in the process by identifying and recommending

staff to ke assigned duties for each response at the relevant hierarchy levels.

1.4.5 Whole life risk monitoring and feedback

It is a norm in the case of PSA projects that initial decisions are changed to different
extents as a project progresses. There is a need,fthuspntinual assessment and for a
feedback mechanism for risk management. Procedures would be assessed for their
effectiveness, response priorities would be established, and risks would be monitored closely.
Moreover, WLCC assessments would be updatediraaally and economic measures
reviewed periodically to determine the appropriateness of an investment decision as a project

moves forward (Boussabaine & Kirkham, 2004, p. 25).

1.5 Objectives of the Research

The main assertion in this thesis is that UAE PBv¥estment spending is not backed
up by anadequatelyobust system of WLCC analysis. Hence to evolve a model that can be
applied to the UAE is a specific aim of the exercise. This study has the following aims:

1 To enable the stakeholders to applyrabability system for undertaking cost
simulation where that information is not readily available.

1 To enable users to calculate PSA WLCC estimates by employing probabilistic
methods to values that can be related tactrmidenceanterval.



1 To provide a mdel through which the WLCC of PSApend can be
contrasted.
1 To provide users valuable performance measurement techniques to draw

useful inferences from

A risk-based WLCC PSA investment model achieves the above objectives and
provides the following ancillgrobjectives, too:

1 To review the evolution of the WLCC model by analyzing its theoretical
constructs and mathematical techniques

1 To review WLCC methodology literature with the aim of integrating its
elements in work

1 To assess the ongoing performance messant techniques and link them to
the WLCC environment

1 To undertake a substantial review of the current UAE PSA investment
practices and link them to the WLCC model for future policy formulation

1.6 Research Questions

1 What are the mathematical techniques usgdcholars and practitioners in
performing PSA WLCC?
What are the optimum approaches for PSA WLCC analysis?
Does the established WLCC framework lead to effective and efficient risk

management for UAE PSA investments?

1.7  Methodology

Prototype modeling is adieved through a thorough review of existing WLCC
methodologies as currently employed in the UK and other European countries. This also
includes applying stochastic measures to WLCC approaches with work -oreatmn
between the various parties. The raletVWLCC equation would thus be able to be extracted

through this exercise. Hence, the following sums up methods used in this research:



1. A string review of the various WLCC literature sources along with the management of
risks is carried out. This stegill help in determining the most appropriate WLCC
center for costs.

1 A survey is conducted among planners, sponsors and other stakeholders in
order to assess their opinions regarding PSA investments in UAE. It provides
the researcher the needed datadatizing the related cost centers of WLCC.

1 The data gathered help enhance the information and knowledge needed to
analyze a major public sector investment. The knowledge gained can then be
employedin applying to the UAE and thus in the research wouldesas the
triangulation to assess the extracted model.

1 Cost data relating to WLCC cost centers are checked for their probabilities to
obtain the needed elements.

1 To establish the validity of the probability distributions thus obtained, chi
square and othestatistical tools are employed.

1 For all the cost centers, a WLCC model is evolved. Monte Carlo simulation is
employed so that WLCC is given by the probability function.

1 The present values of WLCC are gauged with reference to a range of
performance measement techniques.

1 The findings of the above analysis are compared and contrasted to the
existing WLCC models, and the main scientific analysis findings are

identified and articulated.

1.8 Outline of the Thesis

Thisresearchs divided intoll chapters t@etthe area of the theme clearly.

Chapter 1 includes the introduction, conceptual theoretical anadysishe research
reasoning. The justification for the research is also drafted, and the research methodology is
covered.

Chapter 2 is composed of a WLGiterature review, and the relevant findings for
UAE are identified and summarized.

Chapter 3 deals with the WLCC mathematical analysis and the application of risk
theory to WLCC.
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Chapter 4 discusses the theory and application of risk management in WLCC
research. It covers an analysis of the five related components of the model and analyzes the
statistical measures that have been used in the past. Deterministic and stochastic models are
alsoanalyzel in detail.

Chapter 5 includes work on the costs relai@dhe PSA capital expenditure, with
simulation methods applied.

Chapter Goresentinghe theoretical approa@ndresearch methodology which would
beutilised by the researcher while conducting this study.

Chapter 7includes work on the PSAosts ofinvedment WLCC systems, with
simulation. Alsoanalyze the most important questions related to the influence and impact of
the costs into different life cycles phases.

ChapterBapplied the factor analysis and data reduction process for the number of risk
factors in order to handle the task more efficieMbreover, thepresenceofwvhether risk
factors data fit a specified probability distribution using Goodioégss methodology. Using
t he s oHasyft@a.r e 0

Chapte9 describes the evolution of the finalMZC model, using Mo Carlo
simulation andi @R i pokgram

Chapterl0 explains and comments on the findings and other results of the thesis and
supports it ithediscussion

Chapter 1 the thesis isummary,ts contributiongo the knowledge and society, and

suggestions are done for simifarther researdas.
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CHAPTER 2.PHYSICAL SECURITY ASSET

2.1 Introduction

The aimof physical security resources can be considered to teflect or recognize
an assault by a threateningdversary.Suggesteds the idea that there exist only faw
resources inside an association which must be shielded @&ssaults or undermining
activities. These benefits may be identified with human, material, an office, an area, or a mix
of all. In spite of its structure, these advantages have some worth to an individual or an
organization, whgh may pick a mechanism ofrgtection for ensuring it. Asstated by
USDHSISC, (2009)such aframework can béakenas a ourse of action of various types$
wellbeing safeguardsSuch security methods are assets thaht have the capacity to
distinguish, delay, or react towards andermining circumstance. As pointed out by ISC,
(2015), the decision of a physical security framework, along these lines, has costs concerning
wellbeing measures or precautionary measures, which contains the framework both in the
acquirement and operatig of the guards. For picking the dangers associated with an option
determination, an individual or an organization submits its assets comparable to the present
estimation of these costs (USDHSISC, 2009). Henceforth, in this segment of the
investigation the specialist will lead an inside and auexaminationof the idea of physical
security, alongside that the scientist will likewise break down various sosaysfvhich are
being used by the associations with tlmenp of ensuring theiresources. Moraaer, in this
section, the researcheill likewise lead a top to bottom examination of the diverse sorts of
physical gcurity resources, and the lifecycle of thessourceswhich are being used by
various associations. A short time later the scientitexhibit a diagram of the outline and
advancement of the physical security resources, and all the more vitally the establishment,
and thefunctioning of physical security resourcethat forms abasic segment for these

associations.

2.2  Physical Security

Swch systemic frameworks exist to safeguard the buildings to mitigate the risks of
damage To accomplish this, as Oriyano, (2014) contendeel leaders involved must focus
on chiefs and leaders must concentrate thiedevelopmentof the structures, crisis

frameworks, directions in regards to arrangement and utilization of gear, control supplies,
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treatment of items, and relations with outsidices and contractual workeigairab (2005)

trusts that an individual or a company looking for assurance for its advantages has restricted
money related assets and, in this way, constrained choices of welthethgds wherefrom

to formulate a security framework. For determining théhoes that should be used, the type

of the attacks on the benefits to the owners must be asséssddart, Fenz, Klemerand
Weippl, (2006) expedhe quantity of characterizations of underminingunstance against

a particular owneror an enterprise'sidvantages is restricted. On the off chance that a
debilitating circumstance incorporates an individual traveling through an office, a movement
sensor might be an achievable wellbeing measure to be consolidated into a security
framework. Influencing utiiation of a hazard evaluation to approach, undermining
circumstances must be, in any event, considered concerning their likelihood and outcomes
(Schumacher et al. 2013). On the off chance that the security measure is of considerable
esteem, devastation ¢trarm of thewell-being measure must be fused into thesuling
appraisal. Keeping in mind the end goal to figure out which wellbeing measures to
consolidate, the outcome of the possible undermining circumstances is very basic (Proctor,
Byrnes, Barber, antlloss, 2002).

Harris, (2013)asserted the ID of security methods for combatimg debilitating
circumstances against resourcedase;an aitline of the wellbeing methods must be charted
out A plan fusesquantity of particular wellbeing measures pickesid furthermore the
territory wherérom they enmesh and, if pertinent, giaiationof each security measure. For
example, Stewart, Chapple, and Gibson, (2@t2sider that a couple of of view that two
surveillance cameras can lhadintroducedna smilar zone withdifferent headings covered.

Along these lines, a physical security framework includes an assortment of wellbeing
measures and furthermore their plan and arrangement. In any case, unique option security
frameworks might be utilized throughfférent outlines and situatioof a similar wellbeing
step(Harris, 2013).

As propounded by Olenwa (2014), entry to the building must be restricted suitably in
order to apppriately use the apparatus. The outward appearance of protection and security
need not be there necessarily.

Boudriga, (2009) showed that the outlines for protection of a facility can be done
without over the weight the workers. All things considered, on the off chance that workers
requiregeting to, they will make them give, andeth comprehend and keep up the security

rules and strategies of the association. Wailgum, (2005) asserts that a valid Security
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Agreement has to be provided by the individual before being granted access. This is needed
for exemptions too. A portion of theszs of physical dangers to an association are:
1 Natural disasters, for example, tremors, surges, and tornados.
1 Other natural conditions, for example, high stickiness, outrageous
temperatures, lightning, and overwhelming downpours (Stewart, Chapple, and
Gibson, 2012).
Purposeful harm, for example, vandalism, burglary, and burning.
Not think demonstrations of harm, for example, terrible pipes,-lowaten

electrical outlets, anspilled fluids (Stewart, Chapple, and Gibson, 2012).

2.3  Physical Security Counteeasures

Irwin (2014) states that the measures to provide for security can come in different
shapes and sizes. Retail associations can have access to such different com@iations
the motivation behind keeping up this exertion, the countermeasates¢hunrealistic to be
useful in retail associations are not depicted in this area. As indicated by Abbott, (2002), the
hypothesis and routine with regards to physical security frameyarkghe undertakings of
discouraging, location, postponing, arghcting. Physical security incorporates the thought
of security inside and out, the usage of different layers of between dependent frameworks, for
instance, physical blocks, lighting, CCTV observation, get to control, IDS, security
gatekeepers, et cetei®olid, (2012) guaranteed that these strategies of physical security are
proposed for identification, deflecting, postponing as well as denying unapproved access to
an association's offices, workplaces, assets, and hardware.

In this way, Garcia, (2006) dad attention to the stance that when retail associations
are being provided for, the most suitable physical security measures must be evaluated.
Design of such systems is paramount for methods for hazard administration, use the
capabilities of physical serity advancements, arranging security tries and offering data to
different partners. Similarly, the group tasked witeadministratiorof security must test the
working of the framework, distribute assets concerning the association's main goal, and
deliberately supervise human asset and planning regarding physical security framework. As
Ekelhart, Fenz, Klemen, and Weippl, (2006) clarified, administration of physical security
resources is a total method which fuses vital arranging, recognizable prooalsf gnd

furthermore legitimization and utilization of a practical planning anticipate a total physical
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security framework. Kairab (2005), puts forward the notion that a Director of Security with
overarching role and duties can be assigt@dnaintain the security measures and the
capacities connected therein. They must have the authority to make decisions regarding the
design and implementation of the same, according to the necessities of the organization
(Schumacher et al. 2013).

As indicated by ProctoByrnes, Barber, and Moss, (2002), as a suitable practice to
ensure attractive level of security for associations, the administration should altogether gauge
the upside of each perceived physical security countermeasure for their office/structures
consideing a thorough security chance appraisal and circulate assets according to their best
utilization. In any case, Alshboul, (2010) fought that the appropriation of assets for physical
security countermeasurefr the most partincludes spending constrasnand distinctive
complexities. For the most part, there are issuepantion of physical security assets as for
associations, their strategies, and devices that obstruct the design of association's
consumption for buttressing the measures of security. Stewart, Chapple, and Gibson, (2012)
suggest that the Director must evaluatéyfthe methodology as being suitable or not for the
organization. This evaluation should then result in a report of ideas regarding the
enhancement needéar the measures. IT should align well with the goals and objectives of
the organization. AccordingtOriyano, (2014)

There cannot be a uniform best fitting practice for all circumstances and situations.
Worldwide guidelines need to be met at times, and according to Boudriga, 2009), in the case
of awide-rangingretail association network, interconnetrtess imperatives must be factored

in.

2.4  Type of Physical Security Assets

Per Olenewa(2014), the push for security measures of PSA is insurance and other
administrative factors. Border measures, fencing, monitoring through specialized controls are
segmentghereof. Wailgum, (2005) showed how stopping, verifying and delaying are also
steps in the process. Attempts to attack and vandalize, to go through the assets rummaging
them, must be stopped in its tracks through using entryways, and protection around the
building edge. Foreswearing can also help through bolted doors and vaults. Irwin, (2014)

found that systems for detecting intrusion are second in linkefefse and can prepare the
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staff. According to Abbott, (2002), another layer of security can beided to prevent

intrusion until the point where the staff arrives.

2.4.1 Physical Control

Irwin (2014), showed that structures do need checking of individuals before they enter
the premises. Three different and varied measures here include private access, confined
access or community. Each of the three would have their own reason for attempting entry and
thus this must be factored in. Varioagstems and advances exist that permits controlling
access benefits in an office/building. These advances are introduced for debilitating and

recognizing passage from unapproved individuals (Hardy, 2012).

2.4.1.1 Perimeter Seurity

Entryways, mantrapsyall, and gates are generally utilized alternatives for outside
security of the workplace or working to build up an extra security layer for the interloper
before getting to the building (Mo et al. 2012). Schumacher et al. \2QEBanteed that wall
is utilized for plainly characterizing limits of the workplace or assembling and recognize
open regions and secured office building. Materials utilized for making wall contrast in
guality and quality. Ensured resources of an orgéioizaetermine the protection levels. Per
Kairab (2005), some fencing would be there, solid wall, laser systems for recognizing
intrusion, and wall with electronienpulse. Proctor, Byrnes, Barber, and Moss, (2002), assert
that doors are focal entry poirdad must have robust security similar to the ones seen on the
walls. Doors have to be strongly protected as in case of emergency too whendyitigsre
can provide the route for easier entry or exit if not protected well. Johnston and Garcia,
(2002) hee assert that the entryway should contain solidified turns, locking segments, and
shutting instruments. There ought to be a predetermined number of doors for a working with
a specific end goal to solidify the assets needed for protecting them. IF se@idhes are
not present, then CCTV should be there (Johnston and Garcia, 2002).

In case the gates are not easily discernible as compared to the walls, the level of
security is enhanced. Entryways provide a singular course to the entrance and thus an
individual can enter or exit the facility from it (Harris, 2013). If the mantraps are outlined,
then it does not allow multiple individuals to gain access at a time, per Stewart, Chapple, and
Gibson, (2012. Hence, until the identity of the person wishing ter estascertained, the

mantraps provide the waiting space and confine them there. The entryway can give access
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once the authorization for entrance is obtained, per Mo et al. (2012). Hence this is a

mechanism that delays the entrance phase and providégradoeck therewith.

- Badges

IT is essential to identify whether someone looking for entry into the premises is a
guest or a worker, according to Boudriga, (2009). Cards can be termed as IDs, and other
proof cards, to verify and validate identificatiprocess. PC chips attached therein provide a
better access process. The RFID labels, data of workers and strips on these can provide

security staff a better model.

- Motion Detectors

Olenewa, (2014), movement locators offer different cutting edge optiolnghtnof
the organization's security needs. Movement finders are introducethdocation of
interruption inside an organization and the gadgets perform alongside essential caution
frameworks. Infrared movement indicators screen infrared light changbe ienvironment
(Hardy, 2012). Warmth based movement finders screen modifications in warm levels of the
environment. Abbott, (2002) battled that wave design movement finders utileze
frequencies that track any changes in the landscape. The offitesdhaot so wellit can
adopt the capacitance movement frequency tracker, per Wailgam (20@5dwaveor
ultrasonic frequencies that watch changes in reflection designs in the environment.
Capacitance movement indicators watch changes in attractivéedrical fields in the
environment. Wailgum, (2005) clarified that photograph electric movement locators screen
changes in light and are introduced in offices that have almost no to definitely no light.
Detached sound movement locatmark by tuning in © abnormal sounds in the environment
(Olenewa, 2014).

- Intrusion Alarms

Interruption alerts triggers and shows different locators and sensors. Such gadgets
incorporate glass break locators, window and entryway contacts, water sensors, and
movement findersrad so forth (USDHSISC, 2009). Little changes in nature trigger the
caution gadgets. In hardwired security frameworks, interruption @ensghe adjustments
in condition by gadgets by producing a wiring short (Hardy, 2012). Various types of
interruption alerts are repellent, obstruction, and notice (Hardy, 2012). As indicated by

USDHSISC, (2009), antagents alerts utilize brilliant lights and boisterous clawmroother
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loud sounds of alarm can force the intruder to leave. Hereby, hindrance alertsteviltha
intruder by providing a wall between different zones, apdrae the locks when needed.
These alerts can eeard or quieted relying upon the expectation of the association to get the

interloper or not drive them away.

2.4.1.2 Technical Control

The gudeline accentuation of specializedntrols is built mainly around access as
that is the critical securitpoint (Harris, 2013). The use of keen cards for access control is
one of the mainly used safetgeasure per Caputo (2014). PCs and other systems must
utilize the use of keen cards to enhance secuvlyltiple measuredapproacks should be
deployed to keep the aggressors away from the facilities. One way towards this is the use of
Interruption location sysims. They pick up any intrusion in the building (Ballad, Ballad and
Banks, 2011). Alach, (2007) then expounds that alertness and readiness to such episodes
helpto managehe situation. There should be regular checks of all access logs, in order to
keep trak of attempts to intrudéBallad, Ballad and Banks, 2011).

- Smart Cards

The smart card is utilized as a part of situatisvfeen it is critical to check the
proprietor(Ballad, Ballad and Banks, 2011). These cards have been in use since the 1970s.
Types nclude chips cards and memory cards. Access control is enhanced through the use of
chip cards. Keen cards, on the other hand, simply have the facility of providing the card to be
checked after the PIN code has been punched in (Fay, 2007). As Kihtgstgy(2013) The
main element of the chip card is the ROM. This is made just once and another part is the
EEPROM (electrically erasable programmable perused just memory). EEPROM keeps card
information that has been hindered by PIN. Irregular access memasgdsby the processor
to carry out relative features. When the power is switched off, it vanishes. CPU is the crux of
the card (Ricks, Ricks and Dingle, 2015)bi8 microchips consisting of CISC design are
used generally therein. They are more expensgiaa the memory cards (Ricks, Ricks and
Dingle, 2015).

There are two variants of thenartcard contactless and contact ones. Radio flogs
prepare the contactless one whereas the contact card has to be featured with a pursuer
(kchiopu and @O ctdemesh batl® dpprgaches.SGontact can be triggered

through sliding or through pushing a weight. A limitation of contact cards is that they have
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limited life after which the contacts become inoperati@cuits can be damaged by
inaccurate contactseheby giving rise to harmful electrostatic wayB®rman, 2012). Then
again, contactless cards don't requhieadditiorof a pursuer. They should just be passed
close to a radio wire to play out the operatidbhe perusingeparation extends from 2 cm to

50 cm. The contactless cards are higher in price and generally last longer (Norman, 2012).

- Smart Card Vulnerabilities

According to Biringer, Mataluc@and O'Connor, (2007), aggressive intruders
potentially want to gain access and steal information and other resources which they can then
trade off. Interlopers attempt to sidestep the vulnerabilities of shrewd cards by various means,
for example, programmingssaults, sidehannel assaults, blame age asmhallscale
examining. Johnston and Garcia, (2002) talked about that product assaults esfchsit
assaults are seen as rabtrusive sorts of assaults. Gadgets can include microchips with a
code for progamming. Be that as it may, this product isn't dependable since its
vulnerabilities can be bargained. As Alshboul, (2010) nitty gritty, programming assaults
include utilizing summons and codes to hack into the framework and charges that enables the
interloper to extricate significant information. Ditty, Ballatd Banks, (2011) showed that
the assailants could harm the physical and data resources of the organization and wrongfully
utilize them for theifavorableposition utilizing the defective shrewd cafithese are not that
recognizable as the hardware used for them resembles a routine gadget (Johnston and Garcia,
2002).

Data is uncovered regarding the use of shrewd cards without tearing it, according to
Caputo (2014). It is a harder to track. Tdramind gathers information about the keen cards
through planning examination, electromagnetic investigation, and differential power
investigation. As indicated by Kingsldyefty, (2013), timing investigation affirms the
duration it takes for the process to cdetp. Frequencies can be tracked through the use of
electromagnetic investigations. The handling power can be assessed through the use of
differential examination. However, according to Fay (2011), a drawback is that the criminals
can use this to get thaid on the brilliant cards.

- Proximity Readers and RFID

Encryption of the cards can be gauged through blameTdgeam of the exercise

this is to get to the encryption scratch in order to access the information on theTdsrds.
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clock rate is changed artlus blunders are put into the system. The temperature can also be

modulated and also the voltage is tempered \{itharris, 2013). KingsleyHefty, (2013)

asserts that a minor testing can be a more damaging attack on the organization as it includes

interfacing to gain access to the microchip that is connected to the communications with

other parts. The aim of this examination is to remove the microchip (Fay, 2011).
Smaltscaletesting can be utilized for removing the layer on the savvy cards through

vibrations that are ultrasonié passivationlayer is thenemptied through EEPROM chips

using a couple of needles (Fay, 2011). According to Harris, (2013), pursuers areaised as

connectionto access control systems for card checks and to validate authorization for entry.

RFID sends the approvals stored in the microchip through using transmitter (Kairab, 2005).

- Intrusion Detection, Guards, and CCTV

The entry controls cards that hawvective labels can be used in a physical access
control mechanism per Garcia, (2006). The closeness pursuers can control aloof labels
through tapping into an electromagnetic field created by the pursuer. The swiped card
transmits a flag that then getgiahed (Harris, 2013).

Per Ekelhart, Fenz, Klemen, and Weippl, (20@§namic labels contain batteries to
self-control the radio recurrence distinguishing proof (RFID) chip. Dynamic labels utilize an
in-manufactured battery control source that aidesansmitting signals at more separation
than uninvolved labels. However, the cost of dynamic labels is extensively higher with
restricted life expectancy because of constrained battery life (Schumacher et al. 2013).
Dynamic labels are ordinarily utilizedrféollowing high-esteem business resources. Pursuers
can be utilized for following developments of the advantages and finding them when
appended with the location frameworks and the system. On the off chance that the advantages
of a venture are expelledofin particular areas, the organization can have the alert activated
through an entrance control framework (Schumacher et al. 2013). Mo et al. (2012), on the off
chance that the physical resources of an association are moved or moved without approval,
the interruption location frameworks (IDSs) can recognize and caution the people on call in
regards to the of illicit passages. Interruption identification frameworks are indispensable for
physical security of organizatienbenefits because in case an episanteirs or if there is
any attempt to gain access that is irregular, the IDS will transnatiee (Garcia, 2006).

Similarly, the security monitors take on a huge role in identifying interrupticnpset

as they are more flexible and cover a larger antiaih tautomated frameworks, per Hardy,
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(2012). The guards can be located nearby or can be on patrol as scheduled. They must check
during their patrol that entryways, do@rsdwindows are dulyoltedand that the vaults too
are secure (Oriyano, 2014).

The qatekeepers can be in command of lookin@&fV and IDSs and can respond
when needed. The nearby police service can be used for catching someone attempting to
gatecrash (Oriyano, 2014). According to Wailgum, (2005), CCTV or similar type
frameworks of camer systems provide visual security, and there must be enough lighting in
the area to make the exercise more effective. Inadequate lighting may render it impractical or
impossible to indict the gatecrashers as images would be not of the right quality.dyailgu
(2005) considers that cameras can be the main points, and be customizable. As the end goal
to screen a stationary protest or individual, it is important to utilize the correct sort of settled
focal point in light of the width and separation that is gebserved. Settled focal points can
restrict wide or widecalculated (Oriyano, 2014).

Zoom focal point; then again, are prescribed when observing a point that requires
abroaderiew, per (Stewart, Chapple, and Gibson, 2012). A type of such sortasdilPTZ
camera. Another camera sort is container, tilt, zoom (PTZ) camera. These camera sorts are
archmouldedthat can move toward each path alongside the alternative of zooming in or out.
As contended by Harris, (2013), PTZ cameras are suitable to track interlopers since the
camera consequently faculties and takes after the gatecrasher. PTZ cameras can naturally
track thedevelopmentof items through mechanical or application methods. Harris, (2013)
portrayed that cameras that work utilizing programming applications can change targets and
screen out pictures that are stationary, subsequently sparing the cajpaititgnt data
transmission. Johnston and Garcia, (2002) determined, computerized video recorders (DVRS)
are additionally used for supporting cameras. DVRs are utilizedtHerapacity of
information assembled from the camera and can be replayed for ydentiifiterruption or
for prove. As per Alshboul, (2010), advanced video recorders likewise incorporate
programming applications thétensemanual dish, tilt, zoom control. DVRs likewise have
an inconstructed multiplexor, which can be utilized for at theeme time recording
encourages from numeroaameras and kch can relay video films through different modes
including IP andoersuadePer Proctor, Byrnes, Barber, and Moss, (2002), there are systems
available that give the facility of additional storageremote survey. IP cameras could be
used for linking the PC recorder frameworks that are linked to host PCs. Schumacher et al.
(2013) assert that it provides a solution since IP cameras need a higher stockpiling limit due
to the need for better quality.
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- Auditing Physical Access

Review trails and the entrance logs have to be paid special attention to determine the
timing and attempts of false access or an attempt to enter a prohibited or unauthorized zone,
as Ekelhart, Fenz, Klemen, and Weippl, (200§)aend.The locationcould be ascertained
but the prediction el ement wondét be there.
utilized justfor thelocationand not for anticipation. As indicated by Mo et al. (2012), solid
checking of access logs amdview trails are vital for quick activities. The examining
framework isn't important if the organization can't react to the circumstance or if the reaction
time isrestrided Administration of the organization musbmprehendvhen the episodes
happen wih aspeific end goal to settle on fitting security choices for ensuring the physical
resources of the organization (USDHSISC, 2009).

Assets may need to be expanded further in order to protect more the particular assets
in a particular situation. The logand trail should outline fully when the abortive
unauthorized access attempts were made including the time and the exact location (ISC,
2015).

2.5  Physical Security Asset Life Cycle

As expressed by Woodward, (1997), undertaking resource life cycle coubtdlbasi
be clarified as the procedure of the ideal administration of the physical resources controlled
by an association with a specific end goal to limit the negative natural effect, and decrease of
utilization of vitality, which thus brings about the boast significant worth for the
association. Henceforth, Gomes and Michael ides, (2005) asserted that in this setting the
concentration of the organization is over the generation operations, however different
procedures and arrangements could straightforlvareixecuted for successful administration
of the physical resources inside an association. Besides, Levin, (1998) contended that it
additionally covers different angles whiatcorporate outlining of the plantplanning and
arranging of the undertakings, controlling activities and the like.

An important part of the utility of the lifecycle administration is how the structure is
transferred when it is the pmitline, according to Levin, (1998). With the venture advancing
for the duration of its life cycle the data identified with the finanpian of the task,
alongside acquiring data is gathered later on. Zhang and Wei, (2008) battled that to keep data
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administration more productive the potential providers are made a request to transfer the data

according to the prerequisites for the impmoeat of the undertaking structure.

Henceforth, Gomes and Michaelides, (2005) battledtthataidein beating a major
issue for the associationwhich compelling administration of various resources and it
empowers the associations to determine this issa@ effective way through lessening the
administration workload, whicthas a noteworthy effect over the undertaking primary
concern. As Levin, (1998) contended, each benefit has a lifecycle, and successful resource
administration should be possible atyasnapshot of time in which the advantage increases
the value of the task.

Woodward, (1997) indicated that every benefit takes after particular ciale.
importantelement is to appreciate at which stage of the lifecycle does a resource exist and
what adiantage it is giving. Per Zhang and Wei, (2008), when this is known, spending plans
can be put into place and changes can be made if needed. Generally, there are 4 phases

planning stage, improvement stage, and establishment stage in addition to og&géon

Life Cycle of
Physical Security
Assets

Figure2-1: Physical Security Asset Life Cycle

2.5.1 Design of Asset

There is an iterative process involved for the period of planning where we have the
outline, preparatory plan, and ends with the sécdramework outline for the clients. Per
Fennelly (2013), it provides for the bestangemenand must include various dimensions of
the security frameworks into account as follows.

1 Development of Assets
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Next stage is the advancement of buy or benefits. Per Zhang and Wei, (2008), the
organization needs to pick whether the advantage will be acquired or created. Next, the
financial plan for improvement or buy of benefits alongside the calendar for advan@men
securing is set up. An organization gets a benefit, and it turns out to be a piece of the
advantage administration arrangement of that organization. Basically, Levin, (1998) depicted
that once the buy request of an advantage is finished and theatiffinnis gotten from the
provider, the obtainment arrangement of the organization educatesmbis administration
arrangement of the organization. Fitting use of these exercises guarantees that the advantage

is fit for utilization.

9 Installation of Assets

The new plan of the physical security resources must be actualized in view of the
required details, for example, the establishment determinations on CCTV systems by Abu
Dhabi Police Buildings Guidelines (2015). Per Fennelly (2013), specialists ffitrst any
changes who are well aware of the consequences and the interconnected impacts. Some of the
changes can be rather simple, but some may contrarily influence framework execution. For
example, when the separation between light apparatuses is mothigedneasure of the
accessible light on a range will likewise change. Operational, useful and execution tests must
be performed on recently introduced security frameworks keeping in mind the end goal to
guarantee 1itoOs oper at ureegshquld be filing e obvieuslyl At Secu
last, execution tests are attempted to guarantee that the security resources can address client
issue and desire. The test outcomes are utilized to legitimize or withholdgtmentso
merchants, contingent ap whether the framework breezes through the tests (Fennelly,
2013).

1 Operation of Assets

Testing of the segments and framework all in all; and their legitimate upkeep are
required (Fennelly, 2013).

1 Site and Facility Consideration

Kairab, (2005), all destations and offices for the physical security frameworks must
have mechanized controls for ensuring the important physical resources of the organization.
The essential line of resistance must be physical and specialized controls that were examined

above; tlough, representatives of an organization are considered as the last line of safeguard.
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Schumacher et al. (2013) expressed that controlling human collaboration with the
gatecrashers decreases the risk of harm or damage. The physical and specializecg®ntrols
key for application and support of physical security to not just ensure the significant physical
resources of the organization yat addition,the people, operations, and data innovation
framework. Per Mo et al. (2012), the controls must providesfopping in the tracks the
gatecrashers, and the controls might be adapted. Every venture has its own need per Ekelhart,
Fenz, Klemen, and Weippl (2006), considering the administration mode, the number and
estimation of resources for are ensured, oblgasti ofthe security group, and different

variables.

2.6  Facility Plan

Proctor, Byrnes, Barber, and Moss, (2002), while planning and advancement of
physical security frameworks, the organization can utilize basic way examination, which is a
precise techniqudor recognizing the connections between the organization's operations,
procedures, and applications. The basic way investigation is the essential phase of securing
both the physical and data innovation framework of an undertaking. Alshboul, (2010)
demonstated that these frameworks incorporate structures, hardware, servers, PCs,
organizing gear, power and water structures, and atmosphere control. Alach, (2007), using
existing and future mechanical advancements, for instance, cell phones or working
frameworls in the meantime are vital. Existing mechanical developments help in enhancing,
and new advancements rise as advances turn out to be better. Subsequently, it is important to
arrange for how the new framework will integrate with the existingugeflhis § because
the new capacity work may introduce harm into the existing system inadvertently. In a retail
setup, parallel running and working with a specific end goal to stay away from security
dangers and fiasco, per Ballad and Banks, (2011). Fennelly3)(2&termined that one
outline of the physical security frameworks is the interruption alert framework, CCTV
reconnaissance, and fire caution framework utilizing a similar framework inside the
association. Fay, (2011) brought up that one framework thaiciagss diverse alert
frameworks can bring about security issues as a gatecrasher can bargain the framework once
and every one of these controls can quit working. Subsequently, Kirfdefey (2013)
called attention to that having separate frameworkstdoeach physical and specialized
control would lessen the risk of all frameworks flopping in the meantime. Fay, (24l11)
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people related with the organization and the security group including the representatives,
administration, and especially wellbeirapnd securityconstrain, must add to the site
arranging and outlining of the physical security framework. Administration of the
organization must be engaged with the site arranging procedure to guarantee assets are open
for the security framework venturRicks, Ricks andDingle, (2015) clarified that wellbeing

and security worries of workers must be tended to while building up the office designs.
Wellbeing and securityorkforce can feature the critical parts of the physical security

framework.

2.7 Site Locdion

The zonegosts andscale are the segments that involve for arranging when getting a
site for constructing the framework, per Norman (2007). Security concerns and angles should
be given consideration for t he drteduthatdthis i on.
should be the case even when a new facility is being considered. Caputo (2014), discusses the
responsiveness element deetail and calls attention towards considering the various harms
and intentions of the gatecrashers when constructiedgattility. Choice of territory must
include these dimensions, fekample what is the state of the earth around the newigget
the neighbarrhood both physical and the stakeholders, the local population etc. (Fennelly,
2013). Openness is anotteement. KingsleyHefty, (2013) showed hatve streetapproach,
separation of air terminals, roads and stations can be critical. Balfay, andBanks, (2011)
assert that such locations that are prone to natural disasters may not be suitable opfions. Staf
administration and wellbeingrealso critical, per Biringer, Matalugand O'Connor, (2007).

Taking care of cataclysmic events in the event that they choose to choose the site in a fiasco
inclined territories. Fiasco recuperation designs must be a pfdbe hierarchical systems,

which ought to include the measures to handle the disaster per Alach, (2007).

2.8  Facility Design

Security parts must be investigated before the glantie developmenof facility are
put into place. Crisis departuggassageandexit are to be included per Johnston and Garcia,
(2002), andhlso unapprovedection, caution use and conductivity. As Alshboul, (2010) point

by point, the materials and strategies for development used to assemble the office must
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conform to the builshg principles and security measures. Delegate, Byrnes, Barber, and
Moss, (2002) is of view that divider and roof configuration needs to agree to least fire
appraisals vital in different areas. The sort of combustible material used in development and
suppat for security necessities, for instance, insurance of server rooms or locales that have
significant physical resources mustdomsistehwith the set principles. As Schumacher et al.
(2013) expressed, the comparable principals of configuration are ah&berentryways and
windows of the office. The outlining and improvement of physical security framework must
consider the entryway and window plans, how entryways and windows persevere through
theconstrainedpassageway, will entryways and windows be ckdchy the identification
framework, solidness of turn, opening heading of entryways and windows, bolts and glass
required. In addition, Mo et al. (2012) battled that the outline of flame identification and
concealment framework must survey the sort of @#arpointers, sensqgesd their
arrangement, stockpiling of flame concealment gear amid the testing stage, and the sort of

fluids for concealment.

2.9  Securing Data

Per Kairab, (2005), the server rooms and vaults, and also zones where information is
stockpiledmust be secured well. These rooms containing imperative physical resources and
data innovation resources have to be secured and ascgs®n only to concerned and
relevant specialists (Hardy, 2012). As much as access is limited, tralesserdangerof
attacks to the organizationds 1 nnovation r e
sensors and chilly temperatures, added with low lighting and tight spaces help in securing
(Hardy, 2012). These critical zones, as they contain invaluable informsitiould not be

situated on the ground, top floor, or the cellars per Wailgum, (2005).

2.10 Product lifecycle management (PLM) of Physical Security Asset

PLM is the assortment and combination of methods through which different utilitarian
stages are crossethe CCTV condition when sold must be taken into account and overseen
suitably all through its lifetime. Stark, (2015) expressed that a guarantee could essentially be
viewed as an announcement which is given by the merchant of the producer of the item that

the item will perform in a predefined way for a particular timeframe. Notwithstanding, in
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light of the current situation where the item or the administration neglects to execute
according to the guarantee, at that point all things considered the guasamtiéected.
Individuals in the procurement department would be relevant here to manage this. Be that as
it may, with regards to the transfer of the security hardware is has been encouraged to first
counsel with the obtainment office of the organizatioortdye et.al, (2013) expressed that

the preventive support should dependably be considered as a schedules mind planned with
the point of turning away the repairs which could end up being profoundly exorbitant. Be that
as it may, through directing consistessessments, and arrangement of preventive upkeep to
the security frameworks and equipment's, a security supervisor may be equipped for evading
and genuine security issues which may emerge because ofdhetilized or ignoring of a
specific gadget. Irthis manner, this is the motivation behind why different associations
consider preventive upkeep a basic part of looking after the security hardware and also the
security frameworks. This is a training which is for the most part seen by the authoagative
exceptionally prudent, sound, and all the more critically savvy. Moreover, the confirmation
of the normal upkeep could likewise improve the-tifele and as a rule the execution of the
items. In any case, amongst other elements, the critical matteomisaler are interruption

identification frameworks, CCTVs, magnetometers, and the vehicles hindrances.

2.11 Design and Development of Physical Security Assets

Per Oriyano, (2014), with a specific end goal to accomplish the ideal level of
insurance, profitalel resources of an association are arranged by significance in the security
class. The grouping foundation is generally utilized. Corporate vision must embed the feature
of security. According to Stewart, Chapple, and Gibson, (2012), the frameworks aréther
a reason, which is to protetom and then to limit the damage. This implies the physical
security frameworks have just a single fundamental prerequisite i.e. they might be powerful
concerning its assignments (Wailgum, 2005). Besides, Irwin, (2fal#ht that physical
security frameworks ought to be assessed in view of their effectiveness and strategic
execution to counter real dangéms,vital effect on the lessening of big business related
dangers, and adjusted monetary execution of the framework. Along these lines, as per Abboitt,
(2002), areas of improvement must be outlined fully, with the usage instructions and training
for the frameworks @ncerned and the systems to guarantee proficiency. Something else, the
attainability of setting up a particular physical security framework can't be impartially
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legitimized (Wailgum, 2005). Solid (2012) is of view that perceiving the requirement for a
rea®nable way to deal withunravéling security issues, numerous vast mechanical and
businesendeavars, gatherings and organizations have built up their own particular physical
security frameworks alongside the help of specific security associations. Makiggrous
endeavar security framework is resolvetb take the correct choices in view of the
examination of potential dangers to the security of the profitable resources, and a reasonable
evaluation of conceivable outcomes for a successful arrangerhassurance considering

the current choice and capacities (USDHSISC, 2009; ISC, 2015). Right now, it is difficult to
envision the security of advantages of the venture that performs work utilizing classified data
without the coordinated utilization gfreentday specialized hardware and frameworks
(USDHSISC, 2009; ISC, 2015). The most proficient way forward is building through the pre
outline arrangement (USDHSISC, 2009; ISC, 2015). Following processes would help to

consolidate the framework further.

2.12 Ingtallation of Physical Security Assets

PSA0s new outline should be executed in
organization and in addition the models set by the administrative experts, per Boudriga,
(2009). Be that as it may, the general procedof establishment of physical security
framework includes following essential phases:

Site Survey: Establishment locales of PSA must be assessed. For examipbey
saw dangers, kind of fencing, rejection zone, natural impedance, office lengtbartagen
into accountaccordingto Harris (2013). Also, the security prioritization of the various office
zones needs to be established. Providing for security framework in light of the requirements
of office is significant for ensuring the profitable raswes of the organization(Stewart,
Chapple, and Gibson, 2012).

Property Mapping and Product Choice: Using the data that was accumulated in the
site review, the establishment group must guide out the general format of the property and
pick the most fittingphysical security items for the establishment inside the premises (Ricks,
Ricks and Dingle, 2015).

The msitioning of the Security Controls: The following stage in establishment
procedure of physical security framework is picking the position for intiaduhe physical
and specialized security controls (Kingsldgfty, 2013). These security controls incorporate
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CCTV observation, mantraps, doors, wall, movement identifiers, interruption cautions,
watches, vicinity pursuers and RFID per users and so dswar

Programming of Security Controls: Next phase isghegranming of all the related
controls and their coordination to be put
with their own ID labels and the parameters for accessing various offiges:a Bypassing
this or a weak approach regarding suitable writing computer programs isn't valuable
(Norman, 2012).

Testing the Physical Security Systéme:last phase of the establishment procedure
includes testing the physical security framework. tludes checking the framework and
directing activities andrainingto tests the execution of the framework if there should be an
occurrence of a fiasco or gatecrasher danger, per Fay (2011). According to Fennelly (2013),
all testing needs to be done tosere that outcomes are according to those planned.
Operational tests are required to assess this per Fay (2007). Execution tests would have to be

done to ascertain the status per requirements and desires of the undertaking (Fay, 2011).

2.13 Operation of Physal Security Asset

According tolnteragencySecurity Committee (2015),, the support and operations of
the framework includes making procedures to ensure appropriate usage of physical security
resources, executing a reasonable upkeep get ready for physical security resources, deciding
the general gésnation of the security resources, practical progressing and change of existing
security frameworks, directing execution estimation of working frameworks, specialized
assets and HR identified with physical security framework and so on.

HR of an associath can also validate the forming and quality of the framework(
Kingsley-Hefty, 2013). To their needs, the operations of the framework, plus how much
usage approaches are taken after or bolstered. Kinggfty (2013) perceiveds basic
elements for effecte execution and working of the framework, including:

Systems Management: Employees must ensure that all elements of the framework are

working, all thingsconsideredto ensure the framework is performinghatideal limit and

according to the desire (KgsleyHefty, 2013).

- Training: Training must empower the employees regarding the steps to be undertaken and
the routines per Ballad, Ball@hdBanks, (2011)
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- Monitoring: All the gadgetry and elements of the framework must be monitored
regularly.

- Responsé¢o Alarms: The response and the process to be followed in these cases must be
outlined and communicated to the relevant staff per Mo et al, (2012).

- Periodic Testing: All the framework settings and operations must be tested periodically to

ensure smooth fictioning per KingsleyHefty, (2013).

2.14 Physical Security Assets faligh-ValueRetailers

The advantages and disadvantages of the various options available to thalirgh
retailers in this regard must be considered fully. Starting with savvy cards and ID
identifications, they provide a higher level of security, according to Stewart, Chapple,
Gibson (2012). Along these lines, savvy cards and ID identifications convey sealed capacity
of data of thecardholdersand their record points of interest. However, there issues connected
with this. Customers may find it difficult to handle per Boged{2009). Some applications
would require changes to recognize the cards, or foundation adjustments will be needed at
starting phases for the examination, per Harris (20h& worker can feel lumbered with
accumulation keen cards and ID identificatioRer high esteem retailers, vicinity pursuers
are ideal as a small microchip is embedded in the card for the data (Abbott, 2002). When
someone swipes the card, the closeness pursuer requests the code and later transmits it to the
savvy card. When a match identified, the nearness pursuer allows access, per Abbott
(2002). However, if the card is lost or stolen, other individuals with unauthorized access can
gain access in case the PIN is not secured (Hardy, 2012).

Another element available is interruptioecognition framework and alerts. Its focal
points incorporatepemeability and guard as the framework and alerts gieekear
perspective of the exercises happening inside the area and provides another layer of security
per (Schumacher et al. (2013). Bwat as it may, the burden here is that the interruption
identification framework and alerts requires a great deal of support as far as the scanners,
indicators and cautions and so on. In addition, interruption location frameworks are
renowned for false atts. The quantity of false positivesunding alerts can be diminished
yet the blame can't be totally dispensed with (Schumacher et al. 2013). Additionally, security
monitors are significant for recognition and discouragement of vandals and crimingl in h

esteem retailer business. Not at all like, are mechanized frameworks, security monitors fit for
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settling on choices and adjusting their exercises and calendars making it eccentric for the
interloper (Ballad, Ballad &Banks, 2011). Be that as it may,binelen here is the cost of
procuring security monitors, which is a huge sum paigraonthto month premise. Then
again, CCTV cameras are a standout amongst the most regularly utilized security frameworks
in preserdday organizations and this has turnedtoi a fundamental piece of retailer
organizations, per Caputo (2014).

Here, the cameras would help as they deter illegitimate movement and this can be
used to press charges later too against the offenders. As long as the power line is adjacent,
they can b deployed with ease. They can be the ones which are difficult to observe, or can
be very prominent like ones used on boulevards and structures, per Caputo (2014). An issue
here is how staff can complain about the levels of constant monitoring of the#mmeats.
Another element is the trespassers may have figured out ways to escape being observed
(Caputo, 2014). However, this can be done for all day, every day monitoring to survey what
goes onon the premises and can d&enajor deterrent towards wrongful eess (Caputo,

2014).

RFID innovation is also relevant for the high esteem retailers. On the off chance that
the association approves this transportation, the security authorities of the organization will
think about the illicit action. RFID labels are wsted inside high esteem things in the
workplace building, and an alert framework is introduced at the leave entryways of the
workplace building. In the event that somebody makes an unappeadedvar to transport
the high esteem things far from the waldce constructing, the caution gets activated
(Olenewa, 2014). This security framework gives a considerably more grounded security
when contrasted with straightforward reconnaissance cameras and scanners as the hoodlum is
caught in the act. NonethelessiFIR innovation ends up being very expensive for some
organizations when contrasted with other following and recognizable proof advancements per
Norman (2012). However, when metal and fluid surfaces are used, RFID pursuers may not
work well because therami waves can render the | abel s as
2015).

Hence, the high esteem retailers in Abu Dhabi can deploy a combination of security
frameworks through shrewd cards, ID identifications, CCTV, RFID labels to protect and

secure their preises.
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2.15 CCTV, Physicabecurity and Access Control

The supervision igentredaround the situational context, and for tresson CPED
remains for such counteractive action through utilizing the main plan. It reduces the chance
of wrongdoing with using a very modern solid condition bas#de improvedimpression of
criminal hazard. In this manner, these physical barriers genudistinguish, hinder, and all
the more critically stop the entrance of the ensured space. Notwithstanding, in an examination
led by Ko, Park, and Kim, (2016). It was found that still there was no assurance that the
frameworks could fill in as aon-rupture capable barrier framework, as there have been
different instances of breaks which have brought up some major issues identified with the
security component dhis equipment Therefore, it could be expressed that these frameworks
regardless of how complex progressed are not interloper confirmation, and the physical
guard gave by these frameworks are as yet vulnerable. Notwithstanding, then again the
abnormal state of security given by the frameworks is a fact, and has saved many from
disaster. CCTV is a ain element of the security framework, according to Chung (2014), in
light especially of the recent innovations.

2.15.1. Shut Circuit Television (CCTV)

Fennelly, (2012) asserted that CCTV is considered a very imposing resource
insurance in gadgets foissociations, which is the reasons why they have turned into a
fundamental segment of various physical security frameworks which are utilized essentially
with the point of stopping and recognizing the undesirable section inside the ensured space.
CCTV has leen essentially effectively the viability of different other physical barriers.
Kruegle, (2007) directed an investigation it was found the locks would be more usiegul in
situationbeing what it is the place they are used close by a CCTFufset

CCTV's @an be more productive if adequately put in the framework, in any case, their
effect could additionally be expanded with the point of profiting the best advantage, as they
can be used for securing distant territories. With regards to planning of very plowerf
security frameworks, an organized blend of the staff, methodology, and hardware's have
turned into an exceptionally prevalent choice which additionally guarantees the expansion of
every last components of the security, while in the meantime it likenad@®s a noteworthy
commitment to the counteractive action of misfortune, guaranteaiigheing and through
CCTV which is like a human eye. It is thtlee main gadget which checks, locates and also
providesheevidenceequired for security apparatus (Maett, 2003).
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Thus, remote areas can be protected. In this manner, they are not just a very viable
and effective mental obstruction which helps the anticipationvabagdoinghowever they
additionally fill in as the facilitator fit for identifying and catching a suspicious action or a
criminal, consequently guaranteeing that the general security cost of the associations
lessened. Finish CCTV framework fundamentally involves hardwdoe'sxample, cameras,

video recorders, screens, and now and again they likewise incorporate the tilt and dish drives.

2.15.2 Operational Requirement for CCTV reconnaissance

An exceptionally precise arrangement of appraisals of the issues, which lage to
settled in a viable way for th€CTV, must be put into place (Malmenbratt, and Brooks,
(2015). Hence, the significant point behind the assurance of the operational necessities of the
CCTV observation is the protection of a framework which is planneld aireasonable
comprehension of the need and motivation behind the particular framework. Nonetheless, in
the event that, the association neglects to distinguish a conspicuoushereall things
considered, the administration won't consider it to beereficial choice, and it won't be
practical. The operational side @CTV must incorporate main components includiey
concentratiorof the observation illustration movement, articles, or people. Along, with that
CCTV reconnaissance could likewise be utilized with the end goal of checking, and watching
the general population inside a territory. Nonetheless, every individual shouidakedbeir
part in making the security apparatus of the organization an effective one. This is something
which could without much of a stretch be accomplished through setting up a working
gathering which is fit for undertaking the entire exercise. Be #sait may, once, the
necessities of the end client are caught, the specialized details are considerably less
demanding.

However, in another investigation directed (Donald, and Donald, 2015), it was found
that end goal to augment the general potentialadinthe more imperatively the strength of
the framework, the general administration of the frameworks, and all the more significantly
the running cost must be kept under thought amid the way toward arranging, and additionally
the speculation evaluation.s8ets, could without much of a stretch be given facility of
CCTV, yet the expenses may be too high. Thus, it is needed that the framstagdet up,
yet in themeantimeit should likewise stay maintainable. Indeed, even though lion's share of
the frama&vork possesses a time of guarantee, araflgition the upkeep expense in future

which will also include other elements.
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Subsequently, operational training rules must be provided (Chen, Wu, and Hsieh,
2013), in a manual. Training codes for administratord in addition the supervisors alike
should explain a portion of the essential tips which would incorporate the controlling and
operations of the camera, information assurance and the security approach, and level of
responsibility over various issues, adfside the standards of the supporting operations of the
CCTV observation framework, lastly the operation of the entire frameworks. Along these
lines, the procedural manual fills in as the perspective for running the direction of the
frameworks, while inlie meantime it likewise manages the administration of picture quality

and the control room dynamics.

2.15.3. Plan and Management of the CCTV control room

It needs extraordinary consideration; else it could bring #tuiptureof security.
The ontrol room is the hub of security per Beckers (2015). The administration rules,
disciplinethecommitmentof staff, diligence, hardware, are features that make the framework
a resounding success.

Only approved staff should gain access, and passageways mustditen (Pikaar
et.al, 2016). Théeft approach should be set up keeping in mind the end goal to guarantee an
abnormal state of security. Staff welfarges well as security imperativeshould meshin
designing and operation of the control room. Effecavel reliable staff is chosen for this
profoundly essential activity, thus HR must do this task with special care and diligence.

Mitrou, Drogkaris, and Leventakis, (2014) directed an investigation in which they
established that individuals have the basivileges of the security, freedom, and seilie,
in this way, it is fundamental that these CCTV frameworks work inside a lawful system.
Verifying the observation helps in keeping away from-asHertive interruption inside the
protection of the peoplghung, 2014).

As indicated by the workplace of the Information Commission UK, Data Protection
Act 1998 must be complied with in CCTV observation too. So is the case with Human Rights
Act 1998 and Regulation of Investigatory Powers Act 2001 and othemargl&aws. As the
process involves surveillance of activity, it can be considered nosy and unlawful, unless the
right protocol and systems are deployed. Also, the information thus gathered must be

managed and protected, also used according to the rufestdted.
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2.16 Physical Security/Information Technology Integration

The failure of some organizations to coordinate and adjust their security apparatus,
data innovation venture, alongside different other security frameworks and parts helps the
likelihood of the excess of the automagndeavars. Besides, it additionally makes some
real holes, or now and again it could likewise bring about sustaining the current
vulnerabilities inside the security build of the association (Peltier, 2016). Moreover, the
absence of coordination inside the frameworks could likewise bring about absence proper
utilization thereof. Cooperation amongst the staff and proper line of hierarchy and work
management is essential thus.

Ringer et.al, (2014) expressed that keeping indhihe end goal to finish an abnormal
state of joining, guaranteeing monetary stewardship, legitimate portion of the assets, and the
in the meantime guaranteeing the designation and additionally the usage of an exceptionally
viable and multitrains mechamwally layered security approach there should be a non
debatable concentration of the physical security programming, alongside that there must a
solid feeling of devotion towards planning of the product. Thus, reconciliation of very proper
and compelling pysical security innovation frameworks could gather and relate the
occasions from the current security gadgets, ahditionally the data frameworks which
would permit the PSOs to effortlessly recognize and in the meantime settle certain possibly
hurtful arcumstance in an ace dynamic way (Norman, 2014). Along these lines, it could be
expressed that the joining of the physical security data permits various advantages which
could be benefited by the associations, for example, administration announcingty secur
administration, expanded control, and all the more significantly situational mindfulness (Ali,
2014). Henceforth, suitable physical security data innovation coordination inside the
association helps in diminishing the general cost for the associatimngh expanding the
general proficiency of the associations, while in the meantime it likewise enhances the
general hierarchical security with the assistance of expanded knowledge.

A Complete and extensive physical security data programming involves the
accompanying six highlights:

1 Gathering: A viable physical data security programming is fit for gathering
information for various unique security gadgets and in addition frameworks.
1 Examination: A viable physical data security programming has the atalibreak

down thecorrespondingcautions, information, and the all the more critically the
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2.17

occasion with the point of distinguishing the connection circumstance and needs them
in light of their significance.

Confirmation: The physical security data prograimg likewise exhibits the absolute
most important data identified with the circumstance in an exceedingly complete and
speedy way, which empowers the administrator to check the entire circumstance in an
exceptionally powerful and effective way. Physicatcurity data innovation
programming presents the important circumstance data in a brisk and understandable
arrangement for an administrator to confirm the circumstance.

Determination: The product frameworks are equipped for giving standard working
techniques, which takes a shot watell-ordered guidelines and also factor in the
hierarchy and the apparatuses being used.

Revealing: The measure is equipped for following every one of the means and all the
more vitally the data whicls required forconsistehdetailing, preparing, and all the
more essentially the way toward leading a t@bottominvestigative examination of

the framework.

Review trail: The physical security data programming is likewise equipped for
observing the way in which every adming&br cooperates with the frameworks, and
tracks down manual changes related with the security frameworks, and also the
information, while in the meantime it is additionally fit for the computing the

response time for each and every occasion.

Summary

For developing dangers, for example, the illicit activities of people, some measures

are essential as identified (Stewart, Chapple, and Gibson, (2012). Proper costing and

intention, and formulation of the sep are essential (Oriyano, 2014). Different giens

(Wailgum, 2005) have to be guarded against, composed of:

Unauthorized access to advantages, for example, robbery, theft;
Disciplinary infringement;

Illegal expulsion of property;

= =2 = =2

Emergenciesind so on.
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Kairab, (2005), inside the system of ars@gation's security arrangement is the
physical security of its fundamental auxiliary component, went for the conservatia of
property life, and soundness of thevorkforce and money related assets. Mo et al. (2012)
contended that the idea of physisalcurity association gives ID of conceivable dangers to
the working of the organization's offices, recognizable proof of the probable culprits of
dangers, distinguishing proof of the most defenseless places in the office, i.e., conceivable
resources for isurance, helplessness evaluation of the organization's important resources,
consisteng with existing distinguished security dangers, creating recommendations and
completing the essential ways to asswvell-being Specialized arrangements for the
insurane of significant resources and assets of the venture from the vindictive dangers and
unlawful activities of people. It incorporates security powers and the insurance of the
benefits, an arrangement of specialized methods for assurance, and the framdtuapkirtou
the office and so forth. In any case, Schumacher et al. (20i8)that physical security
framework oughtnot to meddle with the ordinary working of the association, i.e. creation
forms. Along these lines, recent innovations have enhanced the utility of CCTV systems
considerably.

The Chapter deals with elaborating on the concept of physical security assets, along
withan analysisof the various protective measuithsit organizatioomay deployin order to
protect the PSA. The control measures inbuild the system, withn explanationof their
needs, and the physical structures necessary to support the system maexpdi@@ed.
Integrative elements within the PSA are discussed at length. The different categories of PSA
are assessed, with evaluation of the related lice cycles of those categories. Due emphasis has
also been given to the dimension of maintenance adgbets under the connected lifecycles,
aghe achievementof corporate objectives is taken up. The roles played by the various
stakeholders in the planning, design, purchase, installatiamtenanceanddisposal of the
PSA isanalygedin depth. In summain, the researcher has evolved a way forward regarding
design and development of a PSA, from planninstallation andoperation of the same.

This thesis discussed the cost of risk of insulting the CCTV equipment which been
listed as:

- Camera

- Cables

- Switches

- Software for CCTV
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Monitors
Storages
UPS systems
Accessories

Multimedia Converter
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CHAPTER 3.PHYSICAL SECURITY EQUIPMENT RISKS AND COSTS

3.1 Introduction

As the lifecycle of the structures of securiitss a limited life, the costs and benefits
associated must be considered, with a specific end goal to guarantee effective operations. A
portion of the dangers and costs which the business may need to look because of old, and
debas physical security hardwaraay be very high, and now and again it could even have a
negative effect over the execution of the business. In this way, it is basic that associations
consistently screens; repairs, and wupdates
resources keping in mind the end goal to guarantee an abnormal state of security at the plant,
or the business office. Physical security resources cost administration incorporates the
procedures which are associated with the arranging, estimation, planning, drel ratre
critically the controlling expenses. This thusly will guarantee that the general resource costs
are secured by the endorsed spending plan. Hence, as a minimum:

1 Estimated costs: The estimate of expenses and in addition the assets required
guarantemg execution of the physical security resource, must be ascertained.

1 Budgeting: Business must total the evaluated costs engaged witlsettiveg,
introducing, observing, and discarding the physical security resources, keeping in
mind the end goal to builup cost measure.

1 Cost Control: Cost controlling is vital as the framework must conform to the budget
allocation and the overall financial plan of the enterprise.

Specialists should be tasked with an inside and out investigation of the dangers, which

anassociation may look regarding its CCTV physical security resources. A portion of

the dangers which will be tended to by the analyst in this segment of the examination
would incorporate; start cost chance, usage cost dangers, operations and upkeep cost
hazard, securing cost chance, lastly the aura cost chance. In this manner, the choices
which are taken in regards to the venture and its cost, supporting the item or an
administration, or aftereffect of the task have solid ramifications on the physical
securty resources. Be that as it may, the basic leadership process can be enhanced
through the lifecycle costing alongside the esteem designing strategies. Besides, the
two specific ideas can additionally lessen the cost and the time required to enhance
the masures. A single staff member can undertake a portion of this exercise on his or
her own, for limited capacity to focus on time. Nonetheless, these procedures of

physical security resource require diverse instruments and strategies. The exact need
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and theextent of the strength of the measures for a new undertaking must be defined

well at the outset (PMI, 2014). Table | depicts an estimation of the costs involved.

The resources have to be evaluated towards their contribution to the overall safety
framework The future cost of the assets, have to be anticipated in view of the encounters,
administration, ascertaining the time allotment.

Keeping in mind the end goal to finish the planned exercises in regards to the physical
securities, at thgpoint, the acton cost gives a quantitative evaluation to the cost, which is
related with the specific venture. The type of the specific gauge can either be in point by
point arrange or in the outline organize. Moreover, the cost has to be estimated in a holistic
mannerwith all interconnectivity and imperatives evaluated and anticipated. CCTV camera

cost classifications are given below, as an example:

Table3-1 Cost stages description

Types of Cost The Description

Initiation Cost Initiation Costs of the CCTV cameras
Purchasing cost: Buying costs of the cameras, now and
again it may likewise incorporate the transportation cos
dependingn the sorts of agreement marked by the
organization.

The financing cost: Tat monetary cost for buying, sep
etc. of CCTV cameras.

Total establishment cost: Costs associated with forming

linkages and interfaces as required.

Implementation cost It incorporates the

Installation cost: The basic hardware installation.
Licensirg Cost: Cost of obtaining and maintaining the
permits as required by law. At times, as permitting from
legislative organization to screen the development of ar
area ofheplace inside and furthermore outside the
workplace premises.

Service Cost: Adjustg costs, subsequently, this is a cos
which is brought about by an organization on metoth

month premise.

42



Operation and maintenance cost

Operations and upkeep cost: Includes the following
Direct work costs: To install and then to maintain the sa
Cost of the gear: Gear as required for the hardware of {
CCTV system.

Material cost: The immediate material costs.

Acquisition cost

Acquisition cost It incorporates following expenses:
Commissioning cost: To initiate the frameworks and als
the segments of the CCTV cameras are introduced, trig
worked, and kept up as per the operational necessities
the business.

Hiring and preparing Cost: With the establishment of th
CCTV cameragthe organization should enlist new workg
for the checking and security of the building, in any cas
theorganizationwill likewise need to extend some
additional cash of the contracting, and preparing of theg
representatives.

Cost of delivery ofthe CCV camer as: - Th
i nwardso as required for

premises, and included in the cost.

Disposition cost

Disposition cost
The pulverization costs: The removal costs after the sys
gets outdated or needs to be replacedases condition
has crumbled.

The modification of the duty stipend: It is the alteration
the expense recompense in the bookkeeping books of |
organization. These are an arrangement of expense
derivations that people can go up against their govarhn
salary assessment form.
The rejecting cost: the scrap proceeds which reduce thg

costs.
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3.1.1 Initiation Cost

This forms the most critical of the stages regarding costs associated. It includes a due
identification of the exact hardware, including the gear needed for the physical security
resource lifecycle, per Fennelly (2012). The money related element is atmilg major
hazard, as the organization may not have the financial capacity for the same. In addition,
afterward the potential lack of accessibility to the physical measures to maintain the system
would be a concern, pdPannell, Lampley, Ronci, and Sme (2015). Moreover, an
organization may confront a security hazard because of the appraisals which are given by the
venture administration group identified with the physical security resources, which could be
very high, when contrasted with the preregass and the RBS (resource breakdown
structure) , both of which are typically reported once the physical security resources are
introduced.

3.1.2 Implementation cost

This is another real cost which is looked by an organization during the establishment
of the hysical security resources inside the association. The execution cost is fundamentally
the cost which must be brought about by the association because of the establishment of the
physical security resources (McNeil, Frey, and Embrechts, 2015). Thisnslanfiental cost,
which the organization needs to keep under thought while outlining a spending get ready for
the buy of the physical security resources. The establishment of different physical security
resources, for example, CCTV, Electronic Access Coiystems, and regional bars, every
single physical security resource has a pixie mentation cost connected with it, alongside that
there are a few dangers which are related with these physical security resources, for example,
the benefit may be harmed anuigkation, or the advantage may be harmed amid conveyance,
or the advantage could be introduced in a deficient way because of which it won't prevail
with regards to giving the security needed.

Costs of establishing the hardware and its maintenance cedts lae factored in, per
Norman (2016). Also, regarding the costs of establishing the hardware, as sometimes
exceptionally modern, and might require a group of experts to guarantee the benefits are

introduced and are working according to the prerequisitése associations.
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3.1.3 Operations and upkeep cost

The security costs can constitute a significant part of the annual operating costs of an

organization. Operational hazard thus is connecttek tissurancef methodical approach,
and additionally the bud¢mry dangers. Establishment of physical security resources inside
an organization might take up to 10 to 15% of the aggregate spending plan of the
organization, alongside that it will likewise require visit upkeep, repair, and observing which
would likewiee expand the general support cost for the organization. Operational Security
could basically be characterized as the procedure utilized for the production of strategies and
in addition methods which are utilized for setting up controls, and in the meatdime
preserve the data identified with the abilities, and all the more vitally the vulnerabilities of the
association. This should effortlessly be possible through the distinguishing proof, controlling,
and insurance of the interests connected with thewouthiness, and in addition the
unobstructed execution of the office. A portion of the basic components of operational
security incorporates, the staff individuals; these are prepared segarkforcewho are in
charge of the assurance and additionally the ones in charge of implementation of the security
strategies and the methods representing the operations and all the more vitally the security of
the entire office or the business. Consequently, tipee security strategies are a
noteworthy cost which an organization must cause, so as to guarantee that the physical
security resources introduced inside the organization are successful and equipped for keeping
the unapproved access of an outsider, mapproved staff to the office. Operation and
support cost dangers, which are being looked by the associations, incorporate;

1 Cost of repairing harmed or broken resource

1 Costrelatedo the acquiring of the extra parts

1 Insurance cost

1 Administration cost

1 The standard support cost

Sullivan, Pugh, Melendez, and Hunt, (2004) directed an examination in which they

expressed that a portion of the previously mentioned expenses could undoubtedly be
assessed. An organization can gatandardcontract for proteatin, and additionally normal
upkeep of the hardware, this may help the association in concealing an offer of the aggregate
lifetime of the security resource. Though, then again a noteworthy hazard is being looked by
the organization with regards to the fomst of the repairing expense of the extra parts which

may be required for the security resources, as there are sure resources for which the extra
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parts won't be accessible, or it could be too exorbitant to buy which may build the general
costof the busimess.

Consequently, it could be closed it is fundamental for the organizations to distinguish
the distinctive sorts of support which must be performed over various physical security
resources, be that as it may, the most vital viewpoint in such manier asgurance of the
individual or the association, which will be bound to play out the assignment of upkeep. In
this way, it is fundamental that an association sets up specific techniques with the point of
updating the innovation and the physical secungydware's inside the association to keep
the security frameworks of the association¢
likewise set up and devise get ready for the qpuprovement of the product, and all the
more imperatively the equipmebolstess necessities. A portion of the prescribed procedures
which could be trailed by an association incorporates:

Providing a depiction of the approach embraced to the upkeep, and additionally the
supply field administrators, as they should be furnisheti ewery one of the instruments
important to guarantee that the frameworks work with no troubles.

The association should likewise characterize the standard emotionally supportive network
gear which could be used successfully with the frameworks, and meantime the

association should all examines the requirement for directing uncommon tests for the product
and in addition the equipment hardware keeping in mind the end goal to guarantee that they
are working in a compelling way.

The clients should ther@pared, with a specific end goal to guarantee that they are fit
for using the physical security frameworks set up, in a proper and compelling way, which is
inthe bestenthusiasm of the organization. Finally, the association should likewise give a
depictian of the transportation of the same.

Moreover, another main cost element to the organization would be the upkeep cost, as
the security resources require visit support for which the organization may need to enlist a
gathering of people or they could sigm agreement with the support firm, that will as often
as possible screen the execution of the hardware, and if there should arise an occurrence of
any issue will make the corrections or repair the harmed resources. Subsequently, this is an
additional costwhich the organization may need to acquire relatethe physical security

resources.
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3.1.4 Acquisition cost

The obtaining cost is another cost which is brought about assmciationwhen an
association gets new security resources. This cost could be refgttethe cost which the
organization may need to look on the off chance that the obtained resources may endure some
kind of harm amid the conveyance, or the benefits may miss a few sections which are needed
per McDougall, and Woodruff (2016). And espelgiah cases, when the management has to
referto extra parts to another merchant, this can increase the overall cost estimates.

Also, the organization may likewise need to acquire the transportation expenses of the
advantages, which could bring about enhancing the general expenses of the planned spending
plan of the organization, committed to the buy of the security resourcesdtebtly, it is
fundamental that with regards to the procurement of the security resources, the organization
must keep under thought the acquisitions cost, and it must keep some abundance measure of
trade out submit case additional money is required. Alaith that the organization can
likewise influence an examination tbegroup which will be in charge of guaranteeing the
wellbeing and conveyance of the hardware, and it falls upon them to ensure that all resources
thereof are integrated and operatibnaell looked after.

3.1.5 Disposition cost

Like the procurement cost, an organization may likewise confront some genuine
dangers, or misfortunes with regards to the air of the physical security resources. There are a
few circumstances where an organizatioaynbe expected to arrange off the physical
security resources, for example, the gear may wind up noticeably outdated, or the hardware
could be harmed, or the for some situation the organization simply needs to refresh the more
established security resouragth another one keeping in mind the end goal to guarantee an
abnormal state of security at its office. Subsequently, there are a few dangers and costs
associate includiran arrangemenof the old resources, and of making way and substituting
for the newgear.

Therefore, it isvitalfor an organization has an arrangement with regards to the attitude
of the organization. The organization must devise an arrangement amid the underlying stage
at the time of procurement, whereby the management must extratitl &stamate of the
overall life-cycle costs associated with the resources. This wiltftedamentakexercise to
conform to the overall financial plan of the enterprise.
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3.2  Management of Risks Associated with Physical Security Assets

This element lies at & heart of the general basic leadership procedure of the
organization. Besides, it additionally gives the association a portion of the key capacities,
framework, and the processes as required in the overall plan of the organization. Hazard
administration $ a part of this exercise, per Fennelly (2012). Along these lines, recognizable
proof, appraisal and additionally the moderation of the security dangers helps the
organization in the general administration of the dangers retatéide physical security
resources. With regards to the administration of the physical security resources, the dangers
administration could likewise be connected with the phase of the general hazard
administration exercises which are being surpassed by the association.

The aganizationmust devise a reasonable bearing over the hazard administration
procedure of the physical security resources with the improvement and additionally the
execution of the prerequisites related with the physical security strategy of the organizatio
as physical securityesourcesare an indispensable segment of the organization. (Reason,
(2016) expressed that the organization must receive a dangers administration approach for
concealing the different zones of the security movement over the asyciaeping in
mind the end goal to guarantee an abnormal state of security is kept up over the association.
At last, with regards to the improvement of a compelling danger administration technique for
guaranteeing the administration of dangers relatethe physical security resources an
organization must have some defensive security arrangements, and required conventions.

The end goal is to recognize whether some kind of chaisgesjuired inside the
strategy, or the additional security resources @fgetintroduced and us@dthe association.

A standout amongst the most critical duty associations with regards to the administration of
these dangers is to mitigate the risks to an acceptable level. A hazard cannot be always
obviated, but in any case gtlorganization can find a way to limit the general dangers related

to it. Thus, risk management procedures requireadidaowledgmenand mitigation of these
hazards. The following depicts the levels essential for this practice:
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Identify people, information assets
and functions that need protection

Identify and assess secunity risks

Mitigate and assess security risks

Apply assurance controls for information or asset sharing

Figure3-1: Physical Asset Security Risk Management Process

Table3-2 Risk stages classification

Risks

Risk Classification

Initiation risks

l

Incorrect spending estimation: These relate to wrong estimates ¢
procuring gadgets and the other apparatus.

Cost overwhelms: This is due tfoeexpansiorof the costs, the
overruns due to bad planning and estimation.

Project scope extension: Additionalsts spend may be required du
to theexpansiorof the earlier defined security scope.
Inability to understand the dynamics: The organization may not
the capacity or the controls to figure out the exténthat is at stake
in the process.

Technologyand vulnerability: due to innovations, systems may ge
obsolete.

Risks in Specification Breakdown: Mas/notaccurately identified,
and hence later may cause issues.

Unrealistic desires: Unaligned expectations as derived from the
systems, unrealistiones of overeliance.

Schedule imperfections: Schedule defects and the plan issues w
the calendar brings about, making hindrance for the entire tasks
Uncontrolled Requirements Inflation: There are sure situations w

the aggregate cost of purchagior offering a physical resource eith
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increments or declines because of changes in the swelling rate.

Implementation risk

Risks are not tended to appropriately in arranging: Improper
distinguishing proof of dangers may lead towards uncalled for
arranging which could end the general procedure of the buying a
establishment of the undertaking.

Wrong time estimation: Inaccurate estimates regarding timing of
phases which will delay then the overall tasks of completion.
Inadequate appreciation of complexities: The representatives of
security apparatus and maintenance in the organization may not
adept at understanding fully the functionalities and technicalities
associated.

Unexpected scope developments: Unrealistitue expectations
would lead to hike in costs.

Specialists not employed: The staff may not be competent enoug
design and operate the system.

Staff Turnover: The group taking care of the physical resource m
leave the association in unexpected nusbehich would expand

the selecting, and preparing cost for new workers.

Acquisition risk

Resources are not followed appropriately: While gaining certain
physical resources the organization may confront certain danger
following of the obtained physat resources, as the organization m
neglect to track the general advance of the physical resource
Continuous evolving prerequisites: Another significant hazard wh
an organization may confront is the adjustments in the necessitie
Running out of st@ge: An organization may come up short on
reserves while making buys of costly physiesourcesind might
endure because of cost overwhelm amid the buy of the physical
resources.

Market improvement: The creating market and the adjustments i
commerdal centermay likewise end up being hazardous for the
organization, gaining the physical resources.

Changing needs: The needs of the organization identified with th

physical resources may change with the progression of time, wh
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thus may raise some m@ne dangers for the organization.
Government lead changes: Changes in the administrative tax
assessment, principles, and controls may raise some genuine dd
for the organization searching for obtaining physical resources.
Hardware and Softwarbsond For gear resembles CCTV
Company may require particular equipment and programming
gadgets, and administrations, inaccessibility, and nonappearanc
such particular terms could raise some major issues for the
association.

Integration issues: The ndvardware introduced by the organizatic
might bring about exgnding complexities as they wouldtriae good
with the organization's present foundation, and might raise some

genuine worries for the organization.

Operation and

Maintenance risk

Monitoring gear disappointment: The Company may need to con
some genuine dangers because of the disappointment of the se(
resources, as might put the entire organization and its security in
danger.

Technical dangers: These are the specializadeta which an
organization may look because of the perplexing systems of recg
innovations regarding upgrading.

Failure to address need clashes: An organization may have issu
because of setting up wrong needs while the acquiring and
establishment ohie security resources.

Failure to determine the obligations: The Company may neglect
determine the genuine clashes connected with general task dutig
inside the association.

Insufficient assets: The Company may likewise experience the il
effects of @&ficient assets with regards to the introducing of the
physical resources, as the organization won't have adequate ass
No legitimate subject preparing: These are the dangers which ar
organization may look because of uncalled for preparing of the
workers relatedo the physical resources inside the association.

No asset arranging: Improper arranging of the assets may likewi
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have a negative effeoh the execution of the undertaking, and
absence of assets may likewise stop the physical resource lamygin
protection of the task.

No correspondence in group: Lack of correspondence among th
administration and the senior workers could likewise bring about

thedisappointmenof the entire undertaking.

Disposition risk

Health and Safety Risks: These can occur due tgpaubr obsolete
physical resources, or even inadequate training of staff.

Selling Costs: The Company may endure some additional expen
while offering the obsolete physical resources, because of
disintegration, andutdatedness

Environment chances: This is in context with events of nature, w|
the resources may endure besaof ecological changes and may e
up noticeably defective and dissolved.

Outdated and harmed gear: This is because of the aura of harm
and obsolete equipment.

Recycling cost dangerSinceorganizatioworking in the present
market is appearing to lzs manageable as conceivable in this
manner, the organization might look toward reusing of the old
security resources, which could expand the general expenses fo

association.

3.3  Security Assessment

Fennelly, (2012) expressed that fittingly imaginedd all the more imperatively

implementable security programs, approaches, and in addition advances are critical in

guaranteeing the protection of the office to various dangers, while in the meantime it

additionally helps in taking care of the general séguequests, for example, unwavering

quality, uptimes, and all the more vitally the execution goals of the firm. Moreover, security

designs are additionally basic to guarantee the security of the general population, data, and

also the procedures, and haete's which are housed inside an office or assembling office,

as they are on the whole very expensive, and must be set inside the limits bound.
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The deployment of resources that are designed to see, discourage and counter against
the dangers and a very ofu arranged utilization of set up of security frameworks and
components are revealed as dynamic measures. While, the utilization of siesmgsand
lighting to accomplish upgraded security by diverting, overwhelming or vindicating growing
fear based qgpressions are imagined as uninvolved physical security forms.

The wellbeing of information openness, unwaveripgality, and secrecy from
planned or incidental abuse by conceivable risk factors from both inside or outside of an
organization is called Infonation Security. It incorporategiaranteeingo certify people the
suitable access to intense frameworks and data; giving safety efforts to responsibility for;
restricting data solely to approved elements; maintaining a strategic distance from unlawful
changes; abuse of exclusive information; and ensure that information is exchanged to, bring
by or pooled with just the proposed party.

The way toward framing controls to safeguard knowledge data with respect to
authoritative capacities and protections andking strategies and methods for a robust
system of organizational security is termed operational security. The assets have to be
managed in a way that ensures true and proper execution. Qualified and able staff must be
designated and selected for theasks. Wrongful access has to be discouraged by the
systems, as the framework of deterrence needs to be robust enough.

Be that as it may, regardless of how strict and complex the physical security gear is
the security design has constantly demonstratedetd\thilles Heel of various associations.
Pavlov, (2013) expressed that the real shortcoming which has been distinguished among
various associations the nonattendancdaofeaching and powerless hazard evaluation.
They additionally expressed that di#get evaluation tends to the security of an association
from the point of view of electronic frameworks in spite of examining it as a critical element
thereof.

The system must have the capacity to distinguish the benefits ai@alequird, and
also helpsthe organization in identifying the requisite security resources, per Miller, and
Beckman, Amazon Technologies (2013). This necessitates taking a holistic view of the
framework, and by the HR working inside the association. Subsequently, the admisistrator
in an organization have the task to decide on the level of uncorrupted and smooth operations
that are desired.

The appraisal of security should lead to a recognizable proof of the dangers, and in
addition it should likewise give a portrayal of the dang These security dangers should
likewise be seen as the potential events, thiganfriendlygoal that could have an immediate
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effect over the association, and be equipped for making some genuine harm the
representatives, and the general population ected with the association. Thus, an appraisal

of the dangers to physical security resources defenselessness is exceptionally basic and must
be mandated.

The harms related to this aspect come from three potential sources. To start with, are
the harms, whih come about because tfedisappointmentof insurance of the secret
information which is being held by the association, this information could be private data in
regards to the customers of the association, where the loss of customer data can lve fatal fo
theorganizations.

Then, the lack of adequate upkeep and maintenance of the data will impact the
smooth working of theorganizationand can antagonize the business partners in case of
compromises. Hence, the breaches end up being exceptionally broad with both lasting and in
addition contemporary harm to security systems affecting operations of the entity.

Then, there is the harm ofiyate information put away inside the frameworks of the
association, and the connected issue of unscheduled downtime with the concomitant loss of
business to the entity. The misfortunes endured by an organization could be colossal.
Besides, unscheduledwntime could likewise debilitate the wellbeing of the representatives
working inside the association, the strength of the office, and administratigesteny.

Consequently, once every one of the dangers and in addition vulnerabdities
evaluated, athat point the organization could organize those dangers alongside the methods
for countering and reacting towards those dangers in a powerful way. This is the last advance
which enables the associations to distinguish the specific shortcomings andrdfemtdiss
those shortcomings in a successful and productive way.

Consequently, so as to guarantee compelling and proficient security it is fundamental
that an organization possesses a complete hazard evaluation design from the physical security
frameworls, alongside that this appraisal design should likewise be considered from a
spending point of view also. It is the obligation of the senior administration of an association
to direct a careful examination of the dangers related with the physical seesotyrces
keeping in mind the end goal to settle on educated choices in regards to the assignment of the
capital assets. These reactions could moderate the general misfortunes of the income,

disturbances, and thus must be factored in for dangers adntioistvhthe process.
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3.3.1 Threat Identification

The management has to anticipate the type of attacker sorts, for example, offenders,
and psychological oppressors. Henceforth, ID of dangers, and the general population which
could turn into a wellspring of thesdangers must be distinguished keeping in mind the end
goal to guarantee that such kind of dangers are precluded, so as to guarantee the security of
the association, and all the more essentially the general population working inside those
associations. Irthis way, it has turned out to be more critical for association today to
actualize safety efforts which are outlined particularly for the assurance of the security
offices, individuals, and the data frameworks of the organizations, which has all thte secre
data of the organization and its customers.

Subsequently, it has turned out to be fundamental for the association to plan and
create security countermeasures and additionally approaches which could lessen the dangers
and in addition the difficulties which are inalienable to these dangers which have been
sayng above. In this manner, it has turned out to be fundamental for the association to build
up a comprehension of the goals of the aggressors attempting to break the security of an
association;

A Instilling the dread in the psyches of the casualties thrthagstablishmenof
profoundly powerful physical security resources

A Inflicting of damage or demise

A Damaging and devastating the property, hardware, offices, and all tlee mo
essentially the assets which could be used by the aggressors for harming the organization

Henceforth, the business organization must dissect the advantages, and also the
dangers from aggressors to formulate own strategies therewith. A robust appoaisiahelp
mitigate this and would sit well with the functioning of the organization as providing comfort
to the staff.

3.3.2 Site Planning and Security Risk Assessment

With a specific end goal to play out a security hazard evaluation, it is critical for the
business associations to see the physical security condition to be adequate. In the event that
the business associations need to survey the security design, at that point it must need to
utilize the siteparticular hazard appraisals. Alongside this, theursigcnecessities should

likewise be tended to with the end goal of the improvement designs. The more the measures
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are brought in later into the system, the leisble and more costly wouldok. The CSOOG s
must becounsdedwith at the earlier stages witlmearly meeting with respect to the physical
security condition of their association.

Altogether for the business associations to set up another site security design, the
associations should first choose their new site for their business operationseclinigy
design might likewise stay for the Greenfield site and the offices which are under
development. Additionally, the organizations should likewise build up a site security get
ready for the offices which are experiencing significant renovation. Aldaghis, the site
security designs created by the business organizations should likewise guarantee all together
for the arranged reaction to produce results it is basic that the security control measures ought
to determine a postponement. Besides, thesiphl security needsyhich should be executed
by these partnerships, should likewise addtbssissues of how to help inperatonal
strategies. The issues dfverlocating and specialized reconnaissance have to be
differentiated and specialized secymteasures need to be incorporated therewith.

While considering the above variables, the business organizations should likewise
consider taking the physical safety efforts on account of new structures at the underlying

stages in order to be most effectarsd efficient regarding the caspen.

3.4  Mitigation Responses

Periodic updates are essential to guarantee adequate focus and achievement of
security objectives, per Rose, Rajendran, McDonald, Karri, Potkonjak, and Wysocki (2013).
An issue that is most levant is the case of confusion amongst the representatives taking a
shot at various floors in a building. The real issue which emerges under such conditions is
incongruenciesvhich emerge between the bases building administration frameworks and in
addition the security frameworks thate being utilized by singular organizations working
inside the building. Thus, this could havespairdling effect on the security costs due to
duplication of work, and wastage of time. A simple way to resolve this issulel Wweuto
have two separate security appraisal framewbrise for the base building and the other for
the different floors of the buildings. The ideal choitewea solitary Ul which could be
incorporated with the contribution from alternate floors, thizuld guarantee compelling

arrangement of the safety efforts, and also for the base building.
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A quite common mistake done thenstallation of CCTV cameras is to have a
plethora of cameras showing a lot of surveillance without due monitoring of thesnaag
relayed. Moreover, the time required to survey, chronicle, and all the more significantly store
the simple or the advanced data is additionally ignored in numerous cases which leads
towards disappointment of security. Moreover, it is basic to adjesiguantity of CCTV
cameras conveyed, with the quantity of security staff's accessible. For the most part, this
normal is something close to 1:20, thereby meaning that 20 cameras are for one individual.
Images sent to basic zones to identify ¢éineleavared unapproved passage at the site or the
area. The interruption recognition frameworks must be based over the system, and in the
meantime they should likewise be based over infrared, movement, vibration indicators,
evaluation, and acoustical and in aduitithe commence control unit, committed reaction,
and all the more critically the security reaction conventions and in addition the techniques.

Besides, inability to give adequate regulatory help to appropriately enlisting,
confining, and all the more wlly expelling the representatives inside a securégework
is a standout amongst the most widely recognized oversights submitted by the associations.
Another real error which is made often is the lack of required safeguards in the remote areas
of the fameworksi encryption and programmed firewalls would help in mitigating this

issue.

3.4.1 Conducting Risk Assessments of Physical Security Assets

The assessments cha by nature experiential, wddking, or trial stages, and so on.
Evaluation items are the inside for proper innovation valuations, operational necessities
definitions, the procurement projects and arrangement choices examination. Leading Risk
Assessments Security experts plan every ohethe necessities and requirement for
helplessness and Risk appraisal in view of the gathered data as it is key for the underlying
advance in changing or building up every one of the projects and strategies. The objectives
and goals of hazard appraiset to survey outcomes, assess trustworthy dangers and abilities
which are illicit or norunlawful in nature and distinguish powerless regions. At the point
when thechanceevaluation is splendidly collected, it should recognize and connects every
one of the openings to existing cautious security frameworks. Aptitude with security
structures/mechanical assembly's and measures of accomplishment and adequacy ought to be
seen lhirough the use of operational involvementhanformationof related procedures and
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physical security. Supports to address dangers and the revelations of hazard evaluation must

be completely archived in discoveries of hazard appraisal reports.

3.4.2 Vulnerablities Identification linkedo Physical Security Asset

Every one of the breaches and vulnerabilii@seen through the use of security
encounter, recognitioof safety efforts and hardware, measures of accomplishment and
viability of security techniquesnd consciousness of related procedures. Deficiencies in
security countermeasures and misfortune counteractive action program in security assurance
frameworks and data innovation frameworks a portion of the vulnerabilities which
incorporate the greater ppaof the dangers postured to an office. As the hazard valuation is
led, the security authorities should give careful consideration to blemishes and susceptibilities
which make a benefit more inclined to hurt from a threat or risk. Everything adds to the
thoroughness of harm when an episode happens. The appraisal for powerlessness gives
outline premise danger exact to the office's task and belonging and henceforth, hurts an
association or office. The office will have the capacity to extend a system totghadoasic
missions, regulatorgecessitiesvhen the LOP concerned and the related plan risks have been
assessed.

3.4.3 Auditing Physical Access

Logs and audit trails have to present in order to conduct an audit on the physical
access control systems becatlsgy can enable one to guess the exact time and place where
someone accessed or was trying to access the premises unlawfully. The tools and technology
used for auditing purposes are neitldetectives nor preventive. The organization has to
respond swiftlyto the audit trails and access logs to ensure that the physical security of the
facility is not tampered with because failure to respond on time will lead to intrusions on the
system. It is important that the organization provides enough security totacaler extra
resources being acquired. The exact date and time in which someone tried to access the
premises illegally have to be included in the access logs and audit trails. There should be a
record captured for all unauthorized access attempts, ragatdt employee and the specific

location of attempted access.
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3.5 Costing and LifeCycle Management of Physical Security Assets

An organization can improve its operations through management of physical security
assets because this promotes adherence toutlieed managerial laws and also offers the
necessary support to the administrators within the organization concénesadetyof the
physical security assets by initiation of internal controls. The organization should ensure that
each person accessitige premises should be informed of their responsibilities and the areas
where they are permitted to access the facility. Successful implementation of such strategies
demands proper stewardship and care and the organization should be prepared for financial
consequences together with unforeseeable consequences associated with data loss.

According to Straub, and Welke, (1998), the physical security policy has to get the
necessary support from managers in the organization together with the accountabitty of th
physical security assets and systems. The organization should take up the responsibility of
managing andafeguardthe properties it has acquired, obtained or leased all through the
lifecycle of the property. The organization can achieve this throughodysand
accountability up to the time when it decides to formally get rid of the asset through
disposition or after a successful investigation concerning assessment for property loss.

The physical security asset management system should always inclpdeaim
assets in the organization such as badging, CCTV, cars, sensors, magnetometer, sensors, door
locks, metal detectors, etc. Flexibility is afforded to the entity through automatic asset
management (Shahidehpour, and Ferrero, 2005), regarding reptdsetn the security
apparatus. This system can also be used to manage the maintenance contracts of the
equipment together with the total training costs. The company can be able to easily determine
the type of equipment which should be exposedréssleveling the support of higher level
facility using this system as well as determining the location of each equipment separately
and if it has been installed properly and operating according to the specifications. The system
also enables the company to idgnthe person in charge of the maintenance practices on the
physical security asset.

Some companies are unable to acquire the automated physical security asset
management systems. In such a case, the company should opt for a manual system should be
installed and will be assisted by electronic records of the physical security assets with details
such as the exact location of the asset, quantity, value, and the state. All the assets must be
labeled s that their identification for different reasons later @amdtablished easilyhe
companyhas to seek the help of the equipment vendor or logistic firm in a situation where
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the physical security asset lacks a national stock number so as to establish whether the
national stock number of the particular equipmerists. Keeping an equipment in the
company that lacks a national stock number may make the company incur extra expenses in
future which can be avoided. When such an equipment is damaged or develops a problem,
the company will have to foot the repair oplecement expenses because the warranty would

be considered invalid. The other type of cost which the company has to incur when
purchasing a physical security asset is the tracking cost. The company has several physical
security assets and each asset @osita number of components e.g. the CCTV system. The
company shouldthereforebe able to track each of the components in the physical security
asset individually and other factors suchteprice of the physical security asset can be used
when classifymg the component or systems for tracking purposes.

The company can be able to choose the suppliers who are selling their equipment at
the most affordable rates which will enable it to save on costs. If a component on the
equipment develops a fault, thessgm can be able to easily identify the specific component
and all this depends on the policies and timelines which the company has set concerning
repair and general replacements of equipment which are faulty.

3.5.1 Managing and Accepting Risks Related to RtglsSecurity Assets

According to Spielmann et.al (2006), organizations can emgsybenefitanalysis
to be in a position to choose the most appropriate approaches they can use for recognition and
mitigation of the risks which the physical security #sse the organization face. The risk
evaluation approach which the organization has decided to employ and also the baselines
initiated by the organization should be the factors that influence the decision by the
organization to allocate the necessary ueses and accept the risk

After the baselines for the physical security assets concerning risk evaluation have
been established, the organization can eliminate the cases ofemelssy between the
unmitigated risks by establishing the assets that hagadverprotectecnd transferring the
security measures to a different asset with minimal protection. Through this process, excess
resources in specific areas can also be distributed to other sections where the resources are
inadequate and this will enablhe organization to adopt the most valuablecrstieffective
security program. With such a system in place, the company will be able to utilize

appropriate mechanisms to manage and secure its resources.
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According to Roper, (1999), some risks cannetttlerated by the business after a
costbenefitanalysis is conducted maybe because the consequences associated with the risk
have lesser effects to the business or when the probability of the risk occurring is very low.
The business can decide not to take any action pertaining such risks aftemarhilgzzosts
incurred and the benefits of implementing the risk reduction approaches. In every instance or
location when it is suspected that a certain risk is likely to happen, it is important that both
the decisionwas takenand the policies of the bugiss concerning that particular risk are
documented.

3.5.2 Product lifecycle management (PLM) of Physical Security Assets

Product lifecycle management refers to the variety of approaches employed in
security management, and a number of functional stagesoHosvdd in the security
management process. As time moves, the original condition of a product such as the CCTV
equipment changes and this necessitates proper care of the equipment all through its lifespan.
Stark, (2015) defined a warranty as a documesueid by the vendor or manufacturer of
aparticularproductwhich explains the manner in which the product is expected to function for
a given period of time. The warranty becomes useful if in any case the product fails to
function in the manner specified tiye manufacturer and the owner wants a refund or if the
product is to be replaced by another one of the same kind.

It is the responsibility of the staff in charge of procurement in the company to acquire,
repair ordisposeof the equipment. On matters @amning disposal of the physical security
equipment, the procurement department in the company is advised to inform the procurement
office of the agency first before proceeding with the disposition. According to Ford et.al,
(2013) routine care of the phigal security asset should involve peative maintenance in
order toavoid carrying our repairs on the equipment which can sometimes bring additional
expenses to the company. Utilization of a preventive maintenance strategy and inspecting the
equipment usd in the security system regularly can make the person in charge of security
avoid any major security hitches caused by over usageadicular equipment. The
preventive maintenance approach has been implemented in most companies because of its
effectiveness in relation maintenance of the security systems and the components involved.
Most companies consider this approach as sound and very cost effective.

It has been proven that the lifespan and performance of the equipment can be

increased through regulanaintenance practices. Several things are however considered
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when dealing with the issue of preventive maintenance with the important ones being CCTV
systems, intrusion detection systems, magnetometers and vehicle barriers. The design of each
of the meastes for improving security is based on the main goal which is minimizing the

risks concerned witthessueof security.

3.6  Whole Life Cycle Costing Of Physical Security Assets

Activities like monitoring and planning of the physical assets have been incorporated
in physical asset management. These activities happen throughout the lifespan of the physical
assets in the company. Managers in the organization have to dedicate efforigh order
to achieve effective management of physical assets and such an initiative has to happen
throughout the lifespan of the asset in the company. Physical asset management is conducted
in order for the organization to find the most appropriatat®n that involves minimal costs
in purchasing, usage, maintenance and disposal of physical security assets. This is done to in
order to achieve the security targets of the company (Boussabaine, and Kirkham, 2008).
Physical asset management can thendbBned as a process that involves planning,
purchasing, maintenance and finally disposal of the physical assets and considering the costs
which the organization incurs. Physical asset management also ensures that the organization
strictly adheres to thexsting policies set by the governmewithin matters related to
physical security.

According to Hastings, (2010), physical lifecycle costs can sometimes exceed the
expectations and most people working in the budgeting department of the organization may
fail to notice them. Some operational costs may be incurred by the organization in relation to
the physical assets and failure to detect such costs may create complications in the budget
forecasting process. This may also be a problemtHeeffective managment of the
companyds incomes. When new capital assets
of the assets have to be identified so that comparisons can be drawn concerning the costs of
other available alternatives. Budget forecasting can thenconducted after the above
comparisons have been made. It has become a common practice among companies to embed
the activities related to monitoring and controlling of physical asset lifecycle costs. This is
done in order to minimize the costs relatedptoysical assets which are incurred by the

companies and also to counter the difficulties encountered in controlling the physical assets.
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3.7  Costs Estimation MethodModelingand Simulation

This constitutes one of the critical activities in the securdayngwork dimension. At
the beginning of the project, estimations are conducted on the initial costs, acquisition cost
and maintenance costs (Kishk et.al, 2003). The company utilizes a variety of approaches and
models for collecting relevant data from prewsorecords for purchases made by the
company. Estimatiorof the overall cost of the project is done using a mathematical
expression.
Detailed classifications for the main software schedule and approaches for cost
estimation are highlighted below:
1 LearningOriented Models
1 RegressioBasedModels
1 Composite Bayesian Methods
1 Expert Based Approaches

According to Rahman, and Vanier, (2004), the erroneous tendency associated with the
form of estimation is a normal issue. This is because an estimate can atssidered as an
assessment that depends on the precision and probability of the future state of the physical
asset, therefore it can be difficult to encounter such in the whole process.

Monte Carlo simulation is the most commonly used model for cost atftim
purposes. Companies use this model to assess the costs of the assets throughout the different
related phases to estimate the cost of physical assets throughout the lifecycle of the project. A
tool that can be deployed effectively here is the MontdéoGamulation. It also ensures that
the estimated uncertainties concerned with physical assets are well managed in the company.

Monte-Carlo simulation can be defined as a tool that helps in the simulation of
modeling processes where chance variablesiavelved. In the MonteCarlo simulations,
there should be a very big number of iterations, possibly in hundreds or even in thousands
where the number of physical assets is too large (Emblemsvag, 2003). Each sample generates
a single probable outcome foretltoncerned variable. The range of possible outcomes can
then be determined after analysis of the results distributions. The final value can be converted
into a stochastic variable using deterministic simulation and thereafter the effects of these
change®n the stochastic variable can be recorded on a spreadsheet.

A number of approaches are used in the M&@ddo simulation method to get the
solutions of mathematical problems employing repeated random testing. When performing
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the computations, some calations that utilize random numbers are used in place of the
random test results. The random variable concept and the transformations of both discrete
and continuous variables can be assessed. Exainglege the diffusion mechanism and
attainment of therequired balance between the systems at different temperatures, per,
Touran, and Wiser (1992).

We can use the above two examples to understand what is meant by the term
irreversible process and the variations that take place in the steady state.

The avdable details concerning the decreasing potential law dtindyeakdownof
a radioactive element into a different state that is stable. Note that from a basic model of the
radioactive nucleus, where the breakdown process occurs in a random mannehewith t
chances of its occurrence relying on the width of the probable obstacles which are contained
in the particles that make up the core of the element. Additional examgledethe study
of a system havindewer states in preparation for the study conéagg thebehaviorof a
paramagnetic material which has been exposed to a magnetic field at a particular
temperature. We will then examine how a dielectric material behaves and this will be a
demonstrationof the uses oftheransformationof a continuous wvaable. (Emblemsvag,
2001). The main issue associated with Monte Carlo simulation approaches is getting the
value of both the discrete and continuous variables with the probability distribution functions
p (x) from the value of a random variable with aform distribution in the interval (0,1),
generated by a computer or a different program which is part of the routine.

It is advisable to use a large number of random numbers when simulating a physical
processorwhen computing the answer for a mathematmaiblem. The roulette number
method is too slow and also actual physical systems produce random variables which have
distributions that are somehow different from the ideal distribution. Tables with uniformly
distributed random numbers can also be utllizdthough they have to pass through a
comprehensive test based on special statistics. Such tables can only be effective when the
Monte Carlo simulations are performed by hand, and this rarely happens because of the
complexity of the task. The simulatiorecise is easier when the random numbers are used
as produced by the seed and thrargtterative process, with a uniform distribution in the
range (0.1).

Triangular distributions are the most common types of distribution in Monte Carlo
simulation because the process of obtaining the input data is very simple. The other major
advantage associated with Monte Carly si mu
investigations (Fleischer, Wawerla, and Niggeschmidt, 2007). Usage of the triangular
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distributions in Monte Carlo simulatiomodelingis the main contributoto their high status

and also its usage in the software. Triangular distribution can also thevhsee two errors

are involved each with a uniform distribution within the bounding limits and also whose
means have been merged linearly. Triangular distribution is also used to model the cases of
uncertainties and in sucsituations the asymmetric triagular distribution is utilized as

demonstrated in the expression below:
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The cumulative distribution function is therefore given as follows:
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Graphs are used in the Monte Carlo simulation model to present cumulative
distributions. Plots on the graphs at class boundaries reptkeenimulative frequencies and
then straight lines are later used to join the resulting points on the graph. In other situations
where the values for relative frequency are represented over thalmoobability graph, the
graph will be represented by atraight line for the random variable with a normal

distribution. It is possible to use the normal probability graph in determining whether the
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observations have been sourced from a population having a normal distribution. It is

howeverjmportant to notéhat the values given in this method are only approximations.

3.8 Life Cycle Cost Analysis

This can be defined as the original plans to acquire a physical asset up to the time an
asset would belisposedof after use. The lifecycle of an asset is made up akveajor
phases, i.e.

The aiginal definition of the idea

Creation of comprehensive report concerning the design requirements,
documentation and specifications of the asset.
ConstructionDevelopmentandpurchasing

Warranty period, initial stagesthe utilization of the physical asset.

Prime period of the physical asset, operational support together with the
maintenance activities, operational costs of the asset in relation to
modifications on the asset and renewal.

91 Disposal and cleanp after the physidaassetreachthe end of its physical

=
®

LA <7

Dispose Acquire

Core
1ir Processes L

Renew Op erate

0.
‘

Figure3-2: A representation of Lifecycle cost of physical assets
The illustration in figure 1 above is a representation of the daily periodic and strategic
activities for an asset that has been purchased by a company for the sole purpose of

enhancing the security within the premises of the company (Marquez et.al, 2éZ)rst
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stagef the lifecycle of an asset involves strategic planning and then shifts to
themanufacturingof the asset, usage, maintenance, renewal and the final stage involves
disposition after the physical life of the asset has ended.

Lifecycle costscan therefore,be defined as the cost whose main objective is to
optimize the overall costs incurred by a company for owning a physical asset. The costs are
estimated by identifying and quantifying each of the significant net expenditures which are
accried by the company due to ownership of a particular physical asset. According to
Kaming, and Marliansyah, (2016), most companies acquire new physical security assets
every year and the only costs which are considered are the acquisition costs. Theacquisiti
costs may seem attractive to both the purchasing department and the overall management of
the company because it may prove to be a good deal for the company even in future due to
minimumoperational expenses. It is very important to note that the lotvot@squiring the
asset doesndét mean that the overal/l costs il
therefore the | ow acquisition costs canét g
profits from the deal. After evaluating the traolés between the varying costs, the main
objective of the lifecycle cost is to ensure that the selection, usage, and replacement of the
physical assets is done in a way that is beneficial for the company. Different types of
companies all over the UK are curtigrutilizing lifecycle cost analysis.

Lifecycle cost analysis ensures that a company which has acquired a physical asset
gets the best deal possible for the money invested on the physical security asset. There are
factors that affect the possibility of @mpany realizing the expected benefits from the
investment such as access to fast, precise and useful information (Santos, and Ferreira, 2013).
Such a process begins with the vendors dealing twalequiredassetthefunctioningof the
current assets aved by the company, utilization of the best statistical approaches in
predicting the expected costs that the company will incur due to ownership of the asset. A
company shouldtherefore,ensure that it adopts the best ever measures in conducting the
evalwations, which will then ensure that the management information systems designed are
able to perform the necessaapalyzes on the data. All these procedures are followed to
ensure that the lifecycle cost analysis of the physical assets produces actooaesu

Lifecycle cost analysis is considered as one of the most important tools as far as the
security of physical assets is concerned, and therefore the company has to put in enough
effort to minimize any possibilities of the security being compromigectording to
(Beckers, 2015), the security can be monitored in a control room and operations in the control
room are not affected by factors such as its size and location. The factors which have to be
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considered to ensure smooth operations in the comwoh include security, the instructions

issued by the management in the company, the basic operating procedures, the necessary
equipment and finally offering training to the staff members in the company who will be
monitoring security in the control room.

According to Pikaar et.al, (2016), several measures have to be put in place in order to
ensure that confidentiality of the control room is maintained. Such measwlese
safekeeping of pictures and other important details from unauthorized access)getisliri
the control room cannot be accessed by unauthorized individuals at all times. According to
Piza et.al, (2015), the company is supposed to implement strict close door entry and exit laws
to ensure that the security of the control room is not comipeazmat any instance. The
organization should also ensure that the design of the control room meets all the required
standards in order to be able to guaratitesecurityof the premises. Each of the health and
safety regulations should also be stricthnsidered duringhedesignof the control room to
ensure effective operations. The employees hired by the organization to work in the control
room should be capable and trustworthy due to the high level of privacy associated with the
control room.

A reseach was done by Mitrou, Drogkaris, and Leventakis, (2014) and the outcomes
from the research revealed that human beings have the fundamental rights of privacy,
choiceand autonomy. The organization is therefore supposed to ensure that that the CCTV
systemsare used within a legal framework which abides by all the laws concerning privacy.

It is therefore mandatory for the organization to put into consideration all the legal
requi rements associated wi t h peopl eds pri
implementation of the CCTV systems in its facilities to help in surveillance activities.
According to Chung, (2014), it is important for the organization to issue a proof of the
surveillance activities in its premises in order to avoid cases of random intrugimtsmay

have an effect on the privacy of people.

The office of the Information Commissioner in the UK recommends that the
organization should ensure CCTV surveillance must follow the regulations contained in the
Data Protection Act 1998, Human RightstA®98 and Regulation of Investigatory Powers
Act 2001 together with other laws that apply in the United Kingdom. The existing laws also
recommend high levels of familiarity on the issue of CCTV surveillance because images of
people are recorded by the CZBystems and such an exercise is considered as extremely
intrusive with regard to the privacy of people. An organization shaobéteforeensure that
all the legal mechanisms have been followed before proceeding with the implementation of
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such systems lnch intrude into the privacy of people. The laws that have been set by the UK
government should all be followed before engaging in surveillance of people. The Data
Protection Act, 1998 is an ACT that is applied within the United Kingdom and is considered
by many aghe essentiaPct with regard to CCTV surveillance. This Act was formulated
mainly to offer protection to information which was being collected from individuals using
the CCTV systems.

According to Schuman, and Brent, (2005), the ability ofiyspral security asset to be
able to offer its security servicesntinteuntil the company is what determines its life. In
some cases, the effective life of the physical security assets comes to an end even before they
become nofiunctional and such a sation sometimes happens due to changes in either
companypolicies or amendments to the existing laws within the country that relate to
privacy. The effective life of the physical security asset may also come to an end if the
company perceives that the eoaric importance of the asset has gone down, and therefore
its operations within the facilitare stopped. The company may also decide to terminate the
services of the physical security asset if the services it offers fail to meet the minimum
requirements xpected by the company (Cabeza et.al, 2014). It can therefore be concluded
that the two main factors that may cause the effective life of the physical security asset to end
before the asset becomes #anction are: changes in technology due to introdact
better and more advanced technology as compared to that of the current asset and changes in
the organizational demands where it may be perceived that the current asset is not offering
sufficient services as required.

One can be able to determine tlifle@s of a certain product or service on resources
and the environment in general by conducting an anay/#is lifecycle. After getting results
from the analysis is when a decision can be made on how to minimize the effects by
considering other alteatives of the product. Lifecycle analysis (LCA) of a given product
involves a systematic evaluation of how the product affects the environment throughout its
lifecycle (Audu, H.A.P., Aniekwu, and Oghorodije, 2015). Such an evaluation on the product
involvesthe movement of materials or energy into and out of the product through the various
phases of its life from the point where raw materials were extracted up to the final phase.
Standardization of the LCAs by ISO (14028043) began in 1994.

After conducting an analysisf the lifecycle of a given product or service, the

outcomes can only be declared as good when it satisfies the conditions below:
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1 Minimal natural resources were utilized in the manufacturing stages. It
includes energy, wat@nd other resources.
Renewable ones are those that can be reused or recycled.
It is possible to reuse or recycle the product at the end of its physical life.
Minimal or zero cases of environmental pollution were reported during the
manufacturing stages, it has minimal or no effects on global warming, it has
minimal or no impact at all on the ozone layer, it has brought minimal
negative impacts on the ecosystand has no negative effects on both plant
and animal life.

1 When plant and animal life, and the ecosystem in general benefits from the
manufacturing utilizationand disposal of the product at the end of its
lifecycle.

A company can be able to select thest suitable product or service from a number
of alternativego the product by conducting a lifecycle analysis of the various product ranges.
Through such an analysi the products, the company can decide on how to utilize the
selected product sustalig (Whyte, and Gayner, 2013). Analysis of the lifecycle of a given
product can also allow the company to utilize the product in the most suitable way before the
end of its physical life and to ensure that maximum benefits are reaped from the product. The
Life Cycle Analysis of a given product is conducted by an organization on two main
occasions:

1 When the organization is making purchases for raw materials and supplies
that are used in its daily operations. Lifecycle analysis allows the organization
to estdlish the behaviors of a certain product or supply and to make
comparisons with other alternatives of the product or supply so as to be able
to choose the most appropriate one. Grid lasting acquisitions help in making
these comparisons of the products etes.

1 An organization may decide to conduct the Lifecycle Cost Analysis on the
commodities or services which it supplies to the clients. After conducting
such an analysis, the organization can be able to determine the stages in the
life of the commoditie or services, their effects on the environment and any
form of enhancements that can be made on their products or services. Each of

the factors that may take place all through the life cycle of a product or
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service from when it is introduced are noted thg company. Such an

approach may be referred to as-éesign or sustainable design.

The initial stage of the cycle for a relevant asset is at the stage of acquiring it, and
then it comes to an end when the company either decides to dispose it ordi@wiits
services from the facility. Alife-cycle cost analysis is therefore conducted by the
organization with the main objective of optimizing the costs incurred in getting the asset, its
ownership and then the consequent use, through using the prakentgproach whereby
the organization attempts to establish and quantify the major costs which the physical asset
accrues all through its life cycle (Durairaj, Ong, Nee, and Tan, 2002). An organization may
decide to conduct the life cycle cost analysisomder to quantify the various ranges of
products or services available with the main objective of ensuring that it will attain maximum
benefits from any option it chooses. The life cycle cost analysis also allows eoffrade
between the cost elements lnretvarious stages of the life of the physical asset. It is important
for an organization to consider such aspectastor benefit maximally from any of the
choices that might be made concerning the products or services.

The life cycle cost of a physicalsset such as a CCTV system is made up of two
major types of costs namely: Capital costs and Recurring costs. These costs have been

described below.

Table3-3 Type of cost

Type of Cost Description
Capital Cats Regarding acquisition of the asset
Recurring Costs This occurs on a regular basis or

approximated cost that is documented W

a single record.

3.8.1 Capital Costs

This is usually defined as the acquisition cost of an asset, and tasgiit can be
considered as the castacquiring the physical asset. The capital cost involves more than just
the costs involved in purchasing the physical asset or the equipment. Any extra expenses
charged concerning the physical asset are all consideredpéal costs such as the costs
incurred during the delivery process of the asset and the cost of installing the physical asset
before it begins functioning. Per Malmenbratt, and Brooks (2015), the CCTV system requires

a complete and webtirganized analys of the issues which the organization wishes to settle
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and using the most appropriate approach. The main reason why an organization may decide

to establish the operational requirements of the CCTV surveillance is to get the assurances
that the design athe CCTV surveillance system is done in line with the requirements and
functions of such a system. In a situation where an organization is unable to identify even the
basic needs of such a system, t he managem
implementation of the system.

According to Dadashi, Stedmon, and Pridmore, (2013), all the factors associated with
the focus of the CCTV equipment such as traffic, objastshuman beings must all be
considered in the operational requirements of the CCTV dlanveg systems. Other uses of
the CCTV surveillance system include monitoring and observing the movements and
behaviors of people in a particular geographical location. On the issue of preparation of the
operational requirements, the organization has soirenthat an exercise of such importance
should be conducted in a precise and organized manner and also in a way that convinces
everyone within the organization. All the workers and stakeholders in the organization should
be encouraged to offer their opns as part of the inputs in drafting the operational
requirements of the CCTV surveillance system. The most effective way of accomplishing this
task is by forming a working group with members who are capable of taking part in such type
of activity. Afterthe group has finalized with the requirements of end users of the system, the
process of establishing the technical specifications of the system becomes much easier and
the tendering document will now be based on the aspects mentioned.

According to Donaldand Donald, (2015), the organization can be able to achieve
maximum output from the system and also ensure that the system lasts the longest time
possible. To achieve these goals, the organization has to give special attention to the general
managementfdhe systems and the costs incurred in thetdaday operations of the system.

Such factors have to be considered by the organization in the planning stages and during
investment appraisal. The organization can cater for the expenses invothestdlation

of the CCTV equipment but there are higher chances that no funds will be set aside to cater
for the day to day operation and management of the system. It is necessary for the

organization to consider all the costs involvedheoperationof the COV systems and to

ensure that it has the ability to sustain the presence of such systems. Most parts of the CCTV
system have warrants and may later require funds to be set aside by the organization to cater
for their operational costs on issues like repraent of faultyparts;the budget planning

section in the organization is responsible for performing such tasks.
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Chen, Wu, and Hsieh, (2013) stated that the organization must ensure that operational
guidelines should always accompany the CCTV systemshaydnust also be very clear and
precise. The operational guidelines comprise a set of rules explaining the behavior of the
system and an operation manual. The set of rules which have been defined in the operational
guidelines require that anyone operatitige equipment is wefamiliarized with them
including the management of the organization. These rules provide very important
information concerning the camera operations, information privacy policies, the policies that
govern the functioning of the CCT¥%urveillance system, the level of accountability over
various aspects and overall operations of the surveillance system. The operation manual
which is also part of the operational guidelines is where users of the system will source
instructions about the configurations of the system. The operation manual alsanhelps
sorting out issues related to image managenecation and design of the control room,
staffing of members who will be in charge of the control room and stating the tasks of each
one of them and the monitoring process which will be conducted irotiieotroom.

The capital costs also involve various other costs apart from the ones that have been
explained above. Examples of these costs include the cost incurred when carrying the
feasibility of the research and the costs incurred during the tendecgss of the asset.
Another major cost also exists which is part of the capital costs but is rarely recognized by
most companies. It is known as theandal cost and is mostly associated with the monies
which are contained in the value of the assets.

A different type of cost also exists which is not categorized as part of the capital costs.
This type of cost is termed as future appropriations and is classified as part of the running
cost. Since the running costs are charged with an interest, thelseilbe the case for future
appropriations. According to (Boussabaine, and Kirkham, 2008), this type of cost can also be
considered as a finance cost, and this |1 mpl
addition to this, the way in which pgpanies incur a financial cost upon the capital fund can
be considered as directly proportional, or it can also be considered as foregone interest, which
in other circumstances could be accessed by organizations. Particular costs must be identified
by organizations in other situations for example in the assessments -@fsseh solutions and
the approaches used tiheacquisitionof other alternatives of a certain product or service.
Additionally, it is also important to consider the particular cost whehndeaith the private

sector where there are plenty of other alternative products or services that are available.
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3.8.2 Recurring Costs

The types of costs that have been classified as recurringrdsidethe maintenance
costs, cleaning costs and the eneampst for each of the physical security assets. An
organization has to consider several issues with regard to the physical security asset such as
cameras, LCDDisplays andthe surveillance system. These systems require maintenance,
energy and cleaning ofthe equipment which should be done after a specific period of time
which is determined by the management (Cheng, Aerts, and Jorissen, 2010). The costs
incurred by the organization in recruiting stefat will operate the surveillance systems are
also clasified as recurrent costs. Any form of repairs or enhancements that may be carried
out on the physical security asset during its lifesigaall categorized under recurrent costs
during the planning process. The only instance when disposal costs carssiBedlaas
recurrent costs is when the cost incurred during disposal of the physical security asset is
significant. Such a situation is considered when theranéedfor remedial work on the
activities and assets which are related tgptlogectorwhen tlere isaneedfor ratification.

Environmental considerations are very important in particular cases. A conclusion can
be made that the relative significance of capital is significantly affected by the nature of the
physical security asset. It can also baduded that the overdife-cycle cost of the physical
security asset majorly depends on the recurrent cost. According to (Smith, 1999), the costs
involved inthanstallation operationandutilization of a given physical security asset exceed
the coss of acquiring the asset by a very big margin. An organization sholddefore,
conductdife-cyclecost analysis to assess all the available alternatives in the market to ensure

that it will reap maximum benefits from the choice that will be made.

3.8.3 Basic Principles of Life Cycle Costs of Physical Assets

Physical assets are considered to be very important resources in any organization and
that justifies the need for asset planning for security and stability purposes. The only way to
make sure that the@rganization acquires the necessary inputs at minimal costs is to
implement the asset management principles. Below are the principles that must be followed

to guarantee an effective physical asset management process:
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Incorporation of strategic planningith asset management

Assessment of the need to implement asset planning over other choices which
consider the expenses related to -tifele, risks and other ownership
benefits.

1 There has to be accountability concerning the state of the physicaltygecuri
asset and its usage.

1 Asset disposal decisions have to be established on grounds that will enable
the organizatiom achieve a favorable net return under a fair trading
framework

1 Creation of a functional control scheme which operates under the asset

opeation and management.

3.9 Components of WLCC

This refers tan approximation of the expenses involved in the purchase,
commissioning, functioningmaintenanceand disposal of the physical asset. It was also
referred to as cradle to grave cost analysis by Kwehal, 2012). Life cycle cosinalyze are
mostly conducted so that an organization is able to account for all expenses related to
physical assets. The organization can then use the life cycle costs during plandgeding
andpurchasing of physicalecurity asset.

Elements of the whole life costing are explained below:
Table3-4 Components of WLCC

Components of WLCC Description

Acquisition Plans On the decision to acquire the assets.

Life cycle AsseManagement Plan Regarding monitoring and maintenance
asset.

Replacement Choices This represents the decision made by

organization to replace the asset and incur €

expenses associated with the decision.

Effect of Analysis Timing or This is related to cost reductions arising fr

Minimizing the prolonged usage of an asset.

Life Cycle Costs of the Physical Assety Regarding the overall associated costs
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3.9.1 Acquisition Plans

A major reason why an organization should conducicyfele costing is noted at the
pre-acquisition stage where the organization has to evaluate the oNeralycle costs,
primarily at the boabrush stage, after which the information would be usedha
acquisition stage and in thldecisioamaking process where the best deal has to be chosen
from a number of alternatives (Mele, and Sangiorgi, 2015). The most important issue here is
to evaluate all the available options in the process of acquiringsacphsecurity asset due
to the fact the final decision may be an underestimation or overestimation of the real cost.

Life cycle costing is mostly conducted in the acquisition stage so that the organization
can be able to determine all the expenses ua&bin the acquisition of a physical security
asset and these costs will be considered all through the lifespan of the physical asset
(Silalertruksa et.al, 2012). Life cycle cost analysis for the physical assets is first introduced in
the broaebrush stagand then changes are later effected on these costs as the organization
concludes its decision to acquire the physical asset.

The different types of expenses included in a life cycle cost anahdigde the
overall acquisition expenses of the physiceded, the operational expenses, the lifecycle of
the physical asset, the life of the major elements in the asset and the expenses incurred in
theacquisition of spare parts. A summary of the lifecycle of physical assets is given by
(Zamagni, 2012). Zamagni2012) which contains the cumulative costs and the opportunity
of manipulating the costs. It is the planning and acquisition phases where there are
opportunities for manipulating the costs. The advantage of this is that when the firm is
choosing its pissical assets, the issue of logistic support must always be considered. Presence
of the asset in the firm can cause a negative impact if such issues are not considered and this
may affect the expected benefits related to the initial cost.

According to Sta k , (2015) , acquisition costs are
same case even for passive items. For equipmenClikBY and RFIDs which use electrical
power. The original costs might be lower as compared to the operational expenses. For such
type of assets, the operational expenses have a significant effedecision making on

whether to make the purchase.
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3.9.2 Lifecycle Asset Management Plan

This can be explained as a scheme that is usually initiated after the operating regime
of a given asset hdseen determined and is associated with repair and maintenance processes
on the equipment, the expected lifespan and disposal plans of the equipment by the
organization (Campbell, Jardine, and McGlynn, 2016). A lifecycle asset management plan is
part of thelifecycle costing process and both activities are conducted together on the physical
assets. One of the most important reasons for conducting a lifecycle cost analysis is the need
for a plan.

Budgeting for expenses related to the asset and planningaoicés can be achieved
with the help of a life cycle asset management plan. This scheme can also be classified as the
broad brush which is experienced at the-grquisition stage, even though it has to be
exposed to some changes at the feasibility arssdyagewhen the asset is being used in the
organization.

The maintenance needs of the physical assets consist of both routine maintenance and
unscheduled maintenance procedures. The feasibility stage where installation of the physical
assets takes plagevolves a logistic support analysis which acts as an input for this plan.

The manufacturer of the equipment has to provide the basic guidelines explaining the
maintenance procedures to be followed. This particular requirement can be exposed to some
changes depending on the type of activity and also the environment in which the equipment is
operating. If the rate of operation is higher in comparison to the normal conditions, the
severity of the situation would increase and therefore the organization bassider both
the life cycle asset management plan and the general expenses involved (Blengini et.al,
2012). The main regulatory regimes should also be considered in the lifecycle asset
management plan, but in a situation where the physical assets atemuairdized, a different
method like the Reliability Centered Maintenance can be used to select the most suitable

maintenance plan.

3.9.3 Replacement Choices

This is also one of the main reasons why an organization has to undertake the
lifecycle costanalysi. As ti mes goes by, the companyods
outdated and new decisions have to be made on whether to renovate the aging asset or to
make replacements. The organization makes such choices after accessing the expenses
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incurred in naintaining the current asset and the cost of acquiring another one. According to
Jardine, and Tsang, (2013), the organization can only decide to replace the old asset if the
yearly maintenance expenses for the old asset are more than the cost of aaqexngne,

and this cost is determined over the lifecycle of the old asset. The costs incurred in acquiring
new equipment shouldhereforepe considered before the organization chooses to replace an

old one.

3.9.4 Effects of Analysis Timing on Minimizing L# Cycle Costs of the Physical Assets

Per Basbagill et.al, (2013)artsof the consequences that happen in the initial stages
of conceptual design are mostly responsible for the expected lifecycle costs. Such choices
which the organization makes during thesign phase, the designated functions, maintenance
needs and the context of operation of the asset are the ones that will finally determine the
lifecycle costs of the asset. The level of cost minimization which the organization can achieve
in various phaes of the project is shown in Figure 2 below. Shifting of the project from the
strategic planning stage is also illustrated together with the choices which an organization

makes relating to the expenses incurred in purchasing the new asset.

% OF DECISIONS
AFFECTING TOTAL
LIFE COST

% OF CAPITALCOST
REDUCTION
... OPPORTUNITY

PROJECT

IDENTIFICATION |FEASABIUTY INSTALLATION ,

DESIGN | DETAILED/DESIGN CONSTRUCTION,

STRATEGIC PHASE PHASE COMMISSIONING

PLANNING & HANDOVER
ADVANCED LCAM [ERELIM.)

Figure3-3: Time of the Opportunity for Cost Minimization
It is at the initial concept design and the development stage where the organization

can be able to implement the cost minimization strategies in the life cycle costs of the asset.
The costs are usually locked as the process reaches the final stagesnabtheahanged. If
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the organization plans to acquire the physical asset with minimal costs, then research on the
following issues should be undertaken:

1 The alternative options that can be taken concerning the project.

1 The expected time period in which tbguipment would be functioning.

1 The costs for other alternative options.

1 The level in which the asset would be used in the organization.

1 The initial cost and operational expenses of the equipment.
The company can be able to analyze the other alterndtiv@sgiven physical asset

utilizing the framework provided ithecontextof the lifecycle of the physical asset.

3.10 Overall Lifecycle Costing Procedures

Lifecycle costing is done in four procedures namely:

Cost elements of the interest: These representakh flows that occur in the lifespan
of the equipment. This has to be considered duttiregeterminationof the lifecycle cost
which will obviously include all the expenses the physical asset has accumulated from the
time it was purchased by the orgation up to the end of its lifespan (Settanni et.al, 2014).
Even though there is usually an agreement that defines the type of expenses to be counted,
each decision relies on a number of opinions which have to be considered.

Defining the cost structure: his process involves combining all the expenses
involved after which the possibility of traddfs can be determined, and this will enable the
organization to attain thdesied levels of the lifecycle costs. The required extent of the
lifecycle cost studyogether with the total number of alternative cost structures are the ones
that will determine the model of the cost structure.

Cost estimating relationship: This is a mathematical equation that is used to define the
estimating purposes, and also thetadsa given equipment as a function of more than one
independent variables (Liu et.al, 2014). There is enough evidence to show that these types of
costs account for the overall collected costs. Hyperbolic, linear and parabolic relationships
have been used prove this.

Determination of lifecycle Cost formulation method: The best methodology that can

be used in the lifecycle costing process of the physical asset is chosen here.
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3.11 Lifecycle Costing Elements

All the expected costs together with the beneiigse determined by the lifecycle cost
method. The method also lowers the costs to match the current value using discounting
methods which allow easy access to the economic value of the project. The lifecycle costing
elements below play a significant ratethe lifecycle costing process of the physical asset:

Initial capital costs: These can be classified further tinéoostof acquisition, cost of
financing, cost of setting up, training and commissioning (Finnerty, 2013). Assessment of
other costs suchsahose for spare parts of the equipment will be included in the acquisition
costs. The organization can obtain quotations from prospective suppliers which can be used
to estimate the physical security assets. The costs associated with effects ohadt&rnds
and gearing are included in the financing costs. The additional costs are set up costs and costs
involved in training the users of the equipment.

The discount rate: Choice of the discount rate is a very important asjpéuoe
lifecycle costing pocess because the discountsaatissuedepending on the current value of
the costs. A high discount rate witherefore favor the alternative having minimal capital
cost, maximum recurrent cost and minimal life cost (He, and Krishnamurthy, 2013). Even
t hough the effects of mini mal di scount rat es
power of cash invested can be revealed together with the inflation effects.

Life of the asset: The lifecycle costing process is affected by the expectednlitdspa
the asset due to the fact that this variable has an exponential effect on the asset (Settanni et.al,
2014). The life of the asset is associated with five main aspects. Assets needs are expected
initially, as articulated by the functional life. Thentie period during which the asset will
retain its physical shape until a replacement is folrhé. hird is the technological life which
represents the time period until when the technical features of the asset will fail and a
replacement is acquired witimproved technological features. The others aegal and
social life which represent the time period until when humans decide to replace the asset or as
a legal requirement.

Operational and maintenance costs: This involves operating the equipmenthesing
least possible costs. Determination of both the maintenance and operational expenses is an
important step in the quest to lower the lifecycle costs of the asset (Kincaid, 2013). Labor
expenses, material expensesl establishment costs are classifigter operational costs of
the asset. The performance of assets of the same kind is used in the approximation of these

costs. The downtime expenses can be lowered through the implementation of a normal,
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organized and precautionary maintenance policy. Maarice expenses can also be lowered
through the implementation of a 'run it until it breaks' policy. Replacement of old parts on the
equipment can also be done to minimize the expenses accrued becdosainhe It is
important for the organization to dertake the appropriate maintenance level which is in line
with its objectives of incurring the least possible expenses.

Disposal costs: This represents the costs an organization incurs after the working life
of the physical asset comes to an end. Destrucosts thesaleof the assetscrapping and
taxes charged in any other transactions related to the asset are all classified as disposal costs.
After the useful life of the physical asset comes to an end, such costs are subtracted from the
residual vale of the asset (Woodward, 1997). Different businesses offer various levels of
discount rates and this is the duty of accountants within the organization to settle this issue
instead of relying ontheminor subjective determination. Concerning evaluation tloé

appropriate swelling rate, it is easy to calculate the applicable discount rate.

3.12 The gneralcost structure oLifecycleof Physical Security Assets

The function of the general cost structure (GCS) in the project is to explain, list and
organize each of the costs and revenues over a period exceeding 10 years (Heijungs et.al,
2013). If the main objective of the project is to acquire and utilize themyshe cost
structure will come from the system. This incorporates each of the direct costs and part of
indirect costs (LCC).

In case a privately owned organization is in charge of the project, the expenses
incurred by the customer will be considered] associated risks along with the return (IRR)
will also be included (Lee et.al, 2016). The risks taken by the organization undertaking the
project operations should match with the TRI.

A detailed explanation should be provided for each of the secti@hs@mases of
repetitions should be reported on the topics list. The ,G&Sefore varies with respect to
the concerned fields (aeronautics, space, naval, land, building, etc.) in order to satisfy the
stated conditions.

Three major constituents are cainied in a simple item of cost: a resource utilized by
any process related to a product e.g.

1 Cost of consumables for maintenance (process) of an engine (Product)

1 Employee expenses (resource) for growth (process) software (product)
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Stages of the lifecyclare fully experienced in the activities e.g. for the initial stages
we have management, engineering, design, production, integration, testingstesetups
The use phase involves functioning, maintenance, replacement, continuous learning and
technicé support. A product tree is used to explain the activities. It is mainly composed of
major and additional elements (maintenance facilities, education facilities, spare parts,
infrastructure, etc.). Resources for these elements comprise various clasbes stff,
consumables, the common organizational means and the services where an organization
subcontracts the service from outside.

The wholelife cost of any given system may be lowered using the total cost method
(and related project) through masteifythe financial effects of choices related to design and
service withdrawal. The expected costs can be forecasted using this method (e.g. to create an
expenditure plan or respond to a request for tender) and adoption of the most appropriate and
costeffedive plan. Extension of the prediction and optimization functions is what

differentiates the total cost approach from the other traditional method.
3.13 Cost Approximation of Physical Security Assets

Most of the approaches employed in cost approximatiophgsical security assets
rely on historical data. Keeping records of the costs is therefore necessary. The process of
approximation through analogy is achieved by comparisons with some elements or getting
comparisons for other processes (Estébanez edHb)2Guidelines have to be given in this
process by experts.

Mathematical expressions which include a cost to the explanatory variables are used

by the parametric approaches e.g.

Estimations for the total yearly maintenance in terms of load in kg (LOAD), number of

level (NBNIV) and the speed of the lift in m/s (SPEED) utilizing the model below:

COST =655.46 + 0.481 * LOAD + 38.56 + 522.68 * * NBNIV VITESS

Estimation of the costs incurred tinenstallationof CCTV cameras in #h company

can also utilize an equation that is somehow similar to the one above, i.e.
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COST = cost of Installation (£15,000) + Monitoring Costs (£20,000 Per Camera) +
Maintenance Cost (12.5% of the total Monitoring Costs) + Management Costs (10% of the
Monitoring Costs)
Technical analysis of the system and related processes (Case of purchasing and
utilization; dynamic description) are included therein. The analytical approach iy wiksl
and may even rely on the product description or the service under assessment (installation
activities, equipment, etc.) or the process to provide the guidelines.
It can only be possible to implement processdeling(production and maintenance)
when there is adequate information in place concerning the system (Nicholson et.al, 2014).
Earlier estimations in the project are therefore discouraged. The dynamic characteristics of
any given systerarereproduced in the simulation in a certain period mwieticonsidering the

random phenomena it is exposed to.

3.14 Summary

The main objective in this Chapter is to determine and clarify the different
classifications of costs related to lifecycle cost analysis of PSA, so as to straighten the
activities related tgplanning, maintenance, dispositjand replacement. The sundry risk
management aspects concerned with PSA overall lifecycle cost analysis are also identified
and explained in this chapter. A comprehensive method adopted towards PSA has to include
detailedanalysis concerning all the aspects, their relationship, state of their timing incidence
and different other steps adopted to handle the risks. All the sections have been highlighted in
this Chapter through an extensive effortheformulation of the coss while considering all
the available alternatives. Monte Carlo simulation methods have been proposed for use in
modelingand cost approximation, but an exhaustive review would be in provided later. It
will then be possible to evaluate, monitor and conth@ lifecycle cost analysis using a
recently developed model that contains a framework where users can have access to different

elementgselated to the costs and risks
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CHAPTER 4.EVALUATION OF THE OVERALL LIFE CYCLE COST FOR
PHYSICAL SECURITY (CCTV)

41 Introduction

Various researchers and departments within the sector have given different versions
of definitions. There is currently no definition of lifecycle cost analysis that can be used for
each of the projects of equipment e.g. the CCTV systems. The reseaitthdrenefore use
this chapter of the research to explain various definitadrigecycle cost analysis uniquely
associated with CCTV systems. The researcher will also reveal the definition being used at
present concerning lifecycle cost analysis whiak been suggested by global standardization
organizations. Secondly, the main elements of lifecycle cost analysis will also be introduced
by the researcher in this chapter. Thirdly, the readers will get a summary of the lifecycle cost
analysis procedurean explanation of the CCTV systems cost structure and cost evaluations
concerning CCTV systems.

This chapter will also contain a summary of the primary elements of lifecycle cost
analysis and the researcher will then provide details concerning theedat@ments and the
resources needed in conducting a lifecycle cost analysis for CCTV systems. The researcher
will highlight the possible sources of data for the CCTV system and data from organizations
that are currently using CCTV systems. Data will ddsaollected from companies that make
the CCTV equipment as well as historical data concerned with CCTV equipment and data to
be used fomodelingand forecasting.

An assessment of the current cost model and technological abilities in the lifecycle
cost analysis will be done in the next section. The researcher will then finalize the study by
presenting the measures for economic performance in the overall lifecycle cost analysis.
Examples of the measuregludethe basic economic performance measurespdiged and

simple payback measumnfgratio of savings to investment, etc.

4.2  Lifecycle costing Definitions

It is quite difficult to select the most appropriate definition of lifecycle costing for a
particular organization due to the existence of quiteumber of definitions suggested by
researchers, project managanslindustry standards. This difficulty arises due to the fact that

none of the definitions which have been proposed so far can be fully accepted by each of the
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companies in the sector. Dioill, (2013) defines lifecycle cost as the combination of several
terms which can be able to describe the estimations in the overall cost. Even though most of
the suggested definitions have a similar basic theme, there is no precise information
concerning tk total number of definitions being used by the various organizations in the

sector. Part of the lifecycle costing definitiaasighlighted below.

4.2.1 The 2014 I1SO 15688 Definition

This can be explained as an ISO standard concerned with servideMdmpment. It
is the decision process concerned \hittdevelopmenb f t he physi cal securi
life (HerndndezMoreno, Ocaftd@once, and Mejibdpez, 2014. This ISO standard defines
lifecycle cost as the overall cost of ownership of the ghaysasset over its whole life. Such
costs include the financial costs which can be easily computed, social and environmental
costs. Some costs are very hard to compute and quantify particularly in instances where
numerical values of the costs are requirBlde basic expenses which are usually included in
lifecycle costincludepurchasing costs, acquisition, operational costs, maintenance costs, and
disposal costs.

Organizations wishing to purchase new physical assets can use the lifecycle costs to
evaluae each of the alternatives present. The lifecycle costs can also kelgsiormaking
processes where the overall costs are to be optimized in the lifespan of the asset (Kaming,
and Marliansyah, 2016). An organization may also use the lifecycle costripare it with
the real cost of physical assets which are of the same kind e.g. CCTV camera and use the
same when there are plans to purchase new assets.

Environmental costs are also assessed, and companies can be able to consider all the
options availale before finally arriving at a decision for example in situations where a
company is supposed to make a decision with more than two alternatives to choose from. For
a project where power sources have to be installed to enable the CCTV equipment to operate
in the company premises, the environmental effects caused by the power sources can be
evaluated with the help of a lifecycle cost analysis (Lemer, 2015). A comprehensive lifecycle
cost analysis conducted by the organization can enable it to evaluayeoif thie options has
the desirable environmental cost. The organization can also be able to determine the social
cost related to the project and therefore when CCTV equipmenstalled in a particular
region, they will be able to monitor the activitiespeople e.g. when the CCTV cameras are

installed around malls, there are higher chances that residents near the malls will raise
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complaints concerning the effect of the cameras to their social life, thesefore,the
responsibility of companies to auate the effects of the camerastbesociallife of people

and lifecycle costing approaches may be used in such situations to compute the social costs
related tahanstallationof physical security assets.

4.3  Main Elements of Lifecycle Costing.

Lifecycle costing is made up of several elements but this study will only focus on the

main elements related to lifecycle cost planning.

4.3.1 Lifecycle Cost Planning (LCCP)

LCCP is one of the most important elements associated with lifecycle costing. LCCP
aims to dezrmine the overall cost incurred theacquisitionof the CCTV equipment. The
fact that lifecycle cost planning incorporates the operational costs and capital costs related to
theacquisitionof the CCTV system makes it one of the most important elememéeeic
2014). A company can be able to use lifecycle cost planning in comparing the costs of CCTV
cameras being offered by different sellers in the market. The manner in which LCCP presents
these costs is very consistent and comparisons can be easily dsawgnthe discount
approach, and therefore the company can be able to get the best deal cotivgruingase
of the CCTV cameras.

The administration within a company may use LCCP to obtain a variety of techniques
that will be used to transform the dis#dy associated with a number of costs into a
completely reliable measure, which is associated thighffectivenes®f the cost, mostly in
matters related teheacquisitionof the CCTV cameras. It cartherefore,be agreed that
budget organizers in the mpany who are responsible for acquiring the CCTV systems can
use lifecycle planning to come up with the cost targets. The budgeting settite
company can also use LCCP to make estimations concerning the price of the CCTV
equipment using comparisons e are supportedy this particular approach. General
approximations can be proposed by the budgeting section after considering various
alternatives offered by different dealers in the market. The main disadvantage associated with
LCCP is that the process involved in making the comparisdagetoo much time. Errors in

the figures provided can also be experienced and this is because the data being handled is
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sometimes too much.he «istenceof such errors on the figures may affect the capital costs

relaedtopurchasg of the CCTV systems.

4.3.2 Life Cycle Cost Analysis (LCCA)

This can be defined as a means of determining the best alternative in terms of
associated costs in comparison to other available options in the market (Audu, Aniekwu, and
Oghorodije, 205). All the factors have to be observed within the company to ensure that
everything is going on as planned. The example of LCDs for the CCTV system can help in
explaining more about lifecycle cost analysis whereby the department in charge of budgeting
in the company has to include all the user costs such agtilngand functioning of the LCD
screens. The budgeting department can also determine agency costs through lifecycle cost
analysis. The agency costs are associated with upcoming tasks for thengasuph as
occasional monitoring and maintenance of the screens. It is important to note that all the costs
involved are discounted by the lifecycle cost analysis with the present day value (net present
value).

According to Lee, and Lee, (2017), lifecyct®st analysis can be defined as a
technique used for evaluating the overall ownership costs for physical assets e.g. the CCTV
system and other equipment, each of these assets come with an extra cost. Lifecycle cost
analysis also allows the company to detee the CCTV equipment with advanced
technological features, and the ones that will allow the company to save on costs. All these
processes will make the totabds involvedin acquiring the CCTV system to rise, but in the
long run maintenance and opavatl costs would be lowered significantly. The lifecycle
cost analysis istherefore,an easily explainable technique usedtlieassessmentf the
economy. Otheapproachescluding the Net Saving method and the one relating to Savings
to Investment can be utilized together with the lifecycle cost analysis approach because they
are all compatible and the two other approaches are consistent with the measure of evaluation
using life-cycle costs analysis. It is important to note that the length and parameters involved

in the research must be equal.

4.3.3 Lifecycle Cost Management (LCCM)

Lifecycle cost analysis is associated with lifecycle cost management, such that after

analysis 6the costs, LCCM proceeds with the process to detect any form inconsistencies in
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the costs suggested by lifecycle cost planning and lifecycle cost analysis. If any form of
inconsistency is detected in the costs, the cause of the inconsistency is asgetsedwith

the actions to be taken in order to eliminate the problem. The major advantage associated
with Lifecycle cost management is that on the issue of installation of physical security assets
like CCTV systems in the company, atlvises the companyon some aspects which will
guarantee proper maintenance of the CCTV systems and the company will be able to save on
costs (Bakker, Helmer, and Schavemaker, 2014). The other advantage of lifecycle cost
management is that it offers some recommendationtseteaampany about tax issues related

to the installation of the physical security equipment.

4.3.4 Full Year Effect Costs (FYEC)

Thi s can be defined as t he busi ness es
performance, which is then utilized thepreparatiorof the upcoming financial term for the
capital purchases of the company. Changes are made on these costs monthly depending on
the performance of the business, and therefore the business can be able storiaéam
decisions concerning the physical séyuassets. In a full year cost approach, evaluation for
performance improvement is done by drawing comparisons between the present costs and the
future costs.

According to Taylor, (1981), the budgeting department and the company as a whole
can use the fuyear costs to strictly consider the capital costs together with the operational
costs of the CCTV equipment after some stated time, mostly between 1 and 3 years. The
useful and educated estimates tlaen be determined with the help of the full yeareetf
costs. Such estimates are obtained from the operational costs arising from usage of the CCTV
equi pment and 1t I's i mportant to note that
discounted costs. It is equally important to also note that issueflation can be easily
accommodated by the budgeting team during the costing process. The main disadvantage
associated withull-year effect costs is that it has minimal impact on issues concerned with
theevaluationof shortterm costs, and this explaingy the company uses it in the budgeting

process.
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4.4  Lifecycle Costing Procedures

(Ristimaki, Saynajoki, Heinonen, and Junnila, 2013) stated that the steps listed below

could enable the lifecycle costing process to be conducted successfully.

4.4.1 Determinatiomf the Cost Structure

This process involves classification of the costs into various categories to a level
where the company is able to effectively handle the whole information depending on the
difficulty of the activity. Classification of the costs intanous groups can be beneficial to
the company such that it can be able to establish-otslewhich will ensure the lifecycle

costs of the CCTV equipment, are optimized.

4.4.2 Defining the cost estimatintierelationship

This involves a mathematicaxpression that is used to describe the estimating
activities associated with the operational costs of the CCTV equipment together with several
other independent variables.

4.4.3 Determining the approach for LLC formulation

This refers to the approach that wile used by the organizations to evaluate the
|l ifecycle cost of the physical assets. Thi s
lifecycle cost analysis due to the absence of vital information. The major disadvantage
associated with this approachthat it is not able to evaluate the operational and running
costs of the CCTV equipment.

4.4.4 Establishing the Strategies for a/&ar Service Period

Lifecycle cost analysis is mostly conducted in a company in order to quantify the
suggestions provided abbCCTV equipment together with the expected operational and
maintenance costs associated with the CCTV equipment for a five year period (Pizzol,
Weidema, Branddo, and Osset, 2015). For the company to be able to realize the full
capabilities of the CCTV egpment, very high operational and maintenance services are
required. This may also involve repairs to the CCTV equipment in case faults arise which

may affect the normal operation of the system during the five year period.
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4.4.5 Building up Activity Timing

Thelife-cycle costs are affected considerably by the execution and later upkeep of the
CCTV systems. It includes the cost base, and the client's expenses because of the costs

relatedto the support exercises.

Henceforth, the operational CCTV administrativameworks could help in giving
viable information to the assessment of the state of the CCTV frameworks, alongside that it
could likewise give information with respect to the execution of the CCTV frameworks, that
would facilitate the execution patterntbie framework, per Laura, and Vicente (2014). This
further strengthens the perception and security frameworks, and with the related support, and
the attitude expenses, it could have an immediate edfettte costs, which must be brought
about by the firmIn this way, the underlying cost, term, operability, and support costs are on

the whole critical elements to be factored in.

4.4.6 Evaluating the Agency Costs

The CCTV frameworks costs include those relatethe costs spread across various
phases, includings maintenance. Thus, management must decide on the extent of CCTV
coverage that is optimal. The cost investigation correlation dependably happens between the
totally unrelated contending elective, which gives an immediate impression of the differences
that appear due to the change in quantities as desired.

Organization costs comprise the considerable number of costs that are acquired by the
organizations amid the obtaining, establishment, support, repair, and mien of the CCTV
frameworks. In this way, thlikewise comprises of the underlying establishment expenses
that are connected with checking the systems, per Guinée, and Heijungs (2017). Additionally,
the upkeep and maintenance of the framework must be inclodeanaster dynamic way,
keeping in mindhe end goal tguarantedo idealize operation of the CCTV frameworks. Be
that as it may, a fundamental perspective to consider here is that the standard support cost of
the CCTV frameworks does not have exorbitantly high expenses, yet they assume a
notevorthy part in the upkeep of the execution of the CCTV frameworks.

The demeanorcost which atatime is thought to be the negativ®st furnishes the
organizations with the estimation of the speculation elective, which normally happens once
the investigation time frame closures, and it is fundamentally needy more than two

noteworthy parts initiallyarethe serviceable esteem, and secaritié remaining quality. The
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remaining quality could straightforward be alluded to as the net an incentive from the reusing
of the CCTV frameworks, thus, the differential incentive between the reusing of the CCTV
frameworks isn't generally extensive, anden this esteem is reduced over some stretch of
time, at that point it has a tendency to have a practically zero effect over theffaites of

the life cycle cost investigation. Though, then again provabegportion of the esteem part

of the organiztion, being one of the motivations for keeping differentials in mind regarding
the CCTV systems.

4.4.7 Assessing the User Costs

The three different cost segments, which form part of this being, the conveyance
costs, expenses regarding postponing by the cliend, harm expenses whereby the
organization relies on the contract that regards the assets when acquired as ba&ing free
board. Conveyance is related to the upkeep, but there can be huge differentials arising from
different varieties and specific featuresthe market. Operation and maintenance costs are

also added here.

4.4.8 Hazard Analysis

The rotion of hazard in the investigation more often than aoginate from the
vulnerability which is related with the future occasions, for example, the powerlesgness
recognizing what precisely the future holds on the off chance that a specific move is
undertaken. Both objective and subjective hazards may arise, per Haimes, (2015). The
subjective ones cover individual recognition, for example, taking choice irolighs$tinct, in
regards to how hazardous a circumstance could be, a straightforward case of this could be an
organization should seriously think about failing of the camera less dangerous than the
breaking down of the LCD. Therefore, this particular inspren of hazard could be all the
more unequivocally connected with the results that may emerge because of the
disappointment, alongside that the failure of the firm of controlling the circumstance.

While target chance then again is related hazard corthecte 0 t he Adi sappoi
the framework that may be encountered. It is a matter of perception and hypothesis, however,

the perception would focusn the importance attached to the functioning of the framework.
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The examination of hazard deals with thiated questions of what could go wrong, how
could that happen, and what are the results thereupon.

Along these lines, chance investigation empowers an association to answer the
previously mentioned inquiries through consolidating the depictions of information
parameters through PC programming feature that enableharacteration of the harms
related to the framework. The vulnerability points are also thrown up, which is generally
attached to the life cycle cost examination approach. It provides the leaders with vital data
regarding risk assessment, according to Bahr (2014). Various systematic mastelghich
consider the info factors as the discrete settled esteems, similar to those qualities are sure, in
any case, a fundamental viewpoint to consider here is that there are various information
factors which are very questionable. In this manner fitencial models are not something
unigue, and thus the vulnerabilities can be assessed readily. These vulnerabilities generally

emanate from incorrect appraisals, assumptions, and case projections.

4.5 Real Elements dfifecyclecosting

The real componentassociated with life cycle costing would be included here as

follows:

45.1 Start Costs

The calculated@osts of obtaining the frameworks &w@damental to the expenses that
the firm bears. The LCDs, cost of cameras, and different attachments and fixtuendegpp
are included to guarantee that planning for the CCTV frameworks is done in a suitable way.
In any case, as a less thidwedependableule, which is not fundamental, to incorporate into

these expenses incorporates

Additional costs associated with fdifent unforeseen possibilities
The Aright of wayod costs

Costs of examination

= =2 =2 =1

Costs ottheorganizatiorof the CCTV frameworks
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4.5.2 Usage Costs

This includes the fitting, establishment, and theugebf the CCTV system. The
cameras, and also the choice regag the more vulnerable zones regarding breach of
security, association connects to the screens, all being part of the usage costs. Moreover, once
the CCTV frameworks are initiated, the wiring, server connection are the principle
framework costs. Thenhére are the costs in the control and observation room, checks to the
CCTV framewor ks, and related monitoring co:
cautiono that affects the evening ti me, as
association mid the evening, at times there are night monitors. Consequently, this alert is
straightforwardly associated with timeighbarrhood police division. In this way, on the off
chance that somebody strongly attempts to gain access, proniyangval of the police to

check the incident.

4.5.3 Procurement Costs

This includes obtaining the cameras, the LCDs, and different other associated
necessary items for operation of CCTV framework. Freight and other cammageds costs
are also to be included including the tariffs to be paid by the organization. Theomalditi
factors that must be borne in miadethe difference between fres-delivery and freeon-
board type of contracts, as the latter can mean additional unforeseen costs to be incurred by
the organization. Similarly, the installation and training cestaild be considered too.

4.5.4 Operations and Maintenance Costs

This would include costs associated with proper functioning of the framework. The
working and fitting must be checked and ensured to meeting the standards, considering the
end goal to guarantee that the framework playing out its actidble, and keepig in mind
that in the meantime it additionally guarantees that the framework is in operational condition,
in the event that some kind of bug or blunder emerges the group consequently distinguishes
and amends the mistake. Henceforth, with a specific ent tgoguarantee operational
productivity, the organization may have to get the services of specialists who know how to

best set up and look after the CCTV framework, or in @se the organization may decide

93



to train its own staff or hire permanently sospecialists for this purpose. If the organization
chooses to prepare its representatives, at that point it should contract an expert and devote
both times and push to guarantee that the workers are instructed technique to guarantee
proficient working of he framework.

Besides, the upkeepostsmust be borne by the organization, despite the fact that
there are a few sellers which gives support benefit at a particular cost, the organization can
either the profit the administrations gave by these merchantee organization can decide
on some other upkeep firm. In the event that the organization chib@shsiceof support
firm to ensure the fruitful and proficient operation of the CCTV frameworks, the organization
may need to bring about additional expes, which must be paid for regular checks,
depending on the agreement entered into. Thus, the related spending must be estimated by the
organization on the off chance that it selects to introduce CCTV frameworks inside the

association.

455 Manners Costs

Thisrelates to the disposition stage, once the firm decides or is required to remove the
framework as it may get obsolete, or dysfunctional. Subsequently, in casds the
organization either needs to go fepairsor on the off chance that the harm isoad way
unrecoverable then all things considered the organization needs to settle on supplanting or
arranging off the old hardware and supplant it with new gear. Henceforth, when the
organization discards more seasoned hardware, there are sure chargethevbrganization
needs to pay, and the cost the organization needs to bring about, which is otherwise called the
rescue expenses. Hence, such disposition costs should be factored during the phase of

acquiring the framework.

4.6 Information Requirements drihe Resources required forever cycle costing

There are some necessary features that must be adhered to by all organizations (Stark,
2015), with regards to the usage of the life cycle costing philosophy inside firms, particularly
with regards to the acqing of the physical security resources like the CCTV frameworks.
Henceforth, an association needs to guarantee that it is outfitted with the frameworks through

which the innovations could be used in a more successful way, alongside that the
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organization mst have a framework set up that has very much characterized lead and rules
set up to followtheproductive operation of the CCTV frameworks. Along, withat the
organization should likewise take the evaluations of the underlying and in addition the
running expenses related to the life cycle costs. The impact ratereis gatheredand
dissected for leading the life cycle investigation. Indeed, ¢hengHife-cycle costshave

now developed as the fundamental apparatus in the planning procedure, there are a few
elements which have assumed a basic part in the improving the general potential effect over
the association. In this manner, the doubt existing among the organizati@gzards to the

way that the general estimation of the life cycle cost is off base has, all things considered,

ended up being valid.

4.6.1 Data Sources

With regards to the gathering of information, the teams tasked with setting up the
frameworks in terms ofabigning and requisitioning could contribiiteoverall assessments.
Other sources may be the specialists which can be consulted with as it is their domain

specifically.

4.6.2 Data from Companies

Life cycle expense incurred by firms can be shared and usedadbgd organizations,
as well as through interviews conducted of the management that has already dealt with
procurement and maintenance of the frameworks. Thusly, basic information identified with
different part of the physical resources, for example, @&V frameworks could be
gathered straightforwardly from the organizations.

4.6.3 Information from Third Parties

With regards to theestablishment and in addition support of the physical security
resources like the CCTV frameworks association more often timanoutsources these

errands to outsiders. Thusly, these outsiders likewise have tha@leiatified which helps in
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observing and supporting the systems. Howettegeliability of the information being

shared is a major concern in this dimension.
4.6.4 Verifiable Data

The analyst can gather chronicled information additionally with respect thifdhe
cycle costs, which can be obtained, from the security archives when available. The security
archives can be accessed for the information, regarding the histwgtal associated with

existing frameworks and the associated points.

4.6.5 Models and Forecasts

On the off chance that there is information recorded information accessible to the

organizations, neither there is any information accessible from the associati@nalysts

would then be able to select towattisuseof various reenactment and estimating models.
Along these lines, utilizing these models the specialist can includectiessnformation in

the framework, or the scientist can make certain presongin view of which the analyst

can perform reproduction with a specific end goal to get the outcomes as gauges which could
then be used by the analyst with the end goal of computation. Be that as it may, these
outcomes won't be sufficiently exact, andulcb just furnish the specialists with a few

estimates.

4.7  Existing Technologies and cost models in life cycle costing

ltds been over a dec adie-cyclkecosts hasnstaed. A€ | n v
far back as then various analysts have assessedddla of life cycle cost examination
keeping in mind the end goal to decide the strategy which is more appropriate for the
assurance of the option that is most doable for the association, with regards to influencing the
interest in the securing of the @igal advantages for like the CCTV frameworks. In this area
of the investigation the scientist will show an inside and oatexaminationof the

straightforward cost demonstrate utilized for the costs.
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4.7.1 Straightforward Cost Model

A generic model is a®llows:

LCC =Ie + IMgc + Ac + O&Mg + Dc
Where

I¢c = Initiation Costs

IMc = Implementation Costs

Air conditioning = Acquisition Costs
O&Mc = Operations and Maintenance Costs

Dc = Dispositions Costs

The above can be adapted subsequent to experiencing an abnormal state of intricacy,
which includeghegatheringof the information, alongside a few different imperatives related
to the association. Subsequently, a fundamental angle to cohgiceis that it would turn
out to be very troublesome for the specialist to appreciate this condition, on the off chance
that where the analyst does not have finish access to the databasbasleiebry one of the

information identified with the life cyel cost.

4.7.2 Numericalgaugingtechniques

These methods can incorporate modern displaying procedures, conveying estimation
systems that are outsidé the model, or joined in that through sotwdels including relapse
examination (Sherif and Kolarik, 1981). dhdecision depends basically on the particular
reason for the examination being attempted. Yield along these lines acquired, can extend
from a solitary number to a point by point diagnostic breakdown of the anticipated expenses
as far as eras, supplement®dscattering strategies. The LCC models have principally been
doled out more than four lines. Genuine LCC display is the aggregate cost demonstrates
coordinationds bolster show that spotlights

that can berrangedand repair models around the support stages. The following six classes

exist:
A Accounting models re the LCC segments
A Heuristic models
A Cost evaluating relationship models
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A Failurefree guarantee models
A Reliability models that work to distribute unwavering quality and viability

A Economic investigation models

The significant LCC model depends on the specific needs and reasons for the assets,
as opposed to the frameworks, where different parameters can be attempted, instead of
depending on an ailhclusive one.

Scientific determining models by and largemprisel of an arrangement of numerical
connections that support the specific part ffaaework. As far as possibte the degree of
multifaceted nature of thieamework the model's capacity to mirror the genuine framework's
execution. Thus the scientific mddeyo from those covering particular parts of a framework
to the ones that address ads up to framework LCC. Particular LCC numerical models

incorporate the item innovative work (Freiman, 1975).

4.7.3 @ Risk program

@ RISK is a complex scientific displaying m@ms that utilizations Monte Carlo
reproduction to exhibit conceivablesultsand in this way the related probabilities of various
results (Palisade, 2016). Along these lirsation thdnvestigationcan be completed
impartially, with the model prodirrg the related probabilities and related dangers identified
with each unique result. This enables the clienthedeterminationof dangers that to
acclimateto the hazard resilience runs, along these lines obliging for settling on significant
choices. Ropelled highlights of the program incorporate coordination of Monte Carlo
recreation with most recent explaining innovation that streamlines spreadsheet with
unverifiable esteems, utilizing hereditary calculations. Thiserenouragehe bestportion of

assets, ideal resource designation, effective booking and related highlights.

4.7.4 Monte Carlo Simulation

Likelihood hypothesis has been utilized principally in speaking to hazard. Bunches of
programming bundles are accessible in the market for measuring .hazandy case, an
exact development of hazard probabilities is accomplished in Monte Carlo reproduction. It

conveys in spite of the fact that with it, the issues identifying with displaying the
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suppositions. The critical part here is to develop the comoegaat first utilizing the most
persuasive arrangement of factors contained in the model. These are stochastic methods that
depend on created irregular esteems and probabilities so as to evaluate issues. The utilization
of Monte Carlo recreation is in famcial matters the distance down to atomic matecignce

and is utilized broadly by governments crosswise over open segments. Monte Carlo (MC) has
various varieties in it that take into account alternate points of view and necessities. In any
case, the normal component among them all is the utilization ofulareguumber and
likelihood appropriations to produce comes about. Results show up with uncertain esteems at
the beginning, with various ward factors. T
MC investigations requires that the expert knows abloaitctitical impediments related

utilizing it as a hazard appraisal device. Vulnerability and inconstancy must be is@lated.
vulnerabilityis the absence of data, though changeability speaks to the varieties that surface
in costs and different projeohs and real figures. The connections between the components
contained in that should be discovered and considered in. On the off chance that these were
overlooked, MC results would be intensely emged. This thusly will prompt truly wrong
appraisal oflangers. The essence here is that such relationships are hard to have, in actuality,
with the utilization of testing giving for the most part insufficient outcomes in regards to
projections over to thpopulacehatis little andspeals to long-haulcondiions.

Latin hypercube inspecting technique in MC produces suspicion esteems amid re
enactment. It sections the suspicion's likelihood conveyance into covering interims. These
interims hava level with likelihood and from inthat the recreation can createbitrary
esteems as indicated by the related likelihood dispersion of the interim. These qualities as
chose by the renactment shape the hypercube test. It is upon the client to determine the
example estimate to contrifle number ointerims in that. Tis Latin hypercube demonstrate
is more dependable than the custom MC in creating arbitrary examples as the full scope of
likelihood circulations is examined all the morgliable and all the more uniformly. In
addition, it has been exhibited as requirifeyver model cycles to achieve the coveted
variable dissemination than the customary MC techni@jbe.whole scope of every factor is
secured by it. With respect to comes about in this way acquired, lists of vulnerability and of
affectability would be creatl that identify with the impacts of information demonstrate
predictions. To determine the most incessant and greatest classes from display recreations,
the hypercube show gives the office of ordering the recurrence circulations f display state

factors.
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Along these lines, Monte Carlo is utilized to remove a likelihood thickness work, and
the outcomes are broke down to find the best match as relating to the class and qualities of
the PSA as per the judgment of the investigator. Affectability investigahgages the
structure through characterizing the confinements of suppositions in a way whereby the

clients cargaugethe effect of movements in the qualities.

4.7.4.1 Affectability Analysis

It accommodates surveying the effect of transforming at least one &iey & the
PSA venture results. Accordingly, affectability examination is an estimattbe wionetary
effect that outcomes from elective estimations of dubious factors that influence the operation
and support of a PSA structure. Albeit one presumptidoyisnd large changed at once,
however affectability investigation accommodates checking the effect of switches
simultaneously in different factors as well, consequently accommodating a situation
examination portrayal. In situations where the forecastsreader additional vulnerability
due to lack of accurate and relevant information, Monte Carlo can be deployed to create the
related arrangements. Such examinations can be used to adapt the parameters for the
forecasts.

4.8 Estimation of Economic executionthe WLCC

The lastexamination of the setp is critical for assessing the lifecycle costs. It acts as
choice basic leadership instrument for the securing and establishment of the CCTV
frameworks, accordingly the qualities which were gotten quite rgcdothished the
examiner with the data that the establishment of the CCTV camera would end up being
financially practical. While, with regards to this present reality this data is very insufficient,
and not sufficiently pertinent, because of the way thatyeone of the choices accessible to
the firmis not being looked at.

Bracco et.al, (2014) expressed that the use of the financial execution markete close
the costsunderlines the data that is needed for assessing the optioifis. cycle cost
investigation underpins the data that is required for the evaluation of the options. Many

strategies for assessing these are available. However, benchmarking and KPIs can be used,
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with the researcher also duly assessthgsuitability of the diverse options avallke

regarding the life cycle costs.

4.8.1 Standard monetary execution measures

The needed crux here is the achievement of robust hierarchical control over the
CCTV resources. Hence, the authoritative execution stays as the focus, to assess what are the
securiy points inside the organization, and how are they being vulnerable, with ways to
address and generate measures to mitigate these.

Be that as it may, the administration should gather more top to bottom data for
discovering answers for thesuesgenerally this could turn into a noteworthy wellspring of
worry for the association in the more drawn out run. Besides, through figuring out what really
has been occurring, the administration of the association could essentially decide with a lot of
assurance, analso conviction whether the things are going admirably inside the association
or not, however on the off chance that the things are going on according to the arrangement,
at that point whether the association might want to go ahead with a similar methqadwi
still might want to roll out a few improvements. While, then again if the association confirms
that the consequences of tbeecutve administration are not sufficiently steady, and there
are some real issues with the execution, at that poirttiatid considered the administration
of the association can make some genuine strides keeping in mind the end goal to determine
the circumstance. In this way, with regards to the entire life cycle cost examination the
estimation of the execution of the firntould assume a huge part in furnishing the
administration with the data in regards to the last atiercts of the investigation, which his
to a great degree gainful for the administration to take the choice whether to go ahead with

the task, or selethe following best option.

4.8.2 Basic and reduced payback

Basic and additionally the reduced payback are tools that can be used to estimate the
time it takes for the recovery of initial investment. This can help in deciding the level of
investment that is judted.

Accordingly, when it happens to the entire life cycle cost investigation there exists a
noteworthy issue between both the basic and in addition the marked down payback, as a

noteworthy inadequacy exists where both the techniques are not equippedkiog a
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correlation between the fundamentally unrelated, and all the more imperatively numerous
speculation choices Furthermore, these measures are likewise not fit for allotting positions to
the options which are availablia front of the firm, thus thdirm can't separate and break

down various choices, because of which both these measures are not being used by firms
where there are more than two choices accessible before the firm, with regards to making the

venture for the CCTV frameworks.

4.8.3 Netresere funds

Net reserve fundbelp in the count of the net measure of the venture made by the
firm, it fundamentally gives the vale in the present esteem pounds, which is the choice of
speculation that is assumed control over the financial administratioroflii@ physical
security resource. The net funds from a tas&kgenerally communicated as far as PV, it
exhibits a delineation of the reserve funds, which could eith@bbeeor at times finished
the sum which would come back from the underlying specmatiade by the firm, at the
reduced rate. Consequently, the estimation of net reserve funds for a venture is done through
utilizing the equation given beneath.

NCC = LCCgasze caze — LCCagternative Caze

Nundy et.al, (2014) expressed that till the time the estimation of the net reserve funds
stays to be higher than zero, at that point all things considered the speculation that is practical
and worthy of attention. The connection between the lifecycle emststhe reserve funds
direct towards the fundkose argotentially available to be invested. Both the funds and the

costs can then be matched.

4.8.4 Reserve funds to speculation proportion

It is the fund made availabte the organization for the venture ahelps connect the
speculation costs. With regards to the life cycle cost examination the SIR fills in as a basic
component in the basic leadership for buying physical security resources, thus, when there is
an expansion in the underlying costs, it thusings about expanding the general operational
cost. Thus, SIR could be cleared for monetary execution, for example, the net reserve funds,
particularly due to the reality, there has to be made a base case for determining relationships

between the choices.
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An SIR return that exceeds 1 is practical for giving a monetary legitimization with
regards to the appraisal of the option (Leontief, 1937). In any case, a noteworthy contrast is
there between the net funds and the Bi&S5 the lower estimation of thesto SIR must not

be used by merchants, but should rather be used by diverse sellers.

4.8.5 The nwardrate of return

This is the discount rate that makesradtflowsto present valuequa to zero, and
hence is the embedded return in a project. It is a marked down rate without bounds end up
plainly like that of the underlying speculation (Magni, 2013), in basic words lid é&ewise
be alluded to asarn back the original investment puspmf the venture.

It is used to assess the practicality and commerciality aspect iovestmentand
must be calculated according to assumptions before the investment is made.

Patrick et.al, (2016) opined that it should be higher than the cost dcdildapiit to be
considered worthy of execution. It is especially true in case of hard capital rationing when the
amount of investment funds is heavily constrained. Thus, internal rate of return is a
profoundly helpful apparatus for the partnership hopmtead an examination of the capital
ventures, alongside that it is additionally utilized by the enterprise for the assessment of the
stock buyback programs, in this way, considering the present situation where the association
has dispensed a generous nieasof the stock buyback, at that point this investigation
furnishes the association with data that provides a higher return as a vastly improved choice,

as opposed to putting resources into different assets.

5
r:u(1+dj

Interior rate of rettn is very basic for the organizations hoping to procure physical

The recipe for IRR is:

security resources like the CCTV Systems, because of the way that it empowers the
administration of the association to rank the general ventures or the undertakings in light of
the rates ofeturn of the task at hand. There are some drawbacks including the fact that it can
lead tothechoice of a smaller profitable investment over and above a better larger one

because the magnitude is not measured. Moreover, it can lead to multiple andgatee ne

103



rates of return if the direction of the cash flows switches dker timeframe of the

investment.

4.8.6 The mlancednward rate of return

This is the annual yield over the administration life of the resodrae. lalanced
interior rate of return ig-strategywhich has been utilized by firms for the count of the base
worthy rate of return over the capital contributed; which is fundamentally the most minimal
measure of the income that is thought to be adequate by the firm to undertake a particular buy
or task. The base satisfactory rate of return is normally same as that of the cost of capital,
alongside that it likewise adds the arrival to the aggregate esteem, now and again or venture it
is additionally alluded to as the obstacle rate.

If the rate is hgher than the cost of capital, it should be invested in and vice versa.
Notwithstanding, in the event that the balanced inside rate of return is same as that of the
reduced rate than it is said to achieve earn back the original investment, which makes it
temperate nonpartisan.

If the respeculation of the reserve funds leads to a higher rate, then the rate of return
being considered cannot be put back into the pasteling as the decision would already
have been made, and the firm should look at incrémhdrenefits and costs related to the
future for making the judgement call regarding additional spend.

Also included in the limitations here is the need for making assumptions regarding the
speculatiorand in addition the sparing streams that are comfgatalhat of the inner rate of

return. The following formul#ha can be used for estimating the adjusted interior rate of
mSt(1+r)V LAl
(14 0)¥ (14r)F

return:
As
St = Cashflows inwards as resulting from savings that can be reinvested.
R = rate of ranvestment available,

Al (14t = This is the present esteem venture costs, in light of which the aggregate

return must be boosted.
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4.8.7 Netterminal esteem

This is an estimate of the returns from the CCTV framework near the end of its life.

The equation is:

NTV = A1 (1+p)%1 + A2 (1=r)"2 ..... + An- C (1=p)2

Whereas the calculatio of the net present esteems rebated in reverse with the
prevailing estimation, the net terminal esteem makes it in consonance with the administrative

life of the assets.

4.8.8 The alvantagedo cost proportion

This measure helps to equate the benefits and aestxiated, through factoring in
the conceivable expenses, and additionally the advantages, it contemplates both the
subjective and also the quantitative expenses, for securing the new CCTV frameworks, of
arranging off or supplanting the old CCTV frametgr The proportion is used for the
estimation of both the subjective and in addition the quantitative compohemisyer at
times the expenses, and also the advantages are difficult to gauge sohepawrelated
terms. Along these lines, whenever conceivable it is fundamental to make an interpretation of
the subjective elements into quantified form as then the outcome is more useful. This
measure helps compare and contrast options regarding their benefitstand@fo®figher the
proportion, the better it is. Discounting is carried out to find the present values of both the
inflows and the outflows.

In any case, the long haul advantage to cost proportions like the ones happening
because of the climatic changesery touchy to the marked down rate, with regards to the
count of the net present esteems. Along, with that in diffexenditions there are entirely
agreements inside the association, in the matter of what should be considered as the real rate
of estimation, and of cost proportion. Other issues emerge with regards to the treatment of the
nonmoney related impacts, as they are connected with the cost through evaluating the
financial terms, using the eagerness to pay, which are very perplexing andmneahgme

hard to survey. At long last, another real intricacy related with the advantage to cost
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proportion is connected with the exact meaning of the expenses and in addition the
advantages, which could be flexed according to the financial plans regan@inQCTV

framework.
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CHAPTER 5.MODELING THE WHOLE LIFE CYCLE COST FOR PHYSICAL
SECURITY ASSETS

51 Introduction

The chaptecharts the evolution of life cycle cost (LCC) to apply to the PSAs. In the
first segment, different cosentes are expounded on regardingetbost processes taken up.
Then onwards, the WLC@rocessis consideredfor evaluating the economic costs and
benefits for CCTV products. Finally, the last section discusses the present value appraisal
method and the sensitivity analysis for identifying tisk and uncertainty of PSAs such as
CCTV cameras.

Strategy and approach can get drastically misaligned in case the estimation and
modelingprocess does not factor in the associated risks and uncertainties. Decision support
systems can be deployed here. The field of costing traditionally has been heavily geared
towards costs that are generated inside the organization, with a view to augttbb

expenses.

5.1.1 What Does Cost Mean?

Costs start getting generated even well before the management has decided on
whether or not to procure an asset. Commitment stage is ctiticast control. Although the
awareness is quite universal, cases aboungrevthere is a lack of due care exercised by
management in this spherEhe US Department of Defence employed LCC in the 1960s,
whereas it was adopted in Japan too right aft&¥Il. For the Japanesecoverfrom the
disastrous results of WWII, cost contral earlier stages was far more important than at
operational phases. Oddly, many firms still treat cost management as a reactionary measure,
thereby missing out on significant savings from the beginning. The proactive paradigm is far
more useful and prodtive than the reactionary one as the latter considers it to be an expense
rather than as an investment. Hence, the general results in many cases can be sten that at
design stage, critical factors are missed out due to reactionary rather than a groactiv

approach to cost management.

5.1.2 Value Proposition

Value can be articulated as the level of satisfaction resulting from resources used. It is

directly proportional to theuality and inversely proportional to the costs involved. Thus,
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organkationsthat strve for high value have to focus on both the quality and cost aspects.
However, Economic Value Added concept bypasses this holistic picture, as being reflected
through thedeploymentof traditional cost measures. Hence, for an effective and efficient
cost management regime, the design process must accommodate strategies that are focused

upon valuecreation. This has to be accompanied by a suitable adaptation in culture as well.

5.1.3 Defining Cost in the Present Study

For simplification purposesexpense and cost are terms that are used togbtltex,
clear difference does exisitThe &penseis reflective of the capacity provided for a task,
whereas cost shows consumption relating to a job demand. The WLCC views that it should
reflect a cost consaption angle, but regardless many LCC models adopt an expense model.

However, the cash flow models get their needed attention and focus when revenues
are connected to the investment in the assets directly. Time value of money must also be
provided for, ad also the opportunity costs associated with the cashflows in question.

PSA, real and financial investments have to be treated separately, as in the case of real assets,
thereds a preset |ife, and henceifetinneeRea ss et s
assets valuation is termed feconmakngduevoal uat i
the use of economic analysis.

Environmental impact can also be considered through the use of Environmental
costing whereby the various principle$ aosting into those of lifecycle and traditional
costingis applied, as being for the PSAs

1 For the entire stages, from design, procurement to maintenance, the sundry
associated costs are included

1 Theamortisedannual cost of a PS#r the various stages

1 The attributable costs of the PSAs

Costs can be classified under different systems, with acquisition and operation costs
being two of them. In the case of the life cycle costs, there are four types fulideitity,
hidden, usual and the less tangibllraditional costing approach in these cdsassbeen
criticised for focusing too much on the aspect of cost control and not on value. Hidden costs
are also included, whereby the regulatory and othercoonentional costs come into the
fray. When futurdiabilities are not managed well, the liability costs occur,eieample due

to cleanup when there is necompliance with the rules.

108



Some relevanexamples related to PSAs are the legal fees, fines, customer and
employee injury claims, and property $osr damage therewith. Less tangible costs then
come into consideration. The brand image and relationship costs are much hard to quantify
but are nevertheless critical.

5.2 Asset Management

Asset management involves planning and monitoring of the PSAs. Aidequ
management of PSAs demands a high level of interest frorartfamization as well as an
increased maintenance need for the time the asset is with the company being in its use. As
PSAis so importantafair amount of resources need to be allocated widre Therefore, an
aim is to achieve the besbst solution at initiation, implementation, the maintenance and
other phases. Regulations have to be duly considered too.

Physical asset management is a logngn asset that requires capital budgeting psoces
(Hastings, 2010), and here it gets distinguishable from a current assettimethiétity from
the assets accrue to a firm for longer than one year. The life of the assets depends on many
factors, which can be decided upon and designed for at tha stidiges. According to the
relevant accounting standards, being the IFRSs and the US GAAP, the costs spent on the
capital acquisition of the asselsve to be capitalisedand depreciated over the useful
economic lives of the assets. This is to apply the matching concept whereby the expenses for
generating the revenues are matched. The concept of prudence dictates that appreciation of
the asset, in terms of valuing it upncat be done, although writtowns are required when
the assets lose their utility at a quicker pace than initially had been anticipated.

Whole lifecycle costing has gained considerable importance and recognition in recent
times. Thus, there are the preeakt examples of practitioners and academics deploying
WLCC for assessingheoperationaland economic efficiency of assets such @GETV
systems. Furthermort&he concept of WLCC can also be used to gahgeoptions according
to the different avenues avdila. KPIs through stochastinodelingcan be used, and related
revenue impact needs to be incorporated to identify and evaluate the true economic impact of
the investment.

WLCC aids the management in responding to the weaknesses and vulnerabilities
pertaning to time periodspecificationand also helps imnalyging the economic impact of
PSAs like CCTV for the entire life of the assets (Boussabaine and Kirkham, 2005). Hence,
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WLCC can be effectively deployed for acquisition and disposition decisions negédtd
PSAs.

Assumptions and estimates regarding the future costs associated with operating and
maintenance of the assets have a large bearing on WLCC per RigimgRi013).WLCC
use has to be seen in tbentextof appropriate risknodeling However,this fact should not
deter management from making estimates and assumptions as this is required in any
modelingwork to be undertaken. The estimates rarely in any dimension turn out to be totally
accurate but nevertheless have to be made for planningsestpo

Analysts and the management of firms have frequently lifeedycle costing as a
decisionmaking tool to select the best supplier of PSAs. The author proposes that it should
be used for assessing PSA investments, suchfas siystems used in CCTMA critical aim
here is that it is not sought the managers would be equipped with a single figure for the
WLCC underquestionbut rather given different models that depict the modalities of various
cost elements, along with their risk elements that theagens have for their specific PSAs
under consideratiorThus, in other words, the present author suggests the use of WLCC for
whole life cycle costing for all the phases associated with CCTV systems.

An issue with the conventional handling of WLCC is ttreponderance given to
numerical values, which in themselves, do not necessarily equip the managers with all the
information regarding decisiemaking process. Therefore, in this study, basic economic
performance measures would be used too to enable ahestnand managemsust consider
the variations and uncertainties inherdfrpi and AlaRisku (2008)assert that many firms
are using WLCC without adequate consideration for the uncertaintidse longer term,

however this being related to the forestang model innately.

5.3 Determining LCC while Considering Risk

In this thesis, the life cycle costing of security systems (CCT4jgankzedinto four
categories: initial capital cost, replacement cost, maintenance cost, and operation cost. The
latter also contains utility and electricity costs. Figure 5.1 represents the life cycle costing

organizatioml structure for security.
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The above classification serves to predict and manage the total security system costs
while analysingthe cost of the produtifecycle, the tyges of costs defined, and the identified
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risk factors that may impact the final value of the cost, causing the growth. During the cost
analysis, one determines the value of the cost and the size of the impact of risks factors on
costs in the above categaie

Using the input probability distributions for each cost item, the annual forecasted cost
(present value) is calculated in an Excel spreadsheet for a period of 10 years. This period of
time has been selected based on the replacement costs of the GGgdneats.

Each cost element is treated stochastically and the cost flow (PV) for each year is
described as PDF. These PV cost profiles are considered to be variable from one year to
another depending on the discount interest rates.

An appropriate discoudrand inflation rate are used in this stu@ynce the cash flow
profile of each type of cost is known or can be stimulated, the annual PV of security cost can
be estimated using the following equation:

PV, =S, + ¥, <
WhereY Q& "QOQp XGRS | 1| QR a do@&i@Rd © a O'QE 6 QHdihah
0 €N QI OFAAEIQNQI Oi OB ® £ 6 d DO IING Q
The following sections describe the security system (CCTV) cost parameters and

functions assumed in this life cycle cost (LCC) calculation.

5.3.1 Initiation Capital Cost{ )

This pertains to the cost incurred by the firm at the time of initiation of a PSA project.
The surveyneeds to be carried out before the acquisitidamere the systems have to be put
up. Control room location also needs to be determined. User perceptions should be fully
taken into account. Experts could be used in this, as they will independently @he
validate, plus also giving their opinion on the assumptions angidigenentsof the owners.
Contractor costs must also be included here.

In the present studyhe initial capital costs are the total initial setup costs for the
security system (CCQW) over its total life, and they are assumed to be fixed and include cost
items such as cameras, switches, servers, storage, software, monitors, UPS tracking systems,
and consultancy fees. The amount of the total cost is adjusted adding a percentdge of ris
factors. These factors amtialization risk (Ri), implementation risk (Rm), and acquisition
risk (Ra). The equation for the initial capital costs after the adjusted risk is as follows:
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5.3.2 Replacement Costg ()

The replacement cost ¢Rincludes cositems such as cameras, switches, servers,
storage, software, monitors, and UPS systems. These costs are applied duringofdéesnd
year proposed by the manufacturer/supplier for each aforementioned item. Over the period of

time in this LCC model, theosts are applied every 10years.

5.3.3 Maintenance Costs (M

The maintenance costs ¢gMare annual recurring costs, and each of them is a
percentage of the initial cost. In the present cost calculation, the first three years are zero cost,
and then acumulative 1% is added for each year until thé'yb@r. After that, the
maintenance cost starts from the beginning with the same cost as in the fourth year, adding
1% per year.

5.3.4 Operational Costs (£)

The operational costs @ are annual recurring castand each of them is a
percentage of the operational cost adding an amouap@fatioml risk. Operational costs
include cost items such as control room cost, transmission cost, layout cost, manpower cost,
and electricity and power cost. These costsagmalied every year during the project life
cycle. The associations between operational costs and risk factors are presented in the

following table.

Variables Cost Items Risk Operational
Factors

Cr Control room cost Roo

Tc Transmission cost Roo

Lc Layout cost Roo

Ma Manpower cost

Ec Electricity power cost | Rosy
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Table5-1: Operational cost items with risk operational factors

The following equations are used to determine the yearly operational costs.

T
0,.= Z O+ O0rp T 00 + Oy + Ogg

i=1
Where0 0N Qi ©odE&aidééans hoo 0 n Qi 0 odQE @ adiada Qié i 0é &
0 0 Q1 O d Ld B0 0n Q1 ©0OdQh & e d Qo
0 Q1 @O0 @ mid DN @d BQAOI |
Each above operational cost is presemtetthe following equations with an inflation rate of
r=5%.
Operational control room cost:

n
Ucr:’ = (Ur:r + Dcr = RDD:] + Z Ucri_l + (Ucri_l - Tj

L=z

Operational transmission cost:
T
Ore; = (07 + 07, * R, ) + Z Oreim1 + (Opgiq *1)
i=2
Operational layout cost:
)
Ope; = (Op + 0. * R, )+ Z Opei 1 +(Opey 1 %7)
i=2
Operational manpower cost:
(]
Oprai = (Opa) +Z Opai—1 T (Oppai—q *7)
i=2
Operational electricity cost:
(]
Og; = [:UE.: + 0, = Ro:}') + Z Ogei—1 + (Ogpi—q *7)
i=2

Installation of a new CCTV system is the relevant deseand includesameras,
monitors, brackets, and pole mounts, as well as the control room and hiring staff or training

them. This must be included in the budget, with the importance that the buyst mu
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appreciate the industry norms and different offers from vendors before committing the firm.
The organization can also opt for installation of the CCTV systems by the vendors in many
casesandit can also be assured that system is functioning adequByntime chances

can beminimized ifthe installationis done with due care, with the ideal scenario being the
vendor to install th€CTYV itself.

o
WLCC,, =C,,. +;(1+—”;jt

Wherew 0 6 “denotes the complete costs of the PSA. Discounting would be needed
here as the costs axebe paid during the life of the project too.

Operational costs are linked to the daily administration and maintenance of the PSAs.
They represent a component of the operating
income statements. On the atliand, maintenance costs are incurred by a business to keep
its PSAs operatingvell. This would include the service cosisthe equipment to keep it in
optimal condition. Surveillance and other factors need to be factored in, such as traffic,
objects, oindividuals, per Dadashi, Stedmon, and Pridmore (2013).

Complete and fully systematic assessments are required reghediagolution of
problems in case of the surveillance systeralihenbratt and Brooks, 2015). The
operational needs of the CCTV systeatong with the insurance thereof can be worked on
and managed well through this. Here, it is critical that the management factors in the various
advantages of the CCTV systems in order to conduct the righbensfit analysis

Code of Practice and a@perating Manual must be drafted for the CCTV systems
(Chen, Wu, and Hsieh, 2013). This articulates a robust internal control system and would
help the users get adept at maintaining and making use of the system. Crucial tips must be
included to help the perators, with due recognition of the level of authority and
accountability. This will serve as a point of reference while brand management can also be
worked upon, along with the structure of the control room, and matters regarding staffing

levels and copetencies.

54 PSA WLCC Risk Analysis

Decisionmaking is facilitated through adequate risk management practidastors
in all elements from the beginning, incorporating various scenarios and associated outcomes

to be fed into the model. So, the analyst also has to consider what would happen in case the
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PSA does not function as scheduled. Juagmentand experience of the analyst would be
very useful, and the best solution has to be sought rather than adopting any other one that
looks good. Regarding application to PSA, the conventional risk management systems as
adopted in many firms fail the purpodae to their inherent inadequacies. However, formal
models can be quite costly and prohibitive too. Here, it pins down tudgenentof the
analyst to make use of various methods, for making the appropriate choice given the
circumstances.

Thecategoris included in this domain are deterministic, qualitative or quantitdfive.

the case of deterministic techniques,

" Cr
WLCcC=1cC _—
» T Zﬁ (1+d)*
=

Wherdoy, WLL includes all the present values of the related costs, inclugdimghich is the

capital costs and of installation; Being the whole lifecycle costs net of the accrued cash

flow benefits. D stands for the cost of capital, being the opportunity cost element. In this
study, Quantitative techniques have been used, but the other two approaches have also been

discussed.

5.4.1 QualitativeRisk Analysis

In this study, insteadof being expresseth quantitative terms, the likelihood of an
outcome is articulated aquantitativemanner, gpressed in qualitative terms. Probability is
not used here. At the start, qualitative measures are adopted, which are later converted into

guantitative ones. This approach enables a valid initial check on the risks from a wider angle.

5.4.2 Risk Matrices,Risk Registers, and Other Tools

Such a risk matrix would delineate the various risk levels and financial impact on the
project thereof. It helps in prioritizing risk. These are dynamic tools, which are to be updated
continually as the PSA progresses througsh life. Legal issues, of contingency, of
environmental factorstc have to be included therein. The matrix identifies the intensity and
also the likelihood of the event happening, from which the users can derive the adequate and
appropriate risk managemeresponse.

The risk registers also help in controlling the identified risk elements, with due
importance given to the most pressing ones, such as for breakdown of the system. Lack of
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monitoringor a major exception occurring. This provides the usets avibol to chart out the
extent and likelihood of the relateédksand helps in determining the responses which can be
standardisednd put into the operating manual

Diagrams help depict the flow, with arrows and nodes showing the sundry PSA
phases. It triggers better thinking approach in the analyst regarding how to manage the
uncertainties therein. This must also be kept updated for better utility, employing complex
formal diagrams and symbols showing connectivity of different variables.

A SWOT analysis would include taking stock of the landscape to ascertain the related
strengths, weaknesses, opportunities and threats the syste8treagths have to be put to
usewhereas the weaknesses have to be protected against. Opportunities have to be exploited,

and the threats have to be mitigated in an effective and efficient manner.

5.4.3 Quantitative Analysis

Statistical techniques are used which can then be categorizediaingtical and other
methods. Descriptive statistics can be used in order to articulate the level and extent of the
risks identified, with NPV showing the practicality of the investmérie pobabilistic
approach ishemost relevant as it is embeddecbitthe theme of risk management.

5.4.4 Probabilistic Approach

Probability use haspiraledin use since the proliferation of risk quantification
packages (Lorance and Welding, 1999). Accunatelelingis vital totheproperexecution of
Monte Carlo simulation. Hitorical data may not be of much use here especially when the
dynamics of security have changed. Similarly, when the data is available, the construction of
valid probabilistic distribution can pose issues. However, a way around it is to create a
histogramand then check for distribution measures, which will then lead to the specific type
of distribution as identified. The assumptions regarding stochastic factors for the WLCC, and
data analysis regime become critical in this respect. It has been obseavesihtulation
errors can generally be traced to inaccurate parameter allocations regarding the choice of
identified specific distribution as it was considered to be reflective of the data.

Simulation can be carried out, leading to the following WL&tQation:
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J(PV) signifies the probability density function of the total PSA WLCC in present value

terms

[ (Cti)is the probability distribution of whole life cost element of a segment i in period ¢,
and includes the capital costs and future costs; ¢ is the numbers of years relating to the PSA

investment in its entirety

f{d) is the probability distribution of the discount rate to adjust the cash flows to the

present values;

and, f (Cp)is the probability distribution of the initial capital cost of the PSA.

When data is available and stochastic models are used includedrirsare
simulations, empirical distributions, and theoretical distributions, per Maio et al. (2000).
Frequency histograms can be plotted eggiiltin input into the simulation modeA good fit

model has the advantage of catering for extreme values too

5.5 Development of the WLCC Model

A chain of interconnecteprocessess to be considered where assumptions need to be
madeand in the following figure. Cost data are calculated and presented in the previous
chapter 5. For the risk data analysis, chapter 7 presents a risk model and risk factor analysis,

defining the PDF6s risk distributions.
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CCTV LCC Model

Basic Assumptions:
Present Value
+ Study Period
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Cost Data .
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Figure5-2: WLCC model development process
Following are the steps:

1 Identification, manipulation, and adjustment of cost assumptions

1 Computation and risk adjustment of LCC coshers.

1 The simulated annual forecast presents the obtained yalues

1 Forecasts tde modeledas input probability distributions to simulate the
WLCC model.
Specific economic performance measurement parameters are established
Sensitivity analysisvasdone

Comparison carried out and final evaluatafrdecision
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Anappropriate discount rate to be wused
cash flows are obtained and discounted to the present value, as churned out by the simulation

software against the distribution fit input. The steps are discussed ihbedbay.

5.5.1 Sensitivity Analysis

In order to ascertain and validate the theoretical probability distribution for the
various segments, sensitivity analysis is carried out In the Monte Carlo simulation, the
various risks and the related assumptions are fdttorand result in different spreads of the
present values therewith. The simulation has the advantage of providipgdatising of
risks through identifying the various elements with their related impacts on the results.
Correlated assumptions, hovegycan render this exercise not that useful. Also, it can happen
when the assumptions therewith are not monotonic, and hence a change in assumptions does
not carry a related change in the forecasts

The model eventually shows summation of the presenesaitiall the related costs.

Here, the discount rate used for the cash flows can have a large bearing, and thus the
calculations can provide for the results under various rates of discount. The discount rates are
considered to be normally distributed. Taealyst can then decide on the viability of the

exercise given the results.

5.5.2 Performance Measurement in the PSA WLCC Model

Impact of the WLCC outputs has to betia with the economic performance
indicators. The exercise can be carried out through making a cumulative distribution of the
associated cost flows and then by comparing with the PSA costs across various entities.
Benchmarking would add value to this exercisgh analysis needed to ascertdie teasons
for the cost differentials, thereby providing the managers with valuable input regarding the

acquisition maintenanceandoperation of the PSAs.

5.5.3 Updating the PSA WLCC Model

The WLCC model should be updat annually at least, with factoring in for the
relevant developments and technological changesrderto keep it relevantThe analyst

can employ performance indicators to be aware and incorporate the changes needed.
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5.6  Summary

This chapter has presentde LCC model cost with a robust methodwddelingthe
input probability distribution assumptions. The WLCC model brings together the service life
costs for PSAs such as CCTV cameras. A systematic procedure was adopted to transform the
input probabilities(PDF) into useful assumptions for the simulated model. These were then
used to simulate the present value cost for the CCTV cameras over a period of 10 years. The
sensitivity analysis was assessed and then the results were used to forecast the final WLCC

output probability distribution.
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CHAPTER 6.RESEARCH DESIGN AND METHODOLOGY

6.1 Introduction

Research could simply be explained as the process which investigates a certain
hypothesis, suggestmew interpretation of data, anithally, it posesa new set of questions
which could be explored by futumesearchis, to explain the topic halepth. Garnerand
Scott, (2013) explained research as a systematic investigation conducted for studying the
sources, and material with the aim of establishing ceftts and reachirgnew set of
conclusions. The purpose of this study is to determine an ideal mechanism, which could aid
the process of risknoddling of the PSAs so as to aid in development and operatidmdby
value UAE retailers. However, before seting a research method for the collection of data
for the study, it is essential to develop a research design which could facilitate the overall
research process, and enable the researcher to achieve the overall research objectives.
Hence, this chapterf dhe study startby providingan overview of the theoretical
approach which would be utilized by the researcher while conducting this study. Thus, the
researcher will begin with the research philosophy which will be adopted for the study; next
the researher will provide an overview of the research methodology, research approach,
research instrument which will be used for conducting the research, along with the data
collection and data analysis techniques which would be used by the researcher to determine

the overall research outcomes.

6.2 Research Philosophy

While conducting a research study the researcher might passas$sd level of
beliefswhen it comes to the collection of knowledge regarding the sflidg belief of the
researcher could eventuallyaye an impacton the creation and interpretation of the
knowledge (Saunders, and Lewis, 20Ri@search philosophy is critical for any research and
it is important for the researcher to make sure that relevant research philosophy is used for
data analysisin this research, theesearchehas specifically focused upon identifying a
correct research philosophy hence all three research philosophies are given below as it helps
in providing information with regards to each of these techniques and how theyecan b

successfully utilized by theesearcher
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6.2.1 Epistemology

Epistemology could simply be explained as the method used by the research to
acquire knowledge regarding a certain phenomenon. It helps the researcher in finding the
answers to the questions like, how do we go to know about a certain phenomenon? Hence,
epistemology is composed of nature of concepts, the manner in which those concepts are
constructed, validation of the senses, and more importantly logical reasoning (Bryant, 2016).
Thus, epistemology is more concerns regarding how our minds are linked itp, r@ad
whether these relationships are valid or not. Hence, epistemology enabled the researchers to
provide an explanation of how we think; it allows the researcher to determine the truth
regarding a certain phenomenon, through the utilization of antieeevaluation method.
Furthermore, it is essential as it helps the researcher in gaining knowledge regarding the
world around us, and withoepistemologywe would not be able to think. Additionally, we
might not have a reason to believe in the faett thur thinking was neither correct nor

productive, as opposed to some of the random images flasfiogt of our mind.

6.2.2 Ontology

Ontology could simply be referred to as the philosophical knowledge of nature of
being, existence, or reality. Along, witthat it could also be referred to as the basic
categories of being, and their relations. Hence, this philosophy concentrates more towards the
view of the researcher towards nature of existence of knowledge among the social entities
(Ritchie et.al, 2013)lt further enables the researcher to determine how an individual could
develop an understanding regarding the existence of a certain phenomenon, and how the
nature of t hat phenomenon 6oeverthex pereapteom af ¢he ¢ o u | d
knowledge ceation. Through adoption of ontologhilosophy the researcher can establish a
solid ground to subjectivism, and the researcher could create a design for their research
process baseah the ontological knowledge.

6.2.3 Axiology

The philosophy of axiology basically deals with the explanation of the value which a
researcher process while conducting a research. These values might include the personal
values possessed by the researcher, and ethical values, both of could haveareiafer

the decision making process during a research, furthermore, it could also have an impact over
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the manner in which the data is collected and the results of the study are interpreted by the
researcher. In case there are certain personal valuek a/h@searcher holds more close to
him or herselfthan it would prove to be difficult for the researcher to determine conclusive
evidence regarding a certain phenomenon (Creswell, 2013).

Hence, for this study the process of identification, as wethedeterminationof the
risks to the PSA development and operation needed. Hence, fetuttjsthe philosophy of
axiology will prove to be more suitable, as it will enable the researcher to conduct a
researcher in a manner which would not be hindered bgdtsonal values possessed by the
researcher, neither the ethiealueswill hinder the overall progress of the reseaichthis
research, theesearchehas successfully used axiology as a research philosophy as this

technique seems to be an idealdit this research project.

6.3 Research Paradigm

Stingone et.al, (2016) explained research paradigm, as the example or the patent
consisting of seltontained, simplified, and small examples, which are used for the
illustration of the theoretical facts, andopesses. In another study by More®obinson,

(2016) research paradigm was explained as the world view, a strategy of breaking down the
complexity of the real world. Hence, it could be stated that research paradigm is an
interpretative framework, whicls ispecifically guided by a certain set of beliefs possessed by

the researcher regarding the world, and the manner in which it should be studied and
understood. There are three basic researcher paradigms which are applicable to this research

study are (i) Bsitivism; (ii) Realism, and (iii) Interpretivism.

6.3.1 Positivism

Positivism holds the view that the only knowledge which is highly authentic is the
scientific knowledge, and it further stated that such sort of knowledge could only come
through the positive farmation of the theories which are formed through the scientific
method these are basically the techniques used for conducting investigations of the
phenomenon based on gathering of measurable, empirical, and the observable evidence
(Halfpenny, 2014). Hace, in the epistemological sense, positivism indicates towards an

objective approach towards the study of humanity which is quite close to the natural sciences
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methods. Hence, as far as the current research is concerned this philosophymgpquiaet
since the researcher is aiming to analyze the risks to the PSA throughout the life cycle.

In this research paper, tlesearchehas successfully utilized personal knowledge,
information,and experience. This research philosophy of positivism was an mde&lh for
this research topic as it allowed tihesearcheito successfully collect information from
various data sources and interpret it according to the requirements rekEézecttopic. In
this paper, theesearchehas successfully collected datarforesearclparticipants and used
the information to form meaningful analysis with regards ta#lsearclguestion.

6.3.2 Realism

Realism could simply be explained as the philosophy which rests over the realist
belief. It looks at a certain phenomenon which basetheir knowledge, which enabled the
researcher to arrive at a more realistic view. Smart, (2014) conducted a studghrttvey
concluded that realism enabled the researchers to refer to their consciousness, and it helps
them to provide a reflection over the issue based on their needs and desires. Hence, it could
be stated that realism is heavily associated with the tdwkposure which a researcher has
regarding a certain phenomenon. However, when it comes to determine deeper knowledge
regarding a certain phenomenon this approach ha prove to be inappropriate, because the
knowledge collected would be quite vast and éuld become impossible for the researcher
to achieve the overall research objectives, hence, this approach will not be adopted by the
researcher for analyzing the risks associateth.i s approach doesnoét s e
technique for data collection dmanalysis under this research because there are concerns over

its applicability within the context or area of this research.

6.3.3 Interpretivism

It is also known as the Interpretivism approach, this approach involved the researchers
to interpret certain eleemts of the study. Hence, Interpretivissnusel for integrating the
human interest within the study. Goldkuhl, (2012) stated that interpretive researchers assume
that the access to the reality could only be gained through various social constructs such as
instruments, consciousness, and social meaning. Therefore, the development of the
Interpretivism philosophy is based strictig the critique of positivism in social sciencds.
was important for theesearcheto successfully collect data and analyzbyitkeeping under

consideration views and opinions of research participants who were part of the data collection
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activity performed during the research. In this regard, usage of Interpretivism philosophy was
essential as it allowed tlesearcheto accumiate and analyze information from participants

and combine it with knowledge which alreaglist with theresearcher

6.4  Approaches to Reasoning behind the Research Process

In a study conducted by Creswell, (2013) it was determined that the approach adopted
by the researcher towards conducting a research study is more and less determined through
the manner in which the researcher conducts reasoning about the phenomenon under study.
Therefore, this provides an indication towards the fact that in cases & qeaess is
developed by the researcher before undertaking the research, then undgrcsatstances
the results of the study would simply be assessed against the theory which is more close the
phenomenon undestudy However, in case the researchees not possess a theory at the
beginning of theesearchand is relyingon the information which has to be gathered for the
research prior to the development of the theory, then under sbohmstancesthe
researcher should opt towards adopting a differeasoning approach. Basically, there are
two types of reasoning approach which are followed by the researcher while conducting a
research; both of these approaches are explained below.

6.4.1 Inductive Theory of Reasoning

Inductive reasoning moves fromspecific set of observation toward much broader
theories and generalizations. Inductive reasoning is also known lagttberup approach, as
in inductive approach the researcher process initially begins through a set of specific
observations and measuramse After which the researcher starts to detect certain
irregularities and patterns based on which the researcher then formulates a number of
tentativehypothesesvhich could be further explored, and the researcher finally ends up with
certain theories,sawell as general conclusions (Molnar et.al, 2013). Despite of the fact that
inductive reasoning might sound ideal for some of the resgaopbcts but it still might be
quite complex to be applied to the current study, because of the variations invohned
retail sector of the UAE, specifically due to the particular view of scope, quality, cost, and
time of the research study. This approach o

there can be concerns with regards to applicability andeusfattpis technique in this research
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paper as there are numerous differences that might exist between data that is collected
specifically for UAE market. There are factors which are able to have an impact on cost,

scope and time of research study.

6.4.2 Deductve Theory of Reasoning

As compared to inductive reasoning, deductive reasoning takes a more specific
approach rather than a general approach which is followed by the inductive approach. This is
the reason why thdeductiveapproach is also known as the-down approach. Hence, in
deductive reasoning the researcher initially begins with a theory regarding the topic under
study, next the researcher narrows down the theory through the generation of specific
hypothesis which could be tested by the researchiterwards the researcher further
narrows down the focus of the study; this is the phase where the researcher collects data
regarding acertain set of observations for addressing the researcher hypotheses (Evans,
201;3). Thus, this, in turn, leads towartesting of the hypotheses with the specific data
which has been collected by the researcher over the researcher topic, which gives the
researcher a confirmation of the original theories.

Hence, after conducting an-depth analysis it could be concluded that the deductive
approach is more suitable for this study, due to the impact of the variation in the retail sector
of UAE specifically due to the scope, time, cost, as well as the qualitiie research.
Furthermore, the researcher initially started with the development of a theory, which made it
possible for the researcher to further development arguments related to the number of factors
which the researcher has identified as criticaltfee overall outcomes of the study. In this
research paper, the perfect or most suited theory of reasoning was deductive approach as it
was able to successfully take into account various factors which are different according to a

specificlocation wheree@search is conducted.

6.5 Research Strategy or Methodology

According to Ryan, Scapens, and Theobald, (2002), the research design identifies the
overall research methodology that is undertaken by the researcher in carrying out any
research wik. The research ethodologysignifies the overarching approach that is required
to be implemented in the research on the basis of the philosophical notion, i.e. Interpretivism

and positivism. However, the philosophical underpinningmdicate the way in which
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knowledge carbe incorporated as well as the reasonthe research, which can be both
inductive and deductive. There are three main strategies that are widely used in research.
According to Ryan, Scapens, and Theobald, (2002) they are qualitative, quantitative and
mixed method research. However, the mixed method of research allows usinthdoth

guantitative and qualitative research methodelegt the same time.

6.5.1 Qualitative Research Methodology

Qualitative research methodology refers to a strategy that is basieplgndent on
the qualitative data, fanstance symbols, signsandwords. According to Taylor, Bogdan,
and DeVault, (2015), the qualitative data is the type of data that cannot easily be presented in
terms of numbers or can be quantified. In additiothtg Silverman, (2016) indicated that
gualitative research methodology presents the data within which it is gathered and it can also
revolve around the contextualization of the overall research process to ascertain social
interaction. On the other hand,akéhall, and Rossman, (2014) have added that qualitative
research methodology only focuses on the collection of qualitative data i.e. words and not the
numeric data. The qualitative data is maiahalyzedin such a manner that it includes the
context withn which the words clarify the reasons behind conveying and sharing the
message. The qualitative research approach is best suitable for Interpretivism philosophical
form, whereas the evaluation of the social world bandescribedn several other ways
beyond the numbers. According to Silverman, (2016), the main difference between the
guantitative and qualitative research methodology is that the qualitative data does not only
rely on the primary informationnstead,t can also be based @fphanumerior only non
numerical data. Therefore, in relation to the current research work, the numerical values are

considered as the characters therefore, they can be used in the analysis for this research.

6.5.2 Quantitative Research Methodology

Quantitative research methodology refers to a strategy of carrying out research that is
mainly based on the collection of quantitative data which is normally numeric data only.
However, the numbers presented from the data gathered are used for the. skaigsiing
to Neuman and Robson, (2012), the researcher is required to design appropriate data
collection process that facilitates in collecting quantitative data for the analysis purpose of the

research. Flick, (2015) in the same manner stated thaathecdllected through quantitative
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means actually organize the overall system of collection of data. In relation to the current
research work, the numeric data is generated from the shaseybn assigning ranks to the

risks that are used for the evaloatof deviations in retails sector in UAE.

6.6  Survey sample and Data Collections:

6.6.1 Selecting Respondents

The researchwas plannedand executedfrom the beginningto accommodate rich
diversity of opinion from specialistsand related parties, so that valuabk inferencesand
conclusionscould be drawntherefrom.It wasimpracticalto ascertairthe populationsize of
the personneinvolved in designing,managingand operatingthe apparatuseand landscape
for the CCTV securitysystems.Samplingtechniquesvere thus deployed.Samplingresults
provide valuablebasisfor inferring resultsaboutthe population. The notion of inferential
statistics was employed as the idea being that the inferencescan be drawn about the
populationfrom the samplesper KuZEL (1992) andNaoun{2013).

6.6.2 Selective (or Stratified) Sampling Technique

Stratifiedrandomsamplingtechniquesnablegheresearcheto selectrandomsamples
from layersof populationasidentified. It is atwo-phasedesearchywherebyfirst the potential
participantsneed be chosen,and then selectionsfor inclusion in the researchis taken
therewith. The first phaseor stepwas deemedmpracticalandtoo costlyi.e. to choosethe
right type of participant,as done by Naoum (2013). As the samplingapproachcould be
biasedfrom the outsetdueto issuesof impracticality,theresearchedid not employstratified

sampling.

6.6.3 Simple Random Sampling Technique

Randomsamplingresultsin eachitemin the populationa statisticallyequalchanceof
being selectedn the sample,accordingto Suri (2011). This hasalso beenelaboratedon by
Braseand Brase (2009). However, it was impractical to include the namesof all related
expertsand operatorsfor CCTV surveillance;it helpsin understandinghe approachby
referring to existingresearchResearchconductday Albanna(2005)includedall employees
working in a companyin the UAE, in three emiratesof Dubai, Abu Dhabi and Sharjah.

Hence the studywasableto focuson all theemployee®f thefirm in thoselocations.In other
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research,28 project managerswere chosenfrom acrossthe Canadiannongovernmental
sector,by usingthe simplerandommethod.This approachcantakethe shapeof allocatinga
numberto eachparticipant,andthe numbersare chosernthrougha spreadseetor someother
method.In casethe numberof participantss large,this methodcanresultin a high level of
responsesas high as 52% experiencediuring researchdoneby Spalek(2014),and 82% in
the caseof Elbanna(2015).To enhanceheresponseate, the time durationof the surveycan
beincreasedr the method=f primarydatacollectioncanbe adjustedaccordingly,according
to Naum (2013). If it takes considerably long, but the number of respondentsis

proportionatelyhigh, thentheresultsareacceptabléde Carvalhoetal., 2015).

6.7 Risk impact on cost estimation survey

6.7.1 Design of theQuestionnairand Data Coding

The primary objective of the questionnairavasto ascertainhow different groupsof
respondentsvould rateor rankthe variousfactorsthat may potentiallyleadto variations.The
factorswere neatly summarisedn table form for the respondentso rank, as derived from

literature.

6.7.2 Pilot Study (Pimary Questionnairg

A Pilot Studywas draftedinitially which could be evaluatedby a selectnumberof
peopleinitially from the industry. This was the preparationfor the full survey using the
analysisand commentsof those who had worked on answeringthe pilot questionnaire
Bryman and Bell (2011) employedthis methodto testthe strengthand improve the data
gatheringmechanism,;so as to achieveas much mitigation as possibleof any faults and
weaknesseslhe selectgroup of participantswereinitially providedthe questionnairgo get
their feedback regarding completenessand understandability.Various comments were
generatedas a result, that were factoredinto the final questionnaireAn exampleof such
enhancementsvas the numbering of the questionaire slides with a idea regardingthe

remainingtime for completionto assistherespondents.
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6.7.3 Final Form of thequestionnaire

The questionnairavas designedhrougha systematigrocesgaking it throughthree
layers.Thefirst oneincludedthe basicquestionnairevolvedwith the help of the supervisor,
which wasthenreviewedby colleaguef the researchewho are areaspecialistsandthen
the managerandoperatorof the PSAapparatusThe final questionnairevaspreparedafter
a full review from the pilot survey. The questionswere codedin a mannerconsistentwith
easein datainput later. Questionswere focusedon contractors projectowners,consultants
andoperatorswith the resultthat eventuallythe respondentsould work in teamsto getthe
answerr to seekthe help of otherstheyhadworkedwith to finish the questionnaire

To developthe questionnairaisedin this study,the following taskswerecompleted:

A. Reviewingtheliteratureto extractandclassifyPSArisksbasednlife cyclestages.

B. Workshop:An initial explorationof the issuesof concernto security professionals
working in different organizationsvia a series of workshops to inform the
developmenbf the questionnaireln addition, meetingswere held with the present
a u t &sapervisorfor thefinal developmenof questions.

The workshop was used to modify the risks extractedfrom the literature. The
participantsvereaskedto suggesthe risks thatarerelevantto the UAE environmentBased
on this a questionnairevas developedto estimatethe impact of risks on PSAWLC costs.
This studyusesthe PMI matrix for assessingherelatedWLCC risk structure An exampleof

how this matrix is usedin this studyis shownin the subsequerfigure.
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Probability and Impact Matrix

Probability Threats Opportunities

0.90 0.05 0.09 0.18 0 0 0 0 0 0.09 0.05

0.70 0.04 0.07 0.14 0 0 0 0 0.14 0.07 0.04

0.50 0.03 0.05 0.10 0.20 0.40 0.40 0.20 0.10 0.05 0.03

0.30 0.02 0.03 0.06 0.12 0 0 0.12 0.06 0.03 0.02

0.10 0.01 0.01 0.02 0.04 0.08 0.08 0.04 0.02 0.01 0.01
0.05/ 0.10/ 0.20/ 0.40/ 0.80/ 0.80/ | 0.40/ | 0.20/ | 0.10/ | 0.05/
Very Low Low Moderate High Very High | Very High High Moderate Low Very Low

Impact (numerical scale) on an objective (e.g., cost, time, scope or quality)

Each risk is rated on its probability of occurring and impact on an objective if it does occur. The organization's

thresholds for low, moderate or high risks are shown in the matrix and determine whether the risk is scored

as high, moderate or low for that objective.

Probability and Impact Matrix

Degree of
. Risk impact : :
Risk Factors on risk cost Risk Matrix
(1 %-72%)

a1 Lack of funds
42 Running out of funds
43 Continually changing requirements

Market development pace rendering produc
44 obsolete
45 Changing priorities Probability
46 | Government rule changes VH(30%) | 5% 9% 18% 36% 72%
47 Hardware & Software defects H (70%) o 7 Wk 2% 5%

M(S0%) | 3% | 5% | 10% | 20% | 40%
48 |ntegrat|0n ISsues I.[30%} 2% 3% ﬁ% 12% 24%
49 Inaccurate Cost forecasts VL{10%) | 1% 1% 2 4h 8%
___ VL(5%) | L(10%) [M[20%)| H(40%) | VH (30%)
50 Exchange rate variability not managed well
IMPACT

51 Failure to integrate with existing systems
52 Unavailability of adequate test environment
53 Failure tointegrate components
54 Security Asset disrupts operations

Figure 6-1: Sample of the survey question

The respondentvas askedto rate the influence/impactof the following acquisition

risks on the cost of security systems.Thequestionnairewas distributed acrossdifferent

organizationswith a core businessof procuring PSAs. A copy of the questionnaireis

includedin the appendix.Respondentsiereassuredhatall informationwould be treatedas
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strictly confidentialto the university,andthatanonymouslatawould be usedin anyreports.
Participantsdid not haveto enterany identifying details unlessthey wishedto participate
furtherin theresearch.

Due to the technicality of the researchthe questionnairevas createdon paperand
distributed to the clients and organizationsas groupsor as individuals. The questionnaire
could be simply answeredand sentback right away. However,if respondentgpreferredto
take the paperhome,they were ableto do so and sendit later via email. 100 expertswere
solicited for completingthe questionnaireln total 91 surveyswere completedbut 23 were
incompleteand unusable Comparel to othersstudiesthis samplewas deemedadequatgor

estimatinganddevelopinghe probability distributionfor eachof therisks.

6.8 Cost estimation collection

To estimate the cost of every item in the LCC model a data sheet was developed, see
figure 6-2. Cost List: Started with "Brain Storming" between the researcher and the
supervisor in the first base, then it goesame level to the industry of security companies
third parties. After that, the list been verified by a consultancy office and experts in AD
police which was the final stage.

The datasheet is sent to 10 different securities companies that work in the UAE to
estimate the cost and compare and used the data in different programs. Also, the researcher
went back again téheconsultancy office in AD police to verify the LCC of CCTV and
confirmed it with other 2 companieBhe collected data wasocessed as shovim figure 6
2:

1- The cost of each item computed per square meter

2- The data from step is used to develop the probability disruption of each cost item

3- The best fit program was use to find the best theoretical distribution to fit the

estimate costs

4- The author sed Anderson test was used to select the best fit distribution

5- The fit of the distributions were assessed for goodness of fit usihgitl QQ

plots.
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Extract LCC cost item for literature

Develop data collection sheet

Select Estimated from contractors

Pre-analyses data

Find the probability distribution

Assess the goodness of fit

Select the best probability distribution
of the LCC for the risk factor

Reduce the
cost for m?

The best fit
of Anderson

P-p/Q-Q

Figure 6-2: process of collecting data

134




6.9 Incorporating risks into PSA WLCC

The PSA WLCC methodology is presented in chapter5. This section presented the
method by which the risk impact is incorporated into the relevant WLCC.

A risk is a scientific tool that helps in making decisions. It attempts to capture all the
options as identified and then combines them with the impact thereon of different variables. It
requiresthpidgmentof the analystand the adoption of the most suitablekrenvironment.
Traditional methods of risk management have been known to falter when applied to PSA,
whereas the more formal methods can be impractical duleidb degree of complexity or
cost reasons. The analyst must choose the appropriate risk emsiroas applicable to the
circumstances of the organization and as such no one system can be termed as the ideal one
for the environment. Broadly there are the following three categories of approaches available
for WLCC analysis:

a) Deterministici on numertal computations

b) Qualitative i based on subjective system

c) Quantitative techniqued based oa statistical and probabilistic approach to

guantification
In deterministic techniques, PMI matrix is used to quantify risk as shown in the

previous section. Thellowing formula is relevant:
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Wicecg,., = Wlice,. + Yraxe

Where:
Rxc = gisk.impact on cost from the type.

So for all stages for PSA WLC:

i=mn

VYgic = Wlcc,, * | |RIC

=1

Wilccg,, = Wlce;. + Ygic

Where, Ric = risk impact on initial cost from the initial risk category

i=mn

VYrime — Wlcey,, . * | | Rimec
| i=1

W!CCRImc = WICCIC + yﬂimc

Where, Rimc = risk impact on Implemental cost from the Implemental 1 risk category

i—=n

}rRl:Dp&m:lc = WICCIC * | | R(OP&IHJC
i=1

WICCR(Dp&m]c = WECC(op&m}c + yE(Dp&m]c

Where, R(op&m)c= risk impact on Operational and maintenance cost from the

Operational risk category
i=n

Vaae = Wleccy, * | | RAc

i=1
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Where,’Y & @risk impact on aacquisitioncost from the acquisitionrisk category

i=n
Vaae = Wlec,, * | | Rde
i=1

DADD WA DD K
WheréY Q @risk impact ordisposalcost from thalisposalisk category

The approach taken in this research is the quantitative Regardless, thanalysisis
based on probabilistic methods is also combined the above formulates so that the variation of
risk and costs can be captured by probabilityritistions. To do so this study employed risk
modellingtechniques including probability functions. Descriptive statistics are used for the
statistical approach, where NPV is also deployed. Probabilistic techniques are the most
sophisticated form of the three categories. This study approach is mainly babtmhien
Carlo simulation (further details are provided chapter 4.

Total WLCC can be extracted from the following equation:

_ (Cti)
10=106)+ Y

Tracedriven simulation techniques can be used, or empirical distribution, and the
theoretical distribution ones per Maio et al. @0 Then, frequency histograms can be

plotted with results takefnom the model.

6.10 Development of WLCC Model

This requires a series of steps where initially cost assumptions are identified, later
manipulated and adjusted for lataputting into the model After that simulation is carried
out to get present values, then for the whole PSA framework, after which the parameters are
considered for the model. Thereupon, sensitivity measures can be conducted.
A range of techniques is available to ascertain the assumpiibesdiscountrate
used has to be the relevant one, generally the cost of capital for theAfiraternative
procedure is carried out to generate eventually the probability functions. Tded atopted

bythe studyis shown in the following Figure.
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Figure 63: Theproposedstudy model
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CHAPTER 7.DATA PRESENTATION AND ANALYSIS

7.1 Introduction

This Chapter deals with data collection and analysis. In the first pafgdhgwould
be on thedevelopmenbf a questionnairesurvey about the influence of risks on PSA costs
and the presented initiation risks, implementation risks, acquisition risks, operation and
maintenance (O&M) risks, andisposal risksThe Survey results were employed to asse
theimpacton risks associated with produdecycle through statistical methods. The second
part deals with th@pplicationof Factor Analysis in order to reduce the number of relevant

variables in risk analysis.

7.2  PSA RislQuestionnaire

7.2.1 Methodology

To develop thequestionnaireised in this study, the following tasks were completed:

1 Reviewing the literature to extract and classify PSA risks based on life cycle
stages.

1 Workshop: Series of workshops to explore the issue amongst security
professionals, toakilitate thedevelopmenbf the Questionnaireln addition,
meetings wer e hel d wi t h t he present
development of questions.

1 Questionnaire The guestionnairewas developed and distributed across
differentorgankationswith a core business of procuring PSAs. A copy of the
questionnairés included in the appendix.

The main themes of thiuestionnairevere:
1 General informatiomboutpartidpants
The influence and impact of risks on PSAs for the following life cypblases:
Initiation phase
Implementation phase
Acquisition phase

Operations and maintenance phase

= =/ 4 A A -

Disposition phase
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The respondents were given the assurance of confidentiality and that anonymity
would be used in applying the data collected. Moreovext the data collected would be
strictly confidential to the university

Due to the technicality of the research, theestionnairevas created on paper and
distributed to the clients anokrgankationsas groups or as individuals. Tiggiestionnaire
could ke simply answered and sent back right away. However, if respondents preferred to

take the paper home, they were able to do so and send it later via email.

7.2.2 Questionnair&kesult$ the Organisation

In total, 100 questionnaire were distributed to the PSérganizations Only 90
responses were received by the deadline, 68 of which were foundisalte

Therefore, although the 10fuestionnaire areanalyed only 68 are used in this
research study. In thiguestionnaire t h eorgangationd roes fo anorganization whose
main business is PSAs.

In the analysis of the results, 15 values and answers were found to be missing from
the respondents. Field (2013) lists a number of reasons why participants miss questions. For
instance, this can occur in g questionnaire, where participants accidentally miss
guestions. However, participants can also sometimes do this on purpose just to annoy a
researcher, or to avoid delicate topics to show their right not to answer such questions.
However, Field stresse¢kat some missing data in a survey does not mean that the researcher
should have to ignore the rest of the collected data (Field 2013, pa08).7

7221 Respondentsd Employment Status
Most of the respondents43 out of 69 (62%areemployed in the privateector. The
rest, 26 out of 69 (38%), are in the public
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ment Status

= Serieq,
Public
Sector 26,
38%

_—

= Serieq,
Private

Sector43, |
62%

= Public Sector = Private Sector

Figure7-1: Respondentsd employment stat

7222 Respondentsdo Job Title
The questionnairavas distributed across different levels of trganiations such as
the operational and tactical levels, to ensure the integrity and consistency of the results. A
total of 32 respondents work as security engineers farrganzatiors 16 respondents are

project managers; 14 respondents are cost engineers; 4 are control room op@dBoase

estimator s. Figure 2 presents the respondent
= Serie4, i )
Estimahpds Title = Seried,
Project
—_ Manager 16,
23%
= Seried,
Security
Engineey3 = Serieqd, Cost
47% ' Engineer 14,
trol 20%
Room

Operator, 4,
6%

Figure7-2: Jobs title in an organization

7223 Respondentsd Experience
A total of 53 (77 %) of the respondent s
compared to 12 (17%) respondents with more t

3to-5 yearsd experience. FbganewB8rbkl ustrates t
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. . = Seried, 3-5X
serid Xfo@kience in the Organisation

J

Figure7-3: Respondentsd experience in the

» Serieg, 5-X

7.2.2.4 Size of Projects
Most respondents, 59 (86%prk in an organkation that participates in projects making
revenues of more than 5million &K and 5 (7%) participate in projects with a value of less
than 5million AED. Only 2 (3%) and 3 (4%) are involved in small projects worth less than
Imillion AED and less than 500,000 AEespectively. Figuret s hows the resp.

answers.

= Serieq, Less Serieq,

than Pro je IZ€ |ess than

1,000,000ED 500,00AE
,2,3% . 3, 4%

= Serieq, Less
than
5,000,00&AE
,5, 7%

Serie4, More thg

5,000,00QED59,
an 5,000,000AED

= Less than 1,000,000AE= Less than 500,000AED

Figure7-4: Size of projects in value [AED]

7.3 PSA Risks

This section presents the statistical calculations of riskfor different phases of the life

cycle. There are five types of risks factors: initiation, implemestathcquisition, operation
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and maintenance, and disposition risks factors. Given that a high number of risk factors are
taken from a source that spans a long period of tithas expected that there are only
statistically insignificant differences betwethre risk factors. However, the analysis reveals
that there is a statistically significant difference in the means and the standard deviations
Therefore,kurtosis and Skewness atalculated foreach risk factor using the risk matrix
impact and probabilt

Kurtosis is a measure of tipeakednessf thedistribution. Skewnesis a measure of
how much lack of symmetry occurs in the distribution. In times of increased uncertainty,
kurtosis is greater than three and has a fatter tail. In times of loweltainterthe kurtosis
figure is less than three with a thinner t&kewnessimilarly gets highly significant N times
of uncertainty, and in cases can mean that there is a large probability of negative results. In
low uncertainty, the Skewness measurelose to zero. Hence, the two measures provide for
factoring in times ofuncertaintyand can be carried out for each life cycle element. Risk

Matrix can then be formed with probability and the impact showing for each factor.

FProbabilllity Threats
Lo = Le ] O.OS o009
o TFOo [ M F. § O.07F O.14
.50 o033 o005 O.10
0.2 Q.02 o003 O.O& o122
Lo i Ra ] (0 N o O.01 .02 Lo e I8 o.08
(e L= O 10 O 20 040 .80

Figure7-5 Risk Matrix

7.3.1 Influence ofRisks on InitiationCosts (Ri)

The surveyesultsare presented regarditige impact of thenitiation risks on the cost
of security systems. The likboodof each risk factor is presented total of40 out of the 68
respondents indicated thidle risk factor (Ril) 6 wong budget estimationdis 72%ikely to
occur as a result ofitiation risksrelatedtothe cosof the security system, 20 out of 68ose
56%, 7chose40%, and only through28%.
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Histogram Mean & Standard Deviation

Ri1 The likelihood of Ril ranging from-80%

z
[

on initiation risk has a mean of 0.63.TH
distribution curve of this variable shov

that it is negatively skewed, with

Frequency

Skewness of-1.114. It has a standa

~ deviation of 0.117. This is an indicatiq

B &% E that the respondents agreed that Ril

Ril

highly likely to occur.

Figure7-6 Histogram for Ril

Furthermore,2 out of the 68 respondents indicated thisk factor (Ri2) ¢ @st
overruns due to change of scopis 10%likely to occur as a result afitiation risksrelated
to the cost of the security system, dhosd 2%, 9indicated14%, 20chosel8%, B chose
20%, l4indicated28% and only 2 out of 68 thought 28%.

Histogram Mean & Standard Deviation

Ri2 The likelihood of Ri2 ranging from-Q

30% oninitiation risk has a mean o
0.19The distribution curve of this

™ variable shows that it is negative

Frequency

[/ skewed, with a skewness-0077. It has

1 a standard deviation of .042. This is
/VV \ﬂ\ indication that the respondents agre

Cwe T that Ri2 is highly likely to take place.

Figure7-7 Histogram for Ri2

A single respondenindicated thatrisk factor (Ri3) O antinual project scope
expansiord is 10%ikely to occur as a result ahitiation risks related tothe cost of the
security system, 8 out of 68dicated.2%, 17chosel4%, 19chosel8%, 10throug20%, 10
out of 24indicated24%, 2chose28% and only 1 out of 68 thought 36%.

144



Mean & Standard Deviation
=2 T The likelihood of Ri3 ranging from-0

B 40% oninitiation risk hasa mean of

Histogram

0.18.The distribution curve of th
variable shows that it is positive
/r— ) _ skewed, with a skewness of 0.991.

has a standard deviation of .48.

RIS

Frequency
g g
)

Figure7-8 Histogram for Ri3

A single respondenindicated thatrisk factor (Ri4) delayed approvab is 10%
likely to occur as a result ahitiation risks related tathe cost of the security system, 2 out of
68 indicated12%, 11chosel4%, 22chosel8%, 1l4indicated20%, 13though24%, 3chose

28%, and only 1 out of 68 thought 36%.

Mean & Standard Deviation
mid The likelihood of Ri4 ranging from-80%
on initiation risk has a mean of 0.19.Th

Histogram

z42
a8

distribution curve of this variable shoy
that it is positively skewed, with
Skewness of 0.677. It has a stand

' 4/17% e deviation of .046

Rig

Frequency
1

Figure7-9 Histogram for Ri4

Only 1 out of the 68 respondents indicated thiak factor (Ri5) 6dck of defined
scope i s likely %6 occur as a result ahitiation risks related tothe cost of the security
system, 23 out of 68 indicated 28%, dwse36%, 1lindicated40%, and 1&hose56%.
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Mean & Standard Deviation
Rl The likelihood of Ri5 ranging from-Q
] 60% oninitiation risk has a mean of]

Histogram

0.38.The distribution curve of th
variable shows that it is positive
skewed, with a Skewness of 0.627.

Frequency
g 8

(,__,J/lj]/ .

Figure7-10 Histogram for Ri5

has a standard devien of .109.

Two respondents indicated thiask fa ¢ t o r sc@pRdrebp) 66%dikely to occur
as a result oiitiation risks related tathe cost of the security system, 11 out of 68 indicated
7%, 20throug8%, 13chose9%, 10indicated10%, 7 out of 6&hought12%, 4chosel4%,

and only 1 out of 68 thought 18%.

Mean & Standard Deviation
Ll The likelihood of Ri6 ranging from-Q
20% oninitiation risk has a mean of]

Histogram

0.09.The distribution curve of th
variable shows that it is positive

skewed, with a Skewness of 1.505.

Frequency

has a standard deviation of .022.

Figure7-11 Histogram for Ri6

A total of 3 out of the 68 respondents who patrticipated in the survey indicated that
risk factor (Ri7) 6 @d plating 0 i1@%likely to occur as a result ofitiation risksrelated to
the cost of the security system, 5 indicated 12%¢ch8sel14%, 17throughl8%, 2lindicated

20%, 8 24%, and 1 out of @hose28%.
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Histogram Mean & Standard Deviation

Ri7 The likelihood of Ri7 ranging from-0

04

24z
Vag

falel

® |
g

30% oninitiation risk has a mean of
0.18.The distribution curve of th
variable shows that it is negative
skewed, with a Skewness €.668. It

Frequency

has a standard deviation of .04. This

/17*7[ an indication that the responder

& b - agreed thaRi7is highly likely to occur.

Ri7

Figure7-12 Histogram for Ri7

A single respondent indicatethat risk factor (Ri8) Gnter-dependencies are not
defined well 6 8% likely to occur as a result ohitiation risks related tothe cost of the
security system, 1 out of Ghosel0%, 13 indicated 12%, lifdicated14%, 13thoughii8%,
14 chose20%, 3indicated24%, and only 4 out of 68iough28%.

Histogram Mean & Standard Deviation

- = The likelihood of Ri8 ranging from-80%
o oninitiation risk has a mean of 0.17.Th

distribution curve of this variable shoy

Frequency

that it is positively skewed, with

/ - Skewness of 0.754. It has a stand
+ - deviation of .046.

RIB

Figure7-13 Histogram for Ri8

Nine respondents indicated thatsk factor (Ri9) 6nter-dependencies are not
coordinated andapproved 6 i28%likely to occur as a result afitiationrisksrelated tahe
cost of the security system, 26 out of 68 indicated 36%ghb&e40%, and only 14hought
56%.
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Mean & Standard Deviation

Histogram
| RIS N The likelihood of Ri9 ranging from-Q
- Ao 60% oninitiation risk has a mean of
o 0.40.The distribution curve of th
;Eg variable shows that it is positive

1
/H//
o=y t 1
20 30

40
Ri9

Figure7-14 Histogram for Ri9

skewed, with a Skewness of 0.817.
has a standard devien of .089.

One respondenndicated thatrisk factor (Ri10) 6 mssing critical activities from
scopel i183% likely to occur as a result ehitiation risks related tothe cost of the security
system, 13 out of 68 indicated 14%, 2®ughi8%, 18chose20%, 7 indicated24%, 3
believed28%, 2indicated36%, andanother2 out of 68thought40%.

Mean & Standard Deviation

30
Ril0

Figure7-15 Histogram for Ri10

Histogram
| LER The likelihood of Ri10 ranging from-Q
| — . 50% oninitiation risk has a mean of
| - 0.30.The distribution curve of th
?‘— L variable shows that it is positive
skewed, with a Skewness of 1.857.
| " - has a standard deviation of .058.

Threerespondents indicated thesk factor (Rill) 6 u n k rstakehvolderso 9%

likely to occur as a result ofitiation risksrelated tathe cost of the security system, 2 out of

68 thought14%, 2chose20%, 16believed28%, 23indicated36%, 17chose40%, and 5 out

of 68indicated56%.
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Histogram Mean & Standard Deviation

Ri1l The likelihood of Rill ranging from-Q

] WEETTT 1 60% oninitiation risk has a mean of
0.34.The distribution curve of th
variable shows that it is negative

Frequency

skewed, with a Skewness of309. It
= has a standard deviation of .10. This

an indication that the responder

- agreed thatRi1l is highly likely to

Figure7-16 Histogram for Ri1l
occur.

One respondenndicated tharisk factor (Ril2) 6edchnology design failureé i s 6 %
likely to occur as a result afitiation risks related tathe cost of the security system, 2 out of
68 chose7%, 16answered3%, 20though®%, 7 indicated 0%, 8answeredl2%, 3chose
14%, 1answered.8%, 5throug20%, 4believed24%, and only 1 out of 68 thought 28%.

Histogram Mean & Standard Deviation
Ri12 The likelihood of Ril2 ranging from-(

z

- 30% on initiation risk has a mean of
0.11.The distribution curve of this variald

1

shows that it is positively skewed, with
skewness of 1.717. It has a stand

10 L
\q\i deviation of .051.
o !—‘ - } . + | — -

Ril2

Frequency

Figure7-17 Histogram for Ri12

A total of 2 out of the 68 respondents indicated thiak factor (Ri13) 0 isks in
specification breakdowno i s lik&lyto occur 3 indicated 10%, 2hosel2%, 14answered
14%, 17thoughii8%, 17indicated20%, 7believed24%, and 6 out of 68 thought 28%.
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Histogram Mean & Standard Deviation

sas The likelihood of Ril3 ranging from-Q
80% oninitiation risk has a mean of

o—

272

7 0.18.The distribution curve of this variah

Frequency

t] shows that it is positively skewed, with

- skewness of 0.210. It has a stand
deviation of .048.

Ri1l3

Figure7-18 Histogram for Ri13

Just1 out of the 68 respondents indicated thisk factor (Ril4) 6 mrealistic
expectations ofstakeholder® 2Pdgkely to occur as a result afitiation risksrelated tahe
cost of the security system,ahsweredb%, 8though?7%, 10chose8%, 21lindicated9%, 18
chosel0%, 3believed12%, 2answered 4%, and 3 out of 681ought18%.

Histogram Mean & Standard Deviation
Riia The likelihood of Ril4 ranging fron
g 0-30% oninitiation risk has a mean
of 0.09.The distribution curve of th

z
]

variable shows that it is positive

Frequency

il skewed, with a skewness of 1.453
has a standard deviation of .035.

I_I s H 2o

.10
Ril4

Figure7-19 Histogram for Ril4

Only 2 out of the 68 respondentdinated thatisk factor (Ril15) 6 cheduleflaws 6 i s
3% likely to occur as a result afitiation risksrelated tahe cost of the security system, 1 out
of 68 indicated 4%, those6%, 8answered’%, 16 out of 6&hought8%, 16indicated9%,
16 believed10%, 4answered.2%, 3indicated14%, and 1 out of 6Believed18%.
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Histogram Mean & Standard Deviation

wis | The likelihood of Ril5 ranging
from 0-80% oninitiation risk has

2z
g

a mean of 0.09.The distributio

Frequency

curve of this variable shows that
is positively skewed, with
skewness of .691. It has a stand

s deviation of .023.

Figure7-20 Histogram for Ri15

Two respondents indicated thask factor (Ril6) 6 gality managementissueso i s
6% likely to occur as aesult ofinitiationrisksrelated tahe cost of the security system, 7 out
of 68 answered/%, 13 chose8%, 15answeredd%, 15thoughfi0%, 9indicated12%, 4
believed14%, and 3 out of 6&hought18%.

Histogram Mean & Standard Deviation

mize The likelihood of Ril6 ranging
from 0-20% oninitiation risk hasa
T TN mean of 0.10.The distributio

curve of this variable shows that

Frequency

B [~ is positively skewed, with

e skewness of 1.464. Ithas a
Figure7-21 Histogram for Ri16 standard deviation of .026.

A total of 4 out of the 68 respondents indicated thiak factor (Ril7) 6 biman
resources managemenssuesd i6%likely to occur as a result @fitiation risks related to
the cost of the securityystem, 9 out of 68 indicated 7%, iBough8%, 15chose9%, 9
answeredl0%, 4thoughii2%, 7believed14%, lindicated18% andanotherl out of 68

answere®4%.
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Histogram

Mean & Standard Deviation

Frequency

Ril7

’7| . = .

Ril7

Figure7-22 Histogram for Ri17

The likelihood of Ril7 ranging fron
0-30% oninitiation risk has a mean
of 0.09.The distribution curve of th
variable shows that it is positive
skewed, with a skewness of 2.314
has a standard dextion of .03.

Two respondents indicated thatsk factor (Ril8) 6 mcurement management

issueso 13%dlikely to occur as a result ohitiation risks related tothe cost of the security

system, 2 out of 68hought6%, Gchose7%, 13answeredB%, 21indicated9%, 1lanswered
10%, 5 12%, 3 out of 6&hought14%, 1believed18%, 1answered20%, and 2 out of 68

answere®4%.

Histogram

Mean & Standard Deviation

Frequency

s
RI1S

Figure7-23 Histogram for Ri18

The likelihood of Ri18 ranging from-(
30% oninitiation risk hasa mean of
0.10.The distribution curve of th
variable shows that it is positive
skewed, with a skewness of 2.068|
has a standard deviation of .038.

A total of 5 out of the 68 respondents indicated thek factor (Ril9) dite

managementissueso i6%likely to occur as a result @fitiation risks related tothe cost of
the securitysystem, 6answered7%, 12 indicated 8%, 16hose9%, 18 thoughti0%, 2
answered12%, 1 thoughti4%, 5 indicated 18%, 2 believed28%, and only 1 out of 68

indicated40%.
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Histogram Mean & Standard Deviation

LELA The likelihood of Ri19 ranging from-C
50% oninitiation risk has a mean of|
0.11.The distribution curve of th

Frequency

variable shows that it is positive
skewed, with a skewness of 3.348. It |

= \j\_m = a standard deviation of .056.

Ri19

Figure7-24 Histogram for Ri19

Just 2 out of the 68 respondents indicated thagk factor (Ri20) 6 @or
workmanship quality 6 i1@8%ikely to occur as a result ofitiation risks related tothe cost
of the securitysystem, 2answeredl2%, 13chosel4%, 13though20%, 1lanswered24%,
10 believed28%, and 4 out of 68hose36%.

Histogram Mean & Standard Deviation
Ri20 , The likelihood of Ri20 ranging from-Q

B BB R 50% oninitiation risk has a mean of
] 0.21.The distribution curve of th

Frequency
1

variable shows that it is positive

') skewed, with a skewness of .655. It ha
/f{— ‘ ] :l . standard deviation of .063.

RIZO

Figure7-25 Histogram for Ri20

Only 2 out of the 68 respondents indicated thak factor (Ri21) 6requent delay
designchangedsi12%ikely to occur as a result @fitiation risks related tothe cost of the
securitysystem, 15 indicated 14%, XHhosel8%, 14answered®0%, 8though24%, 7chose
28%, 1believed36%, and 2 out of 6Bidicated40%.
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Histogram

Mean & Standard Deviation

Frequency

Ri21

Figure7-26 Histogram for Ri21

The likelihood of Ri21 ranging from-Q
50% oninitiation risk has a mean of
0.20.The distribution curve of th
variable shows that it is positive
skewed, with aleewness of 1.440. It ha
a standard deviation of .06.

A total of 2 out of the 68 respondents indicated thisk factor (Ri22) 6 antractor

factor to platform ¢ i18%ikely to occur as a result @fitiation risks related tothe cost of
the securitysystem, 13answeredl4%, 15thoughfi8%, 15 indicated 20%, 1¢hose24%, 9

answere®8%, and 2 out of 68hought36%.

Histogram

Mean & Standard Deviation

Ri22

Frequency

2

30 as 40

Figure7-27 Histogram for Ri22

RIZZ

The likelihood of Ri22 ranging from-B0%
on initiation risk has a mean of 0.20.Th
distribution curve of this variable shoy
that it is positively skewed, with
skewness of .470. It has a stand
deviation of .054.

This is an indication that the respemds agreec

thatRi22is highly likely to occur.

Two respondentsansweredthat risk factor (Ri23) 6 @or negotiation between

different stakeholdersé i12%ikely to occur as a result anitiation risksrelated tathe cost
of the security system, 17 out of 68 indicated 14%chi@sel18%, 12answered20%, 10
thoughR4%, 7indicated28%, 5believed36%, 1thought40%, and 1 out of 6&dicated

56%.



Histogram Mean & Standard Deviation

Ri23 The likelihood of Ri23 ranging from-60% on
e initiation risk has a mean of 0.21.Th
distribution curve of this variable shows tha

Frequency

is positively skewed, with a skewness of 1.7
It has a standard deviation of .08.

Ri23

Figure7-28 Histogram for Ri23

7.3.2 Influence ofRisks onthe ImplementatioGosts (Rmx)

This section presentthe survey results for ghimpact of themplementatiorrisks on
the cost of security systems. The likeodof each risk factor i;ndicated

Two respondentsthought that risk factor (Rml) 6 lrange in managemenb is
12%ikely to occur as a result afnplementationrisks related tothe cost of the security
system, 12 out of 68 indicated 14%, ¢8osel18%, 15answered0%, 10thoughf4%, 9
indicated28%, and 1 out of 6&8nswereB6%.

Histogram Mean & Standard Deviation

20 Mean = .20

mmi The likelihood of Rm1 ranging from-80% on
implementation risk has a mean of 0.20.Th

a distribution curve of this variable shows that if

Frequency

positively skewed, with a skewness of .697. It
' 44 a standard deviation of .049.

==

Rm1

Figure7-29 Histogram for Rm1

Only 1 out of the 68 respondents indicated thsit factor (Rm2) 6 vong timeframe
estimation 6 i8%likely to occur as a result ofnplementationrisksrelated tothe cost of the
security system, 1 out of @Bought9%, 1answeredl0%, 14 indicated 12%, answered
18%, 1chose20%, 5though24%, 8indicated28%, 27believed36%, 13chose40%, and 6

out of 68answeredb6%.
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Histogram Mean & Standard Deviation

m2 The likelihood of Rm2 ranging from-80% on

\\\\\\\
=68

implementation risk has a mean of 0.34.Th
distribution curve of this variable shows tha

Frequency
g

is negatively skewed, with a skewness.@B0.

™ It has a standard deviation of .113
- - — | ﬁ\L This is an indication that the resmplents agreed thg

e Rm2 is highly likely to occur.

Figure7-30 Histogram for Rm2

A total of 2 out of the 68 responderamsweredhatrisk factor (Rm3) 6 ltangein
laws fulesd 1R%likely to occur as a result anplementationisksrelated tahe cost of the
security system, 9 indicated 14%, 22 out ofdb®sel8%, 1lbelieved20%, 13answered
24%, 9thought28%, and 2ndicated36%.

Mean & Standard Deviation

Histogram

s The likelihood of Rm3 ranging from-80% on

zZ!
1

implementation risk has a mean of 0.21.Th

distribution curve of this variable shows tha

Frequency

g is positively skewed, with a skewness of .7

Z=d

It has a standard deviation of .052.

Rm3

Figure7-31 Histogram for Rm3

One respondent indicated thatsk factor (Rm4) @oor projectmanagemend s
6%ikely to occur as a result amplementationrisks related tothe cost of the security
system, 8 out of 6&8nswere@%, 5 indicated 8%, 1dhosed9%, 14thoughii0%, 12answered
12%, 8chosel4%, lindicated18%, 3thoughf0%, 1believed24%, and only 1 out of 68

answere®8%.

156



Histogram

Mean & Standard Deviation

Rm4

1

Frequency

Rm4

Figure7-32 Histogram for Rm4

The likelihood of Rm4 ranging from-80% on
implementation risk has a mean of 0.11.Th
distribution curve of this variable shows that it
positively skewed, with a skewness of 2.002.

It has a standard deviation of .117.

Just2 out of the 68 respondentsoughtthat risk factor (Rm5) 6 elays due to

coordinates with other contractorsd

l2%likely to occur as a result omplementation

risksrelated tathe cost of the security system, 13 out of 68 indicated 14%ar&ivered8%,
15 chose20%, 12thought24%, and Sndicated28%.

Histogram

Mean & Standard Deviation

Frequency

| The likelihood of Rm5 ranging from-80% on

2o
RmMS

Figure7-33 Histogram for Rm5

implementation risk has a mean of 0.19.Th
distribution curve of this variable shows thal
is positively skewed, with a skewness of .386

It has a standard deviation of .042.

Two respondents indicated thaisk factor (Rm6) drailure to identify complex

functionalities and time required to develop thosdunctionalitiesd 1i2%likely to occur

as a result ofmplementatiorrisks related tothe cost of the security system, 19 out of 68

thought14%, 15answeredl8%, 17believed20% 9 thought24%, and 6 out 6&dicated

28%.
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Histogram Mean & Standard Deviation

Rm6 The likelihood of Rm6 ranging from-80%

o3
aes

on implementation risk has a mean of
0.19.The distribution curve of this varialy

shows that it is positively skewed, with

Frequency

skewness of .514.1t has a standard devia

“ /F{ of .044.

RmMm6

Figure7-34 Histogram for Rm6

Just1l out of the 68 respondents indicated thiak factor (Rm7) 6nformation
security incidentsdis 7%ikely to occur as a result afnplementationisksrelated tahe cost
of the security system, 2 out of @ughB8%, 2 indicated 10%, dnsweredl2%, 18chose
14%, 15believed18%, 11lindicated20%, 8chose24%, and 7 out of 68nswere®8%

Histogram Mean & Standard Deviation

Lk The likelihood of Rm7 ranging from €80% on
] implementation risk has a mean of 0.18.Th
distribution curve of this variable shows thal

Frequency

L is positively skewed, with a skewness of .272

It has a standard deviation of .053.

§ os 10

RmMm7

Figure7-35 Histogram for Rm7

Two respondents indicated thaisk factor (Rm8) Gdgacy components lack
adequate documentatiodis 12%ikely to occur as a result @mplementatiorrisks related
to the cost of the security system, 15 out of @®sel4%, 21thoughii8%, 14answere®0%,
10thoughR4%, Sindicated28%, and 1 out of 68hose40%.
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Histogram Mean & Standard Deviation

Rms The likelihood of Rm8 ranging from-B0% on

| i implementation risk has a mean of 0.19.Th
] ] distribution curve of this variable shows that
T | is positively skewed, with a skewness of 1.34

Frequency

It has a standard deviation of .049.

30
Rm3

Figure7-36 Histogram for Rm8

Only 1 out ofthe 68 respondenensweredhat risk factor (Rm9) 6 ecurity assets
are not maintainabledis 6%ikely to occur as a result amplementatiorrisks related tathe
cost of the security system, 6 out of 68 indicated 7%thbligh8%, 18answere®d%, 15
chosel0%, 6believed12%, 2indicated14%, 1chosel8%, 7answered0%, and 1 out of 68

indicated40%.

Histogram Mean & Standard Deviation
Rmo The likelihood of Rm9

2

ranging from 650% on
implementation risk has a
mean of 0.11.The distributio
curve of this variable show

W m that it is positively skewed
SN A o with a skewness of 3.245.

RmM9

Frequency

It has a standard deviation

Figure7-37 Histogram for Rm9
.052.

Two respondentgansweredhatrisk factor (Rm210) 6dck of operationalisationdis
12%ikely to occur as a result afnplementationrisks related tothe cost of the security
system, 12 out of 68hought 14%, 23 indicated 18%, 1thoughf0%, 5chose24%, 4
indicated28%, 1thought36%, and 2 out of 6Believed40%.
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Histogram Mean & Standard Deviation

Rm10 The likelihood of Rm10 ranging from-80%

| on initiation risk has a mean of 0.20.Th

distribution curve of this variable shows that

Frequenc—y
|
h

is positively skewed, with a skewness of 1.93
It has a standard deviation of .055.

1o 20 ao

30
RmM10

Figure7-38 Histogram for Rm10

Two respondents thoughthat risk factor (Rml1l) 6 elays due to physical
infrastructure 6is 7%ikely to occur as a result emplementatiorrisksrelated tathe cost of
the security system, 2 out of 68 indicated 8%answere®%, 2thoughfi0%, 2chosel2%,
12 indicated 14%, 18 believed 18%, 17 answered20%, 6 chose24%, 4 thought 28%,
lindicated36%, and 1 out of 6&8nsweredl0%.

Histogram Mean & Standard Deviation

Rem11 | The likelihood of Rm11 ranging from-80%

z

- ' on implementation risk has a mean of

0.18.The distribution curve of this variah

Frequency

shows that it is positively skewed, with

skewness of .851. It has a standard devia
..

i of .06.

20
RmM11

Figure7-39 Histogram for Rm11

A single respondent indicated thaisk factor (Rm12) 6 mexpected project scope
expansion® 8Rdikely to occur as a result anplementatiorrisksrelated tothe cost of the
security system, 3 out of 68 indicated 10%h®sel2%, 12thoughfi4%, 19answeredl 8%,

19 indicate®0%, 5believed24%, 5though28%, 1chose36%, and 1 out of 6&dicated
40%.
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Histogram

Mean & Standard Deviation

Frequency

Rml12
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"1 40% on implementation risk has a

Figure7-40 Histogram for Rm12

Rm12

The likelihood of Rm12 ranging from-(

mean of 0.19.The distribution curve
this variable shows that it is positive
skewed, with a skewness of 1.182. It 1

a standard deviation of .055.

Justl out of the 68 respondents indicated thsk factor (Rm13) 6 gduct solution

is complex toimplement 6 i6%likely to occur as a result ofnplementatiorrisksrelated to

the cost of the security system, 11 out of 8®ught7%, 10answeredB%, 15chose9%, 14
indicated10%, 4 out of 6&elieved12%, 3chosel4%, 1answeredl8%, 1thought20%,
lindicated24%, 1chose36%, lanswered0%, and 5 out of 6Bidicated56%.

Histogram

Mean & Standard

Deviation

a0

Frequency

T
.00

Figure7-41 Histogram for Rm13

Rm13

The likelihood of Rm13 rangin
‘| from 0-60% onimplementation risk
has a mean of 0.14.The distributiqg
curve of this variable shows that it
positively skewed, with a skewne
of 2.621. It has a standard deviati
of .132.

A total of 3 out of the 68 rgmndents indicated thatisk factor (Rm14) o taff

turnovebis 6%ikely to occur as a result omplementatiorrisks related tothe cost of the
security system, 6 out of 68 indicated 7% ti0ugh8%, 21lanswere®%, 15thoughfi0%, 4
chosel2%, 3believed14%, 2 indicated 18%, Bhought20% and only 1 out 6&8hswered

24%.



Histogram Mean & Standard

Deviation

Rm14 The likelihood of Rm14 ranging fron
T | 0-30% onimplementation risk hasa
mean of 0.10.The distribution cury

of this variable shows that it i

7 mp= positively skewed, with a skewne
] B of 2.110. It has a standard deviati
. os ‘o I_l Iy 20 [_I,J-,

of .036.

Frequency

Rmi14

Figure7-42 Histogram for Rm14

A single respondent indicated thatisk factor (Rm15) dnsufficient financial
resource®is 14%ikely to occur as a result aiplementatiorrisksrelated tathe cost of the
security system, 3 out of GBought18%, 3 indicated 20%, &anhswered®8%, 23chose36%,
15 believed40%, and 16 out of 6 1ought56%.

Histogram Mean & Standard Deviation

Rm15 The likelihood of Rm15 ranging from&0%

z

- 7 on implementation risk has a mean of]
0.39.The distribution curve of this variab

shows that it is positively skewed, with

Frequency

skewness of .065. It has a standard devia
| of .114.

Rm15

Figure 7-43 Histogram for Rm15

Only one respondent answerdtht risk factor (Rm16) 6dck of training on the
systemo i4%dikely to occur as a result amplementatiorrisks related tothe cost of the
security system, 2 out of 68 indicated 5%thdugh6%, 4 chose7%, 10though8%, 26
answere®%, 14indicated10%, 4believed12%, 1chosel4%, and 4 out of 68 indicated

18%.
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Figure7-44 Histogram for Rm16
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The likelihood of Rm16 ranging from-(
20% onimplementation risk hasa mean
of 0.09.The distribution curve of th
variable shows that it is positivel
skewed, with a skewness of 1.699. It K

a standard deviation of .027.

A total of 4 out of the 68 respondents indicated thiak factor (Rm17) 6 por
guality managements 12%ikely to occur as a result @mplementatiorrisks related tothe
cost of the security system, 16 out of B®ughfid%, 22answeredl8%, 11chose%, 6

indicated24%, 6answere®8%, and 3 out of 68ought36%.

Histogram

Mean & Standard Deviation

Frequency

RmM17

Figure7-45 Histogram for Rm17

The likelihood of Rm17 ranging from-(
40% on implementation risk has a
mean of 0.19.The distribution curve
this variable shows that it is positive
skewed, with a skewnes$ 1.286. It hag

a standard deviation of .056.

7.3.3 Influence ofRisks a the Acquisition Cost(RAX)

This section providethe survey results for the impact of thequisitionrisks on the

cost of security systems. The likelihoofleach risk factor is presented.
Two respondents indicated theisk factor (RA1) édck of fundsé 1i8%likely to

occur as a result adcquisitionrisks related tothe cost of the security system, 1 out of 68

answere20%, 12though28%, 26chose36%, 18answeredt0%, and 9 out of 68 thought

56%.
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Histogram Mean & Standard

Deviation

RA1 The likelihood of RA1 ranging from
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0-50% on acquisition risk has a
mean of 0.38.The distribution cury

of this variable shows that it i

N
°
1

positively skewed, with a skewne

Frequency

of .557. It has a standard deviati
of .09.
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Figure7-46 Histogram for RA1

Only one respondent thought thatrisk factor (RA2) &6unning out of
fundsGs20%ikely to occur as a result @fcquisitionrisks related tothe cost of the security

system, 11 out of 68 indicated 28%, &Tswered36%, 20chose40%, 8 thought 56%and
only 1 out of 6&nswere@2%.

Histogram Mean & Standard Deviation

RA2 The likelihood of RA2 ranging from-80%

z

— ¥E on acquisition risk has a mean of 0.39.Th
distribution curve of this variable shows th

it is positively skewed, with a skewness

Frequency

1.309. Ithas a standard deviation of .089.

/ : = :
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50
RA2

Figure7-47 Histogram for RA2

Five respondents indicated thatisk factor (RA3) d<&ontinually changing
requirementsd  12%likely to occur as a result afcquisitionrisks related tothe cost of the
security system, 9 out of 68 indicated 14% tl2ughfi8%, 13answere®0%, 6¢chose24%,
11 thought28%, and 2 out 6Bdicated36%.
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Figure7-48 Histogram for RA3
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The likelihood of RA3 ranging from-80%

1 on acquisition risk hasa mean of 0.20.Th

distribution curve of this variable shows th
it is positively skewed, with a skewness
.820. It has a standard deviation of .055.

A total of 3 out of the 68 respondents indicated thiak factor (RA4) 6 market

development pace rendering productsobsolete 6 i 12%ikely to occur as a result of

acquisitionrisks related tothe cost of the security system, 13 out of &sweredl4%, 17
thoughil8%, 15chose20%, 10believed24%, 8though28%, lindicated36%, and only 1

out of 68answeredt0%.

Histogram

Mean & Standard Deviation
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Figure7-49 Histogram for RA4

Z

The likelihood of RA4 ranging from -0

"1 50% on acquisition risk has a mean of

0.20.The distribution curve of this variab
shows that it is positively skewed, with
skewness of 1.085. It has a stand

deviation of .055.

A total of 5 out of the 68 respondentisoughtthat risk factor (RA5) 6 ltanging

7

priorities ¢ i18%ikely to occur as a result acquisitionrisks related tothe cost of the
security system, 13 out of 68 indicated 14%, &fose 18%, 13 answered20%, 7
though24%, 8answere®8%, 1chose36%, and only 1 out of 68dicated40%.
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Histogram Mean & Standard Deviation

RAS The likelihood of RA5 ranging from-80%
“" on acquisition risk has a mean of 0.20.Th

distribution curve of this variable shows th

Frequency

it is positively skewed, with a skewness
1 1.192. It has a standard deviation of .056.

10
RAS

Figure7-50 Histogram for RA5

Threerespondents indicated thesk factor (RA6) 6 gvernment rule change8is
12%ikely to occuras a result ohcquisitionrisksrelated tahe cost of the security system, 10
out of 68 indicated 14%, 2shosel8%, 9though20%, 13indicated24%, 9answere®8%, 1
chose36%, and only 1 out of 6&ought40%.

Histogram Mean & Standard Deviation

RAG The likelihood of RA6 ranging from-0
“oel 500 onacquisition risk has a mean of
0.20.The distribution curve of thi

variable shows that it is positivel

Frequency

4 skewed, with a skewness of .965. It h

s
o ! —

10 20 30 a0

RA6

a standard deviation of .056.

Figure7-51 Histogram for RA6

Threerespondents indicated thask factor (RA7) 6 ardware and softwaredefects
0 i12%ikely to occur as a result acquisitionrisksrelated tahe cost of the security system,
3 out of 68thought14%, 24answeredl8%, 14chose20%, 10believed24%, dndicated
28%, and only 1 out of 6&ought36%.
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Histogram Mean & Standard Deviation

RA7 The likelihood of RA7 ranging from-@0% on
acquisition risk hasa mean of 0.20.The
distribution curve of this variable shows that it is

positively skewed, with a skewness of98% has a

Frequency

standard deviation of .047.

10

Figure7-52 Histogram for RA7

RA7

Only 1 out of the 68 responderttsoughtthatrisk factor (RA8) dntegration issues
0 i6%likely to occur as a result afcquisitionrisksrelated tathe cost of the security system,
9 out of 68 indicated 7%, &hose8%, 17answere®%, 22thought0%, 4indicated12%, 1
believedl14%, 5chose20%, and only 1 out of 6iought24%.

Histogram Mean & Standard Deviation

Bas The likelihood of RA8 ranging from-80% on
— acquisition risk has a mean of 0.10.Th

distribution curve of this variable shows that it

Frequency

positively skewed, with a skewness of 2.290

has a standard deviation of .036.

RAS

Figure7-53 Histogram for RA8

A total of 5 out of the 68 respondents indicated ttisk factor (RA9) dnaccurate
cost forecastso i2@%ikely to occur as a result @icquisitionrisksrelated tothe cost of the
security system, 1 out of GBought24%, 12answered®8%, 21chose36%, 16thought40%,
and 13 out of 6&dicated56%.
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Histogram Mean & Standard Deviation

- | The likelihood of RA9 ranging from-680%

z

on acquisition risk has a mean of 0.38.Th

distribution curve of this variable shows th

Frequency

it is positively skewed, with a skewness
.424. It has a standard deviation of .105.

RAS

Figure7-54 Histogram for RA9

Just one respondeimdicated thatisk factor (RA10) 6 xxhange rate variability not
managedwell 6 i1%ikely to occur as a result @fcquisitionrisks related tothe cost of the
security system, 1 out of G&hose6%, 15answered’%, 5thought8%, 20indicated9%, 9
chosel0%, 3believed12%, 3 out of 68 thought 14%,ahsweredl8%, 2indicated20%, 1
thought24% and only 1 out of 68hose40%.

Histogram Mean & Standard Deviation

RA10 The likelihood of RA10 ranging from -B0% on

: acquisition risk hasa mean of 0.11.Theistribution
curve of this variable shows that it is positive

M skewed, with a skewness of 2.725. It has a stan

Frequency

deviation of .055.

RA10

Figure7-55 Histogram for RA10

Two respondents indicated thatsk factor (RA11l) Odilure to integrate with
existing systemsod 118%ikely to occur as a result afcquisitionrisks related tothe cost of
the security system, 6 out of @Bought 12%, 9 answered14%, 15 chose 18%, 21
though20%, 8indicated24%, and 7 out 68nswered®8.
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Figure7-56 Histogram for RA11

19

Std. Dev. = .04

The likelihood of RA11 ranging from-0
30% onacquisition risk hasa mean of
0.19.The distribution curve of thi
variable shows that it is positivel
skewed, with a skewness of .178. It

a standard deviation of .047.

A total of 3 out of the 68 respondents indicated tha#k factor (RA12)

0 mavailability of adequate testenvironment 6 i6%likely to occur as a result afcquisition

risks related tothe cost of the security system, 5 out of &swered’%, 8believed8%, 21
though©%, 17 answeredl0%, 4indicated12%, 3chosd4%, 3thought8%, 3 answered

20%, and onlyL out of 68chose24%.
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Figure7-57 Histogram for RA12

z
]

’| on acquisition risk has a mean of 0.10.Th

The likelihood of RA12 ranging from-80%

distribution curve of this variable shows th
it is positively skewed, with a skewness
1.954. It has a standard deviation of .036.

Four respondents indicated thatisk factor (RA13) Odilure to integrate
componentsé i13%likely to occur as a result afcquisitionrisks related tothe cost of the
security system, 13 out of @Ghsweredl4%, 16thoughii8%, 16chose20%, 15indicated

24%, 3answere®8%, and only 1 out of 6iought36%.
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Histogram Mean & Standard Deviation

RA13 The likelihood of RA13 ranging from-Q

WESETT™ 40% onacquisition risk has a mean of

15| - 0.19.The distribution curve of this variab

shows that it is positively skewed, with

Frequency

skewness of .058. It has a stand

- 7 \ﬂ\ deviation of .047.

RA13

Figure7-58 Histogram for RA13

Only 1 out of the 68 respondents indicated thak factor (RA14) 6 ecurity asset
disrupts operations6 i1%likely to occur as a result acquisitionrisksrelated tahe cost of
the security system, 3 out of 680se2%, 2answered%, 1thought5%, lindicated6%, 6
answered/%, 9 believed8%, 18chose9%, 9indicated10%, 7answeredl2%, 9 hought
14%, 1chosd.8%, and only 1 out of 68elieved20%.

Histogram Mean & Standard Deviation

RA14 The likelihood of RA14 ranging fron

z

= B 0-30% onacquisition risk hasa mean
of 0.09The distribution curve of this

variable shows that it is positivel

Frequency

| skewed, with a skewness of .108. It h

a standard deviation of .035.

RA14

Figure7-59 Histogram for RA14

7.3.4 Influence ofRisks o the OperationsandMaintenanceCosts(Rox)

Surveyresultsregardingthe impact of theoperatiors and maintenanceaisks on the
cost of security systenase presented her€he likelihoodof each risk factor isndicated.

Only 1 out of the 68 respondents indicated thiak factor (Rol) 6dck of poor
policy performance for monitoring the system ¢ i 38dikely to occur as a result of
operationsand naintenancerisks related tothe cost of the security system, 1 out of 68
answered%, 1thought8%, lanswere®%, 1chosel2%, 2indicated20%, 3believed24%,
11chose28%, 20 thought 36%, l#nswered0%, and 11 out of 6@ dicated56%.
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Histogram Mean & Standard Deviation

Rol The likelihood of Rol ranging from-(Q
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Figure7-60 Histogram for Ro1l

A total of 4 out of the 68 respondents indicated tRask Factor (Ro2) 6 por
implementation which leads to technicalrisks 6 i 12%ikely to occur as a result of
operationsand maintenanceisks related tothe cost of the security systefhO out of 68
answeredl4%, 17chosel8%, 14thoughR0%, 12indicated24%, 10believed28%, and only

1 out of 68thought36%.

Histogram Mean & Standard Deviation

Ro2 The likelihood of Ro2 ranging from-80% onoperations and
" | maintenance risks hasa mean of 0.20.The distribution cur
of this variable shows that it is positively skewed, with

skewness of .481. It has a standard deviation of .051.

Frequency
g
|
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Ro2

Figure7-61 Histogram for Ro2

Two respondents indicated thaisk factor (Ro3) édilure to address priority
conflicts 0 i112%ikely to occur as a result @perationsandmaintenanceisksrelated tathe
cost of the security system, 13 out of t68ught14%, 15answeredl8%, 10though20%, 16
chose24%, 1lanswered®8%, and only 1 out of 6@dicate86%.
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Histogram Mean & Standard Deviation

Ro3 o The likelihood of Ro3 ranging from-80% on
) operations and maintenance riskshas a mean o

0.21.The distribution curve of this variable sho

Frequency
5 -

that it is positively skewed, with a skewness of .3

It has a standard deviation of .052.

B —

Ro3

Figure7-62 Histogram for Ro3

Just2 out of the 68 respondents indicated thisit factor (Ro4) o dilure to allocate
and resolve theresponsibilities 6 i 12%ikely to occur as a result ofperationsand
maintenanceisks related tothe cost of the security system, 15 out of B®ught14%, 12
chosel8%, 19indicated20%, 9answere®4%, 1melieved28% and only 1 out of 68&hought
36%.

Histogram Mean & Standard Deviation

Ro4 The likelihood of Ro4 ranging from-80% on
operations and maintenance riskshas a meatr
— of 0.20.The distribution curve of this variab
< shows that it is positively skewed, with

Frequency

skewness of .605. It has a standard deviatio
o .051.

T
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Figure7-63 Histogram for Ro4

25
Ro4

Two respondents indicated thiagk factor (Ro5) 6nisufficient human and financial
resourceso i1@%ikely to occur as a result adperationsandmaintenanceisksrelated tahe
cost of the security system, 2 out of B&8lieved12%, 11lansweredl4%, 16indicated18%,
12 though20%, 16chose24%, 8answere®8%, and only 1 out of 6&dicated36%.
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Figure7-64 Histogram for Ro5

Ro5

'| operations and maintenance risks has mean of]

The likelihood of Ro5 ranging from -80% on

0.20.The distribution curve of this variable sho
that itis positively skewed, with a skewness of .3

It has a standard deviation of .052.

Only 2 out of the 68 respondentsoughtthatrisk factor (Ro6) 6niadequate subject
training 6 i12%ikely to occur as a result @perationsand maintenanceisks related tothe
cost of the security system, 15 out of 68 indicated 14%haidghti8%, 12answered20%,
11 chose24%, 10believed28%, and only 1 out of 68dicated36%.
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Figure7-65 Histogram for Ro6

RO6

operations and maintenance risks haa mean of]

The likelihood of Ro6 ranging from-80% on

0.20.The distribution curve of this variable sho
that it is positively skewed, with a skewness
.606. It has atandard deviation of .052.

Just 2 out of the 68 respondents

resource planning 6 i6%dikely to occur as

indicated thiak factor(Ro7) dnadequate

a result aperationsand maintenanceisks

related tathe cost of the security system, 9 out of @®&se7%, 20answered%, 12indicated
9%, 12thought10%, 4indicated12%, 2chosel4%, 1 out of 6&elieved20%, lindicated

24%, 2answered6%, 2thought40% and only 1 out of 68hose56%.
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Histogram Mean & Standard Deviation

Ro7 The likelihood of Ro7 ranging from-60% on

¥Ee7 operations and maintenance risks haa mean
s [ of 0.12. The distribution curve of this varial

shows that it is positively skewed, with

Frequency

skewness of 3.228. It has a standard devial
753} of .092.
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Figure7-66 Histogram for Ro7

A total of 4 out of the 68 respondents indicated thigak factor(Ro8) 6 por
communication in teamd 8%likely to occur as a result @perationsandmaintenanceisks
related tothe cost of the security system, 8 out of &swered’%, 8 out of 6&hought8%,
16 chose9%, 18answeredl0%, 6believed12%, lindicated14%, lanswered®0%, 1chose
24%, 2thought36%, 2indicated40%, and only 1 out of 68nswere®6%.

Histogram Mean & Standard
Deviation

mis The likelihood of Ro8 ranging fron

24
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0-60% on operations and
maintenance risks hasa mean off
0.12.The distribution curve of thi

| variable shows that it is positivel
\:'j skewed, with a skewness of 3.229|

has a standard deviation of .091.
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Figure7-67 Histogram for Ro8

Two respondents indicated thagk factor (Ro9) 6 ecurity assets not fit forpurpose
0 i128%ikely to occur as a result @perationsand maintenanceisks related tothe cost of
the security system, 14 out of 68 indicated 14%¢cR8se18%, 14though20%, 11chose
24%, and 4 out 68nswere®8%.
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Histogram Mean & Standard Deviation

Ro9 The likelihood of Ro9 ranging from-80% on
] L operations and maintenance risks haa mean of]
0.19.The distribution curve of this variable sho
— that it is positively skewed, with a skewness
.0459. It has a standard deviation of .04.
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Figure7-68 Histogram for Ro9
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Only 2 out of the 68 respondents indicated ttisk factor (Ro10) 6 m-scalability of
systemé i18%ikely to occur as a result aiperationsand maintenanceisks related tothe
cost of the security system, 11 out of @8sd4%, 25answeredl8%, 13though20%, 13
chose24%, and 4 out 6Bdicated28%.

Histogram Mean & Standard Deviation

Ro10 The likelihood of Ro10 ranging from-80% on

z

’ operations and maintenance risks has mean
of 0.19.The distribution curve of this variab

shows that it is positively skewed, with

Frequency

| skewness of .379. It has a standard deviatior|
.04,

20
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Figure7-69 Histogram for Ro10

Two respondentsansweredthat risk factor(Rol1l) édck of interoperability 6 i s
12%likely to occur as a result @perationsand maintenanceisks related tothe cost of the
security system, 11 out of 68 indicated 14%,ti8ughti8%, 19chose20%, 1lindicated
24%, and 7 out 68hough8%.
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Figure7-70 Histogram for Ro11

Ro11l

The likelihood of Roll ranging from-80% on
operations and maintenance risks has mean of
0.20.The distribution curve of this variable sho
that it is positively skewed, with a skewness of .3

It has a standard deviation of .043.

Just2 out of the 68 respondenttsoughtthat risk factor (Ro12) 6 lpysical security

assets are not compliant with regulatory standards and begiracticesd li2%likely to

occur as a result ofperationsand maintenancerisks related tothe cost of the security
system, 9 out of 68 indicated 14%, @Bosel8%, 17answered20%, 17believed24%, 4

chose28%, and only 1 out of 6&dicated40%.

Histogram
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Ro12

Frequency
2 a

1Al

Figure7-71 Histogram for Ro12

Ro12

The likelihood of Ro12 ranging from-80%
on operations and maintenance risks has
mean of 0.20.The distribution curve of th
variable shows that it is positively skewe
with a skewness of 1.090. It has a stand

deviation of .047.

A single respondenindicated thatrisk factor(Rol13) o6dck of quality teamd s

4%likely to occur as a result aperationsand maintenanceisks related tothe cost of the

security system, 4 out of 6®ought6%, 8 chose7%, 7 chose8%, 20answered9%, 10
believed10%, 5indicated12%, 4thought14%, 3chosel8%, 1 out of 68ndicated20%, 2
answere®6%, 2chose40%, and only 1 out of 6@&dicated56%.

176



Histogram Mean & Standard Deviation

Ro13 | The likelihood of Rol3 ranging from-80% on
! operations and maintenance risks haa mean of

0.12.The distribution curve of this variable sho

Frequency

that it is positively skewed, with a skewness of 3.1

/M It has a standard deviation of .091.
i B ‘

Ro13

Figure7-72 Histogram for Ro13

A total of 4 out of the 68 respondentBought that risk factor(Rol14) édck of
stability 6 i6%dikely to occur as a result @iperationsand maintenanceisks related tothe
cost of the security system, 5 out of B&licated7%, 19answered3%, 20though8%, 12
believed10%, 5chosel2%, 2answered 4%, and only 1 out of 6&dicated20%.

Histogram Mean & Standard Deviation

Ro14 The likelihood of Rol4 ranging from-80% on
operations and maintenance risks haa mean of
0.09.The distribution curve of this variable sho
that it is positively skewed, with a skewness of 2.3
7/( It has a standard deviation of .021.

Frequency

s
Ro14

Figure7-73 Histogram for Ro14

Just2 out of the 68 respondentisoughtthat risk factor (Ro15) 6 @ support from
manufacture 6 i5%likely to occur as a result a@perationsandmaintenanceisksrelated to
the cost of the security system, 4 out of iB8licated6%, 10though?%, 8answeredB%, 20
chose9%, 13answeredl0%, 6indicated12%, 2believed14%, 1chosel8%, lindicated
20%, and only 1 out of 68nswere®4%.
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Histogram Mean & Standard Deviation

Rols The likelihood of Rol5 ranging from-80% on

] Mean = .09
st .

operations and maintenance risks haa mean of

0.09.The distribution curve of this variable sho

Frequency

that it is positively skewed, with a skewness of 2.4

It has a standard deviation of .031.

|_|,' !1 [ [Y,‘

RO15

Figure7-74 Histogram for Ro15

Only 1 out of the68 respondents indicated thesk factor(Ro16) ¢ ltange in
operation process andgolicy 6 i5%likely to occur as a result aperationsandmaintenance
risks related tothe cost of the security system, 2 out of @8ught 6%, 5 chose 7%,
24answeredB%, 9chose9%, 14 out of 6&elieved10%, 5answeredl2%, lindicated14%,
3 thought18%, 2chose20%, and 2 out of 6Bidicated24%.

Histogram Mean & Standard Deviation

Rolc The likelihood of Ro16 ranging from-80%

z

onoperations and maintenance risks haa

mean of 0.10.The distribution curve of th

Frequency

variable shows that it is positively skewsg
with a skewness of 2.176. It has a stand
deviation of .039.

/lr(
; '

Figure7-75 Histogram for Ro16

|
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10 15
RO16

7.3.5 Influence ofRisks on theDisposl Costs(RDX)

This sectionprovidesthe survey resulteegardingthe impact of thalisposal riskon

the cost of security systems. The likelihamfakach risk factor is presented.

A total of 5 out of the 68 respondents indicated ttisit factor (RD1) 6 éalth and
safety risks during processo i12%likely to occur as a result disposalrisks relatedo the
cost of the security system, Bhsweredl4%, 19thoughfi8%, 17chose20%, 8indicated
24%, 3believed28% and 2 out of 6&8hose36%.
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Histogram Mean & Standard Deviation

ST The likelihood of RD1 ranging from -80% on
— disposal risks hasa mean of 0.1%he distribution

curve of this variable shows that it is positivg

Frequency

skewed, with a skewness of 1.254. It has a stan

\S{\f deviation of .05.
|

Figure7-76 Histogram for RD1

A single respondenndicated thatisk factor (RD2) 6 edling costs not feasibléis 9%
likely to occur as a result afisposalrisksrelated tathe cost of the security system, 4 out of
68 answeredl2%, 14believed 4%, 22thoughfi8%, 14indicated20%, 7answere®4%, 4
chose28%, 1thought36%, and 1 out of 68nswere®6%.

Histogram Mean & Standard Deviation

RDZ | The likelihood of RD2 ranging from-60% on
/_ | disposal risks has a mean of 0.19.Th
distribution curve of this variable shows that

Frequency

is positively skewed, with a skewness of 3.0

/ |\ It has a standard deviation of .065.

RD2

Figure7-77 Histogram for RD2

Only 2 out of the 68 responderttsoughtthatrisk factor (RD3) 6 revironment risks
0 i18%likely to occur as a result afisposalrisks related tothe cost of the security system, 1
out of 68indicated9%, 7answered 2%, 12chosel4%, 19thoughti8%, 15indicated20%, 8
chose24%, 3answere®8%, and only 1 out of 681ought36%.
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Histogram Mean & Standard Deviation

RD3 The likelihood of RD3 ranging from-80% on

z

| disposal risks hasa mean of 0.18.The distributig
m curve of this variable shows that it is positivg

skewed;with a skewness of .621 It has a stand

Frequency
)

o deviation of .05.
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RD3

Figure7-78 Histogram for RD3

A total of 3 out of the 68 responderttsoughtthatrisk factor(RD4) 6 wt-dated and
damaged equipmendis6%ikely to occur as a result afisposalrisksrelated tothe cost of
the security system, 9 out of @®swered/%, 15chose8%, 16believed9%, 13indicated
10%, 6¢chosel2%, 5answered 4%, and only 1 out of 68iought20%.

Histogram Mean & Standard Deviation

RD4 The likelihood of RD4 ranging from-80%

#2771 on disposal risks hasa mean of 0.0Fhe
— distribution curve of this variable shows th
it is positively skewed;with a skewness o
w 1.739 It has a standard deviation of .024.

s_%
o T T T T
os .10 20

s
RD4

Frequency

Figure7-79 Histogram for RD4

Justl out of the 68 respondents indicated thak factor(RD5) 6 @cycling cost
risks6 2%kbkely to occur as a result afisposalrisks related tothe cost of the security
system, 1 outfo68 answered%, 2though6%, 10indicated7%, 15chose8%, 16answered
9%, 10believed10%, 6 chosel2%, 5indicated14%, 1answeredl8%, and 1 out of 68
thought20%.
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Histogram Mean & Standard Deviation

RDS The likelihood of RD5 ranging from-80%

Mean = .09

¥=87" on disposal risks hasa mean of 0.09.Th

= distribution curve of this variable shows th

RDS

it is positively skewed;with a skewness 0
1.125 It has a standard deviatiof .028.

Frequency

Figure7-80 Histogram for RD5

A single respondent answered thadk factor (RD6) 6 mvironmental management
costs o i5%dikely to occur as a result afisposalrisks related tothe cost of the security
system, 1 out of 68hose6%, 7indicated7%, 18believed8%, 17chos®%, 12answered
10%, 5thoughii2%, 6indicated14%, and only 1 out of 68hswered®0%.

Histogram Mean & Standard Deviation

rD6 The likelihood of RD6 ranging from-80% on
m l disposal risks hasa mean of 0.09.The distributig

curve of this variable shows that it is positive

Frequency

skewed, with a skewness of 1.734. It has

standard deviation of .024.

,/’T'_rz

Figure7-81 Histogram for RD6

RD6

Only 1 out of the 68 respondents indicated thek factor(RD7) oOdck of
information on disposal of equipment cost8is 5%ikely to occur as a result afisposal
risks related tothe cost of the security system, 2 out of 680ose6%, 9indicated7%, 16
thoughB8%, 15answere®%, 11chosel0%, 4believedl12%, 9indicated14%, anl only 1 out
of 68thought20%.
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Histogram

Mean & Standard Deviation

RD7
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RD7

Figure7-82 Histogram for RD7

£ird
as

The likelihood of RD7 ranging from-R0% on
‘ disposal risks has a mean of 0.10.Th
distribution curve of this variable shows that it
positively skewed, with a skewness of 1.404

has a standard deviation of .026.

Three respondents indicated thatk factor(RD8) 0 atteryrisksd6  5%ikely to
occur as a resultfadisposal risk related tothe cost of the security system, 2 out of 68
thought 6% 9 out of 68answered’%, 13indicated8%, 18answere®%, 11thoughi0%, 4
chosel2%, 4believedl14%, 3indicated18%, and only 1 out of 66hose20%.

Histogram

Mean & Standard Deviation

RDS

Fregency

ROS

Figure7-83 Histogram for RD8

| The likelihood of RD8 ranging from -20% on

disposal risks hasa mean of 0.09he distribution
curve of this variable shows that it is positive
skewed, with a skewness of 1.640. It has a stan

deviation of .03.

In total, 4 out of the 68 respondertsoughtthatrisk factor (RD9) o dilure to align

with systemsoé i4%dikely to occur as a result afisposalrisks related tothe cost of the

security system, 21 out of @8Bought5%, 12indicated6%, 10answered%, 10chose8%, 4
believed9%, 3indicated10%, 3thought18% and only 1 out of 6&nswered®8%.
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Histogram Mean & Standard Deviation

RDO The likelihood of RD9 ranging from -80% on

.......
Std. Dev
3

disposal risks hasa mean of 0.07.The distributig

curve of this variable shows that it is positive

Frequency
b

skewed, with a skewness of 3.389. It has a stan

| deviation of .038.

r '—‘ % — |
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RD9

Figure7-84 Histogram for RD9

A total of 3 out of the 68 respondents indicated tligk factor (RD10) 6 ampliance
issueso i4%dikely to occur as a result afisposal risk related tothe cost of the security
system, 20 out of 68nsweredb%, 14though6%, 10chose7%, 8indicated8%, 1believed
9%, 5chosel0%, lansweredl2%, 1thoughti4%, 3chosel8%, and 2 out of 6&dicated
24%.

Histogram Mean & Standard Deviation

RD10 The likelihood of RD10 ranging from-80%
| on disposal risks hasa mean of 0.08.Th

20
[

distribution curve of this variable shows that

is positively skewed, with a skewness of 2.5

Frequency
g

It has a standard deviation of .042.

/| l> M l_l.‘ . ﬂ

RD10

Figure7-85 Histogram for RD10

Two respondentsansweredthat risk factor(RD11) 6 mbiguity in process 6 i s
9%likely to occur as aesult ofdisposal risk related tathe cost of the security system, 5 out
of 68thought10%, 7out of 68ndicated12%, 15chosel4%, 18answeredl8%, 11believed
20%, 6indicated24%, and 8 out of 68ought28%.
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Histogram Mean & Standard Deviation

RD11 The likelihood of RD11 ranging from-Q

SR 3004 ondisposal risks hasa mean of]
s:] — 0.17.The distribution curve of thi

variable shows that it is positivel

Frequency
g

a skewed, with a skewness @f39. It has

a standard deviation of .049.
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Figure7-86 Histogram for RD11

Just2 out of the 68 respondents indicated thisk factor(RD12) 6 antaminated
waste cost® G%kkely to occur as a result afisposal risk related tothe cost of the
security system, 6 out of @Bought7%, 10chose8%, 24chose9%, 13answeredl0%, 4
indicated12%, 4believed14%, 2thoughil8%, 1answered20%, 1chose24%, and 1 out of

68 indicated28%.

Histogram Mean & Standard Deviation

RD12 | The likelihood of RD12 ranging from-80% on
~ disposal risks hasa mean of 0.10.The distributig

curve of this variable shows that it is positive

Frequency

skewed, with a skewness of 2.760. It has

¥ standard deviation of .038.

RD12

Figure7-87 Histogram for RD12

Two respondenténdicated thatrisk factor (RD13) 6 iwic amenity sites costsO i s
8%ikely to occur as a result afisposal risk related tothe cost of the security system, 4 out
of 68 thought10%, 6answeredl2%, 22thoughii4%, 11chosel8%, 12believed20%, 8
indicated24%, and 3 out of 68hought28%.
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Figure7-88 Histogram for RD13

222
as

‘| on disposal risks hasa mean of 0.17.Th

The likelihood of RD13 ranging from-80%

distribution curve of this variable shows that
is positively skewed, with a skewness of .4

It has a standard deviation of .049.

Only lout of the 68 respondengmsweredthat risk factor(RD14) 6 igic amenity

sitescost® 8Pdskely to occur as a result afisposal risk related tothe cost of the security
system, 3 out of 6&dicated10%, 11thoughi2%, 18chosel4%, 12believed18%, 15
answere®0%, 6thought24%, and 2 out of 6Bidicated28%.

Histogram

Mean & Standard Deviation

RD14

Frequency

RD14

Figure7-89 Histogram for RD14

5

The likelihood of RD14 ranging from-80% on
disposal
distribution curve of this variable shows that it
positively skewed, with a skewness of .443

has a standard deviation of .045.

risks has a mean of 0.17. Th

7.4  Factor Analysis

Primary and secondary data are evaluated, with factor analysis evolving through

many steps in the case of small sample sizes. The gri®Rip&m, Ra, Ro) and factors were

sketched for each group independerflgctor analysis was undertaken then ovelfdloors

until the final factors emerged. The basic utility of this analysis is to reduce the number of

guestions for the surve¥he questionnairena d e

risks( Ri ) 0; 23

third g r o aqquisiion risk§ Ra ) 0,

g u e st iinoplermentatiorrisksh & m2 o d

of 84 quest inibation

a n d in 1hé fouthger sot Wperatisns and

Maintenance Riské R aEigbty-four questionshave been used thus, despitane questions
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of t h e 5S0Oishositipr Rigkgp Rdfiwhich not been used for this study and also
regardless the questions in the front which is the Demographic Questamus tests can
be used to validate this

1 KaiserMeyer-Olkin (KMO)
1 Bartlett Test,
1 Reliability Test (Cronbach Alpha).

The Whole
Risk Factors

! Initiation Risks Components 1

4 Implementation Risks Components 2 Cluster 2

Components

(84)

Acquisition Risks Components 3 Cluster 3

Operations &

Componants 4

Maintenance Risks

|
> Disposal Risks l

Figure 7.90.The process of factor analysis

|
|
\
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DATA SET (Ri)

Theresearchr forinstant selectethitiation risks (Ri) for this analysis of thdataset
The set has a high number of variables a total of 23 variables. For this reason, the decision
was made to reduce tmeimber of variables using a factor analy§iactor analysis follows
the principle that the number of observable variables can be reduced to fewer ones that share
common varianceBartholomew, Knott, and Moustaki, 2011).

Exploraory factor analysifEFA) and @nfirmatory factor analysis (CFAare the
two main methodsCFA employs path analysis diagrams whereas the EFA uses testing and
dataset prediction&hild, 2006).

The present study considered only the descriptive approach with the selection of
principal components. The main reason is that latent (hidden) variables were explored and
identified, but the goal was not to confirm or deny any hypothesis concerning the reality of
their existence. The analysis was run on SPSS v.23.

Several options werevailable to run the factor analysis. The desired variables were
chosen to include in the analysis. Then, the descrigialegue box was chosen with several
options. The coefficients option was selected to produce-iinatix,to produce a matrix for
each of the associated correlatiohise determinant therewith has to be greater than 0.00001.

If it turns out to be lesser than this, then high levels of correlatieassumed and thereafter
one of the variables is removed. Tlian be an arbitrary exercise too as exploring for
multicollinearity in the data can raise a few issues of choice. In the next step, KMO and
Bartlett's testwas chosen, whereupon the value of the KMO should be greater than 0.5 in
cases where the sampleadequate.

Then onwards, the AFactor Extraction box
Although thisis not specifically factad analysis, the results obtained from this are usually
the same. The display box provides for two measiutbs unrotated &ctor solution and the
scree plot, with the latter being used to determine how many factors to be kept eventually in
the analysis.

Thereupon, the model provides a choice regarding the number of factors, which can
be either according to a fixed number othwkigenvaluegreater than a specified number by
the user. Kaiser recommendation is to Esgenvaluesover one. A Scree plot can then be
selected, using suchigenvaluefactors and the resultanalyed If the same number of
factors emerge, then the aysb can carry on. If, however, the results are different, then

analysis will require input regarding the number of factors required
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Rotation Box provides for interpretation. It maximizes loading of each factor on one
of the previously extracted factorkeeping other loadings as the same. Rotation works
through changing the absolute values, whilst the differential ones are kept covatamax,
eguamax and quartimaxare orthogonal rotations, whereas the oblique rotations are direct
oblimin and Promax The decision regarding which ones to use depends on whether the
factors are to be related. In case of independent factors, orthogonal rotations should be used,
and if the factors are correlated strongly, then diobmin may be the choicén this study
the Varimax option was selected for the factor analysis. In addition, an orthogonal rotation
was chosen.

There are some options to be discussed in the optionsSIRBZS will churn out
variables in the same order in which they have been entéogever,a better method would
be to sort the variables by size, with another option to suppress the absolute values lesser than
a prespecified value. The default value, in this case, is 0.1. Hence, the values lesser than 0.1
do not feature in the outputs. Givdretsample size, this can be changed, and in this research
0.5 was usedin this study, the value was set at 0.5.

Labels have been used for convenience to refer to the variables in the (eugput
Ril). SPSS should use the value label (the question)iigeHll of the outputThus, Ril

represents question 1, Ri2 represents question 2, and Ri23 represents queatidrs@n

7.4.1 Preliminary Analysis

The Correlation R Matrixshows two crucialsegments. The KMO measures the
adequacy of the sample wherels bther one is the Bartlett test of sphericity. KMO varies
between 0 and 1, thus indicating diffusion in correlations and hence factor analysis can be
considered to be inappropriaMhereas, a value closer to one would indicate that patterns
are relatively compact and thus factor analysis would be useful. According to Kaiser(1974),
values greater than 0.5 should be used. The values between 0.7 and 0.8 are considered good,

and betweef.8 and 0.9 to be excellent, with any values over 0.9 as extremely relevant.
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KMO and Bartlett's Test

Kaiser-Mevyer-Olkin Measure of

Sampling Adequacy. -631

Bartlett's Test of Approx. Chi-

Sphericity Square 896.531
df 253
Sig. - 000

Table 7-1: KMO results For Ri

KMO and Bartlett's Test

Haiser-Meyer-Olkin Measure of

Sampling Adeguacy. -865

Bartlett's Test of Appro>x. Chi-

Sphericity Sguare 869.166
df 136
Sig. 000

Table 7-2: KMO results For Rm

KMO and Bartlett's Test

Kaiser-Meyer-Olkin Measure of
Sampling Adequacy. -768
Bartlett's Test of Approx. Chi-
Sphericity Square 633.987
df 91
Ssig. .000
Table 7-3: KMO results For Ra
KMO and Bartlett's Test
Kaiser-Meyer-Olkin Measure of 703
Sampling Adequacy. .
Bartlett's Test of Approx. Chi-
Sphericity Square 1222.899
df 120
Sig. .000

Table 7-4: KMO results For Ro
Bart | et ti®fer testingatte wrigieadupposition (the null hypothesis) that the

correlation matrix is an identity matrix. Factor analysis would be useful only if there is some
relationship between the variables. In case of an identity matrix, all the correlations would be
zero. A significancdevel of 0.05 is used. In this case, the test indicates that this is not an
identity matrix and significant relationship

p-value is less than 0.001, and this factor analysis is highly appropriate.

7.4.2 Factor Extraction

7.4.2.1 Initial risks cluster

SPSS picked up, in this case, 23 different linear components at the beginning, with the
Eigenvalueslepicting the variances that are explained by that component. SPSS also features
the valuesin percentage tens, so Facto 1 explains 21.815% of the total variance, for

example. The first few factors account forlaage share of the total variance, which
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progressively then decreases as the output continues. Four remaining factors are picked up
then; as they rela to Eigenvaluesof more than 1, with the results displayed with the
associated count of the variances explained in the column headed Extraction Sums of
Squared Loadings. The values of the discarded factors are not included, and thus the table
gets blank #ier the fourth factorEigenvaluesare shown in the final column regarding the
factors after rotation. Factor structure gets optimized due tadfagion and hence the
relative impact and importance of the four factors is equalized.

The rotated matrixhius shows the factor loadings for each of the variables onto each
factor i nvol ved. Itds the same information
some themes emerge. Factor loadings oftleess0.5 have been suppressed and thus do not
featurein the output. As output is sorted by size, the variabées listedthe order of factor
loadings. For all the other sections of the output, labelsw@rpressetbut show up here in
order to aid interpretation. Comparing and contrasting this with tiretated solution, most
of the factors loaded highly onto the first one. Moreover, it can be seen that three factors load
very highly onto a single factor, except for two of the questions. Substantive loadings can be
checked conveniently due to suppressoaglings of less than 0.5 and ordering the variables

by size.
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Total Variance Explainad

Initial Eigenvalues Extraction Sums of Squarad Loadings Rotation Suma of Squared Loadings
Component | Tolal | " of Variance | Cumulaive™.|  Total | %of Varance | Cumulative™| Total | %of Vanance | Cumulaive %
1 5018 21815 21 815 5018 21815 21815 3.785 16.455 16.455
2 3.418 14.861 36.676 3.418 14.861 36.676 3.502 15.228 31.883
] 2.820 12.200 48.975 2,420 12.200 48.075 3.233 14.058 45.740
4 1.007 8.290 57.285 1.907 8.200 57.265 2.048 8.005 54,645
5 1.565 5.808 B4.070 1.565 B.806 84.070 1.828 7.852 62.507
8 1.385 B.024 70.004 1.385 B.024 70.004 1.433 8.230 88.827
7 1.014 4.400 74503 1.014 4.400 74.503 1.308 5.676 74.503
8 878 3.818 78.320

8 752 3.271 81.501

10 88D 2,905 84.588

1 502 2,575 87.161

12 548 2.308 89.547

13 424 1.845 81.301

14 407 1.768 93150

15 .388 1.598 p4.758

16 258 1114 05.872

17 22 62 06.834

18 A73 754 87.588

10 182 704 08.202

20 140 807 08.8990

21 A1 83 80.383

22 080 a0 20.773

23 052 227 100.000

Extraction Method: Principal Component Analysis.

Table 7-5: Factor Extraction for Ri

Scree Plot

Eigenvalue
i

T T T T T T T T T T 1 T 1 T T T T T T T I
1 2 3 4 5 6 7 8 9 101112 13 14 15 16 17 18 19 20 21 22 23

Component Number

Figure 7-91: Scree Plot for Ri

Before rotation, factor provided for significantly large variance than the otbier
(21.815% compared to 14.4812.290, 8.290, 6.800, @4, and 4.409%). However,
afterward, it provides for onlyl6.455%o0f the variance(compared to 15.228, 14058, 8.905,
7.952, and 5.670% respectively) which is the case in the Ri.
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Rotated Component Matrix®

Component
1 2 3
Ri19 .BAT
Ri10 240
Ri12 820
Ri11 -.756
Ri23 T27
Ri16 835
Ri14 Fa2
Ri18 722
Ri15 BE3
Ri17 G54
Ri2 &T2
Ri3
RiG
Ria
RiZ22 852
Ri21 Fa7
Riz0 742
Rig G630
Ri13 532
Ri7
Rig
Ri4
Ri1

Table 7-6: Number of factors after rotation for Ri

The next step is to define the factor scoring & initiation risk factor (Ri) to assess
the individual score on a factofhe analysis uses a simple method called-waighted
composite, and each variable on the factor contributes according tceitietsvin figure 7.
To achieve this, the mean is taken of only those variables that load on that factor/component.
Subsequently, the computation produces-wailghted composite factor scores (NRil, NRi2,
NRi3) that are not identical to the factors aftation, as described in figure 7.

0 NRil:
Ri19: Time management issues
Ri10: Missing critical activities frothe scope
Ri1l: Not knowing stakeholders
Ri12: Technology design failures

Ri23: Poor negotiation between different stakeholders
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0 NRi2:

Ri16: Qualitymanagement issues

Ril14: Unrealistic expectations of stakeholders

Ri18: Procurement management issues

Ri15: Schedule flaws

Ril17: Human resource management issues

Ri2: Cost overruns due to change of scope
U NRi3:

Ri22: Contractorfactorto the platform

Ri21: Frequenbr Delay design change

Ri20: Poorworkmanship quality

Ri8:Inter-dependencies are not defined well

Ri13: Risksin Specification Breakdown

Ther tables in the appendiypresentthe correlation between the umieighted

composite NIRL and the initiation risk factor variables (Ri23, Ri12, Ri10, and Ri19), which
tend to be fairly well related to regressibased factor scores. Alsther tablesshowthe
correlation between unweighted composite NRi2 and the initiation risk factoriatales
(Ril6, Ril4, Ri18, Ril5, Ril7, and Righich tend to be fairly well related to regression
based factor scores. There shows the correlation betweeweighted composite NRi3 and
the initiation risk factor variables (Ri22, Ri21, Ri20, Ri8, and3}i which tend to be fairly
well related to regressidmased factor scores except for the risk factors Ri8 and Ril3
however by looking at them, and consider they not related to each other it been suggested

further step before jump to the simulation.
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7.4.2.2 Interpretation of the emerged initial risk clusters

0 P1 P2 P3 Alpha New to the

Weights new cluster

Ri3 NRil =

Ri4 owner/ stakeholders

Ri5

Ri6

Ri8 0.630

Ri9

Ril1l -0.756

Ril4 0.792

Ri21 0.757

Ri23 0.727

Ril5 0.683 NRi2

Ri16 0.835 management

Ri17 0.654

Ri18 0.722

Ri19 0.857

Ri20 0.742

Ril NRi3

Ri2 0.572 contractor/project

Ri7

Ri12 0.820

Ri13 0.532

Ri22 0.852

Projectscamyet off to a highly wundesirable and
exist a clear understanding of what had to be @@yeocki, 2014) A completeness
definition has to be articulated and recorded. Generally, it is considered that the clients
invariably expect more than project managers can or are willing to deliver. Expectation gap
arises due to this gulf in perception and understanding and is generally a result of lack of
proper communication. It can be a result of either or both sides assumirtetizaher has
understood or knows completely what the requirerf@rthem is.

The misunderstandings can also arise from the difference between what a client needs
and what they want. Correction costs may become significant when this gulf in perception
arises. In cases, it may well be that the client gets too hooked or readily sold on a new
technology and makes up their mind without any due considefatimocki, 2014) The
Awant so of a client are generall ynimaginenect ed
Needs, however, relate to the actual specific position where the project manager may be in a
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better position to decide on the solution. However, in cases where this solth@mone that
is needed is not communicated effectively, expectataps goccur. A task of the project
manager is to convince the client that what they want is truly what they need too.

There needs to be a dynamic agreement that must become part of a continual process
to lead to better project monitoring. Situations gengrallar i se t hroughout a
that necessitate change resulting fromchangein the needs of the client. Hence, the
understanding has to be further solidified and agreed on in each milestone meeting for a
better way forward.

The influence of design on overall lifecycle costs is usually great. Carefully
considering ana@valuating at the early stages of design processes can help avoid errors that
can form as much as 70% of the overabts (Wysocki, 2014) Here, DFM (Design for
Manufacturing) is a technique that can be deployed which assesses the manufacturability,

designing, cost estimation elements in the product development stage.

Latent owner/ stakeholders

These risks arise due to the owners, whereby they are unablin® tdethe project
manager the total scope of the project, and keep adding or dropping elements from it. This
can result in scope creep too where the project manager will be genuinely concerned about
the practicality and commerciality of the project, liegdo legal wrangling and overall work
stoppages (Kerzner, 2001). The owners may fail to explain well the interdependencies and
protocols needed to carry out various parts of the project, thus leading to misunderstandings
and inefficiencies. Design chargjeafter agreement earlier, will also pose their own risk
elements.

Latentmanagement

These risks related to management issues during the initial stage. For example,
schedule flaws quality management issues, HRM issuescprement managemerssiues,
time management issues, andop workmanship qualityNot having the right team
composition renders planning to ieffective (Wysocki, 2014) Stoppages may occur if the
vendors are not managed well, as quality issues can result in wrong cost estimatoih and
lead to knockon effects. Poor quality work, not only creates issues of perfornarerall

but can also lead to cost overruns and ineffective project completion.
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Latent Contractor/project

These risks related to contractors or the project in general. For exammig, budget
estimation, gold plating, technology design failures, riskspecsication breakdown, and
other contractor issues. Wrong budget estimation can be due to inaccucatatioas,

scheduling, wrong choice of contractors made due to inadequate internal control and checks.

7.4.2.2 Implementation risks cluster

Total Varianss Explainsd
Initial Elgemealust Extraotion &ume of Equansd Loadings Fodation fume of Tquansd Loadings

Componant Total % of Varianos | Cumulative % Takal % of Varlamos | Curnubrtve % Toial % of Varamos | Cumubstive %
1 E.4EE 3z.108 z.10e B.463 #2.108 #2.108 5203 &0.808 B0.BOE
2 T.804 12.378 B4 452 5604 22.378 E4.482 L™ 221.184 E21.78%
] 1.T8E 10,028 4510 1.706 10.4%28 B4.610 1.883 1.7 B4.E10
4 1.187 T.0EE T1.663

B k-1 E.ZT1 TE.8Z6

] T8 a3 1162

T JEBD 3.723 E4.8TE

] KL 5.B22 &350

B AT 2.7e4 #1180

1@ B2 2.247 82407

11 21 1™ 85118

12 278 1823 BE.T42

13 ZBE 1.802 55244

14 A28 Tel 89,006

1& B8 E24 89,610

18 el 281 89,880

17 22 A8 100008

Extracticn Method: Prirolpal Component Arahecic.

Table 7-7: Factor Extraction for Rm
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Figure 7-92: Scree Plot for RM
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Rotated Component Matrix?

Component
1 2 3

Rmg B21

Rm& .B15

RmS .TB2

Rm10 T4

Rm12 .T0E

Rm1 692

Rm3 690

Rm7T .6ES

Rm11 663

Rm13 .B94

Rm3 BG4

Rm2 -.TE1

Rm4 TE1

Rm15 -.500

Rm14 839
Rm17 511
Rm16 510

Extraction Method: Principal Component

Analysis.

Rotation Method: Yarimax with Kaiser
Normalization.

a. Rotation converged in 4 iterations.

Table 7-8: Number of factors after rotation for Rm

7.4.2.2 Interpretation of the emergedmplementation risk clusters

ts

P1
Weigh

P2

P3

Alpha

New to the

new cluster

Rm1l

0.692

Rm2

-0.761

Rm3

0.890

Rm4

0.761

Rm5

0.782

Rm12

0.706

NRm1=
change and

management

Rm14

0.839

Rm15

0.500

Rm16

0.510

Rm17

0.511

NRm2=
staffing &
RESOURCES

RmM6

0.815

Rm7

0.665

Rm8

0.821

RmM9

0.864

Rm10

0.774

Rmll

0.663

Rm13

0.894

NRm3 =
system/product

issues
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Latent change anadnanagemernt

These risks related to the concept of change and also the management issues during
the implementation stage. For examgleangem Managementyrong timeframe estimation,
change in ules and regulationpoor planning in poject management, amgelays due to
coadinationwith other contractors.

As the countryds rules and regul ations h
governmental provisions will have to be factored pgerzner, Project Management: A
Systems Approach to Plamg, Schedulig, and Controllingf013) This getsacuterwhen a
new regime or government comes in with its own propensities for commerce and trade, and
own stances regarding sustainability initiatives which may be markedly different from those
of its predecessor goveremi. Such risks may not be able to be substantially foreseen but
need to be factored in somehow into the planning, for only then can the dynamics of the
project be leveraged to accommodate the changes required by changing regulations.

Wrong timeframe estiation, resulting from, say inadequate understanding of the
scope and extent of work, will lead to losses in the implementation stage and may lead to
money being retained by the owners and sponsors due to the delay in implementation
stagefWysocki, 2014) Cont ract or sé ti mefr ames and avail
coordinated carefully, as during the implementastageif the contractors have shortage

of workforce at different levels of expertise, it will hold up the progress of the project.

Latent shaffing & Resources

These risks related to the human resours&s. For examplesStaff turnover,
insufficient financial resourceslack of training regarding implementation of the
systemgKirkpatrick & Kirkpatrick, 2006) andpoor quality managemenBudgeting has to
be done at the outset, but in cases where during the implementation stage, resources are
stretched due to reasons unanticipated, for example, an increase in acquisition prices for the
parts of the system being installed, the progreskswifer. Staff involved in setting up the
systems must be adequately trained and develagbdrwise technical issues will arise

which will detract from proper implementation according to the plans.

Latent system/product issues

These risks related directly to the system. For exarttpteinability or simple lack of
identification of the complex functionalities and the associated time required to manage them
information security incidentdegacy components lack adequate docuatemt, security
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assets are not maintainabllack of Operationalizatiordelays due to physical infrastructure,
and product solution is complex to implemeidere, the risks can be mitigated by having

backup plans and through strong deals made with théoverand the contractors that will
reduce the potential losses.

7.4.2.20peration risks cluster

Total Varfancs Explainsd
Initial El gesealuec Exiraation &ume of &quansd Loadinge Fiziation Jume of Jquamsd Loadings
Comporent | Totdl | %of Vardanos | Cumulaive|  Tofd ol Varlnos | Cumulathve ™|  Tolal | %ol Varlanos | Cumulstive %
1 £.811 41.320 41.320 B.811 £1.320 £1.220 6112 31.661 31.861
2 1882 18452 BT 2562 18463 B68.773 1108 18.208 .36
] 1.743 10.888 Th.8ed 1.783 10.588 70668 180 15.688 ga.827
] 1.1 7.564 TE.882 1.277 1.4 T.BES 1878 11.728 Td.6863
b Jea b.0487 E4.700
] B8 4.2BE £5.08E
) 4B 3076 g7z
] A5 2808 84878
] 401 1.6 85,857
18 A6 el §7.800
1 g2 Te4 i.684
12 Jie EDg £5.080
13 a7 A48 4T
14 8 .68 £5.746
18 o) 213 5,068
18 0T Sl 100,008

Extraction Method: Pringlpal Component Analyels.

Table 7-9: Factor Extraction for Ro

3Cree Flot

Eigenvalue
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e
N o

| I | T | | | | | I T T I [ I T
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Component Number
Figure 7-93: Scree Plot for Ro
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Rotated Component Matrix®

Component

1 2 3 4
Ro& 952
Rod 9186
Ro5 915
Ro2 911
Ro3 707
Ro% .645 580
Ro# 9B4
RoT 982
Ro13 954
Ro12 423 .TH5
Rao10 574 713
Rao11 48T .694
Ro1 .615
Ro14 .B3s
Ro15 788
Rol1é 673

Extraction Method: Principal Component Analysis.
Rotation Method: Varimax with Kaiser
Momalization.

a. Rotation conwverged in & iterations.

Table 7-10: Number of factors after rotation for Ro

7.4.2.2Interpretation of the emerged operation risk clusters

0 P1 P2 P3 Alpha New to the

new cluster
Weigh

ts

RO5 0.615 NRol

ROG6 0.952 staffing

RO8 0.984

RO13 0.954

RO1 0.615 NRo2

RO2 0.911 operation issues

RO3 0.707

RO4 0.984

RO7 0.982

RO16 0.673

RO9 0.645 NRo3

RO10 0.713 systems

RO11 0.694

RO12 0.755

RO14 0.839

RO15 0.786

RO17
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Latent staffing:

These risks related directly to staffing at ébgtions &Maintenancestage. For
example, insufficient human and financial resources)adequate subject trainindPoor
communication in théeamand hck of quality teanwill also lead to cost inefficiencies and

ineffective operations and maintenance.

Latentoperation:

These risks related directtp the operations at this stage. For examialek of, or
poor policy performace for monitoring the systemopr implementation which leads to
technical risks,priority conflicts not addressed, inadequate allocation of responsibilities,
inadequate resote planning,and dange in operation process and paqliper Kerzner,
Strategic Planning for Project Management Using geBrdvlanagement Maturity Model
(2001) This requires the planners to give due consideration to the quality of human resources

being deployed for maintenance, as well as setting the internal controls adequately.

Latentsystems

These risks related directly to the system or product issues atdlye. For example,
security assets not fit for purpose,-stalability of thesystem lack of interoperability,
physical securityassetsiot beingcompliant with regulatorgtandards and best practices, lack
of stability, no support from thenanufactuer, and physical security assets not extensible.
Dealing only with reputable vendors and spending the required resources and time when
making the acquisition and maintenance deals will mitigate these risks. Another way about
this is the choice of operating leases instead of outright purchase, whig¢hguaotaus on the
vendor for replacement according to the needs of the user.
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7.4.2.2Acquisition risks cluster

Total Variane: Explained
Initial Elgansalues Extraotion &ume of §quansd Loadings Fotation Fume of Squansd Loadings

Componsnt | Tokal | %of Varancs | Cumulative |  Tobal %ofVarlanos | Cumubtive ™| Total | %ofVaranos | Cumulsthve %
1 .81 41.320 41.320 B.811 £1.320 £1.220 B.112 #1861 #1881
2 2.882 18.463 BT 2,862 18452 E8.TTR 108 160.408 B1.28%
3 1.742 10888 Th.BER 1.743 10.588 T0.ea8 .4 16.688 BR.BIT
£ 1.217 .26 TE.BED 1.277 7884 TH.BE3 1878 11.728 TH.BED
E 588 B.047 E4.T00

B .2B8 4 ZHE &2.088

T AR 3.0TE 82072

B 486 1.803 84878

B a0 1.881 88 867

1@ 61 843 &7.800

1" Ja2 Je4 5584

1z L] EDG g8.08

13 ReH) A18 8,487

14 L) 268 E5.T4E

1E 4 213 55,068

18 07 042 100008

Ectraction Method: Prinoipal Componsnt Araives,

Table 7-11: Factor Extraction for Ra

Scree Plot

5

Eigenvalue
T

-

o

T
7 8 9 10

Component Number

Figure 7-94: Scree Plot for Ra

Rotated Component Matrix®

Component
1 2 3
T RAT sz6
RA4 .923
RAS .899
RAGS -894
RAJ .839
RAT1 .637
RAT3 -5683
RAS .858
RATZ 844
RA14 -&TT
RA1O -597
RAZ .T62
RAA T22
RAS -&690

Table 7-11: Number of factors after rotation for Ro

Extraction Method: Principal Component

Analysis.

Rotation Method: Varimax with Kaiser
Normalization.
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7.4.2.2Interpretation of the emerged acquisition risk clusters

0 P1 P2 P3 Alpha New to the
new cluster
Weigh
ts
RA1 0.722 NRA1 =
RA2 0.762 financial issues
RA9 0.690
RA10 0.597
RA3 0.839 NRA2 =
RA4 0.923 change issues
RA5 0.899
RA6 0.894
RA14 0.926 NRA3 =
RA10 0.858 systems/product
RA11 0.637
RA12 0.844
RA13 0.563
RA14 0.677

Latentfinancial issues

These risks related to the firaal issues at this stage. For example, lackuofls,
running out of funds, inaccurate cost forecasts, and exchabtgesariability not managed
well(Roper & Payant, 2014)The costs budgeting should be a robust exercise and must
provide for inflation and other changes due to technology and upgradorg. than a few
guotes from vendors should be used, and the estimates must be based on credible and
relatively recent transactions. Regarding the availability of funds, the right sources must be
tapped, and allocation must be agreed upon well before thesdmns of the PSA start.
Good working capitaimanagementand overall robust deals with the banks can help an
organization in mitigating these risks.

Latent change issues

These risks related to thlehangng conceptagain but for this stage. For example
continually changing requirements,anket development pacrendering products obsolete,
changing priorities andgovernment rule changesAs such changes can render any
acquisitions worthless, it must be covered for. The changes cannot be legislatechdory
cases due to the nature of the phenomena as outside forces can also lead to such changes
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generally, but the usage and the solution for the issue being contemplated is the pivotal point
of change that occurs later. Hence a fuller understandingegbdtential change issues and

concomitant solutions must be factored into the calculations.

Latent systemgtoduct:

These risks related to the system issagain but for this stage. For example,
hardware & software defects, integration issuaguife tointegrate with existing systems,
unavailability of the adequatdest environmentdilure to integrate components and security
asset disruptingoperations.Such risks can be mitigated througiser experience and
expertisedueto acquisition, and also emsng that significant acquisitions and the one over a

pre-defined limit of expenditure are reviewed more than once prior to approval.
7.5 Summary

This chapter applied the factor analysis and data reduction process for the number of
risk factors to handle thiask more efficierty. Initially, there were 84isk factorsacross all
risk categories initiation (Ri), implementation (Rm),acquisition (RA), operation and
maintenance (Ro), andisposal (Rd) risks. However, SPSS had a principal component
analysis use@long with, to reduce theumberof componerg in each category. Finally, a
factor analysis scowasimplementedo reduce the risk factots three components for each
categorysuchas:

NRil =owner/ stakeholders (RIOS)

NRi2 = management (RIM)

NRIi3 = contractor/project (RICP)

NRm1 = change and management (RMCM)
NRm2= staffing ND RESOURCES (RMSR)
NRm3= system/product issues (RMSPI)
NRA1 = financial issues (RAFI)

NRAZ2 = change issues (RACI)

NRA3 = systems/product (RASP)

NRo1 = staffing (ROST)

NRo02 = opeation issues (ROO)

NRo3 = systems (ROSY)
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CHAPTER 8.GOODNESSOFE-FIT TESTS

8.1 Introduction

This chapter examines whethtre risk factorstated in thereviouschapter and the
data fit a specified probability distribution usirige godnes=f-fit methodology. The
metlod first createsa frequency table of the risk factors and then compares the observed
frequencies with those that would be expected if the hypothesis was cooeutain the
resultsregarding theisk factors the following are used: theoretical probaility density
function, a distribution function difference analysis, a probahiitybability (P-P) plot, and
goodnesf-fit tests. This statisticamodeling analysis is performed ungy the software
Easyfita
The followingsections present the results for the differesk factors.

8.1.1 Initiation Risk Factor (R1: Owner/Stakeholders RIOS)

The data sample waanalyedusing probabilistic modeling software (Easy fit)rhe
AndersonDarling goodnessf-fit tests showed thathe Burr (4P) distribution was ranked

first from a total number of 23 continuous distributions.
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Figure8-1: RIOS3 theoretical probabilitglensity functions
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Figure8-2: RIOSd Distributionfunction-differences aalysis

PP Plot

0% o

0% S

05 #

T2 P

F (Madel)

04 p

[E -

02 d

o b

0 X 02 3] u 03 15 il 1 0 1
P Enpical

Figure8-3: RIOS3 Probabilityprobability got
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Equat
Kolmogorov Smirnov Test AndersonDarling Probability ChiSquare
Test
Model Statistic Rank Statistic Rank Statistic Rank
Burr(4P) 0.1448 5 1.5239 1 9.5506 20
AndersonDarling TEST WITH MODEL |
SampleSize 68
Statistic 1.5239
Rank 1
U 0.2 0.1 0.05 0.02 0.01
Critical Value 1.3749 1.9286 2.5018 3.2892 3.9074
ject?
Reject Yes No No No No
Model Mean Variance Skewness Kurtosis
Burr(4P) 0.11612 6.8629E4 3.7759 51.352

Table8-1: Fit comparison for R1: owner/ stakeholders RIOS

This is verified using thetatistic test value (1.52239), which is significantly lower
than the critical values fahe level of significance. As demonstrated in table 7.1, the Burr
(4P) theoretical probability distribution is accepted at all alpha levels excepi o . 2 .
Hence,based on this evidence and these tests, there is no reason to believe that the selected
distribution does not provide a good fit for duration overrun within the limits of the data and

context of this study.

8.1.2 Initiation Risk Factor (R2Management RIM)

The data sample waanalysedsing probabilisticmodelling software (Easy fit)and
the AndersonDarling goodnessf-fit tests showed thathe Gen.Logistic distribution was

ranked first from a total nunel of 23 continuous distributions.
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Kolmogorov Smirnov,

AndersonDarling

EquatProbability

Test Chi-Square Test
Model Statistic Rank Statistic Rank Statistic Rank
Gen.Logistic 0.09652 1 0.47718 1 6.1702 28
AndersonDarling TEST WITH MODEL |
Model Mean Variance Skewness Kurtosis
Gen.Logistic N/A N/A N/A N/A
ampleSize |68
Statistic 0.47718
Rank 1
a 0.2 0.1 0.05 0.02 0.01
Critical Value 1.3749 1.9286 2.5018 3.2892 3.9074
Reject? No No No No No

The Gen. Logistic distribution is the first ranked distribution for this risk factor. This
is verified using the statistic test value (0.47718), which is significantly lower than the critical
values forlevel of significance. As demmstrated in table 7.2, the Gen. Logistic theoretical
probability distribution is accepted at all alpha levels. Hence, there is no reason to believe,

based on this evidence and these tests that the selected distribution does not provide a good

Table8-2: Fit comparisorfor R2: management RIM

fit for duraion overrun within the limits of the data and context of this study.

8.1.3 Initiation Risk Factor (R3ContractorProject RICP)

The data sample wamnalyed using probabilisticmodeling software (Easy fitrhe

AndersonDarling goodnessf-fit testsshowed thathe JohnsorSB distribution was ranked

first from a total number of 23 continuous distributions.
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KolmogorovSmirnov Test

AndersonDarling

Equat
Probability ChiSquare

Test
Model Statistic Rank Statistic Rank Statistic Rank
JohnsorSB 0.09715 5 0.55396 1 8.9265 27
AndersonDarling TEST WITH MODEL |
Sample
P 68
Size
o 0.55396
Statistic
1
Rank
a 0.2 0.1 0.05 0.02 0.01
Critical Value 1.3749 1.9286 2.5018 3.2892 3.9074
iect?
Reject? No No No No No
Model Mean Variance Skewness Kurtosis
JohnsorSB N/A N/A N/A N/A

Table8-3: Fit comparison for R3: contractor/project RICP

The Johnson SB distribution is the first ranked distributiortHisr risk factor. This is

verified using the statistic test value (0.55396), which is significantly lower than the critical
values forthe level of significance. As demonstrated in table 7.3, the Johnson SB theoretical
probability distribution is acceptedt all alpha levels. Hence, based on this evidence and

these tests, there is no reason to believe that the selected distribution does not provide a good

fit for duration overrun within the limits of the data and context of this study.

8.1.4 Operation and Maintence Risk Factor (RChange andManagement RMCM)

The data sample waanalyed using probabilistic modeling software (Easyfit)rhe

AndersonDarling goodnessf-fit tests showed thathe value distributionwas ranked first

from a total number of 23 contiaus distributions.
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Figure8-10: RMCNJ theoretical probabilitglensity functions

Probability Diference

Probability Difference

Figure8-11: RMCM& Distribution-function-differences analysis

PP Plot

P (Model)

[ a1 0z 03 [ 06 o7 08 08 1

05
P (Empirical)
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Equat
KolmogorovSmirnov Tes AndersonDarling Probability ChiSquare
Test
Model Statistic Rank Statistic Rank Statistic Rank
Gen.ExtremeValue 0.13609 17 0.78323 1 4.2758 19
AndersonDarling TEST WITH MODEL |
SampleSize 68
Statistic 0.78323
Rank 1
0. 0. 0. 0.0
U 2 1 05 02 1
Critical Valu 1. 1. 2. 3.9
e 3749 9286 5018 2892 074
Reject? No No No No No
Model Mean Variance Skewness Kurtosis
Gen.ExtremeValue 0.20574 0.00117 0.79518 1.0222

Table8-4: Fit comparison for R1: change and management RMCM

The Gen. Extreme Value distribution is the first ranked distribution for this risk
factor. This is verified using the statistic test value (0.78323)¢lwlis significantly lower
than the critical values fdhe level of significance. As demonstrated in table 7.4, the Gen.
Extreme Value theoretical probability distribution is accepted at all alpha levels. Hence, there
is no reason to believe, based on this evidence and these tests, which the selected distribution
doesnot provide a good fit for duration overrun within the limits of the data and context of
this study.

8.1.5 Operation and Maintenance Risk Factor (Raffing and Resources RMSR)

Using theprobabilisticmodelingsoftware (Easyfit)the AndersonDarling goodness
of-fit tests showed thatthe Burr distribution was ranked first from a total number of 23

continuous distributions.
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Equat
KolmogorovSmirnov Tesi AndersonDarling Probability ChiSquare
Test
Model Statistic Rank Statistic Rank Statistic Rank
Burr 0.14468 2 1.2785 1 18.083 22
AndersonDarling TEST WITH MODEL |
SampleSize 68
Statistic 1.2785
Rank 1
V] 0.2 0.1 0.05 0.02 0.01
3.9
Critical Value 1.3749 1.9286 2.5018 2892 074
Reject? No No No No No
Model Mean Variance Skewness Kurtosis
Burr 0.19609 0.00172 3.044 24.444

Table8-5: Fit comparison for R1: change and management RMCM
The Burr distribution is the first ranked distribution for this risk factor. This is verified
using the statistic test value (1.2785), which is significantly lower tieureritical values for
the level of significance. As demonstrated in table 7.5, the Burr theoretical probability
distribution is accepted at all alpha levels. Hence, based on this evidence and these tests,
there is no reason to believe that the selectsulilsition does not provide a good fit for

duration overrun within the limits of the data and context of this study.

8.1.6 Operation and Maintenance Risk Factor (RgtemProductissues RMSPI)

The data sample wamnalyed using probabilstic modelingsoftware (Easyfit), and
the AndersonDarling goodnessf-fit testsshowed thathe Burr distribution was ranked first

from a total number of 23 continuous distributions.
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Figure8-18: RMSPB Probability-probability plot
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Kolmogorov SmirnovTest

AndersonDarling

Probability ChiSquare

Equat

Test
Model | Statistic Rank Statistic Rank Statistic Rank
Burr |0.13235 6 0.80381 1 2.9279
AndersonDarling TEST WITH MODEL |
SampleSize 68
Statistic 0.80381
Rank 1
U 0.2 0.1 0.05 0.02 0.01
Critical Value 1.3749 1.9286 2.5018 3.2892 3.9074
Reject? No No No | No No
Model Mean Variance Skewness Kurtosis
Burr 0.17702 0.00155 2.2715 15.031

The Burr distribution is the first ranked distribution for this risk factor. This is verified
using the statistic test value (0.80381), which is significantly lower than the critical ¥@iues
the level of significance. As demonstrated in table 7.6, tharBheoretical probability
distribution is accepted at all alpha levels. Hence, there is no reason to believe, based on this
evidence and these tests, which the selected distribution does not provide a good fit for

Table8-6: Fit comparison for R3: system/product issues RMSPI

duration overrun within the limits of ¢hdata and context of this study.

8.1.7 Acquisition Risk Factor (RIFinanciallssues RAFI)

Using probabilisticmodelingsoftware (Easyfit) the AndersonDarling goodnessf-

fit testsshowed thathe Burr (4P) distribution was ranked first from a total nuntife23

continuous distributions.
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Kolmogorov Smirnov

Anderson-Darling

Probability Chi -Square

Equal-

Test
Test

Model Statistic Rank Statistic Rank Statistic Rank
Burr (4P) 0.12909 6 0.78255 1 3.6454

AndersonDarling TEST WITH MODEL |

SampleS
) 68
ize

o 0.78255
Statistic
1

Rank
a 0.2 0.1 0.05 0.02 0.01
Critical Value 1.3749 1.9286 2.5018 3.2892 3.9074
Reject? No No No No No
Model Mean Variance Skewness Kurtosis
Burr (4P) 0.28751 0.00319 1.3654 4.4126

verified using the statistic test value (0.78255), which is significantly lower thagrittoal
valuesfor the level of significance. As demonstrated in table 7.7, the Burr (4P) theoretical
probability distribution is accepted at all alpha levels. Hence, based on this evidence and
these tests, there is no reason to believe that the selected distribution does noapyouitie

Table8-7: Fit comparison for R1: financial issues RAFI

The Burr distribution (4P) is the first ranked distribution for this risk factor. This is

fit for duration overrun within the limits of the data and context of this study.

8.1.8 Acquisition Risk Factor (RZZhangelssues RACI)

Using probabilstic modelingsoftware (Easyfit), théndersonDarling goodnessf-

fit tests showed thathe Wakey distribution was ranked first from a total number of 23

continuous distributions.
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Equat
Kolmogorov Smirnovlest AndersonDarling Probability ChiSquare
Test
Model Statistic Rank Statistic Rank Statistic Rank
Wakeby 0.14585 21 0.84148 1 13.384 29
AndersonDarling TEST WITH MODEL |
SampleSize 68
Statistic 0.84148
Rank 1
a 0.2 0.1 0.05 0.02 0.01
Critical Value 1.3749 1.9286 2.5018 3.2892 3.9074
Reject? No No No No No
Model Mean Variance Skewness Kurtosis
Wakeby N/A N/A N/A N/A

Table8-8: Fit comparison for R2: change issues RACI
The Wakeby distribution is the first ranked distribution for this risk factor. This is
verified using the statistic test value (0.84148), which is significantly lower than thalcritic
values forthe levelof significance. As demonstrated in table 7.8, the Wakeby theoretical
probability distribution is accepted at all alpha levels. Hence, there is no reason to believe,
based on this evidence and these tests, which the selected distribution does notaprovide
good fit for duration overrun within the limits of the data and context of this study.

8.1.9 Acquisition Risk Factor (R3 SystemsProduct RASP)

The data sample wamnalyzed usingrobabilstic modeling software (Easyfit), and
the AndersonDarling goodnessf-fit testsshowed thathe Burr distribution was ranked first

from a total number of 23 continuous distributions.
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Equat
Kolmogorov Smirnovlest AndersonDarling Probability ChiSquare
Test
Model Statistic Rank Statistic Rank Statistic Rank
Burr 0.14813 3 0.98954 1 4.5336 18
AndersonDarling TEST WITH MODEL |
SampleSize 68
Statistic 0.98954
Rank 1
a 0.2 0.1 0.05 0.02 0.01
Critical Value 1.3749 1.9286 2.5018 3.2892 3.9074
Reject? No No No No No
Model Mean Variance Skewness Kurtosis
Burr 0.14804 9.0247E4 2.3283 14.878

Table8-9: Fit comparison for R3 = systems/product RASP
The Burr distribution is the first ranked distribution for this risk factor. This is
verified using the statistitest value (0.98954), which is significantly lower than the critical
values forthe level of significance. As demonstrated in table 7.9, the Burr theoretical
probability distribution is accepted at all alpha levels. Hence, there is no reason to believe,
based on this evidence and these tests that the selected distribution does not prawile a go

fit for duration overrun within the limits of the data and context of this research.

8.1.10 Operation and Maintenance Risk Factor (Btaffing ROST)

The data sample wamalyed using probabilstic modeling software (Easyfit). The
AndersonrDarling goodnessef-fit tests showed that theGen. Logistic distribution was

ranked first from a total number of 23 continuous distributions.
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Equat
Kolmogorov Smirnovlest AndersonDarling Probability ChiSquare
Test
Model Statistic Rank Statistic Rank Statistic Rank
Gen.Logistic 0.11893 17 0.69163 1 2.0067 3
AndersonDarling TEST WITH MODEL |
Sample
P 68
Size
o 0.69163
Statistic
1
Rank
a 0.2 0.1 0.05 0.02 0.01
Critical Value 1.3749 1.9286 2.5018 3.2892 3.9074
Reject? No No No No No
Model Mean Variance Skewness Kurtosis
Gen.Logistic N/A N/A N/A N/A

Table8-10: Fit comparison for R1: staffing ROST
The Gen.Logistic distribution is the first ranked distribution for this risk factor. This is
verified using the statistic test value (0.69163), which is significantly lower than the critical
values for the level of significance. As demonstrated in tablel®. the Gen.Logistic
theoretical probability distribution is accepted at all alpha levels. Hence, there is no reason to
believe, based on this evidence and ttliests thathe selected distribution does not provide

a good fit for duration overrun withimé limits of the data and context of this study.

8.1.11 Operation and Maintenance Risk Factor (RBerationlssues ROO)

The data sample wamnalyed using probabilstic modelingsoftware (Easyfit), and
the AndersonDarling goodnessf-fit tests showed thathe secant distributiorwas ranked

first from a total number of 23 continuous distributions.
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. Equat
Kolmogorov Smirnov ) - i
AndersonDarling Probability ChiSquare
Test
Test
Model Statistic Rank Statistic Rank Statistic Rank
Hypersecant 0.09914 9 0.42606 1 14.6109 13

AndersonDarling TESTWITH MODEL |

SampleSize 68
Statistic 0.42606
Rank
a 0.2 0.1 0.05 0.02 0.01

Critical Value 1.3749 1.9286 2.5018 3.2892 3.9074

Reject? No No No No No
Model Mean Variance Skewness Kurtosis
Hypersecant 0.19765 0.0014 0 2

Table8-11: Fit comparison for R2: operation issues ROO
The Hypesecant distributiois the first ranked distribution for this risk factor. This is
verified using the statistic test value (0.42606), which is significantly lower than the critical
values forthe level of significance. As demonstrated in table 7.11, the hyper secant
theoretcal probability distribution is accepted at all alpha levels. Hence, there is no reason to
believe, based on this evidence and these tests, which the selected distribution does not

provide a good fit for duration overrun within the limits of the data amdext of this study.

8.1.12 Operation and Maintenance Risk Factor (Rg&tems ROSY)

The data sample wamnalyed using probabilstic modelingsoftware (Easyfit), and
the AndersonDarling goodnessf-fit testsshowed thathe Wakeby distribution was ranked

first from a total number of 23 continuous distributions.
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Figure8-36: ROSY0 Probabilityprobability plot
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. Equat
Kolmogorov Smirnov ) - i
AndersonDarling Probability ChiSquare
Test
Test
Model Statistic Rank Statistic Rank Statistic Rank
Wakeby 0.14617 29 0.84081 1 9.547 41

AndersonDarling TEST WITH MODEL |

SampleSize 68
Statistic 0.55516
Rank 1

a 0.2 0.1 0.05 0.02 0.01

Critical Value 1.3749 1.9286 2.5018 3.2892 3.9074

N
Reject? No o] No No No
Model Mean Variance Skewness Kurtosis
Wakeby N/A N/A N/A N/A

Table8-12: Fit comparison for R3: systems ROSY
The Wake by distribution is the first ranked distribution for this risk factor. This is
verified using the statistic test value (0.84081), which is significantly lower than the critical
valuesfor the level of significance. As demonstrated in table 7.12, the Wake by theoretical
probability distribution is accepted at all alpha levels. Hence, based on this evidence and
these tests, there is no reason to believe that the selected distrdmgmnot provide a good
fit for duration overrun within the limits of the data and context of this study.

8.2 Goodnesof-fit Tests for Cost Factors

This section examinegvhether the cost factors data Bta specified probability
distribution usinghe godnessof-fit methodology.In this method afrequency table of the
cost factorgs first createdand then the observed frequencaes comparedvith those that
would be expected if the hypothesis was corré@c. obtain thecost factorresults the
following were used: aheoretical probability density function, a distribution function

difference analysis, a probabiliprobability plot, and goodnesd-fit tests. This statistical
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modelinganalysis is performedsingthe softwareEasyfitd The followingsections present
the results for the differemapital cost factors.
8.2.1 Camera Cost Factor

The data sample wamalyzed usingrobabilstic modelingsoftware (Easy fit). The
AndersonDarling goodnessf-fit tests showed thatthe Gen. Logistic distribution wa

ranked first from a total number of 23 continuous distributions.
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Kolmogorov Smirnov
Test

Anderson-Darling

Equat
Probability ChiSquare

Test
Model Statistic Rank Statistic Rank Statistic Rank
Gen.Logistic 0.15038 2 0.25856 1 |0.03105 10
AndersonrDarling TEST WITH MODEL |
SampleSize 10
Statistic 0.25856
Rank 1
a 0.2 0.1 0.05 0.02 0.01
Critical Value 1.3749 1.9286 2.5018 3.2892 3.9074
Reject? No No No No No
Model Mean Variance Skewness Kurtosis
Gen.Logistic N/A N/A N/A N/A

The Gen. Logistic distribution is the first ranked distribution for this cost factor. This
is verified using the statistic test value (0.25856), which is significantly lower than the critical
values forthe level of significance. As demonstrated in table 7.13, the Gen. Logistic
theoretical probability distribution is accepted at all alpha levels. Hence, there is no reason to
believe, based on this evidence and these tests, which the selected distribution does not

provide a good fit for duration overrun within the limits of the data and context of this study.

Table8-13: Fit comparison for camera cost

8.2.2 Switches Cost Factor

Using probabilstic modelingsoftware (Easy fit), thé&ndersonDarling goodnessf-

fit testsshowed thathe Johnson SBdistribution wagsanked first from a total number of 23

continuous distributions.
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Equat
Kolmogorov Smirnov Test Anderson-Darling Probability ChiSquare
Test
Model Statistic Rank Statistic Rank Statistic Rank
JohnsorsSB 0.12692 1 0.16306 1 9.16E05 7
AndersonDarling TEST WITH MODEL |
SampleSize
o 10
Statistic
0.16306
Rank
1
a 0.2 0.1 0.05 0.02 0.01
Critical Value 1.3749 1.9286 2.5018 3.2892 3.9074
Reject? No No No No No
Model Mean Variance Skewness Kurtosis
JohnsorSB N/A N/A N/A N/A

The Johnson SB distribution is the first ranked distribution for this cost factor. This is

Table8-14: Fit comparisorof switches cost

verified using the statistic test value (0.25856), which is significdotler than the critical

values for the level of significance. As demonstrated in table 7.13, the Gen. Logistic
theoretical probability distribution is accepted at all alpha levels. Hence, based on this
evidence and these tests, there is no reason toééhat the selected distribution does not
provide a good fit for duration overrun within the limits of the data and context of this study.

8.2.3 Servers Cost Factor

The data sample wamalyzed usingrobabilstic modelingsoftware (Easy fit), and

the AndersonDarling goodnessf-fit tests showed thathe Johnson SBdistribution was

ranked first from a total number of 23 continuous distributions.
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. Equat
Kolmogorov Smirnov ] . i
Anderson-Darling Probability ChiSquare

Test
Test
Model Statistic Rank Statistic Rank Statistic Rank
JohnsorsSB 0.11526 1 0.13638 1 0.00408 10

AndersonrDarling TEST WITH MODEL |

SampleSize 10
Statistic 013638
Rank 1
a 0.2 0.1 0.05 0.02 0.01

Critical Value 1.3749 1.9286 2.5018 3.2892 3.9074

Reject? No No No No No
Model Mean Variance Skewness Kurtosis
JohnsorSB N/A N/A N/A N/A

Table8-15: Fit comparison for servers cost

The Johnson SHilistribution is the first ranked distribution for this cost factor. This is
verified using thestatistic test value (0.13636), which is significantly lower than the critical
values forthe levelof significance. As demonstrated in table 7.15, the JohnBahe&bdretical
probability distribution is accepted at all alpha levels. Hence, there is no reason to believe,
based on this evidence and these tests, which the selected distribution does not provide a

good fit for duration overrun within the limits of tllata and context of this study.

8.2.4 Software Cost Factor

Using probabilstic modelingsoftware (Easy fit), théndersonDarling goodnessf-
fit testsshowed thathe Johnson SBdistribution was ranked first from a total number of 23

continuous distributions.
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. Equalt
Kolmogorov Smirnov

Anderson-Darling Probability ChiSquare
Test

Test

Model Statistic Rank Statistic Rank Statistic Rank

JohnsorSB 0.13266 3 0.22226 1 0.00326 7

AndersonrDarling TEST WITH MODEL |

SampleSize 10
Statistic 022226
Rank 1
a 0.2 0.1 0.05 0.02 0.01

Critical Value 1.3749 1.9286 2.5018 3.2892 3.9074

Reject? No No No No No
Model Mean Variance Skewness Kurtosis
JohnsorSB N/A N/A N/A N/A

Table8-16: Fit comparison foraftware cost

The Johnson SHistribution is the first ranked distribution for this cost factor. This is
verified using the statistic test value (0.22226), which is significantly lower than the critical
values forthe levelof significance. As demonstrated in table 7.16, the Johnson SB theoretical
probability distribution is accepted at all alpha levels. Hence, there is no reason to believe,
based on this evidence and these tests, which the selectedutimtridoes not provide a

good fit for duration overrun within the limits of the data and context of this study.

8.2.5 Monitors Cost Factor

The data sample wamalyzed usingrobabilstic modelingsoftware (Easy fit). The
AndersonDarling goodnessgf-fit testsshowed thathe Johnson SBdistribution was ranked

first from a total number of 23 continuous distributions.
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Kolmogorov Smirnov Test

Anderson-Darling

Equat
Probability ChiSquare

Test
Model Statistic Rank Statistic Rank Statistic Rank
JohnsorsSB 0.10733 1 0.15058 1 N/A N/A
AndersonDarling TEST WITH MODEL |
SampleSize 10
Statistic 0.15058
Rank 1
a 0.2(0.1 0.05 0.02 0.01
Critical Value 1.3749 1.9286 2.5018 3.2892 3.9074
Reject? No No No No No
Model Mean Variance Skewness Kurtosis
JohnsorsB N/A N/A N/A N/A

verified using the statistic test value (0.15058), which is significantly lower than the critical
values forthe levelof significance. As demonstrated in table 7.17, the Johnson SB theoretical
probability distribution is accepted at allphh levels. Hence, based on this evidence and

these tests, there is no reason to believe that the selected distribution does not provide a good

Table8-17: Fit comparisorof monitors cost

The Johnson SB distribution is the first ranked distribution for thisfaotr. This is

fit for duration overrun within the limits of the data and context of this study.

8.2.6 Storage Cost Factor

The data sample wamalyzed usingrobabilstic modelingsoftware (Easy fit), and

the AndersonDarling goodnessf-fit tests showed thathe Johnson SBdistribution was

ranked first from a total number of 23 continuous distributions.
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] Equat
Kolmogorov Smirnov ) . i
Anderson-Darling Probability ChiSquare
Test
Test
Model Statistic Rank Statistic Rank Statistic Rank
JohnsorSB 0.11454 2 0.12467 1 0.0091 8
AndersonrDarling TEST WITH MODEL |

SampleSize 10
Statistic 0.12467
Rank 1
a 0.2 0.1 0.05 0.02 0.01
Critical Value 1.3749 1.9286 2.5018 3.2892 3.9074
Reject? No No No No No
Model Mean Variance Skewness Kurtosis
JohnsorSB 664.51 143.57 -2.0254 6.1709

The Johnson SB distribution is the first ranked distribution for this cost factor. This is
verified using the statistic test value (0.12467), which is significantly lower than the critical
values forthe levelof significance. As demonstrated in table 7.18, the Johnson SB theoretical

probability distribution is accepted at all alpha levels. Hence, there is no reason to believe,

Table8-18: Fit comparison for storage cost

based on this evidence and these tests, which the selectedutimtridoes not provide a

good fit for duration overrun within the limits of the data and context of this study.

8.2.7 UPS Cost Factor

The data sample wamalyzed usingrobabilstic modelingsoftware (Easy fit), and

the AndersonDarling goodnessf-fit tests showed thathe Error distribution was ranked

first from a total number of 23 continuous distributions.
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] Equat
Kolmogorov Smirnov

Anderson-Darling Probability ChiSquare
Test

Test

Model Statistic Rank Statistic Rank Statistic Rank

Error 0.18682 6 0.37802 1 0.04269 33

AndersonrDarling TEST WITH MODEL |

SampleSize 10
Statistic 0.37802
Rank 1
a 0.2 0.1 0.05 0.02 0.01
1.3 1.9 2.5 3. 3.90
Critical Value 749 286 018 2892 74
Reject? No |No No No No
Model Mean Variance Skewness Kurtosis
Error 11.462 0.21213 0 -1.1989

Table8-19: Fit comparison for UPS converteost

The Error distribution is the first ranked distribution for this cost factor. This is
verified using the statistic test value (0.37802), which is significantly lower than the critical
valuesfor the level of significance. As demonstrated in table 7.8 Error theoretical
probability distribution is accepted at all alpha levels. Hence, there is no reason to believe,
based on this evidence and these tests, which the selected distribution does not provide a

good fit for duration overrun within the lisi of the data and context of this study.

8.2.8 Control RoomCost Factor

Using probabilstic modelingsoftware (Easy fit), thé&ndersonDarling goodnessf-
fit testsshowed thathe Gen. Logisticdistribution was ranked first from a total number of 23

continuows distributions.

244



Figure8-58:

Figure8-59:

Probabilty Uensity Huncoon

T\

10

0.16:

008

004

m

Control room ostd Theoretical probability density function

Probabity iference

04

032

024

016

008

0

Probability Difference

008

Q16

024-

Control room os® Distribution-function-differencesanalysis

PR

0%

0%

05

05

P (Madal)

04

03

02

05

5 05 [y
P [Empirica)

Figure8-60: Control RoomCostd Probabilityprobability plot

245



] Equat
Kolmogorov Smirnov ) . )
Anderson-Darling Probability ChiSquare
Test
Test
Model Statistic Rank Statistic Rank Statistic Rank
Gen.Logistic 0.16164 20 0.17724 1 6.36E04 2
AndersonrDarling TEST WITH MODEL |
SampleSize 10
Statistic 0.17724
Rank 1
a 0.2 0.1 0.05 0.02 0.01
1.3 1.9 25 3. 3.90
Critical Value 749 286 018 2892 74
Reject? No |No No No No
Model Mean Variance Skewness Kurtosis
Gen.Logistic N/A N/A N/A N/A

Table8-20: Fit comparisorof control room cost

The Gen. Logistic distribution is the first ranked distribution for this cost factor. This

is verified using the statistic test value (0.17724), which is significantly lower than the critical

values for the level of significance. As demonstrated in table 7.20, the Gen.Logistic

theoretical probability distribution is accepted at all alpha levels. Hence, there is no reason to

believe, based on this evidence and these tests, which the selected distribution does not

provide a good fit for duration overrun within the limits of the data and context of this study.

8.2.9 TransmissiorCostFactor

The data sample wamalyzed usingrobabilstic modelingsoftware (Easy fit). The

AndersonDarling goodnessf-fit tests showed thatthe Gen. Logistic distribution was

ranked first from a total number of 23 continuous distributions.
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] Equat
Kolmogorov Smirnov ) . i
Anderson-Darling Probability ChiSquare
Test
Test
Model Statistic Rank Statistic Rank Statistic Rank
Gen.Logistic 0.16211 20 0.24638 1 N/A N/A

AndersonrDarling TEST WITH MODEL |

SampleSize 10
Statistic 0.24638
Rank 1
a 0.2 0.1 0.05 0.02 0.01

Critical Value 1.3749 1.9286 2.5018 3.2892 3.9074

Reject? No No No No No
Model Mean Variance Skewness Kurtosis
Gen. Logistic N/A N/A N/A N/A

Table8-21: Fit comparisorof control room cost
The Gen. Logistic distribution is the first ranked distribution for this cost factor. This
is verified using the statistic test value (0.24638), which is significantly lower than the critical
values for the level of significance. As demonstrated in table2l/, the Gen.Logistic
theoretical probability distribution is accepted at all alpha levels. Hence, based on this
evidence and these tests, there is no reason to believe that the selected distribution does not

provide a good fit for duration overrun withiime limits of the data and context of this study.

8.2.10 LayoutCostFactor

The data sample wamalyzed usingrobabilstic modelingsoftware (Easy fit), and
the AndersonDarling goodnessf-fit testsshowed thathe Gen. Extreme Valuedistribution

was ranked first from a total number of 23 continuous distributions.
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Figure8-64: Layout ®std Theoretical probability density function
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Figure8-65: Layout ®std Distributionfunctiondifferences analysis
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Figure8-66: Layout ®std Probabilityprobability plot
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. Equat
Kolmogorov Smirnov ] - i
Anderson-Darling | Probability ChiSquare

Test
Test
Model Statistic Rank Statistic Rank Statistic Rank
Gen.ExtremeValue|0.10973 1 0.20475 1 1.20E04 7

AndersonrDarling TEST WITH MODEL |

SampleSize 10
Statistic 0.20475
Rank 1

a 0.2 0.1 0.05 0.02 0.01

1.3 1 25 3 3.9

Critical Value 749 9286 018 2892 074
Reject? No | No No No No
Model Mean Variance Skewness Kurtosis
Gen.ExtremeValue| 16.62 1.3632 -0.23819 -0.23756

Table8-22: Fit comparison for layout cost

The Gen. Extreme Value distribution is the first ranked distribution for this cost
factor. This is verified using the statistic test value (0.20475), which is significantly lower
than the critical valuetr thelevel of significance. As demonstrated irbka 7.21, the Gen.
Extreme Value theoretical probability distribution is accepted at all alpha levels. Hence, there
is no reason to believe, based on this evidence and these tests, which the selected distribution
does not provide a good fit for durationeskun within the limits of the data and context of

this study.

8.2.11 Man Power Cost Factor

The data sample wamalyzed usingrobabilstic modelingsoftware (Easy fit), and
the AndersonDarling goodnessf-fit tests showed thathe Gen.Logistic distribution wa

ranked first from a total number of 23 continuous distributions.
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Figure8-67: Manpowercostd Theoretical probability density function
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Figure8-68: Manpowercostd Distribution-function-differences analysis
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Figure8-69: Manpowercostd Probabilityprobability plot
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Smirnov Test

Kolmogorov

AndersonDarling

EquatProbability ChiSquare Test

Model Statistic Rank Statistic Rank Statistic Rank
Gen.Logistic 0.16211 20 0.24638 1 N/A N/A
AndersonDarling TEST WITH MODEL |
SampleSize 10
Statistic 0.24638
Rank 1
a 0.2 0.1 0.05 .02 0.01
Critical Value 1.3749 1.9286 2.5018  3.2892 3.9074
Reject? No No No No No
Model Mean Variance Skewness | Kurtosis
Gen.Logistic N/A N/A N/A N/A

Table8-23: Fit comparison fomanpowelcost

The Gen. Logistic distribution is the first ranked distribution for this cost factor. This

is verified using the statistic test value (0.20475), which is significantly lower than the critical

values for the level of significance. As demonstrated in table23, the Gen.Logistic

theoretical probability distribution is accepted at all alpha levels. Hence, there is no reason to

believe, based on this evidence and these tests, which the selected distribution does not

provide a good fit for duration overrun withihe limits of the data and context of this study.

8.2.12 Power Supply Cost Factor

The data sample wamalyzed usingrobabilstic modelingsoftware (Easyfit). The

AndersonDarling goodnessgf-fit testsshowed thathe Johnson SBdistribution was ranked

first from a total number of 23 continuous distributions.
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Figure8-70: Power supply @std Theoretical probability density function
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Figure8-72: Power supply cosi Probabilityprobability plot
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] Equat
Kolmogorov Smirnov

Anderson-Darling Probability ChiSquare
Test

Test

Model Statistic Rank Statistic Rank Statistic Rank

JohnsorSB 0.18743 17 0.26349 1 0.03378 7

AndersonDarling TEST WITH MODEL |

SampleSize

10
Statistic 0.26349
Rank 1
a 0.2 0.1/0.05 0.02 0.01

Critical Value 1.3749 1.9286 2.5018 3.2892 3.9074

Reject? No No No No No
Model Mean Variance Skewness Kurtosis
JohnsorSB N/A N/A N/A N/A

Table8-24: Fit comparisorof power supply cost
The Johnson SB distribution is the first ranked distribution for this cost factor. This is
verified using the statistic test value (0.26349), which is significantly lower than the critical
valuesfor thelevel of significance. As demonstrated in table 7.4 Johnson SB theoretical
probability distribution is accepted at all alpha levels. Hence, there is no reason to believe,
based on this evidence and these tests, that the selected distribution does not provide a good

fit for duration overrun within thémits of the data and context of this study.
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Summary:

1. Risk Factors Model A-D Test (Statistic) [Accepted at all Alpha
Levels?

Initiation Risk Factor (R1: Owner / Stakeholdg JohnsorsB 0.03378 Yes, exceq

RIOS)

Initiation Risk Factor (R2: Management RIM) | Gen.Logistic 0.47718 Yes

Initiation Risk Factor (R3: Contractor/Project | JohnsorSB 0.55396 Yes

RICP)

Operation and Maintenance Risk Factor (R1:| Gen.ExtremeV 0.78323 Yes

Change and Management RMCM) alue

Operation and/laintenance Risk Factor (R2: |Burr 1.2785 Yes

Staffing and Resources RMSR)

Operation and Maintenance Risk Factor (R3:|Burr 0.80381 Yes

System/Product Issues RMSPI)

Acquisition Risk Factor (R1: Financial Issues | Burr (4P) 0.78255 Yes

RAFI)

Acquisition Risk Factor (R2: Change Iss| Wakeby 0.84148 Yes

RACI)

Acquisition Risk Factor (R3 = Systems/Produ| Burr 0.98954 Yes

RASP)

Operation and Maintenance Risk Factor (R1:| Gen.Logistic 0.69163 Yes

StaffingROST)

Operation and Maintenance Risk Factor (R2:| Hypersecant 0.42606 Yes

Operation Issues ROO)

Operation andMaintenance Risk Factor (R3: | Wakeby 0.84081 Yes

Systems ROSY)

Table8-25: Risk goodness of fit results

In this dhapter the results of the simulatiomd the goodnessf-fit outcomes for the

selected output distributions used for risk and cost factors. The results of the simulation

showed that the risk and cost factors are best fitted to different theoretical probability

distributiors. The besfit probabilistic distributionwasused to present the most influential

causes of variationFirst, a frequency table of the risk factongas createdand then the

observed frequenciesere compared tthose that would be expected if the hypothesis was
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correct. This requirethatthe besffit probabilistic distributions foundto represent the most
influential causes of variation. The resudfsthis exercise revealed that a significant number
of Dbestfitting theoretical distributions for causes of \aion belongd to different
distributions.In generalall the causes of variation assumption distributions were found to be
positively skewed theoretical distributions. The selected distributeswvalidatedusingthe
goodnesf-fit tests and the inspBon of respective plots. Therobability-probability plot
revealed a relatively good fit for other regions of criticality for most of the causes of variation
distributions. A systematic procedure was adopted here to transform these input probabilities
into useable assumptions in the simulation modkdr the goodnessf-fit tests, the
AndersonrDarling was selected for the different risk and cost factofhie Burr (4P)
distribution was the modtequentlyselected for the risk costalculationandthe Johrson

SB distribution for the cost factors.

The above results wekeerified usingthe used softwaréEasyfitd  ahe dnderson
Darling goodnesof-fittest for each risk and cost factor. As demonstrated in the results
analysis (se€hapter7), different theoetical probability distributions for each factaere
accepted at all alphalevelsx cept one ri sk factor (RI OS) f ol
there is no reason to believe, based on this evidencehasdtests which the selected
distribution des not provide a good fit for duration overrun within the limits of the data and
context of thisstudy. The robustness of the results was also demonstogtedmparinghe
simulated distributions for duration overrun and based on both original and sichdéda.

The comparison results presented in the following table showed that both original and
simulated data fit intdhe theoretical probability distribution. This is further evidence to

suggest that the developed model produces results that are simndal cases.

2. Cost Factors Model A-D Test (Statistic) fccepted at All Alpha
Levels?
Camera Cost Factor Gen.Logistic | 0.25856 Yes
Switches Cost Factor JohnsorSB 0.16306 Yes
Servers Cost Factor JohnsorSB 0.13638 Yes
Software Cost Factor JohnsorSB 0.22226 Yes
Monitors Cost Factor JohnsorSB 0.15058 Yes
Storage Cost Factor JohnsorSB 0.12467 Yes
UPS Cost Factor Error 0.37802 Yes
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Control Room Cost Factor Gen. Logistic |0.17724 Yes

Transmission Cost Factor Gen. Logstic  |0.24638 Yes

Layout Cost Factor Gen. Extremg Yes
Value 0.20475

Man Power Cost Factor Gen. Logistic |0.24638 Yes

Power Supply Cost Factor JohnsorSB 0.26349 Yes

Table8-25: Cost goodness of fit results
Following the statistical analysis of the different risk factdhee LCC modelavere
developed withdifferent categoriesonsideringthe cost of each phase of the project. The
collected datawere formed with the adjustment of the present value of each category

includingthe risk and cost factors.
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CHAPTER 9.THE WHOLE LIFE CYCLE COST MODEL

9.1 Introduction

In my thesis, the data used to drive theddling was extracted from 10 companies,
thus for each inputariables therewere 10 sets of data from which a theoretical probability
distribution can be fitted to much the data frequencies. There are many forms and types of
pre-defined probability distribution functions that may be used to fit the case study data. In
my research @Rkssoftware was used to find the best theoretical distribution that fit each
input variable. The software used to model the theoretical distribution employs in excess of
40 continuous distributions to identify the highest ranked theoretical representaéanoho
input variable.

As shown in previous chaptevsand 8 we have applied the factor analysis for the
reduction of the numbers for risk factors and then the Goodness of Fit (GOF) methodology
for the risk factors are analyzed for the validation of the data fitting in the probability
distributions. For each inputariable, the data sample from the case studies sample was
analyzed in the simulation software to find determine the best theoretical probability
di stribution to the actual data set. The 0 @I
This was necessy so that to choose the distribution that has parameters closest to the
original dataset Various distribution fits were investigated for their suitability to represent
the input variables. Each distribution is tested and ranked using statistical g gt
tests. The followingestswere used.

A Chi-squared statistic

A AndersonDarling statistic

A KolmogorovSmirnov statistic

The distribution that was ranked first Bynderson-Darling was selected. In addition to
the abovetests several graphs-P andQ-Q are used twisualy assess the fitness of the
selected theoretical distributions. In the following section, the goodridgstests for each

costand annual present values (Farg presented

9.2 Simulation Model

This section presents the Goodnessfibf(GOF) methodology adopted for the
different costs as described in the previous chapters. The aim of this simulation is to obtain
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information how the costs fitting into the probability distributions for all possible outputs
results from the simulatioprocess. The simulation process was conducted by repeatedly
calculating output values for the dependent variable based on defined randomly selected
input values for the independent uncertain variables. As the presiader the software

A @R i s k 0 orithe GQFdedting.

In the previouschaptefa LLC model with different categorigs createdtaking into
consideration the cost of each phase of the project. An adjustment of the present value for
each category including risks and cost factors are pextent

For the appraisal of the physical secuptpjects present values over a period of 10
yearsare calculated. In order to capture the variability and uncertainty of the present values
variables a methodology based on Monte Carlo simulation is developed

Then, a present value calculation for each year presented and for the evaluation of
risks anduncertaitly a sensitivity analysis is applied. The most two parameters can have
influenced the data were the maintenance costs and the discount rate. The proposed LCC
model follows correctly the variation of the discount rate and for the maintenance costs is
arequired improvement using personnel with high technical skills.

Furthermore, the sensitivity analysis is a study that aims to study the effect of
variability of the main input parameters, which assist in realizing data evaluation. Sensitivity
analysis measurethe impact onlife-cycle cost project outcomes of changing key input
values about which there is uncertainty, typically:

9 discount rate

9 future inflation assumptions
91 period of analysis
1

Maintenancereplacementandoperational cost data.

Following to pesent value (PV)method a sensitivity analysis was applied to
predict what the most sensitive varialdeif it changes. In my thesis, sensitivity analysis
aimed to examine the followingncertainy variables:

1 Sensitivity analysis for the effect of ma@niance costs in CCTV solution

1 Sensitivity analysis for the variation of the discount rate.

The process adopted for conducting Monte Carlo simulation is depickedure 81land
summarizedn the following steps:
1 The different cost and PV valuegere enteredinto an Excel spreadsheet

format using the risk analysis software @Risk;
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Each independent variable of the developed WLLC model was represented in
@Risk by the best probability distribution generated for eesst and
annually present values.

Monte Carlo simulation was used to repeatedly sample random values from
each of the independent variables or causes of variation. The simulation was
conducted to include the number of optimum iterations that were reported in
the literature and in my thesisd@iterationds selected.

The output value was tracked as probability distributions. The results were
presented as graphs, histograanddescriptive statistics;

The model is also tested for sensitivity and robustness in order to determine

the most influatial input variables on the dependent construct.

Start
Assumptions Monte Caflo Duration of
Cost factors | ) : A @m=| \he project
simulation
(Years)

I

Outputs: Generation
of probability
distributions

l

| 1

Results Sensitivity analysis
for annually PV

Figure9-1: The simulation development process

260



9.3

Do) i Copy of sulman LCC model [Compatibility Mode] - Microsoft Excel
a9
=/ Heme inset  Pagelayout  Fomulas  Data  Review  View  Adddns | @RISK
‘*j L Toh | tetions. [s0 -] a® [ 1 faml i summa P i
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| £35 - fe | =RiskPareto(26.347,40.3) GOl | Riskpareto(26.347,40.3)
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Figure9-2: @Risk software representatiohthe simulation model
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The results derived from the simulation software for each cost items. In the following

presented each casgparately:

9.3.1 Model Input parameters:

9.3.1.1 Camera Cost

The data sample was analyzed ie ghrobabilisticmoddling software for Camera

Cost, and it was found that using Anderfdgrling the goodnessf-fit tests, the

ExtValueMin distribution was the first ranked distribution from available continuous

distributions. The goodness-fit test parameters were:

test fit value
A-D 0.0060
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Figure9-3: Fit comparison for Camei@ost
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9.3.1.2 Switches Cost

The data sample was analyzed in the probabilmbddliings o f t war e

costso and

the BetaGeneral distribution was the first rankedistribution from available continuous

potent.i

al s

a n -Darling the wa@odnessf-iit teats)

distributions. The goodness-fit test parameters were:

test

fit value

A-D

0.0139

w
st}
=

Fit Comparison for Switches Cost
RiskBetaGeneral(2.8994,2.8193,1928.089,1959.479)
1,934.02

192
1,040

Probability-Probability Plot of Switches Cost
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Figure9-4: Fit comparison for Switches cost
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9.3.1.3 Servers Cost
The data sample on Servers cost was analyzed in the probahiligtéding software
for AServers Cost o and -Darlingwe goodnessf-fit tbstst theat u s i
Expon distribution was the first ranked distribution from available contusudistributions.

The goodnessf-fit test parameters were:

test fit value
A-D 0.0756

Fit Comparison for Servers Cost
RiskExpon{12.672,RiskShift{322.396))
323.0 361.1
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@RISK Student Version
For Academic Use Only
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Figure9-5: Fit comparison for Server Cost
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9.3.1.4 Software cost
The data sample on Software cost was analyzed in the probahitistigling
software for fASoftware Cost eDaringthe goddnessfas f our
fit tests, theExpon distribution was the first ranked distribution from éable contiuous

distributions.The goodnessf-fit test parameters were:

test fit value
A-D 0.0068

Figure9-6: Fit comparison for Software cost
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