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ABSTRACT

In smart government systems, there is a high level of local and global business interconnectedness, which
increases the overall vulnerability on the cyber platform. Usually, the highest risk can be found in the smart
infrastructure of smart government. Consequently, this needs to be protected and safeguarded. In order to
be effectively equipped, the establishment of a sophisticated cyber resilience framework is essential. Smart
governments need to be well-prepared (managerially) and well-equipped (technically); especially in times
of cybersecurity crisis. For this purpose, the researcher reviewed and evaluated the existing resilience
frameworks worldwide and developed a proposed framework for the smart governments in the UAE. This
study determined and identified the components of the resilience framework, which addresses the above
issues and results in smart government resiliency and cybersecurity risk management. This research
contributed to filling the gap in the literature, particularly in Resilient Measurement in relation to
cybersecurity, especially in the case of smart government systems. The suggested model matches the smart
government needs/culture in the UAE according to this study survey, which measured the readiness and

determined maturity level of the smart systems analysed.

The researcher adopted a quantitative research methodology for this work. Responses from 432 smart
services users in the UAE were collected and analysed. It was discovered that the proposed resilience
structure can be adopted successfully by the smart government enterprise. It has assessed the flexibility of
the electronic platform procedures to fill the gap in sustainability materials related to smart government

resilience structures and cybersecurity risk management; and found the best current resiliency framework.
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Chapter 1
Overview: Smart Government Resilience and Cybersecurity

Risk Management

1.0 Introduction:

The system of Smart government is primarily based on both information and
communication technology, which disseminate information regarding public services and the
important activities of the government sectors via electronic means. Smart government services are
prevailing, and in order to maintain public trust Smart government ensures that the information and
privacy of customers and the government should be protected. The security of information is
considered the most important element. In this ever-changing world ‘cyber villains’ are growing
faster than the security solutions developed to counter them. Nowadays, the most worrying
condition is that cyber criminals are more trained, persistent and skilled. Cybersecurity and
resilience measures are thus in greater demand in recent times (Walser, Kiihn, & Riedl, 2009). Due
to the complex nature of Smart Government, a number of security issues have emerged. Smart
Governments are in need of a sophisticated resilience framework to address these cybersecurity
issues. Moreover, because of this rapidly changing world and the changing business environments
as well as new styles of smart and electronic governments, understanding and adapting to the

change factor has become a priority among all factors affecting resilience (Linkov, 2013).

Cybersecurity is the second dimension of this study and can be defined as the technologies,
methods and procedures that are made to protect organizations and individuals from cyber
criminals and villains (NASTASIU, C 2016). Cyber-attacks can harm organizational reputation no

matter how resilient is this organization. The organization that suffers from the cyber-attacks holds



lot of problems like loss of reputation, assets, and business and also faces many fines and lawsuits.
According to a 2017 survey conducted by the UK government on cybersecurity breaches, the cost
of a cybersecurity breach for a large business is £19,600. However, the cost for a small business is
£1,570. To cope with cyber-attacks cyber resilience is increasingly important (IT Governance,

2017).

A Smart Government project’s main goal is to enhance the business arena in the country
(Keys, Chhajer, Liu & Honer, 2016). Governments that use Smart Government systems should
focus on preventing financial losses because of these cyber-crimes, as stated earlier. Countries
should know how to learn from these attacks and how to be resilient to them by being flexible to
any kind of change or disruptive event. Countries that have embraced these technologies and
adopted the idea of Smart Government, have become international investment destinations, even
in the media, commerce and economic areas (Kumari & Kumar, 2015). Thus, cyber resilience is a
wider term that covers business management and cybersecurity. It not only defends an organization
from cyber-attacks but it also helps in coping with the aftermath and ensures the survival of an
organization from such attacks. Resilience equals the capability of the organization to succeed and
prosper by preparing, anticipating and adapting to the sudden change and disruptions in the
organization that result from a cyber-attack. Organizational resilience also enables a business to

take risks with more confidence at a strategic level (Keys, Chhajer, Liu & Honer, 2016).

While developing a resilience strategy, three main domains of resilience should be
considered, which are very necessary in every type of organization, either large or small. First, is
operational resilience. The organization which is resilient has an in-depth understanding of the

operations of the organizations and how it is working and running. To meet the needs of the



customers, the operational resilience is the identification of the specific operational developments
or improvements in its products and processes. This shows the consistency and potential of the

organization to fully achieve and grow in any circumstances (Kerr, 2016).

Second, is the supply chain resilience. To achieve resilience, the organization needs to have
more focus on the identification of risks in order to minimize the disruption and to maintain its
financial reputation. Third, is informational resilience or cybersecurity resilience, which is very
important and critical. To maintain resiliency, an organization must protect its customer
information. This requires robust information security techniques to securely gather information
and process this data (Kerr, 2016). This is especially the case for Smart Government where
sensitive data about a government and its public/customers are stored in its smart systems, which

need to be safeguarded and protected at any cost (Annareli & Nonino, 2016).

Moreover, some authors considered resilience as a risk management technique or a more
mature level of it (Linkov, 2013). The concept of risk management is considered as fundamental
for any business and organization’s security. Information technology departments rely on risk
management techniques, strategies and education to address cyber-attacks. With the increase in
cyber-attacks, the techniques of cybersecurity risk management have also increased. Cybersecurity
risk management involves the realization of threats and identifying “vulnerabilities”, developing
strategies and applying these to minimize the potential threat (Britt, 2017). The vulnerability factor
is the traditional factor that affects resilience, whereas this research emphasized the role of the

change factor as the new priority in resilience frameworks.



A turning point that highlights the importance of resilience frameworks, especially for
government organizations, took place earlier this decade. The USA Guardian NP (2013) released
a sensational article concerning private National Security Agency (NSA) documents in the United
States of America (USA). The case emerged because of a young man, who had been working as a
NSA contractor for a few months and who managed to breach the NSA’s private files concerning
security and political matters between the USA and other countries around the world. The retrieved
private files were then ultimately publicly published.

The case was defined as the turning point in the history of the cybersecurity arena. The
contractor took a risk to uncover the private information of governmental documentation in the
security field. Some would consider his action as heroic behaviour in the sense that it promoted
transparency between the public and its government. Of course, this varies based on the existence
of different understandings of secrecy and transparency among the public and the government itself
(Ginsberg et al., 2012). On the other hand, some would think that it was unethical and
unprofessional and could lead to a national security disaster, as all governmental documentation is
considered to be sensitive, confidential and dangerous, especially when exposed to the public, let
alone for the USA which has been the number one target for terrorist cyber-attacks according to a
study conducted in 2013 (USA Today, 2013). The UAE government, has witnessed similar cases
of cyber-attacks, however, there is limited information about these incidents. Notably, new
legislations have been embedded into law by the Prime Minister of the UAE due to the repetition
of theses cyber-crimes (Dubai.ae).

However, it is noteworthy that cyber-attacks have emerged as one of the main problems for
the governments of different countries all over the world. In many cases breaches come from within

the organization’s staff. Unfortunately, most risks and threats are hidden within the boundaries of



the organization itself. A survey conducted in 2006 entitled with “Information Security Breaches”,
conducted by the DTI and PricewaterhouseCoopers found that approximately 32% of cyber-attacks
are performed by internal staff, whereas only 28% of cyber-attacks are performed by external staff,
such as stakeholders and external clients or attackers (Patel, 2006). Moreover, cyber-risks appear
not only from internal staff that have access but also outside the government where anyone with
malicious intent can attempt to commit a breach of the system. According to Gary Hyslop (2016),
risks could come from internal staff and from external stakeholders, which he called the “third
party”’; Hyslop argued that organizations can avoid such cyber risks by creating work processes
with closed-ended cycles, meaning every process of the electronic system should start and end
within the same staff group without involving any third party external to the organization. This, he
argued, should minimize the risk that comes from staff who have access to information and files.
In conclusion, cybersecurity problems result due to human errors before technical errors.

Nowadays, while most governments are implementing some form of Smart Government,
the risk has expanded exponentially, as the internet tends to be easier to hack and the risk
management is questioned for its absolution in most cases (Widmer, 2013). It has been found
recently that the notion of risk management is not enough in many cases of cybersecurity risks, and
the need for system security theories has arisen, especially when it comes to the resilience in the
case of complexity and vulnerability of the Smart Government system (Sikula et al., 2015). This
brings the debate back to the main problem of this Smart Government initiative in terms of the
cybersecurity risks. Afterall, it begs the fundamental questions: Does cyberspace hold an
unavoidable risk? And can this risk can be controlled or not?

The change factor led to highlighting the role of management control in resilience

frameworks. Studies show that management control is more effective than strategic management,



due to the fact that leadership does not have great impact on resilience. Leadership should avoid
the traditional leadership pathologies in a crisis situation (Boin and McConnell, 2007). Resilience
and management controls outdo the leadership, which does not prove to be a great factor in the
success of organizations over the years, whereas management control in the “Enterprise
Resilience” is more measurable and manageable (Chesley & Amitrano, 2015).

The reason behind highlighting the management control role, is that human errors overcome
technology errors in times of cybersecurity crisis. This means the problem must be looked at from
both perspectives, managerially and technically. This research concerns the managerial
perspective; are not these cyber-crimes committed by humans? Are not humans dealing with it?
Therefore, humans are the ones that should be held accountable during a cybersecurity crisis
(Pennathur, 2001). Cybersecurity risk, when put in a business context, reflects the reality of the
similarity between the traditional “pre-automated and pre-internet” business risks (Lanz, 2016).
This remarkable step towards a cyberspace communication world has its own disadvantages such
as the vulnerability to risk; where burglars and hackers are not slowing down any time soon, and
always looking for weak points in new systems to commit a breach. This growth in cyber-attacks
highlights the huge amount of risk which those new means of communication are facing each day,
which are hard to handle from a security perspective. At this point the issue of cybersecurity is
raised, and it is even more important for some countries to develop Cybersecurity Risk
Management.

The Internet forms a backbone of Smart Government projects, which depends entirely on
cyberspace where all of associated processes take place online; but the industry has been slow to
embrace this form of risk management due to the risk that lies beneath the vulnerability of the

online-based processes of the system. While the Internet has become an essential communication



medium, it is a medium that demands innovative thinking and implanting cutting-edged
cybersecurity strategies, and demonstrates new plans, tactics and IT instruments that cannot be
ignored by Smart Government staff. Knowing which tool to use, and when, is a strategic matter,
especially when it comes to cybersecurity risks. Here arises the role of the System Maturity notion,
and many of its associated methods, which offers a solution to the challenges of risk resilience,
variation, differentiation and measurement (Barrinha, 2016). When integrated into a strategic
electronic communications effort based on solid and business-oriented objectives, the Internet can
make it easier to achieve those most effective win-win scenarios (Holtz, 2002).

This research discusses resilient measurement in relation to the cybersecurity, in smart
government in the UAE, concerning the two main parts of this study: smart government resilience
and cybersecurity risk management. In addition, this study discusses the Smart Government
maturity level in terms of using resilience and risk management strategies and plans, what they are
doing and how they are doing it, besides determining the cybersecurity risks accompanied with
those processes. This is done to find out how practitioners can measure the resilience in relation to
cybersecurity, by using the System Resilience and cybersecurity risk management theories. In
order to determine to what extent they can control the risks posed to the Smart Government system
“management control”, they need to realize how to be resilient to risk. The research objectives will
thus be fulfilled and this study will serve the overarching goal, by suggesting the necessary
components of the resilience framework that have the ability to measure the resilience in the system
of Smart Government. This will be of value to the Smart Government professionals and
practitioners who will be made aware of how to control cybersecurity risk and achieve and maintain

resilience.



Measuring the resilience in the governmental field is not easy (Sikula et al., 2015). In this
regards, this researcher attended “The Enterprises risk Management of Cyber Security 2017, which
was held in Dubai, and one the most famous British hackers (Brian Kuyfyt, 2017) talked of how
Cyber Security is really difficult to achieve in the age of the internet. He explained how Google
itself can be a dangerous tool with its information-hungry features which can be used as tools to
hack hundreds of classified files of companies in one minute, by a click of a hacker (The Enterprise
RISK Management Conference, RISK & Cyber Security 2017). Finally, the study tries to show
that risk can be controlled to some level, but the traditional methods of cybersecurity risk
management no longer work and the need for new resilience strategies and “capabilities” is
fundamental to any Smart Government project; furthermore, it has a considerable and deep impact
on cyber resilience and the control of cybersecurity risks.

Gerben, Peter, Margareta and Gerard (2015) presented that beyond the IT domain,
cybersecurity is considered as one of the major concerns that promotes the idea of corporate
governance. In this era when the level of cybercrimes and threats has increased, the need for robust
cyber management frameworks has become more critical for both government and public
organizations (Onwuldike, Lock & Phillips, 2015). In the UAE, the government has taken major
steps to establish awareness by educating the public with regards to the attacks, past incidents, and
the present vulnerability. In the past few years, it has been seen that the government of the UAE is
involved in implementing initiatives to boost the responsiveness to cybercrime by paying attention
to resilience. It has been seen that the cyber resilience is one of the major domains of the
cybersecurity framework, which is based on the idea of maintaining flexibility of cyberspace. This

ensures the availability of IT systems and resilience to attacks. Cyber resilience aims to provide a



protected and secured system and resiliency framework that allows the secure exchange and flow

of information using the advanced mechanisms to combat the threats (Brecht, 2015).

1.1 Problem Statement

The problem domain of the study is the smart infrastructure of Smart Government. The
traditional risk management strategies no longer work in the constant changing governance and
business worlds, the new styles of Smart Government and the new innovative business
environments are accompanied with endless problems in cyberspace, whereas cybersecurity
appears to be very difficult to achieve and maintain. The reason behind this difficulty is that the
internet and cyberspace were created to indorse connectivity not security in the first place.
Nevertheless, the change factor is unavoidable, in order to cope with the existing market and to
please the public. Therefore, the researcher referred to this as the forces of change in this study. A
lot of new terms are derived from this problem such as, cyber defence, cybersecurity, cyber
resilience and even cyber war, which are mentioned in many cybersecurity and cyber resilience

studies, and need to be addressed, studied and defined in depth.

The problem is that most of the resilience frameworks out there are theoretical but not
practical. Whereas the essence of resilience plans is the exercise, meaning the framework has the
ability to be exercised over and over again until the organization reaches a level of maturity and be
called resilient. This is actually what distinguishes resilience from traditional risk management
tools. Planners and resiliency teams should be given a greater role in the Smart Government
organizations and should have the full support from the top management; considering their role in

making the Smart Government resilience a reality, rather than just giving theoretical assumptions.



Smart Government projects should place more concern on management controls over strategic

management in this case.

The solution is to look at cybersecurity from both managerial and technical sides in order to
achieve resilience. Cyber resilience also creates up-to-date resilience plans; which is essential
because villains are growing faster than cybersecurity solutions and one should be innovative in
fighting these cybercrimes constantly and even learn from this experience. Suggesting a new
framework that addresses the above issues to Smart Government is a solution offered by this study.
In order to achieve resilience, practitioners need to look at any sudden change “change factor” or
disruptive event (good or bad) as a serious risk to a smart system and there is a need to be well-
prepared (managerially) and well-equipped (technically) to recover, learn, overcome and even

prosper post-trauma.

In cyber-crimes, it has been seen that there are no borders for hackers. As a result, the threat
and challenges to cybersecurity have become a major concern for both government and public
organizations. The growing use of technology has increased the dependence on information
technology to store, sort, analyse, and evaluate the data and information related to different people
and things. In recent years, the researchers have identified that the threat to cybersecurity requires
the attention of people. As a result, the concept of cyber defence, cyber resilience, and cyber war
have gained significant attention. Information is considered as a weapon or power and its protection
is essential. For this, governments and organizations need to be aware of what they are protecting
and what they are protecting from. The use of security management and risk management
techniques and cycles can be utilized to manage resilience (Blanchet, Nam, Ramalingam & Martin,

2017).
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The usual strategies that already exist in most organizations lack the ability to assess or to
evaluate the quality, while also failing to consider business continuity planning, which is really
documented and well employed in times of crisis, such as a crisis of technology breakthrough.
Even in most cases, traditional plans consist of required elements but lack logical action planning,
which creates a significant gap and difference between the plans content and what is being
submitted for review. Therefore, this thesis focuses on Smart Government resiliency and cyber
security risk management, from a managerial perspective. This thesis emphasizes the role of
resiliency frameworks in resolving the security issues that take place in the smart infrastructure of

Smart Governments.

1.2 Theoretical lens and focus

Resilience Framework Smart Government

(exclusive to this study) (the problem domain)

Resilience

Cybersecurity Risk management

Managing cybersecurity risk
management

Figure 1.1: Scope of the Study

The hypothesis will be explained in detail in Chapter Three: Theoretical Framework of this

thesis. The general hypotheses in short are: 1) the first hypothesis will emphasise on whether the
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governmental organizations under the Smart Government umbrella are using the frameworks of
resilience and cybersecurity risk management, or not; 2) the second hypothesis will concern the
maturity level of several governmental organizations under the umbrella of Smart Government in
terms of using cyber resilience and cybersecurity risk management, to explore whether the
differences depend on the kind of an organization or on its system maturity; 3) the third hypothesis
will consist of the relationship between the main two elements of this research: cyber resilience

and cybersecurity risk management.

Nevertheless, cyber resilience is the ability of an organization to recover from a cyber-
attack. Therefore, cyber resilience is the key element for organizational sustainability. There are
several moving parts of cyber resilience that should be approached methodologically. There are
five interconnected domains of the cyber resilience framework; each of those domains has a
different function. The domains are: identify, protect, detect, respond, and recover. The resilience
framework (figurel.2) is all about detecting, preventing and recovering from a cyber-attack.
Therefore, cyber resilience is the key to the sustainability of an organization. The Smart

Government resilience framework of this research is as follows:

Forces of Vulnerabili Unbalanced | _ | F,cessive risk
change ‘ resilience
Resilience Eroded
profitability
, Balanced
resilience
Management |[====| Capabilities
controls Improved
performance
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Figure 1.2: Framework of Study

Thus, resilience is affected by the important variables of vulnerabilities, forces of change,
management controls, and capabilities. Finally, resilience shows output in the form of balanced
resilience, improved performance, or unbalanced resilience and eroded profitability. The main
factors of vulnerability, management control, capabilities, and forces of change have further factors

that control them.

e Vulnerability Factors

Vulnerability factors include turbulence, deliberate threats, external pressures, resource

limits, sensitivity, connectivity, and disruption by supplier or buyer of the product/service.

e Capability Factors

The key capability factors are flexibility in sourcing, capacity, flexibility of order
fulfilment, efficiency, visibility, anticipation, adaptability, recovery, disruption, collaboration,

organization, security, market position, and financial strength.

e Forces of Change

Internal and external change in an organization, such as social change, political change,

environmental change.

e Management Controls

13



Management control create capabilities for proper functioning and resilience against cyber-

attacks.

If the capabilities increase in the organization, there is less vulnerability. Thus, there is
linkage between vulnerabilities and successfully used capabilities to face those vulnerabilities

(Lambert & Knemeyer, 2004).

Therefore, the specific hypotheses of this thesis will be as follows:

H1

The capability factors affect resilience in Smart Government organizations.

H2

The change factors affect resilience in Smart Government organizations.

H3

The management control factors affect resilience in Smart Government organizations.

H4

The vulnerability factors affect resilience in Smart Government organizations.
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1.3  Research aim, questions and objectives

The purpose of this thesis was to study risk-based cybersecurity frameworks which use
cybersecurity developments to create a strong, protected, complete and hard to break smart system.
This framework can be adopted by a Smart Government project; it can help the project to achieve
Smart Government resiliency and manage the cybersecurity risk, in addition to avoiding repetition
of past cybersecurity mistakes made previously by Smart Government projects. This research is
aimed at measuring the resilience of the smart systems’ processes to fill the gap in the literature on
resilience measurement in relation to Smart Government and risk frameworks in the cybersecurity
arena, to determine which framework is proven to be the most effective for this topic. The intention
is to use the above techniques, to develop the right framework of Smart Government resilience and

cybersecurity risk management.

This thesis investigates a Smart Government system’s maturity and measures its resilience
level, assessing whether it is in the very basic risk management level or in the advanced matured
resiliency level. The suggested resilience model for the Smart Government project helps it meet its
goals and keep its promises to the citizens by mitigating cyber risk and creating the maximum level
of resilience and security to its smart systems. This is done in order to be able to achieve the best
quality for online services, without playing by the rules of terrorists and hijackers and will eliminate
the number of cybersecurity crimes in Smart Government systems. This kind of study also serves
a greater purpose in the national security context; by creating a hard-to-breach system, sensitive
government information will be highly protected and federal information will be kept safe from
being exposed to the public, let alone sparing the country of the political and financial problems

that come from a cybersecurity crisis and cyber-attacks.
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The objectives pursued in the thesis are:

Objective 1: To determine and identify the components of the professional resilience framework

to achieve Smart Government resilience and cybersecurity risk management.

Objective 2: To elaborate the risk management frameworks for cybersecurity in Smart

Government.

Objective 3: To evaluate the existing resilience frameworks and identify the areas of potential

improvement.

Obijective 4: To develop a sound model for Smart Government organizations, on the measurement

of resilience.

This Research is guided by two main questions:

RQ1: Validating the framework of Smart Government resiliency and cybersecurity risk
management.

RQ2: How to evaluate previous frameworks on the measurement of resilience.

1.4 Contribution and novelty of the research

Information technology in the recent era is extremely important. With the passage of time

people are getting more used to this technology by using more internet services and computers.

Every single person uses some form of digital media. Smart Government is also providing many
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e-services to citizens. To achieve the trust of customers governmental organizations need to
maintain their customers’ privacy and security. However, in spite of all the security plans there are
a lot of hacking cases. The more the technology is becoming advanced the breaching of security is
also getting advance. Many organizations are facing lawsuits because of breaching of security. This
research will include a significant scope in terms of resilience and risk management of these

organizations and the numbers of system breaches.

In the last decade, countries around the globe have been drawing significant attention to
strategies and methodologies concerning Smart Government. In the same regard, a few “very” fast
growing countries have taken a step ahead and succeeded previously in terms of execution, activity
and delivering fancied effects. The fast movement of certain cities begins with pioneers who always
encourage change to achieve advancement, can bring more the benefits of quick reactions and
affects (Rahman et al., 2013). The concept of quality in any organization’s culture across the globe
will be defined and outlined when perfect and flawless models drive towards Smart Government
that are prepared for emergent threats and risks.

This research will contribute in:

e Filling the gap in the literature particularly in resilience measurement in relation to
cybersecurity, especially in the case of Smart Government systems. A model (figure 1.2)
that is original to this research will be suggested concerning the two main parts of this study:
resilience and risk management.

e This model (figure 1.2) will be studied in depth and revised to match with the Smart
Government system’s needs and to be able to be used as an essential resource for the users

of the system, such as employees, citizens and officials of the Smart Government entity.
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The above model (figure 1.2) will help secure the system by employing resilience standards
within it, for the system to be equipped and prepared for the unforeseen events that might
threaten the functionality of large-scale projects, such as Smart Government. The focus will
start by examining the existing frameworks ability to identify the maturity level of the Smart
Government system. Of course, from a business management perspective, the researcher
will try to manoeuvre between two main elements: 1) the latest policies and developments
of cybersecurity; 2) the number of breaches; and 3) the frameworks of risk management.
Without touching the computer science and programming arena.

Moreover, the thesis contributes in focusing on the issues of cybersecurity in the prime time
of Smart Government projects, which will provide the internal and external users of the
system plans and evidence to be better prepared for any kind of risk or opportunity. The
method should be scientific and well-planned, which brings the focus back to the resilience
and resilience measurement and system maturity frameworks, which could work as
proactive plans rather than being reactive.

The notion of “change” appears frequently in the information and communication
technology industry. It is considered as the most important change in the twentieth century
and even before that; and in many scenarios this industry is becoming a creator and
innovator for more changes in every aspect of life and other industries. This change reached
out to both, public and private sectors, where new information and communication
technologies have been implemented since. Meanwhile, hackers have grown bolder every
day, therefore this thesis framework contributed in providing a new tool as weapon to face

these burglars.
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1.5

Raising the awareness of Smart Government resiliency and the cybersecurity risk
management topic. Cities that are joining the Smart Government project must be fully
aware of all kinds of risks that may affect the governmental field and, in some cases, will
lead to catastrophic results, or whether the Smart Government risk management
practitioners are ready, aware, equipped and prepared for such huge transformation. It has
been found that there are too few studies concerning the measurement of resilience.

Furthermore, the lack of resources about models concerning system maturity in Smart
Government as a means of risk management is evident. This thesis emphasizes the system’s
maturity issues, such as compatibility, effectiveness, and accountability, Smart Government
employees must utilize effective cybersecurity strategies to achieve the overarching goals
of their organizations, as well as those of their clients (Johnson, 1994). An essential
question is raised here: how can resilience be measured in Smart Government

organizations?

Structure of the Thesis

The introduction defined the main dimensions of the research. The first dimension is Smart

Government resilience and its main issues, in addition to highlighting the change factor and a

discussion of why it is a priority as a component in designing contemporary resiliency frameworks.

The second dimension is cybersecurity risk management and its main areas, especially cyber

resilience in the business context. Finally, on the measurement of resilience, the introduction

highlighted the previous frameworks that were used to develop the framework of this research,
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such as Linkov (2013), Kerr (2016) and Hyslops (2016). The remaining six chapters explain how

the questions of this research are answered and how its aims are met.

Chapter 1 also consists of the problem statement, as well as the motivation to choose this
topic, while pointing out the historical turning point on cyber resilience and how it is important for
governmental departments as a national security matter. Moreover, the theoretical lens which
consists of general and specific hypotheses along with the conceptual model and the
methodological framework of this research are included. Nevertheless, research aims and

objectives along with the contribution and the novelty of the thesis and the thesis structure.

Chapter two describes where the problem is exactly and explains the scarcity smart
government resilience studies and the lack of smart government resilience studies. Chapter 2 is a
systematic review of more than 70 guantitative research on this research topic and 30 qualitative
and mixed methods more research. This chapter consists of a literature review on the first
dimension, Smart Government resilience and Smart Infrastructure where the greatest risk entity
exists, and where the suggested framework of this thesis can be applied for security and protection
purposes. This literature review chapter also points out the strong correlation between the highly
integrated infrastructure cities around the world, such as Dubai, and being highly targeted by
hackers and hijackers and how this is a symbiotic relationship. In chapter 2, the second dimension
of the thesis, cybersecurity risk management is explored and a description given of the different
stages of the system’s maturity from the reactive stage (no plans or strategies are used to address
change), to the proactive stage (using risk management plans and framework), to the maturity stage

(applying and exercising resiliency frameworks). This chapter discusses previous frameworks on
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the measurement of resilience, and cybersecurity risk management techniques, plans, strategies and

theories.

Chapter three consists of a review of quantitative theories used for measuring resilience,
plus a review of the existing resiliency framework. It also justifies the evaluation of the previous
frameworks based on certain criteria. The researcher developed a conclusive model that covers all
the important matrices in the previous frameworks at the end of the chapter to be presented in future
conferences. In addition, certain criteria for evaluating resilience in cybersecurity in relation to the
business management field are detailed. Last but not least, the chapter presents a linkage of the
new criteria to the literature review on how to measure resilience, to develop a methodological

framework on resilience.

Chapter four consists of how the researcher investigated the hypotheses of the study
quantitatively and the reason behind choosing a quantitative method to conduct this research. In
addition, an introduction to the relationship between cybersecurity and resilience in Smart
Government is given, tying it to the business management arena. In this chapter the researcher
included a justification of using a quantitative methodology, validity and reliability of the
measurement method, and theoretical validation. Reliability is tested by a pilot study as well, for
the items of the survey, given to the group of 15 respondents twice to test the time reliability of the
test and the results revealed the stability of the responses of the same 15 respondents over time.
Chapter four includes an in-depth analysis of the literature in comparison with the current method
used to validate it, along with research philosophy, deductive method, ethical consideration,

methodological limitations and a chapter summary.
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Chapter five presents the findings obtained from the survey. There are different sections in
this chapter, that include results and findings, which are further divided. The chapter presents the
demographics of the participants and then moves towards the analysis of questions asked. In
addition, the summary of correlations, and ANOVA tables have also been provided along with the
elaboration of reliability analysis. The chapter elaborates on how the study tests relationship
between two or more variables and how hypotheses are developed which can be tested using
quantitative analysis. Nevertheless, this study is empirical and quantitative and it depends on
numeric data. The study showed that measuring resilience needs quantitative methods and research.
The researcher tested the hypothesis in a numeric way and then prioritized the main factors that
have greater impact on resilience. The chapter also clarifies in detail how the researcher designed

the questionnaire according to the dependent and independent variables of the research.

Chapter six consists of a discussion on the results of the survey and the research, and a
discussion on the distinguished findings of the research, along with a detailed table on the main
findings, results and surprises of the research and how these can be addressed. The chapter also
develops a discussion on the research questions and objectives and how the researcher answered
them and tested the hypotheses of the thesis. The chapter also includes a discussion on the
components of a professional resilience framework, which serve business continuity as an

overarching goal of Smart Government resilience. A summary of the chapter is also given.

Chapter seven consists of the practical and theoretical Contribution of the research and
longer terms goals of this research. Chapter seven also includes suggestions on new areas of
investigation. Conclusions and recommendations are included as well. In this chapter the

researcher included the contribution of the quantitative method to the resilience measurement
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research arena, in addition to a practical example of using the evaluation method of the research.
The researcher also explained how the study will function in the actual world and how Smart
Government organizations worldwide and in the UAE can benefit from this research and use its

framework to measure and achieve resilience.
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Chapter 1: an overview on smart
government resilience and cybersecurity
risk management

!

Chapter 2: systematic review of previous resilience research, and pointing
out the lack of smart government resilience studies and highlighting the
scarcity of quantitative research in resilience context.

v v
Chapter 3: Evaluating previous resilience Chapter 4: presenting the methodological
frameworks and pointing out the framework of the thesis & the
evaluation criteria besides discussing and components of a professional resilience
testing H1 and H2 framework and testing H3 and H4

Chapter 5: presenting the findings of the study in a
quantitative manner, and the methods of designing the
research tool and how to validate it. Providing statistical
analysis of the findings obtained from the survey.

l

Chapter 6: presenting and discussing the
findings and the surprises of the research in a
clear table and answering the questions of the

research & explaining the aims and hypotheses
of the research was fulfilled

- /

l

/ Chapter 7: presenting summary of the \
study results & further explanation of the
research contribution, conclusions,
future areas of investigations & a clear
simple table of testing hypotheses of the
research

- J

Figure 1.3: Structure of the Thesis
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Chapter 2: Literature Review

2.1. Smart Government Resilience

Smart Governments emerged as the most remarkable results of the cybernetic revolution,
and as a type of virtual community from the 1940s. Smart Governments were launched at the end
of the twentieth century as administrational services, or what could be called, ‘distance
administrating’ (Zamoum, 2007). Smart Governments aimed at supporting IT, businesses and
investments in the country through improving its infrastructure; it also facilitates public services,
which reflects democracy and transparency. It was rapidly developed to become a primary tool in
the continuous and general development process, besides opening some areas, such as quality,
competition, and implementing successful government systems that increase interconnectedness of
businesses on local, regional and international levels (Scholl & AlAwadhi, 2016). Due to the
complex nature of this smart tool and the vulnerability of cyberspace, Smart Governments focused
on how to be more resilient to risk, by applying resiliency plans to deal with cyber-attacks and

online attempts to breach to related systems (Bosen, 2017).

2.1.1. What is Smart Government?

According to Rahman et al. (2012), Smart Governments are organizations that employ ICT
through the internet to run governmental business, activities and investments with all partners and
stakeholders. These smart projects benefit from technology, cutting-edge policies and business
models to be able to study and identify the changing environment. It tackles financial problems and
focuses on public service in order to support its continuity and sustainability and to please the
audience (Dolicanin, 2014). Smart Government is a public virtual portal that provides information,

services, and helps citizens, especially in administration and business. In addition, it facilitates the
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daily processes of individuals and companies, which can shift the perception of individuals towards
the role of recent governments in improving their environment. Smart Government also works on
developing different policies regarding the validity and the security of information, through using
new technologies (Zamoum, 2007).

Oliver and Sanders (2004) prefer to use the concept “Integrated Governance” rather than
Smart Government. They argued that this concept is more accurate and reflects the nature of the
interactivity combination that stands between the citizen, the IT and the governmental e-services.
This is especially true when the IT is middling in directing and organizing an individual’s and an
organization’s affairs. Moreover, it directly affects a government’s relationship with its citizens,
and contributes to rethinking democracy in the new millennium, which consists of challenges, such
as transparency, equity, and privacy.

Smart Governments have three bases: information, computerization and communication
technology. In addition, they strive to achieve specific goals, such as improving the levels of
cybersecurity, interactivity, qualification, and effectiveness among all the governmental and non-
governmental organizations, and facilitating access to information when needed by different
organizations, simplifying the accountability and transparency, as well as electronic shopping
which is the new trend of global commerce (Rotchanakitumnuai, 2007)

In order to build e-services, countries need to lay down a general plan to enable the transfer
from traditional services to electronic services. These include the emerging e-services and building
a human cadre that is able to use and adopt various techniques of IT, and establishing
communication infrastructure, such as highways in the internet business, and importantly,

identifying the public needs (Rahman et al., 2012).
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In general, the main criteria for any community to be able to enter the space of virtual
communities and build a Smart Government is to work on these aspects: first, providing
communication and information infrastructure by developing the information systems and
communication nets; second, digital economies rely on computer and multimedia as media of
commerce and business activities; third, the information society consists of people who are able to
use the Internet with enough experience to link the traditional activities with economic, cultural
and scientific changes, as products of the digital age; fourth, digital authority, which is reflected in
the ability of the government to impose the extension of its digital power, through providing
different kinds of services and legislations to support the digital activities in this new society
(Zamoum, 2007).

This hypothetical and virtual space has cancelled all the place and time elements, and re-
conceptualized the boundaries facing users, photos, information, items, and money, as well as the
way of thinking. These virtual nets are expanding place and time limitations in every aspect, such
as video games and entertainment, interactive cinema, virtual life, education and culture, including
treasuring cultural heritage, exploring art works, virtual museums and governmental e-services
(AlKuwaiti, 2017).

Technological interactivity represents real democratic success for information and
communication technology, where the computer can respond to us and accomplish our desires; it
only takes a tap on a button to obtain the desired information. That represents the technical base
every Smart Government needs. Through technological interactivity, audiences have transformed
from passive receivers to positive and interactive ones (Dolicanin, 2014).

Western governments realized the importance of this communication and information

revolution in the 1980s, while eastern governments realized its importance in the 1990s, and its
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significant role in interacting and communicating with its citizens in all arenas: politically,
culturally, economically and socially. New communication technologies contribute to facilitating
public and company services, and guarantee information security and transparency to some level

(Scholl & AlAwadhi, 2016).

2.1.2. Smart Government Project

Countries around the world have embraced these technologies and adopted the idea of
Smart Government, which enabled them to be attractive international investment destinations, even
in the commerce, media, business and economic areas. Through their massive investments in new
technologies and the launch of projects in the early 1990s, which attracted international companies
in the Internet and IT space, the American Smart Government, Canadian Smart Government and
UK Smart Government projects represent a remarkable move towards a new century; because these
have led the experience across the world, especially when it comes to the electronic services
(AlMatroushi, 2017).

Whereas, in the developing countries Smart Government projects face a socio-economic
status as the number one obstacle that stands between turning such projects into reality (Holtz.,
1999). Due to the relatively expensive cost and the need for internet connectivity it has been found
that poor countries or developed countries with poor people cannot use Smart Government systems.
This is why it is a late step for developing countries to take. They need to make sure that they have
reached a certain economic level to be able to implement this kind of Smart Government in their
regime, they also need to define the relationship with the public and to look at the political stability

issues before taking this step (Ginsberg et al., 2012).

28



The Smart Government as a project which consists of different features, is turning into a
reality through different stages, which include achieving a customer-centric approach with
government e-services (where the customer is a priority). Moreover, employees are considered as
customers of this new system and should benefit the most from its ability to save time and effort
with such high levels of technological instruments and online processes, in a safe and secure
cyberspace. This increases effectiveness and efficiency, and simplifying and streamlining
government services using technology as a key enabler. In conclusion, a Smart Government system
innovates new government systems and business processes and services (AlKuwaiti, 2017).

On a local level, the UAE smart government took place, whereas the Prime Minister of the
UAE declared that Dubai city is heading towards a new smart century, which means a huge jump
in telecommunication infrastructure and investments. Huge investments and ICT projects are
taking place nowadays in Dubai city and across the UAE, especially for Smart Government projects
and smart governance initiatives, which have already been launched in the UAE and will be
completed by the end of 2020 (RISK Management and Cyber Security Conference, 2017).

The Smart Government project in the UAE has a strong impact on business management
and the IT field. It also helps significantly in drawing the attention of big investors from around
the world towards the UAE. This smart initiative uses the advancements of IT strategies and
processes along with business management and resilience frameworks. It provides funding for
important projects in the business and IT industries that are related to this field, such as: innovative
projects, Internet City, a free zone and free-trade zones for e-commerce. It also funded media and
political projects, which have been successful through various channels and electronic services,
which have helped in facilitating business connections and networks and communication processes

locally and internationally (Scholl & AlAwadhi, 2016).
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By leveraging Information and Communication Technology (ICT), cities with highly
integrated telecommunication infrastructure are established as knowledge-based economies. This
IS now playing a significant role in improving the service and cybersecurity effectiveness and
beneficiary to all kinds of organizations, in both the public and private sectors. Smart Governments
are aiming at consolidating their achievements by creating an organizational culture of
cybersecurity and creating systems with high resilience to risk; to ensure sustainable growth in
public and private industries. In the meantime, it is building a strong infrastructure and enhancing
its services. Of course, that would be achievable with a highly trained cadre, along with good
strategies and scientific methods to face the potential risks before they even occur and to minimize
the impact of risks in the future (ALMatroushi, 2017).

The Smart Government project in the UAE has several projects which have a knowledge-
based economy element using ICT as a key enabler. These include the Smart Government
initiatives. The key components in this project economy are government, business, citizens and
residents. Their interactions, for example, 1- Government-to-Business, 2- Business-to-Business,
and 3- Government-to-Citizen, play a fundamental economic role and result in the exchange of
goods and services. Recently, Smart Governments adopted the ICT as a tremendous change that is
happening in their countries for the sake of these entities to become Smart Government, e-business
and e-citizens. This e-transformation will contribute to positioning their countries as the
competition of economy is growing worldwide coupled with high standards of living among
citizens, residents, and investors (Bosen, 2017).

The Smart Government area in the UAE has been the site of significant investment by
business and IT related companies over the past three decades. Especially in the business and

marketing arena, the Smart Government project offers many core services, but its primary ones are
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through its official public portal, which integrates the e-services of all the governmental
departments. Other core economic and cultural services of Smart Government projects include e-
ticketing, e-management, e-pay, e-learn, e-host, and its mobile services through the mobile portal
such as Smart Government as a different version of the government (Kerr, 2016). Smart
Government projects are heading towards a new era of virtual government with the implementation
of smart systems which will facilitate the citizens business deals with the government
(Rotchanakitumnuai, 2007).

Smart Government also has a corporate website, which details its initial and present
accomplishments. All these websites are connected to each other, and consist of different kinds of
processes which need resilience frameworks and cybersecurity risk management to protect data,
these online processes need to address the problem, identify the potential risk, assess and prioritise
the risk attached to it, then find out how to be flexible to any kind of sudden change or disruptive
event. To be able to absorb change and mitigate risk they need professional frameworks in the area

of measurement of resilience (Linkov, 2013).

2.1.3. Smart Government Resiliency

In the technology-driven era, the cybersecurity landscape is evolving like never before.
According to the ‘Cyber Threatscape Report’ by Accenture, cybercrime campaigns are being
designed in a sophisticated manner so that the vulnerabilities and risks of the users, such as
individuals and organizations, will be increased. Currently, cybercriminals are able to adapt to the
fast-paced technological setting. The ability of the cyber attackers to remain functional in spite of

high-profile law enforcement actions show that the cybersecurity resilience and maturity of
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organizations need to be strengthened (Hirani, Lasiuk & Hegadoren, 2016). The current criminal
operations are being designed so that the chances of disruption and detection can be minimized.
The changing behaviour of cybercriminals and online hackers has to be taken into account while
designing the cybersecurity resilience of undertakings. This factor must be given high priority as
it can impact the overall effectiveness of the resilience of the cybersecurity of a business
undertaking (Hyslop, 2016).

However, this online smart tool presents many vulnerabilities and ambiguities in the smart
system due to the complex and weak nature of cyberspace; this helps explain why there are so
many cyber-attacks and cyber-crimes in the age of the Internet (AlKuwaiti, 2017). To establish
Smart Government resilience, it is important to stand on the demands and needs of the system’s
security which can be catered to in an efficient and effective manner using ICT, plus non-technical
solutions that are beyond the IT domain. Smart Government resiliency also involves inducing a
cultural change whereby knowledge exchange is the norm and networks are at the heart of
institutions (Kumari & Kumar, 2015).

The Smart Government project was turned into reality with the existence of different
elements; one element is the communication infrastructure of modern cities in particular, and the
developed countries in general. The USA, Canada and Great Britain have always been pioneers
when it comes to adapting new policies and technologies, and they represent good examples of
countries that are open to new developments, which help these countries lead in many areas. Since
they have implemented and adopt Smart Government projects, they have witnessed a rapid
development in telecommunication infrastructure. A strong correlation has been found between
two elements: Smart Government implementation and the fast-growing and enhancement of the

integrated infrastructure of any country around the world. Furthermore, it increases the potential
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of being a target by terrorists and cyber-criminals around the world, therefore, such countries are
under a great deal of risk due to their highly integrated infrastructure, such the USA which is
classified the a number one target around the world, in relation to cyber-attacks (Ginsberg et al.,
2012).

The governments of the three countries mentioned above have employed new policies and
legislations to help make the environment more suitable for this new industry. Another benefit will
be gained from these new legislations, which is to encourage investors from around the world to
invest in these countries, which could lead to the birth of stronger leaders in the business arena.

Nowadays, the USA, Canada, and Great Britain have spent millions and millions of dollars
on telecommunication infrastructure (www.wekipedia.com), therefore, internally, they have
modern telecommunications infrastructure compared to other countries across the globe. Locally,
Dubai has frequently been referred to as the “most wired” state in the Middle East (Dubai.ae). Local
citizens have access to all modes of communication that Western nations use. ETISALAT (a
famous telecommunication provider organization in the UAE) currently controls the
telecommunications infrastructure industry and the majority of its related fields in the UAE. It has
managed to provide and maintain a high-standards in its services which in most cases is similar to
services in Western societies. According to Bosen (2017) government in the UAE is taking a
proactive response for the safety of the country’s digital infrastructure. The approach of the
government is to safeguard the features of digital infrastructure from harm. The network helps in
data exchange among government and local entities. The cybersecurity resilience initiative of the
UAE government follows the introduction of the cybersecurity strategy in Dubai with the purpose
of strengthening the position of the country as a global leader in safety, business, innovation, and

management. The main focus of the strategy is placed on the domains of being a smart nation,
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ensuring society’s development, business entrepreneurship, innovation, cyberspace security, and
cyber resilience (Dolicanin, 2014).

The government of the UAE is focusing on cyber resilience in order to avoid threats in the
changing cyber environment. The Prime Minister of the UAE has recently launched the Dubai
Cyber Security Strategy in order to strengthen the position of Dubai as a global leader in safety,
innovation and security (Dubai.ae).

The changing environment brought to the UAE due to smart projects has become a problem,
along with the growing demands of the enlarged population. In the light of all that, the government
finds itself obligated to find sustainable, flexible, resilient and agile plans, with the right potentials
and abilities to improve the emirates’ infrastructure with longer-term standards of quality for its
people (AlMatroushi, 2017).

According to UAE experts, by 2021, the total cost of global cybercrimes will reach $6
trillion compared to $1.2 trillion back in 2017. Smart Government websites and projects increase
the global interconnectedness of business, whereas the global industry sector is most vulnerable to
cyberattacks. The hybrid motive of attackers concerns their fast adaptability and dynamic
movement towards technologies, which can be ahead of the industry itself. Cybercriminals are
compromising the security system of smart business organizations for various reasons. Generally,
the motive of an attacker is to gain financially by compromising the security posture of a firm.
However, there are occasions when they have multiple motives and intensions such as ideological,
financial, or political agendas. The organizations need to ensure that they devise functional
resilience of cybersecurity, which can help the firm to regain their composure quickly and
efficiently. The varying motives of the attackers can help to design an integrated and holistic

cybersecurity resilience that will allow the business organization to be empowered against online
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attackers and criminals. Nevertheless, the hacking industry is a very attractive one due to its
immediate, fast and direct financial gains (Khaleej Times, 23 January 2020).

Therefore, Smart Government must invest in advanced resilient systems to establish full
immunity against attacks, rather than just reacting to these cyber risks. David Young, declared that
the period post-Expo 2020 will be a huge jump for the UAE in particular and the region in general.
He said “The Expo 2020 will attract new businesses, talent, new industries and investments to the
country.” He added that the UAE will gain benefits in the short-term and long-term from the Expo
2020 this year and in years to come. This is why cyber resilience plans should be developed from
now to avoid any disruptive event that might occur on the inauguration night of Expo 2020 by the
country’s enemies (Khaleej Times, 23 January 2020).

On the economic level, the UAE is moving very fast among the developing countries in the
Gulf region (Zamoum, 2007). The UAE was established with a traditional government after the
seven emirates united in December 1971. Then in the early 1990’s the UAE initiated electronic
government websites or the integrated governance which was completed in 1999. A year later, the
UAE decided to move things to the next level by starting the Smart Government initiatives and
initiating smart cities. The UAE has been able to flourish economically because of its massive oil
wealth. However, even if a country has substantial oil reserves it must have a plan to diversify
economically in to the non-oil sectors, the UAE has decided to go beyond its oil reserves and look
into enhancing its infrastructure and supporting all kinds of commerce and business. It aimed at
being a destination for entrepreneurs, investors and innovators from around the world. Supporting
the business arena and economic investments was the number one goal for these smart projects,
which can attract more and more business projects to the relatively newly developed country of the

UAE (Scholl & AlAwadhi, 2016).
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It was also a strategy to go beyond oil reserves and the petroleum industry for the country
to flourish economically in every aspect. Since the UAE started to invest largely in a formulation
that consists of a professional business environment supported with advanced telecommunication
infrastructure, it has succeeded in changing the reality of its cities, where the city of Dubai is now
called ‘the most wired city’. This has resulted in leveraging awareness and enriching the culture
towards the new era of the digital world. This affects the education, economic, political and cultural
background of its public. In the case of the UAE, the digital hub has become a “catalyst for change”

(Holtz 1999).

2.2. Cybersecurity Risk Management

Excellence in infrastructure emerges from the security fence that is built around it to keep
it safe from cyber-crimes and terrorists. However, some say that if you build a fence, the hackers
will build a tunnel to breach your electronic system. So, is there real cybersecurity in the
contemporary world or is it just an optimistic idea to make online organizations, such as Smart
Governments, feel safe, while it is far from the truth under the pressure of daily cyber-attacks. The
Internet has become a fundamental medium of communication for governments, which gives us a
warning to make it more and more secure for this critical environment. It is a strong, powerful,
advanced and scientific tool, a network that can spread across the globe, and has international
applications inside and outside organizations; here comes the role of cybersecurity which is going

to be defined, analysed, and studied in depth in this section.
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There is a gap in the literature about focusing on risk and opportunities at the same level,
rather than just investigating the risk. Usually the higher risk lies always in the entity of smart
infrastructure within the Smart Government, nevertheless researchers and authors should focus on
human errors as well. Thus, the need for stronger, hard-to-breach systems is crucial, aiming for a
system that is resilient to cyber-crimes and attacks. Thus, the need for managing cybersecurity risks
and the role of risk management to accomplish this has been highlighted by a number of researchers

and theorists.

Risk management tactics and strategies are a matter of keeping governmental data secured
and protected, which helps in enhancing the defence level and making sure that the government
can play its role effectively. In the past few years, it has been noticed that understanding
cybersecurity and establishing an awareness of the associated risks is becoming a major concern
especially in the IT domain of security, but somehow the researchers have failed in presenting an
advanced framework to fully protect these systems from any threat or disruption. The need for
resilience frameworks becomes crucial when risk management strategies are considered to be
insufficient in many cases (Keys, Chhajer, Liu & Honer, 2016).

On the other hand, there is not enough information and research on Smart Government
resiliency, which must be considered due to the complex environment of such cyber-dependent
organizations. It has been noticed that governments around the world are using IT widely in their
systems, and the need to integrate risk management strategies is increased nowadays (Gerben,
Peter, Margareta & Gerard, 2015).

The measurement of resilience frameworks is found in the literature, but the need for

evaluation criteria is a must, for the projects to be able to choose from them according to needs and

37



culture (Hirani, Lasiuk & Hegadoren, 2016). Recent studies show that the most vulnerable part of
an organization’s cybersecurity is the organizational personnel or the employees. Cybercriminals
rely on the employee so that they will click on infected links or open malicious files that will release
malware into the IT system of the organization. The resilience of cybersecurity has to be designed
by keeping in mind that the threat actors adopt fake identities in order to engage with employees
and collect sensitive and confidential information. The effectiveness of the resilience of a firm’s
cybersecurity largely depends on the awareness of the employees to deal with online attackers and
cybercriminals (Holm & Ostergaard, 2015).

As per reports, more than ninety percent of cyber-attacks occur due to social engineering
techniques that rely on human interaction to gain trust and manipulate them to break security
protocols. Protection against such incidents can start, and robust cybersecurity reliance can be
employed, only if the staff are educated on effective defence against security breaches (Holm &
Ostergaard, 2015).

This study fills the above gap and shows how one can only achieve the above by analysing
cyber resilience from both managerial and technical perspectives. Measuring Smart Government
resilience and studying cybersecurity risk management can lead to an advanced level of security
by intervening in all plans, frameworks and notions which will help us to deal with the emerging
and changing threats and challenges. This study fills the gap on the measurement of resilience in
relation to cybersecurity especially in Smart Government organizations, it addresses two of the
most important dimensions that have great impact on Smart Government resiliency: change and

management control.
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2.2.1. What is Cybersecurity?

Cybersecurity is defined as controlling the access to information contained on networked
systems. The reliability and trust in digital infrastructure of cyberspace depends on the
effectiveness of cybersecurity controls. The role of cybersecurity professionals is to plan and design
effective controls to ward off any potential attack on cyberspace components and effective
mitigation of the consequences of such an attack. Since all the potential attacks cannot be
prevented, it is therefore the key objective of security personnel to detect the attack and take control

before any damage is caused (Keys, Chhajer, Liu & Honer, 2016).

In cybersecurity, the primary aim is information security and hence the concept of
“respond” to an attack transforms into “recovery/correction”. The critical business system is
therefore completely reconstituted and recovered. Due to redundancy and diversity in the IT field,
IT professionals assert that the damage caused by breaches of cyberspace are almost completely
reversible. Thus, cybersecurity can be defined as maintaining availability, integrity and
confidentiality of information on cyber networks by employing technology, people and processes

(Bayuk et al., 2012).

Three important dimensions of cybersecurity are people, processes and technology.
Continuous security improvement loops are created for better prevention of cybersecurity risks.
People operate the systems by following established processes and routines thereby accomplishing
missions of the system. Security cannot be achieved by technology or people (security
professionals) alone. Success of security programs depends on the decisions and actions of the
security professionals using them. Moreover, the overall security is based on the collective efforts

of the security team which cannot be known if pre-planned processes are not in place. Thus, the
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overall objective of cybersecurity is achieved when the security team integrates security programs
with organizational processes strategically supporting them with technology in order to achieve the

cybersecurity goals (Kumar & Kumari, 2015).

The other important aspect of cybersecurity includes a triad of three important dimensions
of security, i.e., integrity, confidentiality and availability. These are information specific objectives
of cybersecurity. Confidentiality is the extent to which a system prevents unauthorized access to
information, while timely availability, accuracy and authenticity of the information are also equally
important. However, some of these goals of cybersecurity are mutually exclusive, for example the

availability of information makes the confidentiality of information harder (AlMatroushi, 2017).

2.2.2. Cybersecurity Risk

According to Lanz (2016), who held a study on a cybersecurity Risk and Audit Committee,
risks should be addressed as a business issue rather than technological one; the right explanation
in such cases concluded from focusing on the most significant risk faced by an organization then
dealing with it; otherwise it is going to be too costly if the organization focuses on every single
risk. The researcher argued that cybersecurity risks, when put in a business context, reflect the
reality of the similarity between the traditional “pre-automated and pre-internet” business risks (p.
7).

Conteh and Schmic (2016) conducted a study to measure the amount of vulnerability in
data infrastructure systems and focused on the “Social Engineering” attacks along with the
potential risk and threats in both software and hardware assets. The study identified the risk of
“Social Engineering” and designed a four steps model to address this: 1) start with gathering

information; 2) then develop relationship; 3) exploitation; and 4) end with the execution step. The
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hijackers or criminals usually use those four steps to commit social engineering attacks. The study
suggests several motivations behind social engineering attacks such as financial, competitive and
revenge purposes. The researchers added that besides all the mentioned motivations, some burglars
do it just for fun! (p. 35).

Garfinkel (2012) conducted a study explaining why the problem of cybersecurity risks is
getting worse every day; Garfinkel concluded that this was due to newly implemented IT systems
with computer systems that are getting weaker, even more vulnerable than the traditional computer
systems. He added that these new programs and systems are contributing to the rising level of
vulnerability of cybersecurity. Furthermore, he went as far as suspecting that hackers are the ones
creating these new security systems for cybersecurity. Even after extensive research on this topic
and millions of dollars spent on cybersecurity the problem is not being solved. He added that
cybersecurity risk solutions should be considered as an enabling technology not as a product; the
risk will encourage up-to-date processes and will enhance the IT security system, meanwhile, a lot
of business issues can be solved thanks to the cybersecurity risk which opened managers’ eyes to
fundamental skills and positive developments in all kinds of firms (p. 31).

Rechtman and Rashbaum (2015) conducted research on the risk of cybersecurity that lies
within the CPA firms’ boundaries in addition to the external threats. The two researchers argued
that it is better to have a paperless environment for such firms; it could save time, effort and money
of hiring more people for auditing purposes, whereas the risk of cyber-attacks will increase in this
case; especially from the firm’s employees who have access to the e-files. In CPA firms, critical
information data comes with a high risk of breaches, where all citizens’ bank and credit information

are stored in their system (p. 56).
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Mougan (2010) highlighted the issue of cybersecurity risk on the National Security
Department of the USA; he suggested that a “Cyber security Agenda” should be used nation-wide
to help solve the problem, and governmental and private institutions should work together. He
added that if the USA wants to take the lead back in cyberspace, it should bring researchers and
developers of systems together in one place; to be able to overcome emergent issues and come up
with the best secured system for the benefit of national security. He also stated that the
cybersecurity lifecycle of innovation needs continual testing and evaluating to achieve the best
possible results in the cybersecurity arena. The study emphasises two kinds of partnerships the
government should take part in: partnerships with educational systems and partnerships with the
private sector; because sometimes the refusal of involvement from some organizations in the
private sector could form a huge obstacle and slow down the development of the overarching goal
of national security (p. 30).

Ruggeri (2016) wrote an article concerning the risk in financial organizations, suggesting a
solution of backup systems that are not electronic and not connected to any electronic system. He
offers some tips for always revising the crisis plan besides getting in alliance with key functions
and/or players, for example, CISO, IT and Risk Management. After these two steps are well
accomplished, one should recognize his responsibilities and become familiar with disclosure
requirements (p. 13). Studies on cybersecurity risk have shown all kinds of risks but have not
highlighted the issue of who depends on whom. Are cybersecurity developments dependent on
Risk Management legislations, or whether Risk Management strategies are changing per the rapid
growth of cyberspace. In this section the thesis shows a number of problems facing cybersecurity
in every field, which could apply to Smart Government in general and the city of Dubai in

particular; especially in the national security arena which forms a huge concern nowadays for the
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government of Dubai, and should be taken into consideration, This is important as these new styles
of government are more vulnerable to risk since the literature review above shows difficulties in
handling such kinds of cyberspace, unlike traditional government styles where one can make sure

that documentation and files are safe and unlikely to be hacked.

2.2.2.1. IT Infrastructure Risk

Smart Government comes from the usage of IT in providing the public services to the
citizens and effective management (Guo et al., 2009). Therefore, the risk management of these
information technologies is very important factor that contributes in the successful implementation
of Smart Government (Woods, 2009). Due to its broader outreach and complicated structure,
government agencies are faced with increased risk of IT management (Walser et al., 2009). It
therefore contributes in successful Smart Government implementation processes. Some of the
factors identified by researchers for a successful Smart Government implementation process are

laws and regulations, user feasibility and technical capabilities (Belanger & Hiller, 2006).

IT infrastructure constitutes all those IT resources which are vital for implementation of
business applications, as well as organizational communication. It comprises of communication
technologies, computers, databases and technological platforms. It is the ability to make internal
and external electronic communication linkages using hardware and software (Chanopas et al.,
2006). IT infrastructure is integrated with front end user applications (Esteves & Joseph, 2008). It

therefore directly affects the competitiveness of an organization.

2.2.2.2. Economic risk
Economic risk constitutes risks arising from changing economic circumstances, such as

supply chain interruptions leading to financial and strategic issues related to competitiveness and
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implementation of strategy (Matook et al., 2009). Financial operations and business management
give rise to such risks and entails the potential loss of sales/money due to customer dissatisfaction
from the product (Rotchanakitumnuai, 2007). If the quality of services is poor or not reliable, it can

lead to economic losses and transaction failures (Ruizhong et al., 2010).

2.2.2.3. Legal and Regulation Risk

Since Smart Government structure differs from traditional government structure, this
entails a change in relationships and hence the communication process among the stakeholders of
the government. This means the laws and regulations as well as policies governing the activities of
the government also change (Montagna, 2005). New laws and policies need to be developed which
enable adoption of newer technologies while ensuring compliance with the constitution (Gil-Garcia
& Pardo, 2005). Legal risk is the risk involved in breach of rights of citizens due to Smart
Government thereby incurring loss (Bandyopadhyay et al., 1999). Potential lawsuits due to
information leaks and other legal actions by citizen are also an important challenge for Smart
government implementation success (Schneider, 2010). The regulations can also limit the ability

of the government to initiate and complete Smart Government projects (Belanger & Hiller, 2006).

2.2.2.4. Change Management Risk

Change management risk is the risk inherent in changes in governance mechanisms through
use of IT and the resistance to the change. It pertains to the technical aspect of process change as
well as the behaviour aspect of the resistance and change management entails balancing the forces
of change including its cultural impact (Montagna, 2005). Organization plans and attempts to

reduce resistance and facilitate the adoption of new technologies (Iribarren et al., 2008).
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2.2.2.5. Performance Risk

Performance risk is the risk inherent in the failure in the performance of the Smart
Government services to meet the expectations of citizens and government alike, and chances of its
malfunctioning due to design failure, amongst others (Featherman & Pavlou, 2003). It is therefore
arisk related to failure to meet the performance objectives (Ratnasingham, 1999). The performance
of Smart Government is its ability to deliver in terms of operational efficiency, flexibility and
responsiveness. With high environmental uncertainty (characterized by adverse government
regulations, stakeholder incompetence or market volatility), however, managers will perceive the
performance risk as high, which could otherwise be monitored by output controls (Langfield-

Smith, 2008).

2.9  Risk Management of Cybersecurity

Potential threats to successful Smart Government implementation are called risk factors
(Bradley & Pratt, 2011). Risk management is the systematic process by which the risk is identified,
analysed, measured and mitigated to protect the organization. Risk management in Smart
Government is essential to weigh potential opportunities with potential inherent risks and adopt
strategies to minimize losses. The primary purpose of risk management is risk prevention by taking
a proactive instead of reactive approach to risk. Five potential risk areas have been identified below

which need to be managed to overcome the risk that could occur the services of Smart Government.

Implementation of Smart Government faces several potential risk factors threatening
successful implementation, such as IT infrastructure risk, change management risk economic risk,

financial risk and performance risk (Kim et al., 2007).
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Jeff Drew (2012) wrote an article about both threats and opportunity of virtual mobility
systems, he argued that these systems have a profound impact on cyber-attacks and the non-stop
development of computer and mobile systems. The problem he stated, is the danger that hides
behind the desire of some employees to use their personal mobiles and PCs for work purposes;
they download secret files or documentation of clients on their personal devices and if that device
is stolen, lost or even hacked, all personal information of the client will be in danger of exposure.
Drew suggested a risk management agreement between the company and its employees including
high executive managers; to enhance cybersecurity levels by stopping that act. In fact, in most
companies, employees are asked to connect their personal devices to the work IT system which
can expand the risk crucially; breaches, cyber-attacks and viruses will threaten the company’s
system. Despite the convenience of brining your own device to work, one should always prioritise
risk (p. 44).

According to Battersby (2015), more than 72% of cyber-attacks take place in small to
medium sized businesses; he wrote a sensational article in 2015 about risk management in
cybersecurity. He argued, every employee should manage the risk, meaning if one starts with
himself diminishing the amount of cybersecurity danger becomes more likely. The writer noted the
‘password’ as the number one step towards a good risk management plan for cybersecurity,
followed with implementing a “data security plan”, which consists of a notification for all the
affected parties that is released automatically when the attack occurs.

Collier, Linkov and Lambert (2013) conducted a research to define the four domains that
control the cybersecurity process. They established a risk-based plan which contains four domains:
physical, information, cognitive and social domains. The study explained why cybersecurity is in

need of more than a risk management plan or strategy. In addition to IT development and
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information infrastructure security systems, ethics (social domain) and decision-making (cognitive
domain) are two challenges for the employee when faced by the dilemma of cyber-attacks. The
study emphasises critical infrastructure as a target; where hijackers always constantly develop new
ways to breach systems in all kinds of organizations, such as military and industrial entities (p.
469).

In a study conducted by Holisy Ougut (2011) and his group highlighting the topic of
cybersecurity risk management, they developed a model for that purpose to benefit from the
correlation between the risk management cost and the vulnerability of information infrastructure
systems to risk. This was done to encourage organizations to decrease the budget assigned to risk
management plans, and never ignore the fact that cyber-attacks will happen anyway and such risk
plans can never prevent such attacks completely. The study shows a strong correlation between
systems and decision-making for the organization to feel the urge to buy cyber insurance for its
firms. Determining which kind of cyber assurance is suitable for an organization is relatively hard,
whereas estimating probabilities associated with certain kinds of security breaches could lead to
the right decision in choosing the appropriate cyber assurance premiums.

Simon Marvell (2015) suggested the measurement of “Cybersecurity status” to determine
the kind of risk management strategy that should be used, he argued that any cyber-attack can take
place only with the absence of some risk management components, such as staff, technology or
processes. The study put a table of changes that might influence the “cybersecurity status”; the
table consists of skills that will switch or push cybersecurity status into a different direction. He
added that there is an urgent need for the market to have a real-time cybersecurity risk management

otherwise it could be subject to cyber-attacks in no time.
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An article titled with “AGILIANCE Transforms Cyber security Risk Management”
conducted in 2014 shows that the breaches reached a maximum limit in 2014. The study talked
about the “RiskVision” product and that the number of institutions buying this product is increasing
each year, to achieve cyber assurance, no matter at which cost. “The Agiliance” is a big
establishment of data security risk products. Their models, programs and products could be the
solution for all large-scale and small-scale organizations. The market needs more firms concerning
cybersecurity risk management products; while millions of US dollars are in danger of being lost
and actual theft exists in all kinds of political, financial, military and computer institutions, with no
exception (p. 8).

The literature on cybersecurity risk management and cyber insurance plans, products and
developments is rather limited. As the study of Ougut (2011) stated, this shows the lack of
cybersecurity risk management literature, which needs to be addressed and studied in-depth to

create stronger data security systems with more resilience to breaches.

2.2.3. Cyber Security Frameworks

Victoria Pellittari (2014) discussed the NIST cybersecurity framework, she pointed out that
this framework can apply to different kinds of organizations and corporations, each organization
has its own risk challenges and its unique critical infrastructure. The NIST plan will include
workshops to develop the framework by obtaining feedback from its current users. The NIST
framework is explained in the theoretical framework. The study emphasises two notions of IT and
industrial control systems (ICS) where the needs of both could differ by organization type and by

time (p. 20).
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Michael Chertoff (2014), talked about “managing risk in today’s security landscape”.
Chertoff suggested a framework key which is to recognize multiple layers of protection from
potential threats. This means that in order to exit the target zone one needs to create a number of
solutions, through a continual assessment of risk and measurement of vulnerabilities, to be able to
deal with them. The researcher explores the vulnerability of humans rather than the weakness in
systems; given the fact that only “human beings” commit cyber-attacks and human beings also
have to address these attacks. He divided the dynamic risks into two main parts of one framework:
1) risk management section that consists of recognizing vulnerabilities, anticipating threats and
understanding consequences; 2) planning and prevention, where operating and executing phase can
began depending on risk management factors to prevent cyber-attacks from occurring (p. 38).

Again, Hoffman (2014) wrote an article criticizing the NIST framework, wherein he argued
that the framework lacks details and needs to be investigated in order for governmental
organizations to benefit from it. He added, the framework forms a brilliant start but ends up
disappointing its customers. As the issue of cybersecurity expanded in the USA, he argued the need
for a stronger, up-to-date framework is a must. The good news in this relatively new cybersecurity
is that it is a risk-based solution which could achieve maximum security for the USA’s security
system as well as the UAE’s with some developments in its structure, from this research point of
view (p. 24).

Eva and Barry (2006) conducted a study about evaluating risk through a macro-economic
framework to protect intellectual properties. The study focuses on the effects of cyber-attacks that
last long. The framework for IP theft is cyber-based, it concerns the long-lasting consequences of
such attacks, which matters most from an economic perspective. The International Consequence

Analysis Framework (ICAF) sub-models and variables is explained in detail in their study; it is
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used to estimate the loss of intellectual properties due to foreign theft. The study measures the
piracy level and loss in all kinds of intellectual properties, such as books, pictures, records, music
and so on. The study deploys the equity model and country-specific input-output models to estimate
the level of IP piracy in different countries (p. 914).

A study conducted by Newman (2007) asked a fundamental question about potential
cybersecurity attacks: “Are you prepared?”. He talked about cybersecurity skills and frameworks
that should be used nowadays to be prepared for such crimes. He argued that educating students in
the school period will result in extensive experience of IT and will give them enough time to
develop a sophisticated and high level of skills in IT. On the other hand, giving them the chance to
explore the world of IT to decide whether they would like to specialize in it or not could be
detrimental to cybersecurity; given the fact that this career needs certain kinds of values and ethics
where most high skilled students already have a criminal record because they know their ways
around IT systems. The only way to be prepared is to make sure that your information infrastructure
and your IT staff are ready, which can only be pursued through a scientific cybersecurity
framework and special cybersecurity skills (p. 24).

Greenaway et al. (2015) conducted a study in the USA about a conceptual framework that
could be implemented for cybersecurity. It also negotiates the privacy ethics and the control agency
theory, the study highlighted the literature gap in privacy and cybersecurity for that matter; where
the relationship between the citizen and the organization should be defined and organizational
responses are rather limited. These issues could lead to non-trust relationships between the two
parties due to the endless problems that could be caused to the citizen because of cyber-attacks or
the new notion of privacy in the new era of the internet. They added, the agency should have control

over the potential risk, or else it will face trust issues from its stakeholders and clients (p. 595).
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The literature review of cybersecurity frameworks shows a shortage in the number of
models addressing cybersecurity; there are only two or three frameworks and articles due to lack
in research on the relatively new topic. The following framework by Hyslop (2016) will be adopted
by this research to manage cybersecurity risks.

As is known, cybersecurity is difficult to achieve. Nowadays, resources are not enough to
protect all at the same level. Despite all the most innovative IT instruments and applications, there
is always a chance of being breached. The risk management approach is one of the most useful
strategies in this kind of environment. Many organizations have already conducted solutions for
the protection of privacy and civil liberties. The following theoretical framework is intended to
supplement these processes and provide guidance for ease of risk management privacy in
compliance with the organization’s approach to risk management in cybersecurity. The integration
of privacy and cybersecurity could benefit organizations by improving customer trust, which
allows a more standardized exchange of information and simplified operations for legal regimes.

According to Business Dictionary, “the risk management identified as analysis, assessment,
control, and avoidance, minimization, or elimination of unacceptable risks” (BD, 2012)'. To be
able to manage risk, organizations need to understand that when events occur, they will be affected
somehow. Some organizations define this process as risk tolerance; by accepting risk and
continuing to provide services without being interrupted.

“Cyber Security involves reducing the risk of malicious attack to software, computers and
networks. This includes tools used to detect break-ins, stop viruses, block malicious access, enforce
authentication, enable encrypted communications, and on and on.” (Amoroso, 2006)".
Organizations should prioritize risks and activities by understanding risk tolerance in terms of

cybersecurity, which can also help organizations to establish a full idea and to make the right
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decisions about the financial and managerial costs of cybersecurity. When applying and executing
programs of risk management the organizations are provided with a chance to estimate
quantitatively and offer their programs of adjustment in the cybersecurity arena.

Nevertheless, cyber-crimes and online hacking are becoming a huge business, which results
in the electronic suffering of companies from cybersecurity breaches.

A recent study by the U.S. Secret Service and Verizon Communications, Inc., showed that
more than 72% of data breaches take place in small- or medium-sized businesses. (Cybersecurity
Risk Management 101, 2015)'.

A recent example of cyber-attack is the hacked emails of the USA presidential campaign’s
chairman, during the election period in the USA. This resonance case had an enormous impact on
the mentioned election campaign, consequently the competent party has won the election and the
United States presidential period of four-years.

To set up the approach for managing cybersecurity risk, the research of Hyslop (2016).
(Chief Information Security Officer (CISO) for the City of San Diego) will be used in the current
framework. The framework provides a common language for understanding, managing and
expressing the life-cycle concept of cybersecurity risk, both inside and outside. It can be used to
manage cybersecurity risk throughout the organization, or it can be focused on delivering critical
services within the organization. Different types of organizations - including coordination
structures sector, associations and organizations - can use a framework for a variety of purposes,
including the creation of common profiles. At the same time Hyslop (2016) used the very common
National Institute of Standards and Technology (NIST) Risk Management Framework. As he

mentioned: “to demonstrate a mature risk management methodology that would enhance an
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organization's cyber-security program if implemented properly” (Cyber-Security & Risk
Management: an evolving ecosystem, 2016)".

According to CISO there are six steps to implement a risk management process into
strategic operations:

* Categorize information systems and data

* Select security controls

* Implement security controls

* Continually assess security controls

* Authorize (verify risk baseline)

* Continually monitor security controls

Therefore, following this process, each step will be reviewed as follows:

- Categorize (Information Systems & Data)

For this essential step NITS has its own tips and techniques for systems guideline. Every
information system has its threats, but not all threats are the same or equal. Furthermore, every
threat has an impact to an organization’s IT assets. Therefore, this describes best how to categorize

them and how to prioritize data protection.

NITS recommend the following steps for categorization:
e preparing for security categorizations
¢ identifying and matching data elements to information types

e defining and documenting information type categorizations
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e defining and documenting information system categorization
e defining and documenting system overall impact level
e approval for system security category and overall impact level

e maintaining the system security category and impact level

Meanwhile the author recommends using a more specific and simple method.
e Document organizations data flows
e Generated by applications and hardware
e Network maps
e Application/Hardware portfolio’s
e Understand how organizations data is used
e Understand how assets process data
e Understand where data is stored
e Know what data is transmitted out of organization and to whom
However, the official Tips and Techniques for systems guideline from NIST even more

detailed action plan with exact drafts and examples.

- Select (Security Controls)

“Security controls are the management, operational, and technical safeguards or
countermeasures employed within an organizational information system to protect the
confidentiality, integrity, and availability of the system and its information” (Recommended

Security Controls for Federal Information Systems and Organizations, 2009)".
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Security controls are established by categorization as in the previous step. Therefore, the
accuracy and attentive collection of information in the first place is an important process to start
step #2. Choosing an appropriate set of safety measures to adequately reduce the risks by satisfying
certain and sometimes specific requirements for the safety of an organization is an important task
as well. This task demonstrates the organization’s adherence to safety and the due diligence
exercised to its privacy policy, integrity and availability of organizational information and
information systems.

- Implement (Security Controls)

For the recognized regular controls acquired by the data framework, information system
security engineers with the support from information system security officers arrange with the
normal control supplier to decide the most suitable approach to apply the basic controls to the
hierarchical data frameworks. In fact, this does not keep them from utilizing open source devices;
to utilize open source arrangements there are a couple of focuses to check:

* The chosen arrangement has a group that supports the tool and the FAQs/Support pages
are current.

+ Staff have the skillsets to legitimately execute and maintain it (no
applications/arrangements permitted).

Since the endeavour plan and information security configuration developed by the
affiliation in a general sense affect the approach used to complete security controls, giving
documentation of this strategy ensures traceability concerning meeting the affiliation’s information
security necessities.

In shutting this progression, report controls and new settings. It is not recommended to just

record settings, rather in addition it is better incorporate new scan/test results about documentation
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so an organization’s staff have illustrations of any new yields. It is better to keep it in mind and
record now in order to not regret it later.

- Continually Assess (Security Controls)

“The security assessment plan provides the objectives for the security control assessment,
a detailed roadmap of how to conduct such an assessment, and assessment procedures”
(Recommended Security Controls for Federal Information Systems and Organizations, 2009).

In evaluation, it is required to survey the most recent review discoveries, new specialized
prerequisites and every single reported metric for an organization’s cybersecurity suite.
Organizations consider both the specialized ability and level of autonomy required in selecting
security control assessors. Organizations likewise guarantee that security control assessors have
the required aptitudes and specialized ability to effectively complete evaluations of particular
framework, hybrid, and usual controls. This incorporates learning of and involvement with the
particular equipment, programming, and firmware segments utilized by the organization.

Compliance frameworks (PCI, HIPAA, GLBA, SOX and so on) are fundamentally the same
as the security systems (NIST, COBIT or 1SO), however, consistence systems have generous
penalties and fines connected with them if an organization comes up short in a review by not
meeting their required security controls. It is better to have some sort of information
archive/entrance to track your consistence documentation and as a feature of this progression,
occasionally survey any controls that have remarkable discoveries, deal with the remediation of
these discoveries and track them to determination. Keeping in mind this progression is about
constantly evaluating an organization’s security program, risk management program and making

inquiries.
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- Authorize (Risk Baseline)
Set up the arrangement of activity and breakthroughs in view of the discoveries and

proposals of the security evaluation report barring any remediation actions taken.

In this step, Gary Hyslop mentioned one very important issue, he found during this process
that its extremely difficult to produce accurate monetary values for an organization’s risk exposure.
He also suggests the use of CyVar and FireDrill to test and approve the suspiciousness about

security posture.

- Continually Monitor (Security Controls)

Find the security effect of proposed or genuine changes to the data framework and its
environment of operation. Essentially, the current step identifies if the controls for reducing risk
are effective or not.

Risk Monitoring consists of five techniques:

» Risk Response Audits: Examine the effectiveness of an organization’s response to
remediating risk. Typically examines the organizations responses to avoiding, transferring or
mitigating specific risk exposures.

* Risk Process Reviews: This is where your organization will examine risk throughout the
lifecycle of a system, workflow or process. If the identified risks change the selected risk
management team will make recommendations for remediation.

* Risk Value Analysis: Assessing risk impact through:
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[1 Qualitative Analysis — assess impact and likelihood of identified risk. Prioritize the risk,
based on impact to business operations. Evaluate the probability and consequences, measuring the
results with high, moderate or low ratings.

[1 Quantitative Analysis — numerically analyse the probability of each identified risk and
its consequences on business operations. Will use tools such as interviewing, sensitivity analysis,
decision tree analysis or simulations to provide data on the potential impact to an organization.

* Risk Performance Measurement: Here accomplishments are compared during operations
to track for trends and reduce risk exposure to the organization.

* Risk Response Planning: Employ monitoring techniques to detect and respond to risk
enhanced events.

Develop options for an organization with actions assigned to specific teams/individuals to

provide a response to a specific risk event.
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2.3. The Measurement of Resilience

The Resilience Studies

In this section the studies on the measurement of resilience will be presented systematically

to fulfil the research aim and objectives.

2.3.1. Resilience Notion

Resilience can be defined as the characteristics of the organizational system to tolerate
stress and overcome external or internal threats or attacks; it pertains to the system as a whole rather
than its individual parts (Adger, 2000). To assess the resilience of an organizational system, the
capacities and interaction of different parts of an organization after a disruptive event are studied
to identify how they interact and communicate among themselves. Resilient organizations
encourage consultative and participative decision-making whereby rules are not simply dictated
but employees are encouraged to behave in a manner that is aligned with customer expectations.

Thus, a resilient organization strives to articulate, recognize and exhibit its values (Kerr, 2016).

Resilience is also defined as the ability of an organization to predict and recover from the
change by evolving and surviving any unforeseen events (Longstaff, 2005). It is considered to be
more than just risk management and does not entail a crisis-proof organization or supply chain.
Rather it is a broad phenomenon that entails every change that organization faces and not just a
crisis. It includes managing unanticipated disruptions from suppliers as well as any shift in
customer buying habits as well. A resilient organization both anticipates and adapts itself to be able
to serve its customers with products and services that they prefer while taking care of supply shocks

at the same time. It is a valuable characteristic because change is a continuous global phenomenon.
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Researches show that the average company age on the S&P 500 was 61 years in 1958 while it was
just 18 years in 2012. That indicates how rapid the change is and the inability of companies to
survive this economic dynamism. Resilience of a business organization is its ability to detect and
grab opportunities before competitors have done so while taking risks (Newnham & Crask, 2015).
Resilience of an organization depends on resilience of its various component parts. It is a

multidimensional concept which covers the business aspects of the organization.

The two researchers (Chesley & Amitrano, 2015) defined resilience as a capability of an
organization to anticipate and face changes not only to overcome them, but to evolve by their
existence. Whereas, Olson and Anderson (2016) defined resilience in the business context as
overcoming the challenges depending heavily on the planners that are distributed smartly across
the organization to create executive strategies besides a great deal of involvement from the

leadership (p. 33).

2.3.2. Resilience Business Projects

In the late 1990°s researchers talked a lot about developing the leadership notion in business
firms and large-scale programs, whilst in recent years risk management has become increasingly
important for the survival of organizations in the fast-growing business arena and the emergence
of hundreds of competitors. After getting to know how to survive, the recovery and the ability to
prosper after any disruptive event through a standard set of documented plans become critical.
These kinds of plans are called “resiliency plans” which enable an organization to mitigate the
potential risk by giving them the choice to exercise this kind of plan in a systematic way to increase

the readiness to the all business disruptions.

60



Chesley and Amitrano (2015) conducted a study on the emerging capability needed by
business initiatives; they argued that not every organization is ready for the change that is
happening around it, unless it has a good emerging resiliency plan to be able to not only survive
but to evolve while facing new changes or interruptive events. The researchers talked about six
traits that every organization need to apply to be able not only to overcome the change but to be
resilient to it by knowing what happened and what is happening and what is yet to come, in order
to be well-prepared using scientific standards and specific steps of the resilience plan (p. 2).

Usually, the plans and programs in most organizations have basic “text book™ standards
elements but few are innovative and go in detail, which creates a big gap between what is happening
in reality and what is stated in these plans. The usual plans that are being used in any organization
are lacking scientific ways to assess its quality for being a continuity plan or just a “text book™ plan
that is disconnected from the actual business of such an organization. The main criteria here is to
be able to choose the most distinguished information in a business continuity plan, then document
it, benefit from it, employ it in a correct way, develop it and share it with the members of the
organization.

Olson & Anderson (2016) conducted a study on business continuity’s resiliency scoring.
The researchers explored the methodology of scoring specifically as a resilience score, which helps
businesses plan to continue to evaluate processes; this will help any organization to customize their
system and make it more adaptable to their needs. The study argued that a resilience team is
different to a risk management team, because of the scoring; wherein the resiliency scoring depends
on assessing how the resilient team would execute or perform their critical plans if they face any
risk or any undesired event during the plan implementation phase of their business continuity. They

argued that the scoring in this case is dependent on the document analysis of the plan content, along
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with the exercises that took place to prove that the plan continuity will still be effective even when
faced with interruptive events. Furthermore, the difference between risk management and
resilience is that the first will prevent or mitigate the risk but the second will continue to function
and evolve even after an interruptive event has occurred to make sure that the plan is continuously

ongoing to achieve the main goals of an organization.

2.3.2.1. Operational Resilience

Operational resilience indicates that the organization is not complacent with the present
state of affairs, rather it is continuously changing and improving its business operations as well as
supply chain. It is aware of its operations and business environment. It identifies operational
improvements in terms of businesses processes, as well as the products and services of the

organization and also people and governance mechanism (Kerr, 2016).

2.3.2.2. Supply Chain Resilience

With increased complexity of supply chains due to the globalization of organizations, it is
of paramount importance for an organization to have the ability to assess and manage supply chain
risks throughout the process of procurement, manufacturing, shipping and sales lifecycle. Any
supply chain disruption can cause reputational risks along with operational financial risks. Supply
chain resilience is an important factor in the modern business environment because supply chains
are considered the backbone of the modern economy. Any disruptions in supply chain, and the
ability of businesses to withstand such disruptions, determines the supply chain resilience of the
system. However, resilience means availability of alternatives to withstand disruptions thereby
leading to redundancies and slack hence it has a cost associated with it. Thus, the challenge for

supply chain resilience is to maintain resilience along with efficiency (Editorial, 2015).
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2.3.2.3. Information Resilience

Organizations deal with sensitive information and this information can be critical to
business success as well. It is therefore necessary that this information be safeguarded. It is
essential for a resilient organization that it manages its information security and protects its
intellectual property rights. This requires that an organization adopts practices that allow

stakeholders to collect, process, store and use the information in a secure manner (Kerr, 2016).

2.3.2.4. Network Resilience

Networks are linked to each other via communication nodes and network resilience
determines the extent to which a malfunctioning communications system affects the overall
network structure and disrupts the inter- and intra-organizational communication flow and how
adaptively the network responds to it. In most cases the removal of network communication links
or nodes can result in information communication taking alternate nodes or routes for information
communication. However, certain network structures are more sensitive than others to node link
removal while the network breaks into sub-groups that are not connected with each other
(Barab’asi, 2003). The most resilient network structures are the “scale free”” networks because they
are not sensitive to random node removal. However, even these networks can be disrupted when
critical nodes are removed simultaneously (Kahn, Barton & Fellows, 2013). Network hierarchy,
network diameter and network clustering are some of the determinants of the resilience of a

network (editorial, 2015).

2.3.2.5. Developing Organizational Resilience
While traditional strategies for crisis management might be helpful, it is possible to enhance

administrative and social capabilities to cope with crisis management situations by developing
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resilience. Research on natural disasters has suggested that immediate response to these
catastrophes depends on resilience of citizens, operational commanders and first line responders
such as fire fighters or emergency medical professionals while strategic leaders can make a
difference in the long-run only (Drabek, 1986). Thus, efforts should be directed towards
development of resilience which is perceived as an emerging quality for a professional system
(Longstaff, 2005). It is suggested that better institutional quality, experience and resources can
increase the pace of recovery from a crisis, yet resilience still remains an incremental quality of the
system which can be gradually acquired and can only be improved by trial and error of its response
in the face of future disasters and system failures. Building resilience has two preconditions: first
is the awareness that a system failure, disruption or catastrophe can strike while the second
condition is that building resilience does not replace basic elements of emergency response

operations.

The first step in developing resilience is preparing the first responders who are well trained
to take independent decisions and operate effectively in critical system failure situations. They
should be aware and convinced with core organizational values, ethics and clearly defined priorities
for responding to the crisis in the best interest of the organization. The next step is business
continuity planning, which includes setting up a backup operations centre in an offsite location that
mirrors the present business operations in offsite IT backup, for example in case of a natural
disaster. This can be used to continue business operations from the remote site. The third step is
joint planning involving all stakeholders whereby all possible threats are identified and possible

solutions are considered on a regular basis to cope with the continuously evolving nature of change.
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The fourth step is joint training of all stakeholders by exposing the contingency plan to
simulations and testing its ability to respond to threats. The final step is preparing leadership to
facilitate resilience in the face of crisis. Leadership should avoid the traditional leadership
pathologies in a crisis situation, such as blaming others, waiting for facts and figures before
decision-making, waiting for external help, sticking to the original plan or spreading rumours
without verification. They need a realistic approach towards what can be done and they should take

necessary steps that can be helpful to make a difference (Boin & McConnell, 2007).

According to Chesley and Amitrano (2015), change is the key of every organizational
resilience plan. They raised the question of how does an organization responds to the change in its
business plan? They argued that strategy is important for any organization type but after it has been
initiated it becomes vulnerable to change; when faced with interruptive events the strategy cannot
be completed on time. Moreover, they talked about adaptability and how it is relevant to culture,
which affects the strategy as well. They found that organizational resilience outdoes the leadership
which does not prove to be a great factor in the success of a business over the years. They added
that “enterprise resilience” is the most important factor of success in any business; furthermore,
they note that resilience is becoming more measurable and manageable (p. 3).

In terms of organizational resilience, planners are the key. Olson and Anderson (2016)
argued that planners are the key in every business or program continuity plan; the more they are
engaged the more the plan is ready to be implemented at any time under any interruptive
circumstances. Furthermore, resiliency scoring helps in motivating the planners towards the target;
by being more involved and engaged in all of the activities of their continuity programs. Moreover,

this can be achieved with the support of the senior board. Additionally, this level of high
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engagement and involvement will enhance the commitment level among planners, which will help
them to strive to achieve the best in their performance and will improve their confidence while
managing their plans standing on firmer ground than before the resilience notion was adopted. The
two researchers added that the feedback of planners is a significant tool of this methodology in the
organizational resilience arena, which highlights the role of the resiliency scoring in adding more
value to them (p. 43).

Chesley and Amitrano (2015) argued that enterprise resilience is measurable and
manageable unlike the traditional risk management frameworks that have typically been applied
over the last few decades. They added that if we desire to make any firm resilient we have to know
the key elements of the enterprise resilience in the organizational context. Chesley and Amitrano
(2015), suggested traits that are more likely to be developed to suit any business initiative to be
able to not only survive in the face of the change but also to benefit from it and set a great example
in the market. That can be done by benefiting more from the young and their new ways of thinking

which will create more resilience in such firms (p. 9).

2.3.2.6. Critics of the Measurement of Resilience

By reviewing critics of organizational resiliency in the literature, it has been found that
resilience studies are focused on increasing the level of engagement of planners, especially in the
continuity plans of programs or projects. The focus was more on a program’s life-cycle, which
must consist of an assessment phase, then planning phase followed by an exercising phase to reach
the maturity level and aid in the fast recovery to ensure the continuation of such a program (Kott

& Linkov, 2016).
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To help make the recovery process reach the maturity level, planners should be more
engaged, plus making sure to identify and assess the risk besides documenting the resilience plans
while exercising it over and over again to guarantee the resiliency level for the potential obstacles

or even disasters (Keys, Chhajer, Liu & Honer, 2016).

Resiliency scoring helps in evaluating the content of such continuity plans, it aims at
directing the planning process to the maturity phase. This kind of scoring will support engagement
and visibility besides enhancing compliance through the continuity programs of an organization.

However, Chesley and Amitrano (2015) argued that engaging planners and leaders is not
an easy task; it is challenging as long as the culture of the firm is not ready for this kind of scope
or change. As has been stated in most of the studies, strategy is affected by culture, whereas in
some cases the leaders isolate themselves from the employees and find it difficult to be more
engaged or even connect with the planners. After all, good leaders should work for the best interest
of their business not according to their culture or personal needs.

Furthermore, Olson and Anderson (2016) argued that the resilience scoring has a huge
impact on the “Target” company, wherein a successful organization tends to measure its notion of
achievement by hiring the right advanced resilience team and adopting the right organizational
resilience plan for its business continuity. Moreover, the resiliency scoring will raise the level of
the engagement from the executive board of any organization, and will create a direct contact
between them and the planners; planners that are more equipped and more aware of how to handle
an interruptive event and have a specific resiliency plan with details (p. 40).

On the other hand, Chesley and Amitrano (2015) explored how the enterprise resilience

notion, which the two researchers claim consists of six traits divided in two categories. The first
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set consists of: Adaptive Capacity, Coherence and Agility; while the second consists of: Trust,
Relevance and Reliability. They argued that if the firm follows this framework it will be able to
face both opportunities and threats at the same level of benefit and will be able to prosper in
responding to risks and opportunities which transpires in the strategy implementation process (p.
6).

Moreover, to make sure that the organization maintains its resilience status, it must make
sure that the planners and leaders are distributed across the organization’s planning process and
documents best practices, while also having simple predefined standards of resiliency criteria for
business continuity. Although continuity plans tend to cross the normal job tasks and go above and
beyond standard requirements, planners and leaders have some difficulties finding the time to
prioritize between their standard job tasks and preparing for the unforeseen disruptions that ‘might’
take in place in the future (Kerr, 2016).

It is noteworthy that the persons whom we called planners in this research are not
professionals in business continuity programs; rather, they are experts in their own field, which is
part of the continuity program (Pennauther, 2010). These important planners will help in
documenting important activities and distinguish information in their field to aid in the continuity
program and its owners, however, this goes above and beyond their priority job tasks and duties,

the challenges of which have been explained earlier.

2.3.2.7. IBM Business Resilience Model
IBM has provided and originated a business resilience framework which is meant to

identify the level of organizational resilience. It comprises a set of objects termed as layers which
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underline the resilience capacity of any business. A detailed discussion of various layers of this

model is listed below.

The first object is strategy which includes the financial, operational, manufacturing,
disaster recovery strategy and so on, which govern the day-to-day business of the firms. The second
layer includes the objects related to organizational structure, such as communication, skill level
and responsibilities of employees, which is underscored by human resource and communication
processes. The next layer constitutes applications and software used to operate business and the
databases, such as Customer Relationship Management and ERP applications used for transaction
processing in business operations. Processes are the next object layer, which include critical
business processes and IT systems, for example accounts receivable and payable and problem
management. Technology and Facilities include networks, systems and technologies that are used
for data processing and running business applications while facilities are the factories, buildings
and warehouses used to house the organization and its technologies. These layers conceptualize
the components of the business resilience of an organization and help an organization to identify
the key areas which should be focused on for building a resilient model. However, this model also
classifies attributes of the business according to traits that determine its ability to respond quickly

to any disruption.

The IBM Business Resilience framework proposes the following five attribute classes that
are part and parcel of a resilient business organization. The first key attribute is “control and
comply”, which describes the ability to identify, anticipate, evaluate and control the risk associated
with compliance of social, economic, technical, environmental and regulatory factors. The second

attribute is the ability to “predict and detect” any events that pose potential security or privacy
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threat to business operations. The ability to estimate and measure such events can save the business
from jeopardy of operations. The third attribute is “deflect and solidify”, which as the name implies
indicates the ability to deflect the risk and ensure business continuity. “Adapt and optimize” is the
fourth attribute of an organization which reflects its ability to ensure flexible, adaptable and
integrated risk mitigation strategies. The fifth attribute is “protect and preserve” and indicates the
ability of an organization to protect itself against damage whether accidental or intentional damage
and preserve its data and resources (Cocchiara, 2005). By focusing on the core objects of resilience,
organizations can build a resilient structure by adopting and acquiring the right attributes needed

for resilience.

2.3.2.8. Barriers to Enhancing Resilience

Developing organizational resilience has some barriers which are primarily rooted in the
degree of organizational readiness (Pauchant & Mitroff, 1992) of governance and society. There
are various societal constraints to a resilient approach towards disasters and disruptions. People
usually respond to threat potentials in a dysfunctional manner, including denial or downgrading
the importance of a threat or its probability and it is just a mental barrier which poses resistance to
resilience development. The third most important barrier is organizational beliefs and values which
get in the way of resilience development because an organization focuses more on customer
service, profit margins and so on, rather than on critical events and potential threats to systems.
When such events are observed elsewhere, organizations rationalize the occurrence of the event
and justify the improbability of the event taking place to itself. The fourth barrier to resilience is

institutional design. Most organizations are designed in a manner that is not resilient to critical
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system failures and breakdowns. Any emergency response requires flexible decision-making while

typically organizations have authority converging upward (Boin & McConnell, 2007).

Developing resilience incurs costs concerning time and resources for an unforeseen event
that may or may not take place. It also costs to train people and take them through simulations to
prepare them for the unforeseen events. It also requires cooperating with various stakeholders and
adjusting to their own agendas, values and cultures. All these costs pose a major barrier to the
development of organizational resilience. The sixth barrier to resilience is the governance
framework that typically emphasizes a centralized control and command structure and it is
incompatible with the concept of resilience, which emphasizes self-reliance and preparedness for
coping. The seventh barrier to resilience is most relevant to the resilience of e-governance systems,
which is the socio-economic framework. Since modern cities house communities that are in
disarray themselves, the poor, homeless and immigrants are the least resilient communities. It is
thus increasingly difficult to develop and implement a resilient e-governance mechanism for such

socio-economic classes (Chesley & Amitrano, 2015).

2.3.2.9. Resilience & System Maturity Frameworks

Applying resilience scoring has a tremendous effect on evaluation of continuity business
plans, it is able to achieve that by analysing the business alignment against a pre-set criterion of
definitions which can be adaptable and customized to suit all kinds of programs. This “patent
pending” tool has proven to be a success in many cases; it has an impact on three main elements:
enhancing the reporting process, identifying risk and helping in the measurement of the

organizational resilience (Kott & Linkov, 2016).
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Olson and Anderson (2016) note that resiliency scoring is measured by comparing
predefined standards and outlines against the business continuity plan using the scoring guide to
be able to assign the most appropriate approach based on its similarity with theses sets of outlines.
Furthermore, some factors will have an impact on the score, such as 1) whether all the requirements
are met in the stage of completing the compliance plan; 2) whether the recovery actions are detailed
and doable; 3) whether the risk has been accepted within their plan; 4) whether the plan is being
exercised throughout the planning process; and 5) whether they are performing additional activities

of the resiliency scoring (p. 35).

Chesley and Amitrano (2015) have outlined a framework concerning measuring
organizational resilience. The framework consists of six strong traits to make any type of
organization more resilient to risk and other kinds of sudden change or interruptive events such as
a technological breakthrough. The two researchers talked about how all kinds of organizations face
both opportunities and threats at the same time, so they raised an important question here: do we
have to predict which kind of interruptive event we will face, good or bad? The answer is “NO”.
The right question here is whether we are as a company or organization ‘resilient” enough to face
or predict these unforeseen threats and opportunities and ‘resilient’ enough to know how to react
to them. They argued that if we intend to make the organization resilient enough, we should
understand the main elements that make the practices more likely to compromise the resilience

process.

This framework helps any organization to build resilience by demonstrating their six
distinguishing ‘traits’ that reflect how an organization is able to predict and react to risk or any

interruptive event. In terms of internal capabilities Chesley and Amitrano (2015) have presented
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three main traits to help the organization measure its ability to respond or react to change. These

first three traits are:

1- Coherence: which is all about the ability to make good beneficiary decisions that have
mutual benefits.
2- Adaptive Capacity: which means the ability to adapt and reorganize when interruptive
events or changes occur.
3- Agility: or the ability to make fast decisions or to implement them at a required time.
These first three traits are considered basic according to the two researchers when
responding to risks that work against the decision-makers own good. These traits work to serve

their ability to benefit more from risks or make the most of all kinds of change.

Chesley and Amitrano (2015) talked about a notion called start-ups. This notion consists of
the three traits as follows: 1) How to respond to the feedback, meaning adaptive; 2) When to move
fast right after sensing the correct signal, meaning agile; and 3) Then trying to keep their focus,
meaning coherence. They argued that large organizations, such as the Smart Government in this
case study, learn from ‘lean’ start-up processes, especially when they talk about developing their
products, and in the Smart Government (developing their services). The notion of lean start-up
could apply to Smart Government services in terms of launching new e-services to see if people
will embrace it generally and particularly in the meantime, to see if any big opportunity arises.
There is also another notion suggested in the same arena which is called Fast-Works based on the

same start-up elements and principles.

This culture of resilience should be implemented across the organization not just when

developing a product; but rather on the market level, organizations should be creative in how to
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serve the youth that are talented and to anticipate both opportunities and risks, besides building a

powerful network.

In the framework of Chesley and Amitrano (2015), which consists of six traits, the last three
sets are concerning the outside relationships of the organization and its public or external

stakeholders. The last three traits are as follows:

1- Relevance: this trait is about always serving or meeting the stakeholders’ requirements.

2- Reliability: this trait concerns the ability to serve at the expected time and quality in
terms of products or services.

3- Trust: this trait consists of the creative mentality to have a business or an investment-

worthy relationship with the customers and different kinds of stakeholders.

These three traits are important to an organization’s relationship with its stakeholders,
customers, as well as its business partners. This conceptual framework summarizes the three traits
as follows: 1) Relevance is the ability to meet stakeholders’ needs; 2) Reliability is the ability to
meet the required quality and time; and 3) Trust, which lies within a business relationship or in

other words an investment-worthy relationship.

The three second set of traits might sound easy to achieve but in fact they are quite hard to
maintain. The study of Chesley and his partner shows that most CEOs in our current century are
convinced that the trust element is the most important element in the relationship between
organizations and their stakeholders or business partners. The perception of trust as a threat to the
growth of any business can create a bottleneck that prevents it from prospering and carrying on

with such business relationship. The two researchers claim that a positive relationship between an
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organization and its customers, stakeholders, partners and business leaders is an essential base to
achieve business growth, which redirects back to the strategy and the best way to develop a strategy

that meets organizational goals.

Moreover, the relevance trait is basic at the current time with more CEOs convinced that
our current world is filled with industry disruptions. Whereas disruptions make the best opportunity
for non-traditional organizations and the same disruptions could create risk for incumbent
organizations. Nevertheless, the challenge lies within not knowing when the risk turns into a
disaster and becoming part of this big disruption is no longer a decision that can be made. In the
resilient notion, organizations should respond to such disruption as an opportunity and should
perceive major disruptions creatively to be able to benefit, learn and recover from them, and then

of course to find a way to prosper after the disaster, to reach the highest maturity level.

Kerr (2016) conducted a study concerning organizational resilience. The researcher talked
about a phenomenal framework to maintain organizational resilience and how both criteria of risk
management and business improvement have to be equally focused on in this framework. Kerr’s

model (2016) emphasizes the qualities that form organizational resilience, such as:

1- Strategic adaptability: This concerns the ability of how an organization handles any
kind of change along with change circumstances in a successful way. In some cases,
even if that means that the organization must move from its core business.

2- Agile Leadership: having the ability to handle measured risk and learn how to react in

a fast and appropriate way to both risks and opportunities.
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3- Robust Governance: applying accountability within the structure of an organization,
which consists of three elements: 1) transparency; 2) trust; and 3) innovation in order

to be loyal to their values and most importantly committed to their vision (p. 42).
According to Ward (2015) there are several strategies for a supply chain to be able to
manage and control risk, which also help in boosting resiliency by minimizing costs and enhancing
agility. The faster the response to the supply chain the more money, production, business deals,
sales and brand damage will be saved. Even in the most complex case of a supply chain, the
organization should be able to handle the situation with a wider lens on its business system,
especially the changes that will occur in the ‘organization’s network’, and should be able to adapt

quickly to such circumstantial changes.

Ward’s (2015) strategies for the supply chain consist of the following:

1- Having a deep understanding and a full idea of the risk

2- Using the Centric Network notion

3- The foundation should consist of a strong business continuity plan
4- Consuming all the data available

5- Collaborate inside and outside an organization

6- Resilience must be strongly built

7- Culture must be rightly created (p. 26)
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Moreover, Gordon and Larry (2005) conducted a study concerning a scientific framework

for business resilience. The researchers focused on five maturity levels which help the system to

identify its ability and potentiality for enhancement and improvement. The five elements are:

1-

Basic: this level concerns the policies of the organization and its emergency procedures
along with three more elements such as: governance and privacy programs of
compliance. In some cases, this level could include continuity plans.

Managed: is concerned with policies compliance and processes that form the key
automation tool to handle both risks and opportunities. At this level, the CEOs and the
executive board play a significant role in ensuring the level of awareness among the
employees regarding their responsibilities and to be more committed to the organization
policies.

Predictive: is concerned with how the organization can take pre-emptive actions to
mitigate the risk by using its warning system which should be advanced and able to
monitor the current performance of this organization. In this case the organization is
still in the stage of mitigating identified risks manually.

Adaptive: by using contingency strategies and on-demand business resources the
organization is able to maintain its operations by sensing and responding to future
disruptions. The response has to occur prior to the risk and the system must be
programmed to adapt to any change in order to avoid losing any essential element of

the business (p. 16).

In this thesis the researcher will measure the resilience of the Smart Government system by

testing its maturity level to determine if it is in the very basic level of maturity or in the risk
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management level or even beyond that. The system will be analysed to identify if it has reached
the resilience level of maturity which is the most advanced stage of a professional system’s

maturity. This will be explained in detail in the next chapter of this thesis.

2.3.3. The Role of Management Control vs. Strategic Management

There are various theories and concepts about both strategic management and management
control that researchers have developed over the years. The theory of strategic management
involves leadership skills. As Dess et al. (2013) discussed, the theory of leadership plays an
important role in strategic management and is the key factor in successful risk management and
resilience in organizations. He added that it has been developed with three core elements of
strategic resilience: problem formulation, future orientation, and an organization’s legacy. The
problem formulation requires a business to reflect on the challenges faced, rather than only looking
at solutions to risks. On the other hand, the theory of management control and security control
appears to have a great impact on resilience, because leadership does not prove to benefit
organizations in times of crisis, whereas leaders or the top management need to have flexible

thinking and engage middle ranked managers in times like these (Anthpoulos, 2015).

Moller, Schaffer and Verbeeten (2020) explored management control and the need for it,
especially in digital organizations, in this case Smart Government. They emphasized the role of
management control on the economic status of an organization. The controllers or the planners
should address the long-term development of an organization’s viability and its digital plan. Their

strategy will benefit from digital instrumentations and technologies. Control management gives
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direct management and encourages executive managers to be pioneers in their industries, meaning,
if this applied to the UAE government, then the UAE Smart Government will lead by example

among other countries that have established Smart Government systems.

According to Ross et al. (2017) management control differs from strategic management,
especially in digital organizations, because it calculates the areas of improvement and progress.
Furthermore, it has the ability to direct them exactly where needed. Planners and controllers play
a significant role in exploring changes and identifying opportunities, and they can employ that

experience in business models, organizational resiliency and key strategies.

The difference between strategic management and control management, is that the second
has the ability to mix traditional business model components with new digital ones, whereas the
first one will work only on a traditional business model for traditional types of organizations.
Management control will control the investments and budgeting and save Smart Government from
significant financial losses and eroded profitability, it can also control the budget of smart devices
and products. Smart Government projects can cost a huge amount of money, when it comes to
buying hardware and cybersecurity programs and installing cutting-edge equipment, which needs

management control to counter it (Moller, Schaffer & Verbeeten, 2020).

The strategic management field of study deals with the primary emergent and intended steps
taken by managers on behalf of executives that involve resource utilization to enhance the
organizational performance in internal and external environments (Nag et al., 2007). Although
strategic management has been found to be crucially important by many researchers, it has emerged

previously and is considered old fashioned, unlike management control that has emerged recently
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and found to be very effective when changes occur; this is because it can control such developments
before they even take place by anticipating, preparing and providing continuous post-trauma
control. As stated by Harrington and Ottenbacher (2011), the importance of strategic management
in the hospitality sector has not been realized in the past. However, the recent fluctuations in the
global economy have provoked the need to assess and provide strategic management approaches
that can address future opportunities and challenges. When it comes to Smart Government
originations and governmental departments in general, management control and organizational
resilience are the new solution for many recent problems faced by these organizations. This is
important as the traditional roles that once applied to smart systems and business models no longer

work due to the fast-growing industry of hackers and cybercrimes (Anthpoulos, 2015).

Guth (1981) argued in his book that organizations with complex natures, in our case Smart
Government, tend to experience unpredictable events and crisis in their business environment,
which can take an organization a very long time to react to. Thus, the role of strategic management
is clear when it comes to overcoming a crisis or a sudden event, which is called the ability to
recover and absorb disruptive events by organizational resilience. One can see the strong
correlation between the strategic management practices and the organizational resilience

dimensions.

Schroeder (2014) talked about the close relationship between the resilience and risk
management and the differences between management control and strategic management. In his
study of “An art and science approach of strategic risk management”, the researcher argued that
the resilience and risk management approach needs sophisticated tools and frameworks to be

established in an organization; this is due to the continuous change of business environments and
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the unexplained growth of cybercrimes and technological developments every single day (Dess, et
al., 2013). Furthermore, the author also emphasizes the relationship between strategic management
and enhancing the different dimensions of organizational resilience. The team argued that top
management should have management control and change management backgrounds to be able to
ensure their organizations survive under the current circumstances of continuous change in the

business world.

As stated by different research studies, management control is important for organizations
as it lays the foundations for using opportunities effectively and building capabilities. Management
control itself involves different styles that have different effects on different types of styles that
affect different capabilities. The directions from top management can have long lasting impacts on
the types of choices made by an organization. After analysing the relevant literature in human
resource and organizational behaviour, the researchers highlighted the impact of different styles of
leadership, such as transformational, transactional, and the servant-leader style of leadership.
Essentially, it is clear that leadership styles can impact organizational behaviour significantly

(Anthpoulos, 2015).

2.3.4. Smart Government Case

Smart Government intends to use technology to support and facilitate better decision-
making and planning. It involves the improvement of democratic processes and transformation of
the methods that are used to deliver public services. Smart Government includes the efficiency
agenda, Smart Government, and mobile working (Scholl & AlAwadhi, 2016). The concept of smart

cities emerged during late 1990s in literature. A number of approaches to the idea have been
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developed. However, it is important to understand that a smart city does not mean a city with
particular attributes, but it is about different cases in urban spaces, such as web portals that
virtualize city guides, agglomerations with communication technology infrastructure, knowledge
bases that fulfil local needs, information and communication technology infrastructure that is used
for delivering services to people, and information and communication technology for ecological

use (Anthpoulos, 2015).

The Smart Government related academic literature has produced a vast body of knowledge
that suggests that smart governance means a future ready, progressive, transformation, innovation,
sustainability oriented approach to governance, and improved quality of life by using modern
information and communication technology. As stated by Hollands (2008) ‘electronic government’
was the term used in academic studies in the 1990s. Therefore, Smart Government has its
predecessor name ‘electronic government’. Some researchers, such as Leydesdorff and Deakin
(2011) argue that the term Smart Government or smart city is the term generated as a marketing
tool by vendors. They considered it as a programmatic vehicle for renovation and reconstruction

of public administration.

Currently the idea of Smart Government is gaining particular attention by decision-makers,
researchers, and urban planners. Although, there is a lack of shared definition of a smart city and
resilient city, they are becoming significantly widespread labels. The common ground of a smart
city and resilient city is the use of ICT as an empowering tool to deal with external pressures. Thus,
the smart government idea seems to include a multi-objective strategy of information and

communication technology development that can tackle related issues (Papa et al., 2015).
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2.3.5. Organizational Resilience and Risk Management

Kantur and Iseri-Say (2012) informed that the unpredictable environment of today has
highlighted the importance of resilience for organizations, individuals, communities, groups, and
societies. The concept of resilience is an incredibly important concept in crises management. The
restless and complex business environment of today has characteristics of increased competition,
complex business operations, demanding customers, and unexpected cyber threats that have made
organizations more vulnerable to business risks. The complex environment requires organizations
to be more adaptable, flexible, and creative in responding to risks and changing conditions. This
implies the need for resilience for organizations. That is the reason why several scholars have
highlighted the importance of resilience as a concept for survival of the organizations in

unpredictable, chaotic and turbulent environment (Rahman, 2016).

Although, a number of research studies have focused on resilience, only a few have presented
a complete framework to practical application in an organization. For instance, Ishak and Williams
(2018) in their study of a dynamic model of organizational resilience have argued that the need to
have organizational resilience is as important as for any other organization. However, the model to
implement resilience is not the same in all organizations. There are several aspects that strengthen
the process of resilience of making it weaker and slower. Thus, the researcher presented a dynamic
model that is expected to be appropriate for most of organizations that strive to achieve and
maintain organizational resilience. There are two phases of the model: the preparation phase and

the recovery phase.
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Vucina and Fabac (2017) presented simulation scenarios by exploring the possibilities of
using Monte Carlo methods to find some characteristics to design parameters of working units in
an organization. Particular attention was paid to the protection of information systems and their
vulnerabilities. The researchers explained that resilience is the ability of an organization’s system
to depreciate, effectively recover, and foresee disruptions or stress related events, and is related to
its risk management process. However, the researchers have argued that resilience from the
perspective of an organization means continued security attention and departure from traditional
ways of organizational risk management. Overall, the study is valuable as it has offered a valuable
option of simulation to enhance the readiness of an organization against any risks and threats, such
as fire and accidents. Therefore, it will be easier for an organization to practice resilience with

efficiency as it has practiced risk management using simulations.

Leautier and Rochet (2014) examined how organizations face volatility in market power,
input prices, production, risk management, and pricing strategies. The issue of volatility is common
among a number of industries, such as manufacturing, retailing, and energy where the companies
that are risk averse in terms of financial frictions develop their risk averse strategies before their
marketing strategies. This strategy is implemented through the risk adjusted cost, such as marginal

cost under the probability measure due to risk aversion by stakeholders.

2.3.6. Management Control and Organizational Resilience

Organizational resilience has been analysed by Kerr (2016) with a finding that an
organization must become resilient in order to ensure long-lasting success. The researcher stated

that there are several business activities that gain success after an organization focuses on
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resilience. However, there are three domains that have critical importance for achieving
organizational resilience: operational resilience, supply chain resilience and information resilience.
While highlighting the importance of management control for organizational resilience, the
researcher has argued that resilience should be part of the strategy. In other words, the researcher
is of the view that resilience should not only be the defensive strategy of an organization, but it
should be a part of strategic management to establish a more holistic view of the activities, success

and health of the business.

The operational management of organizational resilience has been explored by Annarelli and
Nonino (2016) in their research. The researchers highlighted the current state of management
control relationship with organizational resilience and provided future directions. According to the
researchers, organizational resilience is the ability of an organization to go back to its previous
state after it is hit by an unexpected event. This means, resilience is the ability of an organization
to recover fast after a disruptive event. The researchers highlighted the importance and role of
management control in this process. In fact, the process of organizational resilience is more
efficient if it is described as a systematic framework for the organization to follow and achieve this
goal. The risk of unexpected events is high in Smart Government as there are some specific issues
related to the use of technology, such as cyber-attacks. Therefore, the role of management control
is vital for resilience in smart governance. No matter how many plans an organization has
developed related to risk management and resilience, it needs to make them part of organizational

strategy.

According to a debate by Morais-Storz et al. (2018) in their research, organizations around

the world are facing cyber threats. Although, there are laws and restrictions to prevent cyber-
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crimes, hackers are creating new ways to continue their criminal activities. Therefore, it is crucial
for organizations to prepare for an unexpected event by maintaining their capability of resilience.
The researchers have suggested that application of the rules of management control and change
management on organizational resilience will enable organizations to adopt resilience as a dynamic
concept. Therefore, the valuable insight that can be found in this research is that organizations need
to identify the change basis of their business to achieve resilience efficiently. An important aspect
of incorporating resilience in management control is that it can be achieved successfully with the

right team and top management with a resiliency and flexibility background.

In research conducted by Wilson (2010) seven organizational resilience principles were
developed as a conceptual model of resilience for companies facing bankruptcy. The model has
been evaluated using a qualitative approach. The results of the study support organizational
resilience as a management strategy. Six of the seven organizational resilience principles were
observed in the case study. The researchers also pointed to the use of de-centralized decision-
making, ensuring external resource adequacy, expanded communication channels, and engagement
of external stakeholders with the organizational environment. Thus, there is an increasing role of

resilience in risk reduction for organizations.

There are different dimensions of strategic management that have been highlighted in
research studies. Bouaziz and Hachicha (2018) argued that the business environment is changing
significantly, so there is increased focus on resilience by organizations around the world. The
researchers suggested that this can be achieved by employing strategic human resource
management in organizational resilience practices. They justify the usage of strategic human

resource practices in organizational resilience by showing the significant role of top management
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in this process. Leadership awareness and how the top management perceive the operating
environment affect their ability to deal with vulnerabilities and to face changes and disruptive
events and recover very fast from such events. In the case of Smart Government, the need for such
top management and leadership is growing every day to cope with the rapid changing environment
in cyberspace around the world. This kind of human resource practice in choosing the right leaders
for a Smart Government initiative that will take place in 2020 will take Dubai to new places among
first class countries around the world with a minimum amount of risk and high ability to rebound
after any crisis that could disrupt this new project. The above research shows how human resource
practices affect organizational resilience and how strategizing the human resource practice,
organizational resilience can serve its purpose. The ‘agility’ factor was found to be more effective

in resilience dimensions throughout human resource practices than the ‘robustness’ factor.

A way to enhance resilience has been described in strategic resilience research undertaken by
Anon (2018). It has been argued in the study that in highly complex business environments,
companies need to examine their own challenges that they are likely to be confronted in the future;
and how they grow to become successful. The research highlighted three basic elements of
achieving resilience: problem development, future orientation of the organization and legacy of the
organization. The research by Moraise-Storz et al. (2018) has been highlighted in the study as the
researchers put forward the case of resilience and debated that more is needed by organizations.
They introduced a more dynamic concept of resilience and argued that the business environment
is changing constantly. Re-invention is important for such organizations, with the focus on how
such organizations function in a highly volatile world and how they adapt to unique challenges.

Getting back to a pre-crises state may not be an ideal position for an organization which seeks to
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evolve. The role of top management is very important in this regard. The researchers have
mentioned three core elements of strategic resilience: problem formulation, future orientation and
organizational legacy. The problem formulation requires a business to reflect on the challenges
faced, rather than only looking at solutions to risks. This refection initiates innovation and leads to
paying more attention to the nature of the organization. The second element highlights the need for
future oriented attitudes by top management that envisions how the future may look and how the
organization needs to grow in order to develop in this environment. The future orientation is more
than a set of actions, but it is more important and central for the managerial identity of those
involved. Finally, the history of an organization plays an important role in how it faces challenges

and achieves resilience.

While recommending the enhanced resilience of organizations, some scholars have
developed frameworks to achieve this purpose. Resilience has been described by Buliga et al.
(2016) as giving two major parts or characteristics: adaptability and robustness. Robustness is a
system that returns to its actual state. In an organizational context, robustness is the ability of an
organization to avoid loss by withstanding stress. Resilient organizations can absorb adversity and
complexity by reducing vulnerabilities to risk environments, coping with the unexpected
complexities, and recovering from these risk situations. The second important part is adaptability
that gained attention in organizational theory in the 1980s. Resilience was considered as
reinforcement and adaptation emerging from a traumatic, stressful, and challenging event.

However, adaptability is the fast action taken during crises.

2.3.7. Managing Risk and Lower Vulnerability of an Organization
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As described by Trim and Lee (2007), organizations face different kinds of risks related to
policy, macro-economics, resources, competition amongst others. Risk management is a complex
process that requires different types of management expertise and knowledge. By developing a
proactive approach to risk management, it is possible for managers to instil resilience in the value
system of an organization. The organizational resilience value system supports the establishment
of beneficial working relationships. If managers focus on reducing the vulnerability of an
organization’s value, its ability to withstand attacks from competitors will increase. The
incorporation of risk assessments into strategy can reduce an organization’s vulnerability. The
researchers have focused on strategic marketing intelligence and multi-organizational a resilience
framework by paying attention to competitive intelligence, and the relevance of strategic
purchasing. The researcher paid particular attention to risks faced by an organization and the need

for counter intelligence.

As stated by Kantur and Iseri-Say (2015) organizations are increasingly facing the challenges
of a changing business context. Economic downturns, terrorist attacks, uncertain competitive
markets, political and social conditions, and global financial crises are the main challenges that
organizations need to pay attention to and build their capacity of resilience. Organizational
resilience also focuses on resistance capacity to face stressful conditions. The researchers stated
that resilience can be managed and developed by using a set of organizational capabilities, practices
and processes that help an organization to set diverse and adjustable integration. This is found in
solutions and options offered by the researchers, including the need for development of cognitive
contextual and behavioural capabilities that contribute to resilience. Thus, resilience capacity can

be enhanced by developing strong leadership and increasing awareness of the organizational

89



environment. Human resource plays an important role in this regard. While discussing the factors
that are crucial for resilience, several studies have highlighted the importance of human resource
management. According to Mienipre et al. (2016) there is correlation between talent management
in an organization and its ability to respond to and monitor risks. Thus, ‘organizational’ is a
multidimensional concept that includes the highly important concept of human resource

management.

According to Yaich (2016) there are changes in business ecosystems that include changes
in customers, suppliers, administration, citizens, banks and new stakeholders. However,
incomplete democratic transition, demands by internal and external stakeholders, and terrorist acts
have increased pressure on organizations. In order to be successful, companies need to be more
competitive at the national and international levels. The companies need to practice resilience in
order to be successful in challenging business environments. They need to be more resilient as they

face internal and external risks.

The literature related to resilience has proposed solutions that are practical for
organizations. Most of the scholars have highlighted the importance of the role of human resources
in the process of resilience. As explained by Sonnet (2016), the development of organizational
resilience capacity is the strong base approach to considering and managing unexpected and
continuous change as organizational strategic capability. The researcher has explained resilience
as the capacity of an organization to get ready to face risks. This readiness is developed by the
behaviours and beliefs of employees of the organization. Therefore, the researcher has suggested

to consider human resource management interventions to strengthen resilience capacity. The study
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concluded that specific beliefs and behaviours contribute to the development of readiness

capability. The starting point can be the resilience capacity risk analysis.

In order to manage resilience and prevent risks affecting the organization again, some
researchers have suggested some solutions based on analysis of literature. A useful study by
Annareli and Nonino (2016) used this strategy and used a systematic literature review to find the
research domain of resilience and its operational and strategic organization to understand the
current and future research directions. The researchers found evidence that literature has consensus
on the explanation of resilience, characteristics and foundation. The researchers also found that a
significant number of research studies focus on supply chain resilience. However, there is a lack
of consensus in the literature about resilience implementation, such as operational resilience and
creating and maintaining resilience processes. This study by Annareli and Nonino (2016) and other
research studies discussed in this chapter suggest that there is a need to focus on designing,
implementation and improvement processes for enhanced resilience, measurement of operational
and organizational resilience, resilience in small and medium enterprises, impact of information
systems on resilience, innovation to enhance resilience, and dynamic capabilities and the strategic

approach for resilience in an organization.

2.4. Chapter Summary

The relationship between resilience and cybersecurity risk management can be
summarized in this section from the literature. Resilience can be defined as a risk management
methodology. Mitchell and Harris have stated that the concept of resilience has been introduced so

that a community, system or individual can deal with any change or disturbance which can give
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rise to risks and uncertainties (Annareli & Nonino, 2016). As per the research, resilience is an
integrating concept that takes into consideration multiple shocks, risks and stresses, and their
implications. Risk and risk management have a strong connection with each other. Since
cybersecurity resilience is a risk management approach, it shares a strong relationship with

cybersecurity risks.

A wide range of authors, including Hirani, Lasiuk and Hegadoren (2016), have identified the
association that exists between risk and resilience. They have suggested how, by improving the
resilience of a system, it becomes easier to manage risks and uncertainties. The resulting risk can
be measured in terms of composite cost and/or recovering time. As per Haimes, the resilience

metric of any system could be measured as a complement of a risk estimate or a probability.

According to Campbell et al. (2019), resilience has become an extremely common concept
in the current parlance of risk analysis. The cyber setting is considered to be highly unpredictable
in nature, which gives rise to various kinds of risks and uncertainties. The risk associated with a
cybersecurity incident has a direct implication on the cybersecurity infrastructure. The impact of
the risk is highly influenced by the resilience of the cybersecurity system. In addition to this, it is
also influenced by the type and sophisticated nature of the cyberattack. The consequence of cyber
risk is impacted by the trajectory of the employed resilience of the cybersecurity. A cyber-resilient
business undertaking is one that is able to effectively respond and recover from a cyberattack,
continue to operate through it, gradually get back on track and strengthen its capability to withstand
future risks and disruptions. The objective of cybersecurity resilience is to help entities be equipped
to handle various kinds of risks and uncertainties that can arise in their path (Kwasinski,

2016). Haimes has stated that resilience is a system capability which is able to create foresight, to
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identify, to predict and to defend against the evolving shape of the risk before negative

repercussions arise.

Cybersecurity resilience ensures that risks and opportunities are effectively managed, which
has the potential to cripple the IT ecosystem of an organization. The cybersecurity capabilities and
resilience of an enterprise are designed and upgraded on a regular basis so that sophisticated risks
and threats can be effectively tackled. The objective of cybersecurity resilience is to help an
organization get back on track after a risk has disrupted the business activities or processes (Holm
& Ostergaard, 2015). Cybersecurity resilience is designed to implement enterprise-level risk
management so that both the technical factors and human factors can effectively function for the
end-to-end business continuity. Resilience is linked with cybersecurity risk as the process helps in
identifying critical processes and functional implications and helps in implementing proper
measures so that the firm will be able to recover after a security incident and be capable of

withstanding future risks and uncertainties.

The resilience of cybersecurity is a long-term view that must be designed in a durable
manner so that it will play a critical role in avoiding disastrous failure, which could arise for a
business due to IT risks and vulnerabilities. Thus, a comprehensive resilience plan has to be
designed, which includes the actions and results before, during and after the emergence of a
cybersecurity threat. The long-term approach on the part of the leaders and decision-makers is of

paramount importance while devising effective and functional cybersecurity resilience.

Thus, the literature review was done systematically according to key themes and elements

of resilience processes as follows, this table explains the key themes identified from the
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cybersecurity resilience literature review and

Government resilience framework of this thesis:

Table 2.1: Key themes in resilience processes

led to developing the methodological Smart
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of ities ent ties Balanced | profitabi nce
change controls /unbalance lity
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1991 Huang in | Orlikowski M., 2015
2002 and Robey,
1991/Pauch
ant and
Mitroff,
1992
Aicholze | Schell, Leck,2015 | Pan, Klein., Aicholze | Jarrow, Olson A.,
rand 2016 2006 1998/Fritz, | rand 2011 and
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, M., J., 2016 2000/ J., 2016
2015 Adger,
2000
Zaklina Arlitsch Zaklina Nastasiu, | Cardenas, Ackerman
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2014 Edelman, 2014 Devadoss, 2014
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2002/
Leveson.,
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our, 2016 2014 Knemeyer,
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& d 2017 (n. d) 2011/ a, 2016 2015
Graubart. ENISA,
, 2011 2011
Sonnet, Annareli, CISCO, NIST,
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2015 , 2007 Schroeder, | 2015

95




2014/
Zaklina
Spalevic,
2014
Newnha | Kahn, Adger, Leautier & | Newnha Drabek,
m and Barton, & 2000 Rochet, m and 1986
Crask, Fellows, 2014/ Crask,
2015 2013 Chandler, 2015
2014/
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2011 North, et al, 2018
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North, et al,
2016/

Vucina,
& Fabac,
2017

Morais-
Storz, et al,
2018

Bouaziz, &
Hachicha,
2018

Wilson,

2010

Schell,
2016/ Jenab
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Leautier &
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2014
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Storz et
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Morais-
Storz, et
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Buliga, et
al, 2016

Anon,
2018

Moraise-
Storz et

al, 2018

Mienipre,
et al, 2016/
Kerr, H.,
2016/
Yaich,
2016/
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Storz, et al,
2018

Mienipre,
et al, 2016

Bouaziz,
&
Hachicha
, 2018

Trim, &
Lee, 2007

Trim, &
Lee, 2007

Buliga, et

al, 2016

Buliga, et
al, 2016/
Scholl, &
AlAwadhi,
2016/
Bosen,
2017/
Gartner, (n.
d)

Anon,
2018

Anon,
2018

Mienipre,
et al, 2016

Bagheri, &
Ridely,
2017/
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Fabac,
2017/
Bouaziz, &
Hachicha,
2018

Trim, &
Lee, 2007

Moraise-
Storz et
al, 2018

Morais-
Storz, et al,
2018/
Anon, 2018

The above (table 2.1) shows that resilience is better studied as a quantitative variable. It also
shows how previous studies measured resilience according to seven elements/components, as is

the case in this research, whereas each study consists of two or three elements of the framework
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suggested in this research, along with resilience, the main factor that gather these studies under one

context.

Nevertheless, when tracking theories of resilience from 1981 until 2018, the focus became
more on the change factors than the vulnerability factors. The priority switched between the
elements throughout time, whereas in the 1990s the focus was more about vulnerabilities and
capabilities factors, while in the twenty-first century the focus shifted to emphasize more on change
factors and management control. Of course, after realizing that the problem was not just about
computers and cybernetic errors, researchers acknowledged that human errors have greater impact,
especially in the constant changing cyber and business world. The role of management control
shows significant implication on resilience to overcome the new crises experienced in the

cyberspace arena.

The framework suggested in this study consists of the main components of the resilience
process or framework, applying them to business management arena. The framework covers
business continuity, business profitability and performance of an organization. The reason is that
the overarching goal of Smart Government is usually to enhance the business arena in the country,

e-commerce, e-billing and, e-banking.

In conclusion, three areas were focused on when reviewing the literature: the components of
the resilience framework, the methods of measuring cybersecurity resilience, and the evaluation
criteria of the existing resilience frameworks according to a business management scale. This was

done to fulfil the study aims and objectives.
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CHAPTER THREE: THEORETICAL FRAMEWORK
3.1. Smart Government Resilience and Risk Management

In terms of evaluation criteria of the previous resilience frameworks, according to Mbanaso
and Abrahams, the Cybersecurity Resilience Maturity Measurement (CRMM) framework can be
introduced in the organizational context as a key component of the cyber risk management model
(Schipper & Langston, 2015). It can primarily provide a suitable basis for managing and handling
the various kinds of cyber risks in a proportionate and consistent manner. As per the U.S.
Department of Homeland Security, a robust cyber resilience review (CRR) must be in place so that
organizations will be equipped to manage the cyber risks that they might face in the most efficient
and professional manner. The fundamental objective of CRR is to enable business entities to assess
the performance of the principal cybersecurity practices effectively. The NIST Cybersecurity
Framework has captured the common taxonomy and mechanism that entities need to follow in
order to establish a robust resilience model. They should be able to describe the current
cybersecurity posture, including all the characteristics, the proper identification and prioritization
of the opportunities for improvement must be in place, and the thorough assessment of the process
towards the target state must be in place. Such an integrated approach is necessary so that the
effectiveness of the cybersecurity resilience can be measured.

In the highly unpredictable cyber setting, business leaders need to make sure that they
measure the resilience of cybersecurity on a consistent and regular basis. Such an approach will
enable them to locate existing gaps and overcome them in the most effective manner. Some of the
common elements that can be measured to obtain a detailed insight into the resilience of
cybersecurity include the evaluation of the effectiveness of cybersecurity training in the

organizational setting, the assessment of the implementation of the updated cybersecurity policies
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throughout the organization and the supervision of the existing processes. Such a holistic and
integrated measurement of resilience is essential, and it can help business organizations to be
properly equipped to carry out the day-to-day business processes without being affected by the
threats and risks that arise in the cyber setting (Yoon, Kang & Brody, 2016). Thus, the accurate
measurement of cybersecurity resilience is a vital part of the cyber risk management model that
can help firms to sustain and survive in the unpredictable online setting. All the metrics must be
thoroughly examined to obtain a detailed insight into the effectiveness of cybersecurity resilience.
As per Kwasinski, the evaluation of systems and resilience modelling has become quite
challenging in nature due to various factors, such as operational interaction among mechanical and
electrical subsystems and complex kinds of dependency (Kwasinski, 2016). The study basically
captures how cybersecurity resilience can be modelled and quantified in various systems, such as
cybersecurity systems, complex engineering systems, and others by using various techniques. The
quantitative approaches that have been highlighted by the author include optimization, game
theory, control theory, data-driven analytics, network complexity, and a Bayesian network.
Quantitative concepts relating to system or mission performance are considered to be
highly critical in nature when it comes to cyber resilience. Thus, they must be specific to the exact
mission of an enterprise. The quantitative theories to study cyber resilience must include objective
measures, such as the total number of successful ‘received and responded’ web server requests to
per time unit, and the total number of packets traveling through a network link without any error
per time unit (Holm & Ostergaard, 2015).
After justifying the evaluation method of this research, the researcher will provide the
following table to clarify how the previous resilience frameworks were reviewed and evaluated to

set a focus for this study. However, in order to set a focus, this study has outlined the limitations
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and benefits of the existing models in order to highlight their efficiency for collecting data for the

key theme of cybersecurity and resilience (Kothari, 2004).

Table 3.2: Frameworks and Evaluation Criteria

Proficiency’.

The research explained risks that
initiate from the actions taken by
people, failure of a technical system,

The
framework Benefits Limitations
details &
focus areas
European The (ENISA) has developed a e Good metrics are also
Union framework based on appropriate required to have some
Agency for metrics. non-technical aspects;
Network and It has identified different principles and should be
Information that are important during the process relevant, to
Security of creation and implementation of a organizational
Standards program that is created with the mission, easily
(ENISA) purpose of cyber resilience. obtainable, and work
These metrics are required to have for improvement of
some technical aspects, such as resilience.
quantifiable, comparable, and
repeatable. Good metrics are also
required to have some non-technical
aspects; and should be relevant, to
organizational mission, easily
obtainable, and work for
improvement of resilience (ENISA,
2011).
Local The Bloustein Local Government e The framework did
Government Research Center at Rutgers not cover the
Research University published a paper in 2015 managerial aspect, it
Center with title of “Managing Technology looked at
Framework Risks through Technological cybersecurity as

technical issue only
which is far from
truth. The framework
missed that cyber

102




an operational process, or
management, as well as disruptions
caused by outside events.

These risks are explained with six
interrelated concepts: operational,
cybersecurity, legal, reputational,
financial, and societal.

The research has presented a
framework that offers organizations
to tackle risk with their technical
proficiency.

The main focus of the framework is
on achievement of technological
proficiency by creating and
implementing four basic practices:
planning, governance, cyber hygiene,
and technical competence (Keys et
al., 2016).

problems are not all
IT errors, but human
errors as well.

National
Institute of
Standards
and
Technology’s
Framework
(NIST)

The (NIST) published a framework in
2014, with the purpose of improving
critical infrastructure cybersecurity.
The main focus of the framework is
on utilizing the business processes of
an organization to guide the activities
related to cybersecurity; and to make
cybersecurity internal with risk
management process of the
organization.

The main goal of NIST framework is
to protect civil liberties.

However, as it was prepared, while
taking critical infrastructure into
consideration, one can use them in
different scenarios (National Institute
of Standards and Technology, 2017).

A study by Hoffman
Jooffman (2014) in
the form of an article
criticizing the
structure of NIST,
found that this
structure contains no
details and requires
research so that a
government
organization can use
it, where risk is very
important. He added
that the frameworks
form a brilliant start,
but ultimately, they
disappointed their
customers.
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Network

The warfare and disaster resilience

This framework was

Centric have the characteristics of developed by military
Warfare complexity, surprise, necessity of scholars, so it might
(NCW) adoption, and urgency. not suit other kinds of
Framework The military scholars have developed organizations.

a Network Centric Warfare

framework that creates awareness and

creates decentralized decision making

as it distributes information across

various networks that operate in

different domains of information,

cognitive, physical, and social.

These domains are as follows:

Information — manipulation,

creation, and storage of data

Physical — facilities, sensors, system

states, equipment, and capabilities

Cognitive — mental models,

understanding, biases,

preconceptions, and values

Social — collaboration, interaction,

and self-synchronization among

entities and individuals
National The framework emphasizes that cyber e Although it talks
Academy of resilience is not only the concern of about cyber resilience
Science IT departments, but it has become from both
(NAS) highly important in today’s hyper perspectives,
Framework connected world. managerial and

It also pointed out that Cyber technical, however it

resilience is not only about lacks details of how

cybersecurity, but it includes the an organization will

business practices and has ability to peruse this vision.

absorb cyber-attacks, recover from

those attacks, and restore operations

of an organization quickly
Linkov Linkove et al. (2013) has combined e This framework has
Framework the definition of disaster resilience by the same problems of

National Academy of Sciences (NAS)

the frameworks that
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with Network-Centric Warfare
(NCW) framework that explains
operational domains of information,
cognitive, physical, and social to
develop resilience metrics.

There are four categories of
resilience as explained by NAS:
prepare, absorb, recover, and adapt.
The NCW framework explains four
operational domains as physical,
information, cognitive, and social.
Linkove created a matrix by
combining NAS and NCW
frameworks. The framework
estimates a system’s ability to handle
cyber-attacks, and provides metrics
for resilience assessment. All metrics
in the framework are interrelated and
has implications on other metrics.
Linkov framework for cyber
resilience has been used by several
researchers to find solution to the
issue. As businesses and federal
government depend on cyber
infrastructure for their functions, their
vulnerability is extremely high to
cyber-attacks.

its consists of. Linkov
et al 2013 have tried
to fill in the gaps in
the previous
frameworks by
combining them in
one framework and
end up with less
limitations than other
resiliency
frameworks.

Internet of
Things (1oT)

This highlights the maintenance and
security challenges too. The increased
automation and networking of power
plants has created challenges as well
for system security and safety in the
event of updating the software
(Blowers et al., 2016).

The frameworks discussed above
have not mention the 10T that can
enable technologies to sense and
communicate with their external

This framework is
technical only, it does
not cover the
managerial or
business perspectives.
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environment or internal states.
However, most of the components of
NIST and Linkove frameworks
address most of security issues related
to operational security.

The vulnerability of technologies
revolves around the interaction
among different systems. Data
protection and coordination with
external environment are the main
focus of operational security.

There is little research on operational
security; however, there is need to
view best practices for internet
technology through a different lens
with the purpose of applying it to the
Internet of Things

Keysetal., Adapted a framework that can e Keysetal., decided to
framework measure cyber resilience in different choose the Linkov
sectors and industries. The framework framework as it
is mainly based on Linkov et al., and addresses the needed
NIST framework for Improving components of
Critical Infrastructure Cyber Security resilience.
because the Linkov framework e However, as the
addressed that concern that most of Linkov framework
risk-based assessments combine does not address the
resilience and risk. actions related to
The framework introduced by Keys et threat detection to the
al., (2016) has the following degree as NIST
categories: framework, there was
Plan and Prepare. need to combine both
Detect. frameworks and to
Absorb. create a unique
Recover. framework.
Adapt.
Cybernetic According to Bosen (2017), the e However, after
resilience in government in the UAE is taking a studying resilience
the UAE and cyber security risk
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(Dubai
Smart
Government)

pro-active response for the safety of
country’s digital infrastructure.

The approach of the government is to
safeguard the features of digital
infrastructure from harm.

The network helps in data exchange
among government and local entities.
The cybersecurity initiative of the
UAE government follows the
introduction of cybersecurity strategy
in Dubai with the purpose of
strengthening the position of the
country as global leader in safety,
innovation, and management of cyber
security risks.

The main focus of the strategy is on
the domains of being a cyber smart
nation, ensuring society’s
development, innovation, cyber space
security, and cyber resilience.

The government of the UAE is
focusing on cyber resilience in order
to avoid threats in changing cyber
environment. His Highness Sheikh
Mohammed bin Rashid Al Maktoum
has recently launched the Dubai
Cyber Security Strategy in order to
strengthen the position of Dubai as
global leader in safety, innovation and
security.

The Dubai Cyber Security Strategy
includes following domains:

Cyber Smart Nation: The domain
has the purpose to increase awareness
among people about cybersecurity to
ensure building the society that
understands the threats related to
cybercrime, and learn the skills that

management in Dubai
in-depth, it has been
found that they are
still in the proactive
risk management
stage when it comes
to the maturity of their
system.

However, the
environment and
culture in the UAE
and especially in
Dubai encourages
innovation and its
readiness to
implement resilience
plans is high
according to the
survey and this
research investigation.
The Dubai smart
Government is
welling to adopt new
ways of thinking and
new strategies
concerning
cybersecurity because
it is trying to protect
the upcoming event of
expo 2020 which
cannot be vulnerable
to the risk of shutting
down its system in the
night of inauguration.
Dubai has received a
lot of threats and has
been number two in
targeting its systems
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are important to manage risks related
to cybersecurity among private and
government institutions.

Innovation: The domain of
innovation is about scientific research
and innovation in the field of
electronic security and development
of cyber space to encourage
innovation in the country.

Cyber Resilience: The domain of
resilience focuses on flexibility in
cyberspace, and ensuring the
availability of information technology
systems if there is cyber-attack. It
also aims to build a platform to
exchange information and support in
managing incidents of breach of
cyber security.

Cyber security: The purpose of
cybersecurity domain is building
control for making cyberspace secure
(Emirates 24/7 News, 2017).

The Dubai also launched an
experimental small smart district,
which a complete city that uses only
smart system, which is a great step
towards resilience. Whereas resilience
depends on resilience scoring,
repeating plans, repeating training,
mocking cyber-attacks and the
number of time resilience plans are
being tested and

after Israel, due to its
highly integrated
infrastructure.

Sheikh Mohammad
bin Rashid, the ruler
of Dubai, assigned a
million dirham price
of the best cyber
security plan to be
adopted by the system
of smart Dubai.

Its moving really fast,
from e-government to
Smart Government to
smart Dubai.

More and more issues
are deriving from this
fast moving and
changing business
environment.

put under trial until
they reach the level of
agility and rapid
detect, adapt, recover,
and prosper from the
attack.

It is noteworthy that
the agility is an
important factor in the
process of resilience,
otherwise the
organization will not
be considered resilient
but rather unprepared.

Gary
Hyslop’s
framework

To set up the approach for managing
cybersecurity risk, the research of
Gary Hyslop (Chief Information
Security Officer (CISO) for the City

At the same time Mr.
Hayslip used very
common NIST
(National Institute of
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of San Diego) will be used in the
current framework.

e The framework provides a common
language for understanding,
managing and expressing the life-
cycle concept of cyber security risk,
both inside and outside. It can be used
to manage cybersecurity risk
throughout the organization, or it can
be focused on delivering critical
services within the organization.

o Different types of organizations -
including coordination structures
sector, associations and organizations
- can use a framework for a variety of
purposes, including the creation of
common profiles.

e According to CISO there are six steps
to implement risk management
process into strategic operations:

* Categorize information systems and data
* Select security controls

* Implement security controls

* Continually assess security controls

* Authorize (verify risk baseline)

* Continually monitor security controls

Standards and
Technology) Risk
Management
Framework. As he
mentioned: “to
demonstrate a mature
risk management
methodology that
would enhance an
organization’s cyber
security program if
implemented
properly.” (Cyber-
Security & Risk
Management, an
evolving ecosystem,
2016)V

IBM
Business
Resilience
Model

e Itis has been defined that the IBM
has given and begun a business
flexibility system.

e The system is intended to recognize
the dimension of hierarchical
versatility.

e |t contains many items named as
layers which underline the flexibility
limit of any business (Zamoum,
2007).

However, this
framework concerns
business resilience and
missed technical and
resilience assessments
measures for achieving
political and business
goals.
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In the late 1990s scientists jabbered
about building up the authority
thought in the business firms and
expansive scale programs.

While as of late risk management
rose to the top for the association to
have the capacity to make due in the
quickly developing business field and
the emerged of several rivalries
(Bayuk et al., 2012).

This Thesis
framework

Cyber resilience is the ability of an
organization to recover from cyber-
attack.

Therefore, cyber resilience is the key
element for organizational
sustainability.

There are several moving parts of
cyber resilience that should be
approached methodologically.
There are five interconnected
domains of cyber resilience
framework; and each of those
domains has different function.
The domains are identified, protect,
detect, respond, and recover.
Architecture of Cyber Resilience
Framework

Asset management

Configuration and change
management

Controls management

Incident management
Vulnerability management

Service continuity management
Risk management

External dependency management
Situational management

Although this
suggested framework
tried to cover all the
important matrix and
elements to a balanced
resilience system,
besides emphasizing
the main factors that
have a great impact on
resilience status, it’s
subject to criticism by
scholars and
researchers.

There is no framework
that is best, but this
thesis has tried to do
its best to create a
simple tool that can be
used in all kinds of
organizations,
governmental, private,
big small scaled.
Technically not in
depth, managerial and
business in depth
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Electronic government provides online services through IT instruments and the internet, where
most of its processes and functions take place in cyberspace. Smart Government also builds
business initiatives between a government and its public along with private sectors and especially
with regulated entities. The Smart Government represents the domain of the problem in this
research due to its nature and environment and the vulnerability that is attached to the internet and
online services which can be summed-up with one word ‘cyberspace’. Financial transactions,
sensitive documentation, confidential files and high security information that cannot be exposed to
the public are inside the system of the Smart Government, thus, the need for a suitable cybersecurity
risk strategy has arisen and with the current technological breakthroughs risk management is not
enough and the importance of cybernetic resilience has arisen.

Research on the implementation of Smart Government cybernetic resilience is rather
limited, because of the wrong view of the public sector as rigid and risk averse. The increase of the
number of Smart Government initiatives around the world makes this cybernetic resilience a
special research arena, due to the lack of studies and theories in this domain.

Prior studies and theories of the Smart Government focused on E-democracy and E-
Legislature by Coleman, Taylor and Van de Donk (1999) along with the E-citizenship issues
explored by Bucy and Gregson (2001). Furthermore, in the previous studies the focus was on
governance issues and theories in the current period of IT information breakthroughs (Tapscott,
Lowy & Ticoll, 1989).

In addition to the prior research arenas, research that was conducted by Devadoss, Pan, and
Huang (2002), explored the Tele-cooperation and other research about electronic commerce that

was conducted by Fritz (1999).
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The reason behind the creation of Smart Government is the crucial need to cooperate with
the rapid development around the world and to satisfy the hard to please audience of the public;
this need has found a powerful tool in IT, which is able to fulfil this need for both governments
and publics (Orlikowski & Robey, 1991). Aicholzer and Schmutzer conducted a study (2000)
claiming that Smart Government has changed the notion of governance in many ways: business
transformation of governance — services improve in delivery and quality, cost reduce, and the
administrative processes rejuvenate; the business transformation of governance can re-examine the
performance and the function of the democracy in both its processes and practices. The complexity
of Smart Government projects comes from the absence of three elements: fundamental structures,
human and technical resources, along with the vast size of the government. Moreover, the nature
of government as bureaucratic also contributes to this complexity (Pan, 2006).

Nowadays, it is crucial to have the ability to leverage the standards of the cyberspace,
telecommunication and electronic infrastructure industry to cope with rapid technological
development and artificial intelligence across the globe, whereas the hackers are not slowing down
any time soon. The need to raise the bar in this industry is critical. Organizations around the world
should employ tools that are innovative and effective and they must document successful practices,
then use these tools and practices to outline their continuity plans. This summarizes the need and
the notion of resilience in Smart Government projects.

Every organization needs professionals and experts in business continuity, as hey help in
two essential processes. The first one is ‘planning’ and the second is ‘readiness’. These two
elements will help such organizations to mitigate risk or the impact of unforeseen disruptive events.
These two elements also aid in the functionality of the critical business continuity, such as Smart

Government, even with the existence of potentially disruptive events such as breakthroughs. The
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critical environment of Smart Government which takes place online and has a high exposure to
risk, which is a result of its nature of vulnerability despite all the IT instruments that are employed
to protect it and make it more secure. As discussed earlier, Smart Government documents tend to
be more confidential and sensitive and protecting these data is a crucial need or else it will lead to
a disaster or even national security catastrophe.

The risk management is not enough in this case. According to a study conducted by Sikula
et al. (2015) risk management is not enough and the need for resilient scientific frameworks has
arisen, especially in the existence of vulnerabilities in the virtual means of communication. The
team set a conceptual framework of resiliency for the practitioners to adapt and to adjust according
to the needs of their organization to help recover after cyber-attacks and then learn how to evolve

and prosper post trauma (p. 222).

3.2. Risk Management vs. Resilience: H1 “Capabilities”

After a systematic review of the literature, and analysing the factors that affect resilience
and risk management plans, besides studying the websites and online gates of Smart Governments,
the researcher identified that the key capability factors are: flexibility in sourcing, capacity,
flexibility of order fulfilment, efficiency, visibility, anticipation, adaptability, recovery, disruption,
collaboration, organization, security, market position, and financial strength (Jarrow, 2011). Some
of the above factors can be related to traditional risk management strategies and some can be related
to resiliency plans (Christou, 2016). The capability factors depend on the organization’s legacy,
the financial status and its business resources, and how much they are willing to invest in resiliency

plans and cybersecurity risk management to achieve sustainability and business continuity
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(Pennauther, 2001). This will let them embrace opportunities in a safe way and employ their legacy

to be more resilient than any other organization in the market.

Ridley and Channing (1999) divided risk into negative and positive; they argued that if the
risk does not exist, the need for the antidote would not exist in the first place. In local authorities,
they refer to the pro-active approach of providing certain kinds of services to certain public entities
as positive risk which is encouraged by risk and disability. These pro-active programs will define,
prioritize and mitigate risk before it happens, they can work as capability factors to achieve and
maintain resilience (p. 81). They argued that the decision on how to manage the risk only occurred
after listing and assessing capabilities and risks, and building a table of priorities among these
factors; this is done for the researcher to be more familiar with both capabilities and risks and to
choose a rational, reasonable and suitable strategy for the sake of risk management. (p. 78)

While testing the hypothesis of the research which suggested that the capability factors
affect resilience in Smart Government organizations, the researcher identified a lot of evidence in
the literature that suggested significant impact of capability factors on resilience and risk
management plans (Anthpoulos, 2015; Papa et al., 2015; Wilson, 2010; Moraise-Storz et al., 2018);
the capability factors of an organization support its resiliency status, especially when it comes to
the maturity level of their system. Resiliency plans and cybersecurity risk management strategies
do not come with a low cost, on the financial, technical and managerial levels. They demand all
kinds of available resources, including experienced cadre, resilience teams and managers along

with IT programs and programmers (Kerr, 2016).

By reviewing the literature on risk management, one can notice that there is a gap of

insufficient research addressing political and national security issues; huge amounts of literature
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exist regarding financial, medical and technical risk management, while few studies exist that

discuss managerial risk management, such as data security (Keys et al., 2016).

However, testing hypothesis needs further investigation (see Chapter 7, Hypotheses testing
table), especially when it comes to quantitative variables, such as resilience (Buliga et al., 2016).
This explains the quantitative study and the statistical instrumentations of this thesis to investigate
this hypothesis. In this regard, Annareli and Nonino (2016) found that the capabilities have the
highest impact on resilience, such as Coca-Cola company and their legacy strength. This study by
Annareli and Nonino (2016), and other research studies suggested that there is a need to focus on
capabilities in terms of designing, implementation, and improvement processes for enhanced
resilience, measurement of operational and organizational resilience, resilience in small and
medium enterprises, impact of information systems on resilience, innovation to enhance resilience,

and ‘dynamic capabilities’ and strategic approach for resilience in an organization (Sonnet, 2016).

Leck (2014) conducted a study investigating the managerial risks in the work arena, wherein
he discussed the basic models of accidents in the work environment. The researcher focuses on the
old hypothesis that says: nothing happens coincidently; rather, he suggested that every accident or
risk takes place because of a malfunction in the corporation’s risk management system and/or
safety plan, including major accidents. All such incidents according to Leck are considered the
manager’s fault. He added, if managers applied a strong safety system and a pro-active risk plan
and their organizations have sufficient capabilities, these kinds of threats could be diminished or

even prevented entirely (p. 120).
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Jarrow (2011) conducted a study entitled “Risk Management Models: Constructing, Testing
and Usage”. The study highlighted the importance of ‘capabilities’ in risk management models in
all kinds of organizations. The study focuses on prescription drugs which have a beneficial value
to patients when used correctly; on the other hand, they could have an unhealthy impact when used
wrongly. However, he argued that these prescriptions, as with any other risk, may lead to death
(number one priority in risk management). He argued that this risk does not mean that one should
stop using such drugs, or in this case the projects should not be stopped but planned in a scientific,
educated and strategic way. Meaning, that organizations with less capabilities should not lose hope
in terms of how much their capabilities’ lacking will affect their resiliency plans, they must not
stop their projects but rather implemented them in a professional way. They must understand that
the need for risk management models which emphasize resilience is even more urgent, especially
in the financial markets which are more complex and difficult to navigate. According to Pennauther
(2001) organizations can harness their experience and use their legacy.

Olson and Anderson (2016) added that the story of resilience makes more sense and has a
lot of specific information inside of it, compared to Risk Management, but it always goes back to
the capabilities of an organization. On the other hand, the organizational resilience will form a
complete picture or vision right after the implementation of the resiliency scoring plan, the planners
will set specific goals and strategies of what an organizational resilience should look like after
performing the resiliency scoring in the business continuity plan. Their suggested methodology of
resiliency scoring will help improve the ability to evaluate the quality of an organization business
plan, whereas this method could help in removing any undesirable ambiguity besides offering
multiple suggestions to enhance the quality of the plan which has not been noticed by the planners

earlier (p. 41).
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According to Chesley and Amitrano (2015) the difference between risk management and
resilience is that the first one deals with potential risk or the disaster change, whereas the second
notion of resilience has the ability to deal with the good and bad, meaning all kinds of change not
only negative or catastrophic developments. They added that the change is everywhere nowadays
and in our case we are talking about a Smart Government project which can be a catalyst for change
especially in the business, communication and infrastructure areas. This highlights the importance
of enterprise resilience, which can be more effective in these cases of technological breakthroughs
than risk management (p. 4). This emphasizes the forces of change hypothesis (H2) which will be

explained in the next section.

3.3. Managing Cybersecurity Risk to Achieve Resilience: H2 “Forces of change”

Internal and external change in an organization, such as social change, political change,
and environmental change can affect its resiliency level. Many authors (Morais-Storz et al., 2018,
Bouaziz & Hachicha; 2018; Anon, 2018; Moraise-Storz et al., 2018) have explored the change as
a fundamental factor. In 2014 the Educational Journal in the UK posted an article about a new
special education the government had planned for the young generation — ‘educational change’ —
in a very early age (10-14yrs old), to make the UK more resilient to change and cyber-attacks. This
special education could improve the cybersecurity skills among the new generation which will
prepare them for future change and potential risk and reduce the crime level occurring in the UK
electronic systems in both large-scale and small-scale business organizations. According to the
article, cyber-breaches cause extensive financial issues, and cost approximately £850,000 in some
cases. Moreover, Schell (2016) conducted a study about the importance of cybersecurity in today’s

systems, where organizations are in-need of a new security-based system; he argued that the
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problem will remain the same if we continue using the current system architecture which does not
have a firm requirement for maintaining the right level of flexibility and security for ‘environmental
change’. He added, the flexibility and security of systems could be achieved effectively in a “non-
computable way, by applying up-to-date methods that could cope with the new systems” and their
demands in the change and risk arenas. He pointed out that the known workflow remains

unprotected even after fixing it; when the un-countable flaws remain, the risk still exists (p. 20).

Zaklina Spalevic (2014) conducted a study highlighting the issue of cybersecurity, as a
global challenge of “technological and organizational change”, which could be solved by advanced
IT technical instruments along with an excellent “information infrastructure” (p.687). It is
noteworthy that this thesis focuses on the second part of the above theory, as the researcher will
focus on the information processes and infrastructure, meaning the managerial side of the topic.
While the IT arena has been addressed in many computer science and computer engineering
research studies conducted previously, the non-stop changing environment and continuous cyber-
attacks led to an innovative strategy that suggests the exploitation of information infrastructure;
which might contribute in enhancing the flexibility and security of the new systems (Anthpoulos,
2015; Scholl & AlAwadhi, 2016; Vucina & Fabac, 2017).

Spalevic also discovered that the cybersecurity developments resulted in a number of
phenomena, such as “Cyber Warfare” (p. 691). She argued that such kinds of phenomena require
a complex and multidisciplinary approach; to be able to implement new cybersecurity strategies,
specific technics and legislations are required. She added that new regulations and strategy should
be applied worldwide, with an agreement on one international law, to be able to build a unified

strategy to establish democratic policies of cybersecurity “legal change”.
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Kouroush Jenab and Saeid Moslehpour (2016) conducted a study on cybersecurity
management, the two researchers defined cyber-attacks as “...deliberate exploitation of computer
systems, technology-dependent enterprises and networks” (p. 16). They suggested that
cybersecurity is hard to achieve in this constant changing cyberspace of “environmental change”;
because the internet infrastructure was built to serve indorse connectivity not security in the first
place. Their study focused on the literature review about cyber-attacks and identified the existence
of gap in the literature. They agreed with the notion of internet vulnerability to risk and the crucial
need for up-to-date programs to secure the virtual space and to absorb the constant change. The
two researchers divided attacks into four cases: 1- Man-in-the-browser attacks; 2- Man-in-the-
Middle attacks in wireless LAN; 3- MitM attacks in wireless LAN; and 4- Fake-states attacks (p.
30).

A study conducted in the USA by Kenning Arlitsch and Adam Edelman (2014), suggested
solutions of how to stay safe from cyber-attacks and how to have the ability to adapt to change.
The researchers wrote an article for both public and private organizations, providing them with the
right cybersecurity techniques to prevent attacks from happening and to be more flexible to change.
The study pointed out the new issue of cloud-based purchase systems, which could expose credit
card information to a greater amount of potential risk. The researchers added that many problems
of cybersecurity came from this fundamental change in e-purchase and e-payment security and
could be solved simply by passwords, or many of them with unique digits, individuals can make it
harder for burglars to reach their personal information. In addition, the responsibility of
organizations lies beneath knowing where to keep and store information, besides designing a
secured work flow to protect their data from thieves and criminal acts (Yaich, 2016; Kantur & Iseri-

Say, 2015; Newnham & Crask, 2015).
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This thesis raised the issue of forces of change in the national security in the UAE which is
being violated by cyber-attackers for ‘political change’. The UAE is concerned about its national
security, especially after the latest terrorist attacks in 2010, Sheikh Saif bin Zayed Al Nahyan the
Prime Minister of Interior declared in 2013 that the UAE will never stop punishing anyone who
attempts to harm the national security of the UAE. The gap in the literature appears in the shortage
of studies and cases concerning cybersecurity in the Middle East governments. Furthermore, in
most cases the issue of cyber-attacks is highlighted without establishing a scientific, strategic and
appropriate method for information infrastructure to solve it; where most studies talk more about
technical IT techniques which have proven insufficient for such cases over the last few decades.
Moreover, when addressing the issue of cybersecurity, strategies have been developed theoretically
but not practically, meaning, how organizations and employees can benefit from the above
strategies in the work arena, and why there are not enough frameworks on this topic. Of course,
the subject of cybersecurity is relatively new but more studies should be conducted with practical
frameworks (North et al., 2016).

As mentioned in the introduction the notion of privacy and transparency is understood
differently among public and governments around the world. The NSA had an agreement with
Google to reveal part (if not all) of an individual’s information to the NSA staff as the above article
suggested (p. 54). Thousands and thousands of accounts dealing with customers send their data
every six months to the US government (Ackerman & Rushe, 2014). This action by the US
government could be considered an invasion of privacy. As such, why the privacy definition could
conflict with the notion of cybersecurity and can be perceived differently by both public and

government entities (Bodeau & Graubart, 2011; Sonnet, 2016; Leveson, 2002).

120



Again in 2016, Nastasiu conducted research on cybersecurity strategies, and suggested a
new definition of cyber-warfare as ‘social and political change’, where the government should be
in a status of war, meaning to employ all its human and material resources just like in classic war
to help accept the change and to protect its electronic systems from hijackers. The researcher
discussed two strategies for cybersecurity: the NATO strategy and Romania’s strategy.
Cybersecurity forms an enormous threat when political intensions or national security matters are
involved. As mentioned earlier, the federal and governmental documentation tends to classify
confidentiality sensitivity unlike other information (read more in the introduction section).

In the case of cybersecurity, Chesley and Amitrano (2015) analysed changes that came from
‘technological breakthroughs’ and argued that no business is safe or immune against them. The
best way to look at the change is to anticipate the opportunities and risks out there, but not only to
predict the potential risk, but to also be flexible in detecting both opportunities and risks and
reacting to them (p. 6).

The growing online business and the emerging infrastructure in the ‘business environmental
change’ context mean that Smart Government projects should have the passion to innovate not only
for the sake of trendy government styles around the world, but also to leverage the experience of
users, employees and publics at the same level. That cannot be achieved with the technology
disruptions and cyber-attacks which compromise the safety of the private information of both users
and clients (Blowers et al., 2016).

Organizations should be much more susceptible to the risk arena and the disruptions and
unexcepted change that come from technological systems inside a firm. Continuity planners should

share information with teams within the organization to make sure that the executive plans and

121



actionable programs are functioning correctly and heading towards achieving the overarching goal
of their organization and fulfilling the needs of its system users (Jenab & Moslehpour, 2016).

In the case of cybersecurity, continuity plans focus on the impact of these forces of change
factors on resilience. Olson and Anderson (2016) gave an example of that: the storage of team
members, the outage of the facility, the outage of the application and outage of the vendor. The
approach of the two researchers aids in ensuring the appropriate response is in place, no matter
what the disruption cause was. Furthermore, this approach is important especially in the case of
cybersecurity, to enable the critical functionality of online processes to continue working and
flowing even with the existence of a cyber-attack without being stopped or disrupted or affected
by sudden change (Chesley & Amitrano, 2015).

Olson and Anderson (2016) argued that in the case of technology disruptions such as
cybersecurity in our research case, the organization should be increasingly prepared for this risk or
interruptive events, such as disruptive events and cyber-attacks. They added that the resiliency
scoring has proven to serve successfully the ‘Target’ team and to create much more educated
managers and increasingly more engaged planners and “revitalized business continuity plans” (p.
43).

When analysing the impact of change on any business, the organization should identify the
right teams for documenting the continuity plans, especially for the processes that are most critical
in their organization, such as online processes. Nevertheless, each plan for their critical processes
should have a planner and a person who wrote down this plan in the first place, both cannot be
replaceable because the owner of the plan will know better and the planner will know how to plan
in a scientific and systematic way. Both the planner and the owner of the plan should be part of an

annual process which consists of a lifecycle that will aid in documenting the plan content,
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validating its viability by exercising and helping mature the plan depending on the identified gaps
that have been found during this process (Spalevic, 2014). According to Brecht (2015), change is
unavoidable which is why the researcher called it forces of change; it is unavoidable in the existing

market and the public or organizations will suffer sustainability and business continuity crisis.

3.4. Cybernetic Resilience

Cyber resilience is a newly developed discipline that helps organizations manage their
cybersecurity problems that are not easily managed by traditional methods of cybersecurity.
Organizations need to develop and implement a resilience approach of cybersecurity rather than
only depending on cybersecurity controls (Christou, 2016). Resilience can be defined by the
system’s ability to adapt, to cope with, and to recover from issues and disturbances. There is a
difference between the concepts of resilience and cybersecurity. The purpose of the cybersecurity
is to keep computer systems and information safe by restricting access to data and managing the
risk. On the other hand, resilience is the capacity of the system to continue performing effectively
despite issues in the cyber environment (Chandler, 2014).

Within different policy topics, resilience has been described as the solution to rapid change,
unexpected events, and complexity. Resilience has been a major policy topic that has focused on
different issues. Resilience has developed across different disciplines as a universal mode of
considering the relationship between some unexpected subjects and their highly complex
environment, such as Smart Government. Due to the close relationship between resilience and
uncertainty, its familiarity is shown in both the security and the international relations fields of
research. A longstanding issue in security practices is the complex environment that makes it

unable to identify, foresee and resolve the issues and threats in real time. Resilience gives answer
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to all these problems and provides the basis for dealing with uncertainty. Resilience offers help in
understanding the society as a whole system with its changing relations and changing environment.
Thus, the rise of resilience shows a significant change from predictable to highly contingent.

As compared to risk analytics that focus on prevention risks and prepare for disruptive
future, resilience combines present with future, and deals with insecurity and risks. The fast
development of the resilience concept in different disciplines requires an in-depth analysis of the
outcomes that its practices have offered for secure governance. The majority of the studies
conducted in the area of cyber resilience consider technical aspects as important; however, some
of the research studies focus on cyber resilience with perspectives of organizational setting. In fact,
cyber resilience includes both organizational and technical aspects (Bagheri & Ridely, 2017).
According to Stolfo et al. (2008), most cyber problems arise due to human error rather than any
technical issues. Thus, the main reason of risks in information security is human error in cyber
resilience. Thus, the organizational aspects of resilience can cause issues in business environment
if businesses are not aware that organizational factors can impact their cyber resiliency (Cavelty et
al., 2015).

The process of facing the cyber-attack involves different steps that have been highlighted
in research studies. According to Cardenas et al. (n. d) there are three key challenges for
cybersecurity of physical systems. First, understanding the threats and the outcomes of cyber-
attacks. Second, identification of the properties of cyber systems and their traditional security
systems. Third, discussion of the security mechanisms that can be applied to cyber systems. The
researchers particularly focused on the detection, prevention, resilience, recovery and deterrence

of the attacks.
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In today’s cyber environment, keeping pace is a necessity, but there are increased
intrusions as attackers find new ways to breach cybersecurity systems. Once attackers breach the
cybersecurity, the cybersecurity system must respond quickly in order to lower the scales of the
threat to the organization, to minimize the effect on operations, and to make the organization learn
from the security breach. In other words, organizations need to build resilience in order to face the
issue of cybersecurity. The organizations must assess their ability across three major areas:

e Positive network control

e Reducing the consequences of attack, scale of threat, and breach

e Compiling relevant data to know the methods that effect the system, and the ways to avoid
security breaches in future (CISCO, 2011).

There are a number of factors that contribute to the issue of cybersecurity:

- Increased internet usage
- Increased vulnerability of intangible assets of corporations, and
- Extensive use of cloud services, mobile and social media that has increased exposure of
corporations to outside systems. Thus, the risks of cybersecurity have increased
significantly
Attackers are aware of these factors. Businesses and government systems are more
vulnerable. Moreover, as there is improvement in cyber defence, attackers find new softer targets.
There are a number of actions that governments take to resolve the issues. Governments now see
cybersecurity and resilience as an important part of their national security, particularly the security
of critical infrastructure. There have been a number of regulations introduced to impose standards

in order to ensure resilience (North et al., 2016).
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3.4.1. European Union Agency for Network and Information Security Standards (ENISA)
The ENISA has developed a framework based on appropriate metrics. It has identified
different principles that are important during the process of creation and implementation of a
program that is created with the purpose of cyber resilience. These metrics are required to have
some technical aspects, such as being quantifiable, comparable, and repeatable. Good metrics are
also required to have some non-technical aspects and should be relevant to the organizational

mission, easily obtainable, and work for the improvement of resilience (ENISA, 2011).

3.4.2. Local Government Research Center Framework

The Bloustein Local Government Research Center at Rutgers University published a paper
in 2015 with title “Managing Technology Risks through Technological Proficiency”. The research
explained risks that initiate from the actions taken by people, failure of a technical system, an
operational process, or management, as well as, disruptions caused by outside events. These risks
are explained with six interrelated concepts: operational, cybersecurity, legal, reputational,
financial, and societal. The research presented a framework that offers organizations to tackle risk
with their technical proficiency. The main focus of the framework is on achievement of
technological proficiency by creating and implementing four basic practices: planning,

governance, cyber hygiene, and technical competence (Keys et al., 2016).

3.4.3. National Institute of Standards and Technology’s (NIST) Framework

The NIST published a framework in 2014 with the purpose of improving critical
infrastructure cybersecurity. The main focus of the framework is on utilizing business process of
an organization to guide the activities related to cybersecurity, and to make cybersecurity internal

to the risk management process of an organization. The main goal of the NIST framework is to
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protect civil liberties. However, the framework is not a ‘one size fit all” answer to security issues.
As it was prepared, while taking critical infrastructure into consideration, one can use them in

different scenarios (National Institute of Standards and Technology, 2017).

3.4.4. Network Centric Warfare (NCW) Framework

Warfare and disaster resilience have the characteristics of complexity, surprise, necessity
of adoption, and urgency. Military scholars have developed a Network Centric Warfare framework
that creates awareness and creates decentralized decision-making as it distributes information
across various networks that operate in different domains of information, cognitive, physical, and

social. These domains are as follows:

Information — manipulation, creation, and storage of data

e Physical — facilities, sensors, system states, equipment, and capabilities

e Cognitive — mental models, understanding, biases, preconceptions, and values

e Social — collaboration, interaction, and self-synchronization among entities and individuals

(Linkov et al., 2013).

3.4.5. National Academy of Science (NAS) Framework

Cyber resilience is not only the concern of IT departments, but it has become highly
important in today’s hyper connected world. Cyber resilience is not only about cybersecurity, but
it includes business practices and has the ability to absorb cyber-attacks, recover from those attacks,

and restore the operations of an organization quickly (Bagheri & Ridely, 2017).
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3.4.6. Linkov Framework

Linkov et al. (2013) combined the definition of disaster resilience by the National
Academy of Sciences (NAS) with the Network-Centric Warfare (NCW) framework that explains
operational domains of information, cognitive, physical, and social to develop resilience metrics.
There are four categories of resilience as explained by NAS: prepare, absorb, recover, and adapt.
The NCW framework explains four operational domains as physical, information, cognitive, and
social. Linkov created a matrix by combining the NAS and NCW frameworks. The framework
estimates a system’s ability to handle cyber-attacks, and provides metrics for resilience assessment.

All metrics in the framework are interrelated and have implications on other metrics.

The Linkov framework for cyber resilience has been used by several researchers to find
solutions to the issue. As businesses and federal government depend on cyber infrastructure for
their functions, their vulnerability is extremely high to cyber-attacks by hackers, which can damage
the whole organization. Therefore, regulatory authorities require attention on increased
infrastructure resilience. An example of such an initiative is by the US President Obama who issued
policy directives and executive orders in order to improve security and resilience of cyber
infrastructure against cyber threats. Although, resilience has been considered important at national
and international levels, resilience metrics to guide the decisions of managers are in the early
development stage. There is a need to build an effective metric for cyber resilience. The metrics

make a connection between specific system measures and the policy goals (Linkov, 2013b).

3.4.7. Operational Security — Internet of Things (l1oT)
As more and more devices are network connected, attackers have more opportunities to

damage them through a cyber-attack. Hackers can take control of these devices due to their
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software vulnerability. For example, the linkage of medical devices with smartphones can help
hackers to interfere. Thus, operational security or protection of the Internet of Things (1oT) is
important. For example, Barcelona has planned to connect people with the internet to smart
parking, waste management, and bus services. This highlights the maintenance and security
challenges too. The increased automation and networking of power plants has created challenges

as well for system security and safety in the event of updating the software (Blowers et al., 2016).

The frameworks discussed above have not mentioned the 10T that can enable technologies
to sense and communicate with their external environment or internal states. However, most of the
components of the NIST and Linkov frameworks address most security issues related to operational
security. The vulnerability of technologies revolves around the interaction among different
systems. Data protection and coordination with the external environment are the main focus of
operational security. There is little research on operational security; however, there is a need to
view best practices for internet technology through a different lens with the purpose of applying it

to the loT (Gartner, n. d).

After reviewing different standards and frameworks created by several government
organizations, Keys et al. (2016) adapted a framework that can measure cyber resilience in different
sectors and industries. The framework is mainly based on the Linkov and NIST frameworks for
improving critical infrastructure cybersecurity because the Linkov framework addressed the
concern that most risk based assessments combine resilience and risk. Thus, Keys, et al., decided
to choose the Linkov framework as it addresses the components required for resilience. However,

as the Linkov framework does not address the actions related to threat detection to the same degree
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as the NIST framework, there was a need to combine both frameworks and to create a unique

framework. The framework introduced by Keys et al., (2016) has the following categories:

Plan and Prepare: This category is the basis for keeping services running and available,
as well as, continuing assets functioning if there is cyber-attack.

Detect: This category is about quick recognition of cyber-attacks and starting the use of
containment procedures.

Absorb: This category involves the continuity of functions during the attack, and to isolate
the cyber-attack.

Recover: This category involves bringing all services and functions back to the pre-attack
state.

Adapt: This category requires the use of experience and knowledge gained after cyber-

attack to make the organization more resilient.

The writers also used physical, cognitive, information, and social aspects in the framework, which

are explained below:

Physical: The physical domain is about design, capabilities, and physical resources
Cognitive: The cognitive domain is about the use of information

Information: The domain of information is aimed to make decisions with that information.
Social: The purpose of the physical domain is to communicate for cognitive decision-
making.

All categories in the framework have specific components that are used to estimate the

cyber resilience of the organization. In addition to all the above frameworks, researchers

continuously struggle to improve cybersecurity models. For instance, Cavelty et al. (2015) stated
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that diverse and contradictory practices of resilience have been introduced in different security
policies. However, there is need to critically examine those practices, and how different forms of
resilience create subjects, change environment, redefine security and insecurity relations, and link
temporalities. The researchers highlighted the increased political and scholarly attention given to
resilience that has been given in recent times. They argued that resilience should be investigated

and conceptualized in plural terms.

3.5. Cybernetic Resilience in the UAE (Dubai Smart Government)

According to Bosen (2017) government in the UAE is taking a pro-active response to the
safety of the country’s digital infrastructure. The approach of the government is to safeguard the
features of digital infrastructure from harm. The network helps in data exchange among
government and local entities. The cybersecurity initiative of the UAE government follows the
introduction of the cybersecurity strategy in Dubai with the purpose of strengthening the position
of the country as a global leader in safety, innovation, and management of cybersecurity risks. The
main focus of the strategy is on the domains of being a cyber smart nation, ensuring society’s

development, innovation, cyberspace security, and cyber resilience.

The government of the UAE is focusing on cyber resilience in order to avoid threats in the
changing cyber environment. His Highness Sheikh Mohammed bin Rashid Al Maktoum has
recently launched the Dubai Cyber Security Strategy in order to strengthen the position of Dubai
as a global leader in safety, innovation and security. The following figure shows the cybersecurity

strategy of Dubai that includes cyber resilience as an important element.
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Figure 3.4: The Dubai Cyber Security Strategy

The Dubai Cyber Security Strategy includes the following domains:

Cyber Smart Nation: The domain has the purpose to increase awareness among people
about cybersecurity to ensure building a society that understands the threats related to
cybercrime, and learns the skills that are important to manage risks related to cybersecurity
among private and government institutions.

Innovation: The domain of innovation is about scientific research and innovation in the
field of electronic security and development of cyberspace to encourage innovation in the
country.

Cyber Resilience: The domain of resilience focuses on flexibility in cyberspace and
ensuring the availability of IT systems if there is a cyber-attack. It also aims to build a
platform to exchange information and support in managing incidents of a breach of

cybersecurity.
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e Cybersecurity: The purpose of cybersecurity domain is to build control for making

cyberspace secure (Emirates 24/7 News, 2017).

3.6. A Conclusive Cybernetic Resilience Framework

After everything that has been said about the cybernetic resilience theories and
frameworks, the researcher reached a conclusive framework for this research. This framework
reflects the importance of the notion of cybersecurity and the purpose behind it in any organization
that shares similar features with Smart Government. By highlighting the main elements of the
framework and its functions, any organization that conducts most of its business processes online
using IT tools, can definitely benefit from it. Furthermore, this conclusive framework of cybernetic
resilience presents the main criteria of how to implement it in an organization besides highlighting
the main elements that should be considered and employed by the organization to further build its

cybernetic resilience system.

Cyber-attack cases are now one of the main problems for the governments of different
countries all over the world. In many cases breaches came from within the organizational staff,
which tells us why such organizations are in need for a framework that will help secure work
processes within the organization boundaries, which appear to be not safe. Unfortunately, most
risks and threats are hidden within the boundaries of the organization itself. A survey conducted in
2006 entitled “Information Security Breaches”, and conducted by the DTI and
PricewaterhouseCoopers found that approximately 32% of cyber-attacks are performed by internal
staff, whereas only 28% of cyber-attacks are performed by external staff, such as stakeholders and
external clients or attackers (Patel, 2006). They are called ‘third party’ and they form a serious risk

to any system (Hyslop, 2016). Thus, cyber-risk appears not only from the staff within who have an
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access but also outside the government where anyone can have bad intentions to commit a breach

of the system.

According to UAE experts, by 2021, the total cost of global cybercrimes will reach $6
trillion compared to $1.2 trillion back in 2017. The Smart Government websites and projects
increase the global interconnectedness of business, and the global industry sector is most vulnerable
to cyberattacks. The hybrid motive of attackers concerns their faster adaptability and dynamic
movement towards technologies than the industry itself. Cybercriminals compromise the security
system of smart business organizations for various reasons. Generally, the motive of an attacker is
to gain financially by compromising the security posture of a firm. However, there are occasions
when they have multiple motives and intensions, such as ideological, financial, or political motives.
The organizations need to ensure that they devise functional resilience of cybersecurity, which can

help the firm to regain their composure quickly and efficiently.

Nowadays, one cannot separate the business arena from the IT domain; the way business
owners and employees are interacting with stakeholders and partners is changed forever. On the
other hand, this change has brought a lot of disruptions, such as cyber-attacks which can not only
damage the business of an organization but can also be fatal and lead to its own demise. The need

for such cybernetic resilience systems have arisen since the business and IT has emerged.

The changing environment brought to the UAE due to smart projects became a problem,
along with the growing demands of the enlarged population. In light of all that, the government
finds itself obligated to find sustainability, flexibility, resiliency and agile plans, with the right

potential and abilities to improve the UAE’s infrastructure with longer-term standards of quality
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for its people (AlMatroushi, 2017). In order to achieve all the above, the UAE needs a professional
framework that will help it fulfil its goals in a safe way, fearless of staying behind due to the

extensive changes taking place in the arena, as well as threats and cyber problems.

The conclusive cyber resilience framework identifies the cyber resiliencies’ goals along
with the main elements and threats, besides presenting measurements and responses. It aims at: 1)
maintaining the state of preparedness, which will protect all the system’s functions and missions
from adverse effects; 2) proceeding and continuing with core mission, even with the existence of
cyber-attacks on the system; 3) increasing the ability to restore the business functionality post
cyber-attacks; and 4) increasing the ability to change some missions and functions (Bodeau &
Graubart, 2011), in order for the organization to reduce adverse effects. The framework is presented

below as a conceptual framework for cybernetic resilience.
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Figure 3.5: A Conclusive Framework

The above framework consists of four pillars:

1) System attributes which consists of the characteristics of the system such as complexity

along with performance and the system structure’s breakdown. All the mentioned
characteristics are affected by the disruptions, which is why a resilience framework
should be employed depending on the disruption’s type and nature.

2) Disruptions come in different types, such as systematic disruptions, external ones, single-

agent and multi-agents, besides the kinds that are caused by nature or are man-made. Last

but not least there are also transient or enduring disruptions.

136




3) Methods which consist of the traditional risk assessments and safety methods that are
integrative, utility-costs-trade-offs, risk management plan (which is proactive), and expert
inputs or historical inputs deriving heuristics on the on-going basis. Every organization
should provide effective trade-offs (Klein, 1998) to maintain resilience.

4) Metrics represent the most important element in the resilience framework; where metrics
and indicators developments help achieve resilience by alerting the management about
some contradictions and conflicts between 1) the production and its pressure, and 2)
safety issues and needs. Nevertheless, resilience perceives safety and risks of the system
with a systematic perspective, rather than casual framework or model. These metrics can
explain how some disruptions happen suddenly and shows the insights of trade-off space

by testing resilience indicators of the organization (Leveson, 2002).

Whereas the key indicators of the resilience proactively produce safety to the organization
system, some additional roles and insights are needed in the dynamic area of resilience which

comes with some cost; therefore, resilience should only be implemented when needed.

Moreover, it is important to employ and implement resilience in organizational processes.
These essential points are related to the managerial, political and operational perspectives. That is
the reason behind the need for more research and more instruments to derive the system of any

organization away from disruptions and unforeseen events, which can lead to its functional failure.

The conclusive framework includes a matrix, technologies, methods and procedures that
are developed to protect organizations and individuals from cyber criminals and villains (Nastasiu,

2016). The organization that suffers from cyber-attacks faces many problems, such as loss of
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reputation, assets, and business and also faces many fines and lawsuits. According to the 2017
survey of the UK government, for a large business the cost of the average cybersecurity breach is
£19,600. However, the average cost for small businesses is £1,570. To cope with cyber-attacks

cyber resilience is very important (IT Governance, 2017).

The conclusive framework (figure 3.5) can help to design an integrated and holistic cyber
security resilience that will allow the business organization to be empowered against online
attackers and criminals. Nevertheless, the hacking industry is a very attractive one due to its
immediate, fast and direct financial gains. Therefore, Smart Government must invest in advanced
resilient systems to have full immunity against attacks, rather than just reacting to these cyber risks.
David Young, declared that the period post-Expo 2020 will be a huge jump for the UAE in
particular and the region in general. He said “The Expo 2020 will attract new businesses, talent,
new industries and investments to the country”. He added that the UAE will gain benefits in a
short-term and long-term from the Expo 2020 this year and in the years to come. This is why cyber
resilience plans should be worked on from now, to avoid any disruptive event that might occur on
the inauguration night of Expo 2020 by the country’s enemies (Khaleejtimes.com, 23 January

2020).

3.7. Discussion on The Related Theories

Chuong and Tran (2019), in their research study, stated that game theory can be used to
obtain a thorough insight into cybersecurity, privacy, and resilience of cybersecurity. The authors

used numerical results to showcase how the prediction of the expected motive of a cyber attacker
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is possible by using game theory. The quantitative theory was implemented in this research

framework to expand the survival lifetime in an unpredictable digital setting.

In Resilience Theory, according to John (1994), that resilience is based on the ability to
recover after the disaster by adopting relevant strategies and approaches. This theory has been used
by a number of authors such as Linkov (2013) and Kerr (2016) to reflect the fact that a resilient
organization is its ability to absorb change, not only risk, good or bad change can form some kind
of a risk towards an organization. This theory is used in this research to determine the components
of the resilience framework that will upgrade the level of sophistication in dealing with unforeseen

events, to be able to regain composure after a cyber incident.

Infrastructure Theory is based on analysing and evaluating the location, environment, and
limitations in the design, and the network security. This research has used it in addressing
vulnerability of the Smart Government project, due to the greater risk is in the entity of the smart
infrastructure of Smart Government. Linkov’s (2013) framework has been cited as being used in
most organizations. As organizations and federal government entities depend on cyber
infrastructure for their functions, their vulnerability to cyber-attacks is high wherein hackers can
damage the whole organization. Therefore, regulatory authorities need to pay attention to increased

infrastructure resilience.

The Smart Governance theory is based on enhancing the use of techniques and approaches to
smartly analyse and overcome potential risks and challenges. According Holtz (2002) we are living
in a cyberspace nowadays, and the integrated governance has integrated the whole universe in one

place like a small village. When it reaches the political and government level, things get more
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serious. The documentation and the files of the government tend to be more sensitive and need
more protection. Such data contains a higher level of confidentiality and demands a smarter

approach to protect its system and make it more immune to cyber-crimes (Pennauther, 2001).

The Ontology Theory is a philosophical theory that was used in this research to determine the
relationship between the dependant variable (resilience of Smart Government) and independent
variables of this study (vulnerabilities, capabilities, management control and forces of change).
This theory has been used by a lot of authors, such as Onwuldike, Lock and Phillips (2015), who

used it in measuring the resilience of Smart Government.

The Disaster Prevention and Mitigation Theory is based on identifying the risks and
managing the processes on the basis of preventing disasters so that risk mitigation strategies can
be implemented effectively. Resilience processes in this research consist of several moving parts
of cyber resilience that should be approached methodologically. There are five interconnected
domains of cyber resilience processes, and each of those domains has a different function. The
domains are identified, protect, detect, respond, and recover. Barrinha (2016) used this theory in

her study about risk mitigation and the need for resilience frameworks.

The resilience in dynamic systems helps in evaluating the risks and challenges involved at
multiple levels. The converge model of resilience is grounded in the concept of relational
developmental system theory. It is important for the Smart Government to maintain its capacity for
competence considering the involved possibilities. Resilience can be characterized as adversity and

competence. Adversity presents the negative experiences that create challenges and difficulties in
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carrying out the functions. Competence refers to the capacity to adapt and meet the development

and cultural expectations. It enables the government to adapt systems according to the need.

The resilience-informed practices are based on fostering the positive adoption and development
while considering the high risks and adversity. The concept of resilience has its roots in the field
of psychology, which refers to the ability and capability of an individual to withstand the stress and
recover from traumatic events. The same resilience is required by a Smart Government so that it

can bounce back after disasters and threats by managing the disasters efficiently.

The Contingency Theory was used by Kerr (2016). This theory suggests that a Smart
Government can focus on the changing environment to enhance its connectedness with local and
international people in the UAE. The in-depth discussion of the cybersecurity skills and cyber
threat mitigation and risks can help in the implementation of penetration strategies, which can help

in dealing with the emerging risks and opportunities.

3.8. Conclusion

Cyber resilience can be defined as the measure of how effectively an organization can carry
out its business operations during a cyber-attack or a data breach incident. Resilience is the desired
outcome for managing operational risks that might arise from cybersecurity threats. When the
actual crisis arises before a business undertaking, it should be in a position to ensure that the core
business functions, processes, and protocols will not be affected. In order to make sure that robust
resilience of cybersecurity is in place, it is necessary to measure the cyber resilience. According to
Campbell et al., a wide range of resilience metrics can help to conduct a thorough and in-depth

analysis of the system behaviour (Campbell et al., 2019).
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Some of the security metrics that have been identified by the authors include the assessment
of how well systems can offer vital security functions such as identify, protect, detect, respond and
recovery and evaluation of how well a system is capable of meeting the core security objectives
relating to confidentiality, availability, integrity, and accountability. The risk metrics include the
assessment of the likelihood of adverse attack situations and the evaluation of the consequence
severity. The resilience metrics include the assessment of the level of performance before, during,
and after the detected disruption and the assessment of the time that exists between the distribution

stage, detection, response stage, and ultimate recovery.

The association that exists between cyber resilience metrics and cyber resiliency can be
understood by using the Cyber Resiliency Engineering Framework (CREF). CREF basically
defines the ‘what’ of cyber resiliency in terms of the goals and objectives. The proper measurement
of resilience of cybersecurity is of vital importance as it can help to prevent or curtail the adverse
implications that might arise in the organizational setting due to high levels of uncertainty in the
cyber context (Hirani, Lasiuk & Hegadoren, 2016). Some of the principal risks that might arise
before a business undertaking include the loss of intellectual property, loss of operational capability
of the business organization, and the loss of regulatory controlled data. While working in a highly
dynamic and unpredictable business environment, it is necessary for business entities to carefully
measure the cyber resilience so that its effectiveness can be ascertained in an accurate manner.
Thus, measuring cyber resilience has become an extremely critical indicator that can help a
business entity to survive and sustain in the dynamic business environment. The proper
measurement of resilience of cybersecurity is also necessary as it can help the organization to have

a competitive longevity in the dynamic setting.

142



After developing the theoretical framework of the resilience, the researcher concluded that
by focusing on the importance of the resilience, building safe systems that can anticipate then
prevent any risk of disruptions is possible only by learning, practicing and adapting. Furthermore,
the system can go into fast-recovery status and return to its normal functionality in the pre-attack
state. The main element of this theoretical framework is agile and ‘holistic practice’ to maintain
resilience and help in a fast-recovery process and reduce the level of vulnerability in the

organization’s systems, such as Smart Government systems.

Within different policy topics, resilience has been described as the solution to rapid change,
unexpected events, and complexity. Resilience has been a major policy topic that has focused on
different issues. Resilience has developed across different disciplines as a universal mode of
considering the relationship between some unexpected subjects and their highly complex
environment. Due to the close relationship between resilience and uncertainty, its familiarity is
shown in the fields of international relations and security studies. A longstanding issue in security
practices is the complex environment that makes it unable to identify, foresee and resolve the issues
and threats in time. Resilience gives answers to all these problems and provides the basis for
dealing with uncertainty. Resilience offers help in understanding the society as a whole system that
has changing relations and exists in a changing environment. Thus, the rise of resilience shows a

significant change from predictable to highly contingent.

There are a number of factors that contribute to the issue of cybersecurity: increased
internet usage, increased vulnerability of intangible assets of corporations, and extensive use of
cloud services, mobile and social media that has increased exposure of corporations to outside

systems. Thus, the risks of cybersecurity have increased significantly. The UAE federal
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government is aware of the importance of cybersecurity and resilience. People in the country are
using smartphones to access their online banks, manage investments, transfer funds, carry out
vehicle registration, book travel and apply for National IDs. However, this increased connectivity
has increased the risks in the country due to the vulnerability of the cyber system. The government
of the country has recently introduced its cybersecurity strategy which includes resilience as an

important part of the strategy.

In conclusion, the network connected devices, and the internet population has increased
dependence on networks. However, the government and private organizations need to address the
challenge of breaches in cybersecurity. In order to keep pace with the changing environment,
organizations need to learn the appropriate use of the network in order to gain visibility, achieve
trust, and provide resiliency to the system. In order to ensure resilience and cybersecurity, public
and private organizations need to develop their abilities of resilience through internal structures,

and work with external organizations, in order to ensure system resilience.
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CHAPTER FOUR: RESEARCH METHODOLOGY

The research strategy is a critical piece of an examination as it encourages the specialists to
embrace an orderly and hypothetical frameset of methodologies, models, speculations, strategies,
and investigation techniques to direct the exploration as indicated by its key prerequisites. This
section is centred on illustrating definite research systems that consider the idea of the examination
and shape understanding (Kothari, 2004). It has explored different research strategies and methods
to understanding their productivity in various circumstances. The assessment has helped the
investigation to receive the best accessible technique to gather and break down information.
However, in order to set a focus, it has outlined the limitations and benefits of these models in order
to highlight their efficiency for collecting data for the key research theme of cybersecurity and
resilience (Kothari, 2004). After reviewing the literature and studying the existing frameworks that
employ cybersecurity risk management to measure and achieve resilience, the researcher came up
with a methodological framework that will help solve the problem of the research and will help in
conducting the research in a scientific and numeric way rather than just assuming things. This
framework will also help in testing the hypotheses of the research to identify accurate results in the
next two chapters of the thesis (Chapter Five: The Findings and Chapter Six: The Results).

According to Esterbay-Smith, Thorpe & Jackson (2015), the techniques of business
management research can differ from one researcher to another; it depends on the worldview an
individual or an organization is holding, which will definitely contribute in choosing the research
method. The process of the research consists of different stages as follows: 1- Defining variables,
2- Literature review, 3- Hypothesis formulation, 4- Data collection, 5- Analysis, 6- Interpretation

and 7- Conclusion.
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This methodology will consist of quantitative (survey) data gathering and analysis. The
justification is that the relationship between cyber-security risk management and resilience was
studied in the literature and the systematic review of seventy previous research articles revealed
that they focused on the quantitative approach when studying these relationships. This motivates
the researcher to use the same quantitative approach in the current research because of scarcity of
quantitative research on resilience in cybersecurity worldwide and especially in the UAE.
Relatively few research studies focused on the qualitative and mixed method approach for studying
this phenomenon. As a conclusion, it is obvious that more focus is given to the quantitative
approach over the qualitative and mixed methods approaches. This reinforces the rationale of going
for further quantitative research for a new contextual investigation for achieving the research

objectives.

As per Linkov and Kott, a broad range of quantitative and qualitative techniques can be
applied to cyber resilience. The authors have stressed the quantitative theories of studying
resilience, which have theoretically rigorous modelling and the simulation of networks, systems,
and processes (Kwasinski, 2016). Thus, quantitative theories can be applied to study cyber
resilience, which is the ability to continuously deliver the desired outcome despite adverse cyber
incidents. Linkov and Kott have stated that network science is emerging as a vital tool which
enables the quantitative framing for the future of cyber resilience as a scientific
discipline. Network science can be defined as the studies of the complex and complicated networks
like computer networks, telecommunication networks, and cognitive and semantic networks. In
network science, an interconnected network of nodes and links represent the system that exhibits

the behaviour in time and space. One of the key challenges that arise relates to the framing of
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resilience as the characteristic of numerous major network properties that could offer a universal

foundation to the cybersecurity field (Van et al., 2015).

As per Holm and Ostergaard, due to the high level of interconnectedness in the digital setting,
the resilience of cybersecurity is of high importance (Holm & Ostergaard, 2015). In the research
study, a quantitative, model-free and general-purpose assessment methodology has been
implemented to extract resilience indexes from system logs as well as process data. In the study, a
synthetic measure acts as the quantitative element that must be provided. This is because it can
help to describe the extent of damage that a system can tolerate before it becomes irreversibly

damaged, unstable, or exhibits probable dangerous behaviours.

Using version 16.0 of the SPSS program is considered in the statistical analysis of the
survey questionnaire. The use of an independent sample in t-test and using one sample is also
considered. Nevertheless, the researcher used the correlation and regression analysis method to
finalize the analysing process of this thesis.

The assessment measures of this research will be as follows: 1- Demographic Information
Questionnaires, 2- Cybersecurity & Privacy Questionnaire, and 3- Smart Government Resilience.

The researcher will present a methodological framework that has emerged from three
frameworks: the system’s maturity framework (Kerr, 2016), the cybersecurity risk management
framework (Hyslop, 2016), and the resilience framework (Linkov et al., 2013). This innovative
framework will help in avoiding the previous mistakes in the above frameworks and covers the
main elements in a simple way to be able to measure the resilience.

The questionnaire diagram of this thesis is detailed below.
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Figure 4.6: Questionnaire Design

The above (figure 4.6) shows how the questionnaire was designed. It shows how the researcher

depends on the need of primary and secondary data to determine the methodology of the research.
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It shows how the research questions led the objectives of the research. (Figure 4.6) shows how the
sections of the questionnaire or the survey has been divided according to the Hypothesis, objectives
and questions of the research. This measurement tool was designed in a systematic and accurate
way. The researcher designed the questionnaires based on framework, variables, hypothesis,

research questions, objectives and topic.

The process of the research:

Defining topic & Variables 3 |
months

Literature Review 1 year

Framework &Hypothesis
formulation 1 month

Process of research Model craetion 3 months

[ Survey Questionnaire & testing |
hypothesis 4 months

Quantitative Analysis 6 months

Writing up the thesis 6 months

Figure 4.7: Research Process

The above (figure 4.7) explains the process of the research and shows the time consumed by the
researcher to be able to accomplish this research. Starting with defining variables and choosing the
topic, and ending with writing up the thesis. The whole process of the research took up to three
years. In this period of time, the researcher tried to assign certain time for each task; to be able to

finish on time and plan the whole process for the sake of the successful of the research.
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Pilot one — reliability test:

Table 4.3: Reliability Statistics

Cronbach's Alpha | N of Items

.967 65

Table 4.4: Scale Statistics

Mean Variance Std. Deviation N of Items

150.85 1650.974 40.632 65

Pilot 2 — reliability test:

Table 4.5: Reliability Statistics

Cronbach's Alpha | N of Items

.962 65

Table 4.6: Scale Statistics

Mean Variance Std. Deviation N of Items

154.08 1512.447 38.890 65

The above tables show the details of the pilot study, which was conducted by the researcher to test
the time reliability of the test (questionnaire). Reliability is tested by a pilot study for the items of
the survey, given to the group of 15 respondents twice to test the time reliability of the test,
moreover, the results revealed the stability of the responses of the same 15 respondents through

time. Regarding validity and reliability of the measurement method: the researcher did theoretical
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validation as well. Along with in-depth analysis of the literature in comparison with the current

method is used to validate it.

4.1. Methodological framework

The justification of providing a methodological framework in this thesis is that according to
the IT Governance Cyber Resilience Framework (2017), a four-part approach must be followed
towards cyber resilience. These parts include ‘manage and protect’, ‘identify and detect’, ‘respond
and recover’, and ‘govern and assure’. The very first element of a cyber resilience program involves
the ability to identify, manage and assess the risks that are linked with information systems and
networks. The second element of the cyber resilience program depends on the on-going monitoring
of information systems and networks. This step is highly important as it can help to identify any
potential cybersecurity incidents or anomalies. The third element relates to the implementation of
a robust and functional incident response management programme and measures, which will make
sure that the business undertaking will continue to function and operate even if it has been affected
by a cybersecurity incident. The ultimate element of the cyber resilience programme is to make
sure that it is overseen from the very top of the business organization and integrated into the
business thoroughly. In fact, the resilience program must be aligned with the overall business
objectives so that it can act as a safety net that will enable the organization to get back on its tracks
even after it is affected by a security incident. These vital components can have a direct effect on
the cybersecurity resilience that has been employed by a business entity (Schipper & Langston,

2015).
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Thus, a broad range of factors exists that can have a significant impact on the resilience of
cybersecurity. It is necessary to carefully consider these elements so that functional and robust
cybersecurity resilience is introduced throughout the organizational setting. By taking into account
these factors, firms will be empowered to combine cybersecurity and business resilience to
introduce the robust resilience of cybersecurity (Sussan & Acs, 2017).

Nevertheless, cyber resilience is the ability of an organization to recover from a cyber-attack.
Therefore, cyber resilience is the key element for organizational sustainability. There are several
moving parts of cyber resilience that should be approached methodologically. There are five
interconnected domains of the cyber resilience framework; and each of those domains has different

function. The domains are identified as, protect, detect, respond, and recover.

3.8.1. Architecture of Cyber Resilience Framework

e Asset management

e Configuration and change management
e Controls management

e Incident management

e Vulnerability management

e Service continuity management

e Risk management

e External dependency management

e Situational management

The steps to achieve cyber resilience are:
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e System hygiene

e Developing a plan

e Map out risk profile

e Assess and measure

e Mitigate risk

e Cyber insurance

e Get started

The resilience framework is all about detecting, preventing and recovering from a cyber-

attack. Therefore, cyber resilience is the key to sustainability of an organization. The resilience

framework is detailed below (figure 4.8) which is a very important part of the framework of the

thesis and It’s the backbone of this research; this is why it is presented again with more details.

Forces of
change

. Forces of change creates vulnerability
. Management Controls creates capabilities

Management
controls

Vulnerabili Unbalanced |_ | Excessive risk
. resilience
ties
H4
H2
Resilience Eroded
profitability
H3 ’ H1 Balanced
resilience
Capabilities
. Business continuity needs resilience framework Improved
. Resilience framework results in sustainability, performance
good profits & improved performance

Figure 4.8: Resilience Framework

Thus, resilience is affected by the important variables of vulnerabilities, forces of change,

management controls, and capabilities. Finally, resilience shows output in the form of balanced
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resilience, improved performance, or unbalanced resilience and eroded profitability. The main
factors of vulnerability, management control, capabilities, and forces of change have further factors
that control them.

e Vulnerability Factors
Vulnerability factors include turbulence, deliberate threats, external pressures, resource limits,
sensitivity, connectivity, and disruption by supplier or buyer of the product/service.

e Capability Factors
The key capability factors are flexibility in sourcing, capacity, flexibility of order fulfilment,
efficiency, visibility, anticipation, adaptability, recovery, disruption, collaboration, organization,
security, market position, and financial strength.

e Forces of Change
Internal and external change in an organization, such as social change, political change,
environmental change.

e Management Controls
Management control creates capabilities for proper functioning and resilience against cyber-
attacks. If the capabilities increase in the organization, there is less vulnerability. Thus, there is
linkage between vulnerabilities and successfully used capabilities to face those vulnerabilities
(Lambert & Knemeyer, 2004).

4.2. Variables

4.2.1. Dependent Variables

Resilience in Smart Government organizations.
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4.2.2. Independent Variables

e Forces of Change
Internal and external change in an organization, such as social change, political change,
environmental change.

e Vulnerabilities
Vulnerability factors include turbulence, deliberate threats, external pressures, resource limits,
sensitivity, connectivity, and disruption by supplier or buyer of the product/service.

e Management controls
Management control creates capabilities for proper functioning and resilience against cyber-
attacks.

e Capabilities
The key capability factors are flexibility in sourcing, capacity, flexibility of order fulfilment,
efficiency, visibility, anticipation, adaptability, recovery, disruption, collaboration, organization,

security, market position, and financial strength.

4.3 Research Hypothesis and Related Theories
The Specific Hypothesis:
H1l

The capability factors affect resilience in Smart Government organizations.

H2

The change factors affect resilience in Smart Government organizations.
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H3

The management control factors affect resilience in Smart Government organizations.

H4

The vulnerability factors affect resilience in Smart Government organizations.

The Related Theories:

0 Resilience is based on the ability to recover after the disaster by adopting relevant strategies

and approaches.

0 The addressing vulnerability of the project or infrastructure theory is based on analysing

and evaluating the location, environment, and limitations in the design, and the network security.

0 The Smart Governance Theory is based on enhancing the use of techniques and approaches

to smartly analyse and overcome the risks and challenges.

0 The Disaster Prevention and Mitigation Theory is based on identifying the risks and
managing the processes on the basis of preventing disaster so that risk mitigation strategies can be

implemented effectively.

0 Resilience can be characterized as adversity and competence. Adversity presents the
negative experiences that create challenges and difficulties in carrying out the functions.
Competence refers to the capacity to adapt and meet the development and cultural expectations. It

enables the government to adapt systems according to the need.
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0 The resilience in dynamic systems helps in evaluating the risks and challenges involved at
multiple levels. The convergence model of resilience is grounded in the concept of relational
developmental system theory. It is important for the Smart Government to maintain its capacity for

competence considering the involved possibilities.

0 The resilience-informed practices are based on fostering positive adoption and development

while considering the high risks and adversity.

0 The concept of resilience has its roots in the field of psychology, which refers to the ability
and capability of an individual to withstand stress and recover from traumatic events. The same
resilience is required by the Smart Government so that it can recover after disasters and threats by

managing the disasters efficiently.

0 The Contingency Theory suggests that the Smart Government can focus on the changing

environment to enhance its connectedness with the local and international people in the UAE.

0 The in-depth discussion of the cybersecurity skills and cyber threat mitigation and risks can
help in the implementation of penetration strategies, which can help in dealing with the emerging

risks.

4.4 Empirical Research
Empirical research offers numerous openings, nevertheless, there are no less than two sorts
of impediments: from one perspective, mistakes and traps that are specifically identified with the
layered assessment approach, and, then again, inalienable constraints of empirical research when
all is said and done. Clearly, empirical investigations are not a formal evidence of a reality. They

rather yield, support, or reject speculations. In any case, the outcomes are constantly burdened with
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vulnerability, which can frequently be communicated in a statistical likelihood sense (Saunders,
Lewis & Thornhill, 2012). Furthermore, for most statistical tests certainty interims, test power, and
impact sizes are accessible which ought to be accounted for too. This speculation testing strategy
is in charge of a critical restriction of empirical research. Empirical investigations are great at
recognizing plan blunders and off-base suspicions, yet they do not recommend new hypotheses or
methodologies straightforwardly. Indeed, even an explorative think about requires a few theories
about conceivable effect factors. In this way, empirical assessments must be joined with
hypothetical grounds to yield helpful outcomes (Kumar & Phrommathed, 2005). The imagination
confinement, however, a basic motivation behind why assessments are currently overlooked, is the
way that assessments are not required for production at global meetings or then again diaries (at
any rate regarding client displaying). Accordingly, the empirical element is regularly reserved for
the end of a venture and often skipped because of the absence of time. On the off chance that
distributers and commentators would be interested in empirical assessments it would soon be an
incorporated part of research where empirical and hypothetical elements could empower each
other. Furthermore, the frameworks are generally executed by PC researchers who tend to be less
acquainted with empirical techniques than individuals with experience in human research

collaboration (Taylor, Bogdan & DeVault, 2015).

4.5 Research Philosophy
Research philosophy can present as a conviction to choose a specific style of information
to be accumulated and investigated for the examination. The term epistemology is used to fuse
distinctive research rationalities to shape comprehension. Comprehensively, two kinds of essential

research methods of insight incorporate positivism and interpretivism, the two fuse distinctive
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perspectives to set a core interest. For instance, a positivist research philosophy is centred on the
truth-based confirmation and portrays data from a specific perspective. The key spotlight on this
philosophy anticipates controlling the truth-based information with varieties to decide the
connection between various independent and dependent factors. While then again, an interpretive
hypothesis is centred on the subjective elucidation of the gathered information as per their regular
habitat, the nature of the investigation should use a positive hypothesis, with the goal that the
research can attempt a reality-based situation and decide to comprehend (Peffers, Tuunanen,
Rothenberger & Chatterjee, 2007).

According to (Saunders, et al., 2007) for the most part, researchers are quick to work with
a research onion (figure 4.9) to choose a reasonable and efficient amount of information to gather

and break-down techniques as can be observed in the figure below.

Approach

Methodological
choice
|

|
|
4

horizon

e Techniques and
procedures

Figure 4.9: Research Onion

(Saunders, et. al, 2007)
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Other philosophies in research approach comprise of realism (work with destinations
independently in light of the information), and clear-mindedness (centred around both positivism
and interpretivism). This approach has assumed a quantitative and mixed research approach for the
investigation, it has concentrated on solid apparatuses to extricate information as indicated by the
prerequisite of the examination and feature educating and learning process connected with this
examination. Different methodologies are not utilized for this investigation as it may befuddle the
points and targets of the research with its extricated information in restricting viewpoint.

Along these lines, with a specific end goal to keep things basic for this research, positive
philosophy has been attempted to manufacture a concentration, in the meantime, gather and break
down the information for this research fittingly (Peffers, Tuunanen, Rothenberger & Chatterjee,
2007).

However, there are certain limitations of positivism that the researcher might face while
creating a focused analysis of cybersecurity and resilience. Positivism trusts that target inferring
and conclusions can be attained as long as the individual doing the perception is objective and goal-
orientated and ignores feelings. Nevertheless, human conduct normally accompanies passionate
reactions. Despite the fact that positivism urges researchers to dismiss human feelings and conduct,
there is no assurance that this will happen consistently. A few researchers trust positivists think
everything can be estimated and ascertained; they have a tendency to be unyielding. Positivists
consider things to be as they are and tend to dismiss unexplained phenomena. Therefore, if the

hypothesis A separately works until hypothesis B and C worked together, the entire hypothesis is
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supposed to work and tested separately in order to set a focus and discover the answers to the
research questions (Taylor, Bogdan & DeVault, 2015).

Derived from the research onion (figure 4.9) the researcher used quantitative data collection
and analysis techniques and procedures. By employing a survey and mono method quantitative
approach, the positivist philosophy of the research was fulfilled. The usage of deductive approach
led to the elimination of all unexplained phenomena. All the questions were based on the
confirmation of the reality with the elimination of any kind of question that consists of ‘how’ or
‘why’ and so on. Thus, the research onion is a simple figure that can be used by other researchers
to determine the methodology, philosophy, techniques and procedures of their research.

In addition to the above methodological limitation of positivism there were other
limitations, as follows:

1

The study was limited to the timeframe of the sampling.

2- The study is limited to the Smart Government organizations and any other types of
organization are out of the scope of this study.

3- The study is limited to the managerial business analysis of resilience rather than to the
technical aspect.

4- The study is limited to the responses obtained from the departments belonging to the Smart

Government unit or under the umbrella of Smart Government, however, the responses of

the Smart Government unit were very weak due to confidentiality issues.
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4.6 Research Approach

The researcher adopted positivism research philosophy and conducted a deductive,
quantitative and empirical research to fulfil the study objectives and answer its main questions.
This study is deductive because it is a quantitative research and has adopted a positivism
philosophy. Furthermore, the researcher wanted to test the relationship between two or more
variables and has developed hypotheses which can be tested using quantitative analysis only.
Nevertheless, this study is empirical because it is quantitative, and it depends on numeric data. The
study showed that measuring resilience needs quantitative methods, techniques and procedures.
The researcher tested the hypothesis in a numeric way and then prioritized the main factors that
had greater impact on resilience; this determined and identified the main components of the
resilience framework.

The research approach takes after the study with one distinct technique — deductive. In
addition, a hypothesis is produced with the assistance of information to clarify the social spectacle.
There are various advantages for the researchers using deductive methodology as per the
prerequisite of their examination. The table underneath establishes that regions where the
researcher can look for profit using this methodology (Peffers, Tuunanen, Rothenberger &
Chatterjee, 2007).

The deductive approach focuses on scientific principles. The aim is to look forward to
shifting the focus on the research from theory to raw data in order to set a focus and research it
from a different perspective. It aims to identify the relationship between different variables such as
in this particular study, the dependent variable is cyber security, meanwhile the independent
variables include resilience factors in context to operational, supply chain, information, network,

developing organisation, IBM business resilience, and the barriers that directly or indirectly affect
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the performance of cyber security in a Smart Government framework. There are certain limitations
to the deductive approach; for example, it does not profit the deductive thinking, though it does
encourage different limitations that would restrict different perspectives in different topics, thus
would lead the research with no value, meanwhile, it does not affect the intellectually challenging
approach. Therefore, while working on deductive research, it is important for the researcher to
consider these limitations as it might limit the number of perspectives that can be outlined for the
study related to cyber security and resilience, it has worked on expert opinion to set a focus and

define a habitat relationship. (Saunders, Lewis & Thornhill, 2012; Cohen & Kietzmann, 2014).

4.7 Data Collection Method

Quantitative research techniques were used in this research. The quantitative research
techniques used incorporate a survey with the closed-ended questions. This prompts responses
delineated in the research recommendation. Hence, the results cannot address the genuine data in
a summary format. Moreover, the respondents have compelled options of responses, in light of the
assurance made by the researcher. Quantitative research is troublesome, expensive and requires a
huge amount of time to play out the examination. This kind of research is orchestrated purposely
while remembering the true objective to ensure complete randomization and the right task of
controlled social affairs. A broad degree of respondents is reasonable for the depiction of the target
respondents (Taylor, Bogdan & DeVault, 2015). Thus, to achieve all-around responses on an issue,
data assembling in quantitative research procedures is routinely exorbitantly expensive in contrast
to the subjective approach. The quantitative examination requires wide quantifiable examination,
which can be difficult to perform for researchers from non-accurate establishments. Quantifiable

examination relies upon consistent education and from this time forward it can be troublesome for
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non-mathematicians to perform. It is altogether even more confusing for social sciences, preparing,
human examinations, and psychological research. The beneficial response should depend upon the
research issue instead of just a clear ‘yes’ or ‘no’ response (Kothari, 2004).

The prerequisites for the suitable statistical result are exceptionally extreme in quantitative
research. Speculation is demonstrated with few tests because of which there is uncertainty in the
outcomes. Results are retested and refined a few times for an unambiguous conclusion. Therefore,

it requires additional time, venture, and assets to refine the outcomes.

4.8 Data Analysis Method

It is critical to gather information in a specific way to set a focus for the investigation; one
might say that two fundamental kinds of research approach incorporate subjective and quantitative
research. In any case, in some circumstances, research requires the accumulation of information
through both methodologies, along these lines, a blended approach (quantitative and subjective) is
completed by the researcher to gather and examine information. The idea of information gathering
varies in both the research approaches; for instance, in the figure below, it can be seen that the
quantitative approach follows a trial approach to test the speculation and check or distort the
hypotheses identified with the subject. In the interim, subjective information centres on an
observational approach to deal with gathering experimental information and shaping understanding

in light of clear hypotheses (Kumar & Phrommathed, 2005).

Then, while using a quantitative approach, the researcher should gather and examine the
information quantitatively and look into the outcomes to define understanding. As such,

quantitative research approach is focused on gathering precise and numerical data for the research
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subject, and it is based on factual examination. While then again, subjective information includes
the gathering of a deliberate accumulation of subjective data under the state of the base control.
The quantitative approach has been attempted with a specific end goal to gather information and
break it down as indicated by the prerequisites of the investigation. Accordingly, to set a
concentration, essential information has been investigated with the assistance of Pie graphs
utilizing MS Excel to fully comprehend the data. In the interim, the writing survey has worked with
optional information separated from the examinations accessible on Google Scholar (Peffers,
Tuunanen, Rothenberger & Chatterjee, 2007).

For what reason do such numerous instances of information examination end with broken
cases? One of the principal reasons is that examining information is an entangled and repetitive
process. It is never as simple as connecting numbers to a computer. A few issues that can prompt
flawed information examination include not having the correct examination aptitudes. Unexpected
announcing of negative outcomes is normally the consequence of an absence of appropriate
preparing. More then one investigation (counting this one) found that doctors were ineffectively
prepared in the best possible administration of clinical trials. Researchers were likewise
inadequately prepared in perusing measurements from large datasets obtained from legitimate
setups. For what reason would profoundly instructed individuals have so much inconvenience
translating information investigation (Kothari, 2004).

The issues identified with subjective social examination is that this method is repetitive.
The second potential issue with subjective research is that a particular issue could go unnoticed. In
such a manner, the interpretations of researchers are compelled. A singular experience and learning
impact of the discernments and conclusions is related to the research issue. As subjective research

is for the most part open-completed, the respondent has more control over the substance of the data
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assembled. Therefore, the researcher cannot check the results open-mindedly against the
circumstances communicated by the respondents. Researchers imagine that it is difficult to look at
causality between different research ponders. Subjective research is able to illuminate the
refinement in the quality and amount of information obtained from different respondents and in

providing solid conclusions (Kothari, 2004).

4.9 Sampling Method

There are diverse kinds of examining strategies; nevertheless, they are classifications into
two distinct classes — likelihood (arbitrary) and non-likelihood (non-irregular) sampling
techniques. A portion of the fundamental examining techniques used by the researchers incorporate
the random sampling method gathered from arbitrary individuals and it is used if there should arise
an occurrence of a significant example. The random sampling strategy is used for a vast population;
however, it is very time consuming as it requires the researcher to separate the general populations
as per their conclusion. Stratified sampling plans can be used to partition the objective populace
into various subcategories. This focuses on inspecting intended interest group (Kothari, 2004).

The limitations of a sampling strategy are that it includes one-sided determination and along
these lines drives us to reach mistaken inferences. Inclination emerges when the technique for
determination of test utilization is flawed. Relatively few examples that are well-chosen might be
significantly more solid than vast examples inadequately chosen. The challenges in choosing a
genuinely illustrative example produce solid and exact outcomes are found just when they are
illustrative of the entire gathering. Choosing examples is troublesome. The utilization of sampling
strategy requires sufficient subject particular learning in the sampling system. A sampling includes

statistical examination and computation of plausible mistakes (Taylor, Bogdan & DeVault, 2015).
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At the point when the researcher needs particular learning in sampling, they may confer genuine
errors. Thus, the consequences of the examination will misdirect. At the point when the units of
the populace are not inhomogeneous, the sampling strategy will be informal. In sampling, however,
the quantity of cases is limited; it is not simple to adhere to choose cases. The testing of the
hypotheses might be generally scattered. A portion of the instances of the test may not collaborate
with the researcher and some others might be out of reach. In light of these issues, no one of the
cases may be taken up. The chose cases may be supplanted by different cases. The variability of
units obstructs aftereffects of the examination (Kothari, 2004).

In this research 432 Smart Government employees will be selected randomly for the survey
questionnaire, with an age range of 25-40 years and above using sampling strategy of purposive

sampling technique.

4.10 Ethical Considerations

While conducting research, it is essential for researchers to focus on moral contemplations,
as it causes them to enhance the concentration and extent of the examination, while helping the
investigation to anticipate decreasing the moral issues that it may look like because of the usage of
exploitative practices in information gathering and investigation. The moral consideration for this
investigation is consolidated. (Schroeder, 2014)

Plagiarism — it is a genuine mistake, particularly in business related to scholastics if the
researcher is utilizing optional information, it is fundamental for the researcher to reference the
work with the best possible source, the name of the writer, information, and available source. If

there should be an occurrence of this research, the researcher has given every one of the references
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to the optional information used in the investigation to layout the foundation and writing survey
for the examination (Taylor et al., 2015).

Informed Consent — while utilizing essential information, there are sure components that
are vital to consider, for instance, written or verbal consent from the general population taking part
in the information gathering. However, the issue is typically observed by researchers chipping
away at interviews, yet even in online reviews, it is vital to put a note in the study to determine
with respect to the idea of the examination, how the information will be completed so no hostile
claims can be made over the credibility of the research. With regards to the investigation, an online
overview is led; nonetheless, the workers and supervisors were given a brief about the examination
and how the information would be used (Taylor, Bogdan & DeVault, 2015).

Reliability and credibility of data — it is imperative to use just solid and sound sources to
diagram the information for the investigation, using sources, for example Wikipedia and others, to
influence the believability of the examination. Thus, with a specific end goal to set a concentration,
information has been accumulated from Google Scholar so just genuine and distributed researchers

are used (Cohen & Kietzmann, 2014).

4.11 Conclusion

This research is quantitative as mentioned above. Cyber resilience is better studied
quantitively, to be able to measure the resilience and define accurate results rather than just
assuming things. It can be said that the research approach sketched out all the conceivable
methodologies that can be used by the researcher keeping in mind the end goal to set a spotlight on
the research. In any case, thinking about the idea of the examination, it has worked with both

essential and auxiliary information gathering by utilizing a blended a to deal with frame setting
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about the investigation. This has helped the examination to understand and break down the gathered
information with the assistance of software in order to carry out statistical data analysis.

At last, individuals who view themselves as essentially subjective or principally
quantitative have a tendency to be nearly as different as those from the restricting scenarios. There
are subjective researchers who fit serenely into the post-positivist convention and in contemporary
quantitative research. Furthermore, there are quantitative researchers (though, presumably less)
who utilize quantitative data as the reason for the investigation, perceiving the innate impediments
and complex suspicions underneath all numbers. In either camp, the extraordinary and crucial
difference between both philosophical suspicions and the idea of information. Progressively, there
are researchers who are intrigued by mixing the two customs, endeavouring to obtain the upsides
of each. Social research is wealthier for the more extensive assortment of perspectives and
strategies that the investigation produces. The diverse approach is in this manner impossible in
instructive research.

By choosing the methodology of the research and employing the methodological
framework of the research, the researcher was able to test H3 and H4 of the research (see also
Chapter 7: testing hypotheses table). As per Ridley and Channing (1999) resilience is affected by
management control because both risks and surprises are difficult to handle; in other words they
are difficult to control. By applying management control to the systems, organizations guaranteed
risk-control and change-control on a certain level (Bouaziz & Hachicha, 2018).

Hyslop (2016) emphasized the role of management control, he preferred to call it “security
controls”. Different types of organizations - including coordination structures sector, associations
and organizations - can use a framework for a variety of purposes, including the creation of

common profiles. At the same time Hyslop (2016) used the very common NIST Risk Management
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Framework. He mentioned, “to demonstrate a mature risk management methodology that would
enhance an organization's cyber-security program if implemented properly” (Cyber-Security &

Risk Management, an evolving ecosystem, 2016)""".

According to CISO there are six steps to implement a risk management process into

strategic operations:
» Categorize information systems and data
* Select security controls
* Implement security controls
* Continually assess security controls
* Authorize (verify risk baseline)
+ Continually monitor security controls
So, by this matter each step will be reviewed as follows:
- Categorize (Information Systems & Data)

For this essential step NITS has its own tips and techniques for systems guidelines. Every
information system has its threats, but not all threats are the same or equal. Furthermore, every
threat has vulnerable impact to the organization’s IT assets. Therefore, this describes best how to

categorize them and how to prioritize data protection (Anon, 2018).

Cybersecurity is defined as controlling the access to information contained on networked

systems. The reliability and trust in the digital infrastructure of cyberspace depends on the
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effectiveness of cybersecurity controls. The role of cybersecurity professionals is to plan and design
effective controls to ward off any potential attack on the cyberspace components and effective
mitigation of the consequences of such an attack. Since all the potential attacks cannot be
prevented, it is therefore the key objective of security personnel to detect the attack and take control

before any damage is caused (Keys, Chhajer, Liu & Honer, 2016).

As per Leck (2015) and Olson and Anderson (2016) management control consists of
operations, technologies, managements’ countermeasures that safeguard the organizations systems
and information, for the sake of its confidentiality, availability, transparency, integrity, and
accessibility. Management control should be categorized (Mienipre et al., 2016). Accuracy and
attentive collection of information in the first place is an important process besides choosing an
appropriate set of safety measures to adequately reduce the risks by satisfying certain and
sometimes specific requirements for safety of the organization is not the least important task as
well. This task demonstrates the organization's adherence to safety and the due diligence exercised
to its privacy policy, integrity and availability of organizational information and information
systems (Harrington & Ottenbacher, 2011).

Management control creates capabilities for proper functioning and resilience against
cyber-attack (Arlitsch & Edelman, 2014). By implementing management control the recognized
regular controls acquired by the data framework, information system security engineers with
support from information system security officers arrange with the normal control supplier to
decide the most suitable approach to apply the basic controls to the hierarchical data frameworks.
In fact, this does not prevent the utilization of open source devices; to utilize open source

arrangements there a couple of focuses to check (Bagheri & Ridely, 2017).
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Many authors and scholars explored how management control is an important element in
the resilience frameworks, whereas in recent studies (Bagheri & Ridely, 2017) it appears as a
number one priority among the rest of the factors affecting resilience (Bosen, 2017) management
control and security control mentioned in a lot of studies concerning resilience and cybersecurity
risk management (Annareli & Nonino, 2016; Trim & Lee, 2007; Boin & McConnell, 2007; Dess,
et al., 2013; Nag et al., 2007).

However, vulnerability which was the number one element that affects cyber resilience
(Sikula et al., 2015) due to the endless problems of the internet and computerizations, no longer
holds that privilege! After the technological breakthroughs and the advancement in technology
worldwide, the importance of this factor has retreated (Schell, 2016)

Vulnerability factors include turbulence, deliberate threats, external pressures, resource
limits, sensitivity, connectivity, and disruption by supplier or buyer of the product or service (Jenab
& Moslehpour, 2016). There is a strong correlation between management control which creates
capabilities and vulnerability factors; if the capabilities increase in the organization, there is less
vulnerability. Thus, there is linkage between vulnerabilities and capabilities successfully used to
face those vulnerabilities (Lambert & Knemeyer, 2004).

As per Arlitsch and Edelman (2014) resiliency frameworks should consist of more
sophisticated elements rather than just focusing on the traditional vulnerability issues. Risk
management is not enough in this case, according to a study conducted by Sikula et al. (2015). Risk
management is not enough on its own and the need for resilience scientific frameworks has arisen,
especially with the existence of vulnerabilities in the virtual means of communication, the team set

a conceptual framework of resiliency for the practitioners to adapt and to adjust according to the
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needs of their organization to help recover after cyber-attacks and then learn how to evolve and
prosper post trauma (p. 222).

The priority switched between the elements throughout time, whereas in the 1990s the care
was more about vulnerabilities and capabilities factors, while in the twenty-first century the focus
has shifted to emphasize more on forces of change and management control factors. Of course,
after realizing that the problem was not just about computers and cybernetic errors, but human
errors that have greater impact, especially in this constantly changing cyber and business world.
The role of management control shows significant implication on resilience to overcome the new
crisis of cyberspace.

The suggested methodological framework of this study consists of the main components of
the resilience process or framework, tying them to the business management arena. The framework
covers business continuity, business profitability and performance of an organization. The reason
is that Smart Government’s overarching goal is usually emphasizing the business arena in the
country, including e-commerce, e-billing and e-banking.

Many authors and scientists have emphasized the vulnerability impact on the resilience
status of an organization (Stolfo et al., 2008; North et al., 2016; Blowers, et al., 2016; Lambert &
Knemeyer, 2004; Trim, & Lee, 2007; Barabasi, 2003; Kahn, Barton & Fellows, 2013).

As per Pauchant and Mitroff (1992) and Trim and Lee (2007), while suggesting for
enhanced resilience of organizations, some scholars have developed frameworks to achieve this
purpose. Resilience has been described by Buliga et al. (2016) as giving two major parts or
characteristics against vulnerability: adaptability and robustness. Robustness is a system that
returns to its actual state. In an organizational context, robustness is the ability of an organization

to avoid loss by withstanding stress. Resilient organizations can absorb adversity and complexity
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by reducing vulnerabilities to risk environments, coping with the unexpected complexities, and
recovering from these risk situations. The second important part is adaptability that gained attention
in organizational theory in the 1980s. Resilience was considered as reinforcement and adaptation
emerging from a traumatic, stressful, and challenging event. However, adaptability is the fast action
taken during crises and works well with vulnerability issues.

Vucina and Fabac (2017) have presented simulation-scenarios by exploring the possibilities
of using Monte Carlo methods to find some characteristics and design parameters of working units
in an organization. Particular attention was paid to protection of information systems and their
vulnerabilities. The researchers explained that resilience is the ability of an organization’s system
to depreciate, effectively recover, and foresee disruptions or stress related events, and is related to
its risk management process. However, the researchers have argued that resilience from the
perspective of an organization means continued security attention and departure from traditional
ways of organizational risk management. Overall, the study is valuable as it has offered a valuable
option of simulation to enhance the readiness of an organization against any risks and threats, such
as fire and accidents. Therefore, it will be easier for an organization to practice resilience with
efficiency as it has practiced risk management using simulations to survive vulnerabilities.

Michael Chertoff (2014) talked about “managing risk in today’s security landscape”.
Chertoff suggested a framework key which is to recognize multiple layers of protection from the
potential threats. Meaning, in order to exit the target zone one needs to create a number of solutions,
by a continual assessment of risk and measurement of vulnerabilities to be able to deal with them.
The researcher highlights the vulnerability of humans rather than the weakness in systems; given
the fact that only human beings commit cyber-attacks and human beings also are the dealing with

it. He divided the dynamic risks into two main parts of one framework: 1) the risk management
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section that consists of recognizing vulnerabilities, anticipating threats and understanding
consequences; 2) planning and prevention, where operating and executing phase can began
depending on risk management factors to prevent cyber-attacks from occurring (p. 38), for further
investigation on H3 and H4 of this research (see Chapter 7: testing hypothesis table).

According to a debate by Morais-Storz et al. (2018) in their research which talked about
vulnerabilities, capabilities and management control, organizations around the world are facing
cyber threats. Although, there are laws and restrictions to prevent cyber-crimes, hackers are
creating new ways to continue their criminal activities. Therefore, it is crucial for organizations to
prepare for an unexpected event by maintaining their capability of resilience. The researchers have
suggested that application of the rules of management control and change management on
organizational resilience will enable organizations to take resilience as a dynamic concept.
Therefore, the valuable insight that can be found in this research is that organizations need to
identify the change basis of their business to achieve resilience efficiently. An important aspect of
incorporating resilience in management control is that it can be achieved successfully with the right

team and top management with backgrounds in resiliency and flexibility (Buliga et al., 2016).
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CHAPTER FIVE- RESULTS AND FINDINGS

5.1. Introduction to the chapter

This chapter presents the findings obtained from the survey. There are different sections in
this chapter, including results and findings, which are further sub-divided. The chapter presents the
demographics of the participants and then moves towards the analysis of questions asked. In
addition, the summary of correlations and ANOVA tables have also been provided along with the
elaboration of reliability analysis. Version 16.0 of the SPSS program is used in the statistical
analysis of the survey questionnaire. In addition, an independent sample in t-test and the use of one
sample are adopted. Furthermore, the correlation and regression analysis method is used to finalize
the analytical process of this thesis. The researcher also conducted regression to determine the
direction of the relationship between variables. The researcher adopted a positivism research
philosophy and conducted deductive research along with quantitative empirical research to fulfil
the research objectives and answer the study’s main questions. This study is deductive because it
adopts the positivism philosophy and the research is quantitative. Moreover, this is the case because
it tests the relationship between two or more variables and the researcher has developed hypotheses
which can be tested using quantitative analysis. Nevertheless, this study is empirical as it is
quantitative, and it depends on numeric data. The study showed that measuring resilience needs
quantitative methods and research. The researcher tested the hypotheses in a numeric way and then
prioritized the main factors that have greater impact on resilience. The researcher designed the

questionnaires in the following structure:

1- based on framework

2- based on variables
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3- based on hypothesis

4- by reviewing different literature

5- with co-operation of the supervisor

6- based on research questions, objectives and title

The total targeted population in Smart Government organizations is 40,000, with 432
responses collected successfully for analysis. Four hypotheses and the null hypothesis were
developed for this research. For each hypothesis at least 100 survey responses were obtained from

users of the smart system.

A questionnaire was built according to the variables of the research as per the following

statements:

a- Capability Factors (Independent)
1) The resilience management in Smart Government organizations will bring flexibility in

cyberspace, and continuity of organizational functions despite cyber-attacks.

2) Multiple layers to foster resilience will result in a shorter network and system downtimes.

3) Risk management will be beneficial for all stakeholders.

4) Resilience and risk management will result in better mitigation, reduction or elimination of

cyber-related attacks.

5) Smart Governance will introduce a high rate of resilience in institutional platforms and the

virtual services provided.
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6)

7)

8)

9)

The Smart Governance Platform will result in capacity building, better knowledge transfer

and the creation of new skill sets for the stakeholders.

Resilience and risk management in a Smart Government organization will enhance the

capacity of the system to perform better, even if there are issues in the cyber environment.

The overall performance of the organization will improve with the introduction of Smart

Governance resilience and risk management interventions.

The institution will greatly benefit from the new knowledge-base and new skill
requirements, occasioned by the introduction of a Smart Governance risk management

strategy.

10) The capability factors affect resilience in Smart Government organizations.

1)

2)

3)

b- Forces of Change (Independent)
The changing environment and relations in society require Smart Government

organizations in the UAE to focus on better resilience policies.

The regularity authorities of the country should pay attention to enhanced infrastructure

resilience in Smart Government organizations.

The Smart Governance Platform will result in faster and more specific responses to

stakeholders.
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4)

5)

6)

7)

8)

9)

The Smart Governance Platform will enable the institution to focus its resources and energy

on core activities rather than peripheral ones.

External service providers for the Smart Governance Platform are not always reliable and

do not always provide consistent services.

The safe environment created by risk management will enhance technical competence in

Smart Government organizations.

There are differences between Smart Government organizations in terms of using resilience

and cybersecurity risk management.

The change factors affect resilience in Smart Government organizations.

The forces of change cause vulnerabilities that provoke the need for resilience in

organizations.

10) The Smart Governance Platform and associated risk management interventions will

improve the overall satisfaction of the students and staff to the institution’s service

provision.

11) The purpose of the cybersecurity domain in Smart Government organizations is to build

control for making cyberspace secure.

c- Management Control Factors (Independent)
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1)

2)

3)

4)

5)

6)

7)

8)

9)

Risk management in ICT applications will bring about a lot of benefits to the institution.

Better management control in Smart Government organizations can create capabilities and

resilience against cyber-attacks.

The current ICT policies and frameworks that guide the system are inadequate due to a lack

of resilience polices and risk management strategy.

Smart Government organizations in the UAE need effective policies and frameworks for

the system.

Improved risk management and resilience will enhance the performance of employees.

Better policies for cyber resilience will help Smart Government organizations to recover

quickly from any cyber-attack.

The federal government of the UAE is aware of the importance of resilience and

cybersecurity management in Smart Government organizations.

The introduction of the Smart Governance Platform may result in a dearth of interpersonal

skills from minimal staff recruitment.

The introduction of Smart Governance risk management will result in higher profit margins

and reduced operational costs.

10) The management control factors affect resilience in Smart Government organizations.

11) The resilience framework is about detecting, preventing, and recovering from a cyber-

attack.
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12) The implementation of balanced resilience can result in improved performance.

1)

2)

3)

4)

5)

6)

7)

d- Vulnerability Factors (Independent)

The government is focusing on cyber resilience to avoid threats in the changing cyber

environment.

Smart Governance Platforms are generally vulnerable to common attacks such as Denial of

Service Attacks.

Smart Governance Platforms will result in a greater uptake of cloud-based resources by the

average person.

Risk management interventions will prevent the institution from being exposed to costly

legal proceedings in case of data breaches.

Smart Governance Platforms will introduce more secure data storage and data management

to this facility.

Existing and evolving cybersecurity threats will make Smart Government organizations

vulnerable.

The Smart Governance Platform may cause an institution to lose reliable and more talented

staff who may not be that tech savvy and consequently to introduce untrusted third parties.
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8)

9)

In the event of a data breach, massive volumes of sensitive data could be get exposed to the

public domain.

The vulnerability factors affect resilience in Smart Government organizations.

10) Unbalanced resilience in organizations can impose excessive frisks and erode profitability.

1)

2)

3)

4)

5)

6)

7)

8)

e- Resilience in E-government Organizations (Dependent)

Smart Government organizations require better resilience and risk management policies.

There are more risks than benefits attributed to the whole process of Smart Governance.

Smart Governance introduces improved techniques and processes to the organization.

Smart Governance organizations should consider the implementation of effective

resilience.

Smart Governance Platforms will be able to accurately predict the unique needs of

individual students, instead of providing generic answers.

The Smart Governance Platform will enable the institution to maintain its competitive

advantage across all spheres of service provision.

The Smart Governance Platform will improve service consistency, continuity and overall

quality at a minimal cost.

The Smart Governance Platform will offer real-time feedback and 24/7 access and resource

provision.
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9) Resilience in Smart Government organizations will improve performance and output.

10) The organization will perform extremely well in the core functions because of the

introduction of Smart Governance resilience and risk management policies.

11) Resilience can help organizations in evaluating risks and challenges involved at multiple

levels.

5.2. Main Results and Findings

Table 5.8: Sample Crosstabulation Statistics

Cases
Valid Missing Total

|Count N Percent N Percent N Percent
E ional *

ducational status 380 99 5% 2 0.5% 382 100.0%
Gender

; *

|[Educational status *Age 378 99 0% 4 1.0% 382 100.0%
group
[Employment status 377 98.7% 5 1.3% 382 100.0%
*Gender
[Employment status 375 98.9% 7 1.8% 382 100.0%
*Age group
[Duration of employment 379 99 2% 3 0.8% 382 100.0%
*Gender
[Duration of employment 377 98.7% 5 1.3% 382 100.0%
*Age group

183



Department *Gender 380 99.5% 2 0.5% 382 100.0%

Department *Age group | 378 99.0% 4 1.0% 382 100.0%

The table above shows that there is missing data in the sample. The total percentage of missing

data never reached 2% of the total sample.

Table 5.9: Educational status *Gender Crosstabulation

Gender
|Count 1.00 2.00 Total
|[Educational status 1.00 39 42 81
2.00 25 39 64
3.00 81 82 163
4.00 21 32 53
5.00 6 13 19
Total 172 208 380

The table above compares the of educational status of the respondents by gender. The table shows
that the number of highly educated female respondents in the government sector is higher than

males. The table shows that the sample consists of a higher number of male respondents with low
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educational levels than females. This shows that females in the sample are relatively more educated

than males in Smart Government organizations.

Table 5.10: Educational status *Age group Crosstabulation

Age group
Count 1.00 2.00 3.00 4.00 Total
|[Educational status 1.00 48 13 14 5 80
2.00 32 24 6 1 63
3.00 87 49 20 7 163
4.00 14 25 10 4 53
5.00 2 11 5 1 19
Total 183 122 55 18 378

The table above compares between the different age groups in terms of educational status. The
table shows that the ‘below 30 years old’ age group are in the middle level of education, which is
the bachelor’s degree. For master’s degree and above, the second age group is the highest. For
diploma level or less, most respondents are more than above 40 years old. In general, the ages in
the governmental sector are focused between 25 and 45 years of age, and the number of respondents
in the sample above 50 were relatively few. In this case, the younger the respondents are the better
because the topic of the research is Smart Government, which is a relatively new subject and the

younger generation is typically more familiar and experienced with smart tools than older people.
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Table 5.11: Employment  status *Gender
Crosstabulation

Gender
Count 1.00 2.00 Total
[Employment status 1.00 71 72 143
2.00 70 72 142
3.00 30 62 92
Total 171 206 377

The table above shows the comparison between the males and females of the sample in terms of
their employment status. The female respondents are the larger sector in all kinds of employment

in the sample. This is because this is the typical demographic profile in the governmental sector.

Table 5.12: Employment status *Age group Crosstabulation

Age group
Count 1.00 2.00 3.00 4.00 Total
[Employment status 1.00 90 33 15 3 141
2.00 56 53 22 11 142
3.00 36 36 16 4 92
Total 182 122 53 18 375

The table above shows the classification of age groups based on employment status in the sample.

The table shows that most of the respondents are in the first age group as well as in the first

186



employment status. Relatively few employees above 50 are employed in the first employment
status. It is observed that most of the employees in the age group between 30 and 40 are spread

across all employment statuses.

Table 5.13: Duration of employment *Gender
Crosstabulation

Gender
Count 1.00 2.00 Total
|Duration of employment1.00 85 89 174
2.00 40 44 84
3.00 25 32 57
4.00 22 42 64
Total 172 207 379

In the table above, statistics show the duration of employment in the sample for males and females.
The sample shows that females spend relatively longer periods of time as employees in the
government sector. This is true to all sampling units and to all employment durations when we

compare between male employees versus female employees.

Table 5.14: Duration of employment *Age group Crosstabulation

Count Age group Total
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1.00 2.00 3.00 4.00
|Duration of employment1.00 126 35 12 0 173
2.00 37 38 8 0 83
3.00 10 37 9 1 57
4.00 9 12 26 17 64
Total 182 122 55 18 377

In the table above the crosstabulation shows the relationship between the age group and the
duration of the employment. The highest sector is the sector of the first age group and the shortest
duration of employment, which accounts for 126 respondents. We can conclude that there are no
employees in the sample who belong to the fourth age group and reside in the first or second groups

of employment durations.

Table 5.15: Department * Gender Crosstabulation

Gender
Count 1.00 2.00 Total
|Department  1.00 31 43 74
2.00 20 17 37
3.00 26 25 51
4.00 95 123 218
Total 172 208 380
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In the table above there are four department groups and the table demonstrates that
there are more females than males in the first and the fourth department groups,

and vice versa in the second and third department groups.

Table 5.16: Department * Age group Crosstabulation

Age group
Count 1.00 2.00 3.00 4.00 Total
|Department  1.00 32 28 12 1 73
2.00 20 11 4 2 37
3.00 25 20 5 1 51
4.00 106 63 34 14 217
Total 183 122 55 18 378

In the table above the age groups are distributed by departments. The highest category of the
sampling respondents is the fourth group of departments, which accounts for 106 respondents.

Generally, most of the employees belong to the fourth category of the department categories.
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5.2.1. Descriptive Statistics

In this section the researcher will present the results of the survey according to the answers derived

from the survey questionnaire.

5.1.2 Demographics of Participants

Table 5.17: Gender of Participants

Frequency | Percent
Valid Male 197 45.6
Female 231 53.5
Total 428 99.1
Missing System 4 9
Total 432 100.0
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] Missing

Figure 5.10: Gender

As per the figure given above, there were 432 participants in total in the survey. Forty-five
percent of the participants were males, whereas 53% of the participants were females. As per the
data given in both Figure 9 and Table 17, it is demonstrated that the majority of participants were

females.

Table 5.18: Age of Participants

Frequency | Percent
Valid 25-30 202 46.8
31-40 138 31.9
41-50 60 13.9
Over 50 25 5.8
years
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Total 425 98.4
Missing System 7 1.6
Total 432 100.0
Age

W1s-30
E31-40
O41-50

W over 50 years
O missing

Figure 5.11: Age

As per the data given above, there were 432 participants in total in the survey. Forty-six
percent of the participants were between 25-30 years of age, 31% were 31-40, 13% were in 41-50
and 5.8% were above 50 years of age. As per Figure 10 and Table 18, it is demonstrated that the

majority of participants were in the age bracket of 25-30.

Table 5.19: Education Level of Participants

Frequency | Percent

Valid Secondary 94 21.8
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Diploma
Bachelor’s
degree
Master’s
Degree
PhD
Total
Missing System

Total

75

183

55

21

428

432

17.4

42.4

12.7

4.9

99.1

100.0

Figure 5.12: Education Level

Education Level

|| Seconcary

B Ciploma
OBachelor's degree
B Master's Degree
OphD

] Missing
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As per the data given above, there were 432 participants in total in the survey. Almost 22%
of the participants were secondarily educated, 17% held a diploma, 42% held a bachelor’s degree,
12% held a master’s degree, and 4.9% held a PhD. As per the given data in Figure 11 and Table

19, it is demonstrated that the majority of participants held a bachelor’s degree.

Table 5.20: Employment Status of

Participants

Frequency | Percent
Valid Casual 160 37.0
Permanent 164 38.0
Contract 100 23.1
Total 424 98.1
Missing System 8 1.9
Total 432 100.0

194



Employment Status

M Casual
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W Missing

Figure 5.13: Employment Status

As per the data given above, there were 432 participants in total in the survey. Thirty-seven
percent of the participants were casual employees, 38% were permanent employees, and 42% were

contract-base employees. As per the given data in Figure 12 and Table 13, it is demonstrated that

the majority of participants were in permanent employment.

Table 5.21: Duration of Employment of Participants

Frequency Percent

Valid Less than 5 191 44.2
Years

5-10 Years 100 23.1
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11-15 Years 64 14.8
Over 15 years 72 16.7
Total 427 98.8
Missing ~ System 5 1.2
Total 432 100

Duration of Employment

B Lessthan 5 Years
B 510 Years
O11-15 vears

W over 15 years

O Missing

Figure 5.14: Duration of Employment

As per the data given above, there were 432 participants in total in the survey. Forty-four
percent of the participants were employed for less than five years, 23% were in between 5-10 years,
14% were between 11-15 years, and 16% had over 15 years of employment. As per the given data
in Figure 13 and Table 14, it is demonstrated that the majority of participants had less than 5 years

of employment.
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Table 5.22: Department of Participants

Frequency | Percent
Valid Administration 83 19.2
Finance 46 10.6
IT 59 13.7
Other 238 55.1
Total 426 98.6
Missing System 6 1.4
Total 432 100
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Department

B Aciministration
H Finance

O

W Cther

O Missing

Figure 5.15: Department of Participants

As per the data given above, there were 432 participants in total in the survey. Nineteen
percent of the participants were in Administration, 10% were in Finance, 13% were in IT, and 55%
were from other departments. As per the given data in Figure 14 and Table 15, it is demonstrated

that the majority of participants were employed in the Finance department.

Table 5.23: Survey responses
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Valid Missing
Statement Total
Stat Strongly Agree Not Disagree St_rongly Total | System
Agree Sure Disagree
Risk Management in Information Frequency 129 214 68 6 12 429 3 432
Communication Technology Applications
will bring about a lot of benefits tothe | pgrcent 299 | 495 | 157 | 14 28 |993| 07 | 100
Institution
Smart governance organizations need Frequency 127 220 59 13 8 427 5 432
better resilience and risk management
policies Percent 29.4 50.9 13.7 3 1.9 98.8 1.2 100
The resilience management in smart Frequency 96 204 102 17 6 425 7 432
government organizations will bring
flexibility in cyberspace, and continuity
of organizational functions despite the Percent 22.2 47.2 23.6 3.9 14 98.4 1.6 100
cyber attack
There are more risks than benefits Frequency 60 140 125 83 18 426 6 432
attributed to the whole process of Smart
Governance Percent 13.9 324 | 28.9 19.2 4.2 98.6 1.4 100
The changing environment and relations Frequency 110 198 90 20 7 425 7 432
in society require smart government
organizations in the UAE to focus on | percent 255 | 458 | 20.8 | 4.6 16 |984| 16 | 100
better resilience policies
Smart Governance introduces improved | Frequency 115 217 63 21 9 425 7 432
techniques and processes to the
Organization Percent 26.6 50.2 14.6 4.9 2.1 98.4 1.6 100
Smart governance organizations should | Frequency 96 218 80 18 12 424 8 432
consider implementation of effective
resilience Percent 22.2 50.5 18.5 4.2 2.8 98.1 1.9 100
Better management control in smart Frequency 104 211 82 15 9 421 11 432
governance organizations can create
capabilities and resilience against cyber | parcent 24.1 48.8 19 35 21 975 25 100
attacks
Frequency 84 171 129 25 15 424 8 432
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Multiple layers to foster resilience will

result in shorter network and system Percent 19.4 39.6 29.9 5.8 3.5 98.1 19 100
downtimes
The government is focusing on cyber | Frequency 76 195 | 120 19 15 425 7 432
resilience to avoid threats in changing
cyber environment Percent 17.6 45.1 27.8 4.4 3.5 98.4 1.6 100
Smart Governance Platforms is generally | Frequency 68 153 153 43 5 422 10 432
vulnerable to common attacks such as
Denial of Service Attacks. Percent 15.7 354 354 10 12 97.7 2.3 100
Smart Governance Platforms will result | Frequency 81 189 121 17 17 425 7 432
in a greater uptake of cloud based
resources by the average person Percent 18.8 43.8 28 3.9 3.9 98.4 1.6 100
Smart Governance Platforms will be able Frequency 83 191 108 30 12 424 8 432
to accurately predict the unique needs of
individual students, instead of providing | percent 19.2 44.9 25 6.9 28 98.1 1.9 100
generic answers.
The current ICT policies and frameworks Frequency 61 180 138 31 13 423 9 432
that guide the system are inadequate due
to lack of resilience polices and risk | percent 141 | 417 | 319 | 72 3 |979| 21 | 100
management strategy
Smart governance organizations of the | Frequency 83 207 96 24 13 423 9 432
UAE need effective policies and
frameworks for the system Percent 19.2 47.9 22.2 5.6 3 97.9 2.1 100
The smart Governance Platform will Frequency 78 203 110 21 10 422 10 432
enable the institution to maintain its
competitive advantage across all spheres | pgrcent 181 | 47 | 255 | 49 23 | 977 | 23 | 100
of service provision.
The smart Governance Platform will Frequency 88 189 105 30 10 422 10 432
improve service consistency, continuity
and overall quality at a minimal cost. Percent 20.4 43.8 24.3 6.9 2.3 97.7 2.3 100
Risk Management interventions will Frequency 79 201 97 31 17 425 7 432
prevent the institution from being
exposed to costly legal proceedings in | percent 183 | 465 | 225 7.2 39 | 984 | 16 | 100
case of data breaches
Frequency 88 182 103 24 17 414 18 432
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The smart Governance Platform will offer

real time feedback and 24/7 access and | Percent 204 42.1 23.8 5.6 3.9 95.8 4.2 100
resource provision.

Improved risk management and resilience | Frequency 87 201 98 24 11 421 11 432
will enhance performance of employees | percent 201 | 465 | 227 | 56 25 | 975 | 25 | 100
Risk management will be beneficial for | Frequency 93 184 | 104 33 8 422 10 432

all stakeholders Percent 215 | 426 | 241 7.6 19 |97.7| 23 | 100
Resilience and Risk Management will | Frequency 86 202 107 19 9 423 9 432
result in better mitigation, reduction or
elimination of cyber related attacks Percent 19.9 46.8 24.8 4.4 2.1 97.9 2.1 100
Better policies for Cyber resilience will | Frequency 99 199 94 21 10 423 9 432
help smart government organizations to
recover quickly from any cyber attack | Percent 22.9 46.1 | 21.8 4.9 2.3 97.9 2.1 100
The regularity authorities of the country Frequency 93 204 98 23 4 422 10 432
should pay attention enhance
infrastructure resilience in smart Percent 215 | 472 | 227 | 53 09 | 977 | 23 | 100
government organizations
The federal government of the UAE is Frequency 98 175 119 24 6 422 10 432
aware of the importance of resilience and
Cyber security management in smart | percent 227 | 405 | 275 | 56 14 | 977 | 23 | 100
government organizations

The purpose of cyber secu_rity_dom_ain in Frequency 90 203 86 27 17 423 o} 432

smart government organizations is to
build control for making cyberspace | percent 208 | 47 | 199 | 63 39 | 979 | 21 | 100

secure
Smart Governance will introduce a high Frequency 86 194 110 17 13 420 12 432
rate of resilience in institutional platforms
and virtual services provided. Percent 19.9 44.9 25.5 3.9 3 97.2 2.8 100
The smart Platform will result in faster Frequency 101 173 110 26 9 419 13 432
and more specific responses to

stakeholders Percent 23.4 40 25.5 6 2.1 97 3 100
Frequency 96 190 96 21 15 418 14 432
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Smart Governance Platforms will

introduce more secure data storage and | Percent 22.2 44 22.2 4.9 3.5 96.8 3.2 100
data management to this facility
The smart Governance Platform will Frequency 94 172 124 25 7 422 10 432
enable the institution to focus its
resources and energy on core activities | percent 218 | 398 | 287 | 58 16 |97.7| 23 | 100
rather than peripheral ones.
The smart Governance Platform will Frequency 99 184 100 26 12 421 11 432
result in capacity building, better
knowledge transfer and the creation of Percent 229 42.6 23.1 6 28 975 25 100
new skill sets for the stakeholders.
Existing and evolving Cyber Security | Frequency 79 158 | 121 44 17 419 13 432
Threats will make the smart government
organizations vulnerable Percent 18.3 36.6 28 10.2 3.9 97 3 100
_ The smart Platform may cause the Frequency | 88 168 | 113 38 13 420 | 12 | 432
institution will to lose reliable and more
talented staff who may not be that tech
savvy, and introduce untrusted third Percent 20.4 38.9 26.2 8.8 3 97.2 2.8 100
parties.
External Service Providers for the smart | Frequency 76 172 129 32 8 417 15 432
Governance Platform cannot always
reliable and consistent services Percent 17.6 39.8 29.9 7.4 1.9 96.5 3.5 100
The introduction of the smart Governance Frequency 62 177 130 33 19 421 11 432
platform may result in a dearth of
interpersonal skills from minimal staff Percent 14.4 41 30.1 7.6 4.4 975 25 100
recruitment.
In the event of a data breach, massive Frequency 74 182 122 32 9 419 13 432
volumes of sensitive data could be get
exposed to the public domain. Percent 17.1 42.1 28.2 7.4 2.1 97 3 100
Resilience and risk management in smart Frequency 84 183 107 33 11 418 14 432
government organization will enhance the
capacity of the system to perform better
even if there are issue in cyber Percent 19.4 42.4 24.8 7.6 2.5 96.8 3.2 100
environment
Frequency 83 186 106 30 14 419 13 432
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Resilience in smart government

organizations will improve performance | Percent 19.2 43.1 24.5 6.9 3.2 97 3 100
and output
The management control factors effect | Frequency 81 191 117 18 13 420 12 432
resilience in smart government
organizations Percent 18.8 44.2 27.1 4.2 3 97.2 2.8 100
The safe enviror_lment created by_risk Frequency 96 196 90 27 11 420 12 432
management will enhance technical
competence In smart government | percent 222 | 454 | 208 | 6.3 25 |972| 28 | 100
organizations
The overall performance of my Frequency | 88 | 201 | 106 17 8 420 | 12 | 432
organization will improve with the
introduction or smart Governance
resilience and risk management Percent 20.4 46.5 24.5 3.9 1.9 97.2 2.8 100
interventions
I think the orgaqlzatlon will perf_orm Frequency 89 196 102 21 12 420 12 432
extremely well in the core functions
because of the introduction of an smart
Governance resilience and risk Percent 20.6 454 23.6 4.9 2.8 97.2 2.8 100
management policies
The institution will greatly benefit frc_)m Frequency 94 200 93 29 12 421 11 432
the new knowledge base and new skill
requirements, occasioned by the
introduction of an smart Governance risk Percent 21.8 46.3 21.5 51 2.8 97.5 2.5 100
management strategy
The smart governance Platformand | Frequency | 74 217 | 106 15 10 | 422 | 10 | 432
associated Risk Management
interventions will improve the overall
satisfaction of the students and staff to the | Percent 17.1 50.2 | 245 3.5 2.3 97.7 | 23 100
institution’s service provision.
The; introduction of thgz smart Gpvgrnance Frequency 71 182 119 37 10 419 13 432
risk management will result in higher
profit margins and rfduced operational | percent 16.4 421 | 275 8.6 2.3 97 3 100
Ccosts.
Frequency 79 198 109 25 8 419 13 432
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There are differences between smart
government organizations in terms of

using resilience and cyber security risk Percent 18.3 45.8 25.2 5.8 1.9 9 3 100
management
The capability factors affect resilience in | Frequency 73 179 | 127 25 14 420 12 432
smart government organizations Percent 174 | 414 | 294 | 58 32 | 972 | 28 | 100
The change factors effect resilience in | Fréquency 9 177 | 129 24 12 421 11 432
smart government organizations Percent 183 | 41 | 299 | 56 28 | 975 | 25 | 100
The vulnerability factors effect resilience | Frequency 92 191 | 109 17 10 419 13 432
in smart government organizations | percent 213 | 442 | 252 | 39 23 97 3 100
The resilience framework is about Frequency 95 187 108 19 10 419 13 432
detecting, preventing, and recovering
from a cyber-attack Percent 22 43.3 25 4.4 2.3 97 3 100
The forces of change cause vulnerabilities | Frequency 75 181 124 29 12 421 11 432
that provoke the need for resilience in
organizations Percent 17.4 41.9 28.7 6.7 2.8 97.5 2.5 100
The implementation of balanced Frequency | 95 196 97 20 12 420 12 432
resilience can result in improved
performance Percent 22 45.4 22.5 4.6 2.8 97.2 2.8 100
Unbalanced resilience in organizations | Frequency 85 200 103 20 13 421 11 432
can impose excessive frisks and erode
profitability Percent 19.7 46.3 | 23.8 4.6 3 97.5 2.5 100
The resilience can help organizations in | Frequency 08 195 926 17 15 421 11 432
evaluating risks and challenges involved
Percent 22.7 451 | 222 3.9 3.5 97.5 2.5 100

at multiple levels
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Statement: Risk Management in Information Communication Technology Applications will bring

about a lot of benefits to the Institution

Twenty-nine percent of respondents strongly agreed, 49% agreed, 15% were not sure, 1.4%
disagreed, and the remaining 2.8% disagreed. It is demonstrated that the majority of participants

agreed that risk management in ICT applications will bring about a lot of benefits to the institution.

Statement: Smart Governance organizations are need better resilience and risk management

policies

Twenty-nine percent of respondents strongly agreed, 50% agreed, 13% were not sure, 3%
disagreed, and the remaining 1.9% strongly disagreed. It is demonstrated that the majority of
participants agreed that Smart Governance organizations require better resilience and risk

management policies.

Statement: Resilience management in Smart Government organizations will bring flexibility in

cyberspace, and continuity of organizational functions despite cyber-attacks

Twenty-two percent of respondents strongly agreed, 47% agreed, 23.9% were not sure,
3.9% disagreed, and the remaining 1.4% strongly disagreed. It is demonstrated that the majority of
participants agreed that resilience management in Smart Government organizations will bring

flexibility in cyberspace, and continuity of organizational functions despite cyber-attacks.
Statement: There are more risks than benefits attributed to the whole process of Smart Governance
Thirteen percent of respondents strongly agreed, 32% agreed, 28% were not sure, 19%

disagreed, and the remaining 4.2% strongly disagreed. It is demonstrated that the majority of
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participants agreed that there are more risks than benefits attributed to the whole process of Smart

Governance.

Statement: The changing environment and relations in society require smart government

organizations in the UAE to focus on better resilience policies

Twenty-two percent of respondents strongly agreed, 25% agreed, 45% were not sure, 20%
disagreed, and the remaining 4.6% strongly disagreed. It is demonstrated that the majority of
participants agreed that the changing environment and relations in society require smart

government organizations in the UAE to focus on better resilience policies.

Statement: Smart Governance introduces improved techniques and processes to the organization

Twenty-six percent of respondents strongly agreed, 50% agreed, 14.6% were not sure, 4.9%
disagreed, and the remaining 2.1% strongly disagreed. It is demonstrated that the majority of
participants agreed that Smart Governance introduces improved techniques and processes to the

organization.

Statement: Smart governance organizations should consider implementation of effective resilience

Twenty-two percent of respondents strongly agreed, 50% agreed, 18% were not sure, 4%
disagreed, and the remaining 2.8% strongly disagreed. It is demonstrated that the majority of
participants agreed that Smart governance organizations should consider implementation of

effective resilience.

Statement: Better management control in smart governance organizations can create capabilities

and resilience against cyber attacks
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Nineteen percent of respondents strongly agreed, 39% agreed, 29% were not sure, 3.5%
disagreed, and the remaining 4% strongly disagreed. It is demonstrated that the majority of
participants agreed that better management control in Smart Governance organizations can create

capabilities and resilience against cyber-attacks.

Statement: Multiple layers to foster resilience will result in shorter network and system downtimes

Nineteen percent of respondents strongly agreed, 39% agreed, 29% were not sure, 5.8%
disagreed, and the remaining 3.5% strongly disagreed. It is demonstrated that the majority of
participants agreed that multiple layers to foster resilience will result in shorter network and system

downtimes.

Statement: The government is focusing on cyber resilience to avoid threats in changing cyber

environment

Seventeen percent of respondents strongly agreed, 45% agreed, 27% were not sure, 4.4%
disagreed, and the remaining 3.5% strongly disagreed. It is demonstrated that the majority of
participants agreed that the government is focusing on cyber resilience to avoid threats in changing

cyber environment.

Statement: Smart Governance Platforms is generally vulnerable to common attacks such as Denial

of Service Attacks.

Precisely 15.7% of respondents strongly agreed, 35% agreed, 35% were not sure, 10%

disagreed, and the remaining 1.2% strongly disagreed. It is demonstrated that the majority of
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participants agreed that Smart Governance Platforms is generally vulnerable to common attacks

such as Denial of Service Attacks.

Statement: Smart Governance Platforms will result in a greater uptake of cloud based resources

by the average person

Precisely 18.7% of respondents strongly agreed, 43% agreed, 28% were not sure, 3.9%
disagreed, and the remaining 3.9% strongly disagreed. It is demonstrated that the majority of
participants agreed that Smart Governance Platforms will result in a greater uptake of cloud based

resources by the average person.

Statement: Smart Governance Platforms will be able to accurately predict the unique needs of

individual students, instead of providing generic answers.

Nineteen percent of respondents strongly agreed, 44% agreed, 25% were not sure, 2.8%
disagreed, and the remaining 2.1% strongly disagreed. It is demonstrated that the majority of
participants agreed that Smart Governance Platforms will be able to accurately predict the unique

needs of individual students, instead of providing generic answers.

Statement: The current ICT policies and frameworks that guide the system are inadequate due to

lack of resilience polices and risk management strategy

Precisely 14.1% of the respondents m strongly agreed, 41% agreed, 31% were not sure, 7%
disagreed, and the remaining 3% strongly disagreed. It is demonstrated that the majority of
participants agreed that the current ICT policies and frameworks that guide the system are

inadequate due to lack of resilience polices and risk management strategy.
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Statement: Smart governance organizations of the UAE need effective policies and frameworks for

the system

Nineteen percent of respondents strongly agreed, 47% agreed, 22% were not sure, 5%
disagreed, and the remaining 3% strongly disagreed. As per the given data in both chart and table,
it is demonstrated that the majority of participants agreed that Smart Governance organizations of

the UAE need effective policies and frameworks for the system.

Statement: The smart Governance Platform will enable the institution to maintain its competitive

advantage across all spheres of service provision.

Precisely 18.1% of respondents strongly agreed, 47% agreed, 25% were not sure, 4.9%
disagreed, and the remaining 2.3% strongly disagreed. It is demonstrated that the majority of
participants agreed that the smart Governance Platform will enable the institution to maintain its

competitive advantage across all spheres of service provision.

Statement: The smart Governance Platform will improve service consistency, continuity and

overall quality at a minimal cost.

Twenty percent of respondents strongly agreed, 43% agreed, 24% were not sure, 6.9%
disagreed, and the remaining 2.3% strongly disagreed. It is demonstrated that the majority of
participants agreed that the Smart Governance Platform will improve service consistency,

continuity and overall quality at a minimal cost.

Statement: Risk Management interventions will prevent the institution from being exposed to costly

legal proceedings in case of data breaches
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Precisely 18.1% of respondents strongly agreed, 46.5% agreed, 22.6% were not sure, 7%
disagreed, and the remaining 4% strongly disagreed. It is demonstrated that the majority of
participants agreed that Risk Management interventions will prevent the institution from being

exposed to costly legal proceedings in case of data breaches.

Statement: The smart Governance Platform will offer real time feedback and 24/7 access and

resource provision.

Twenty percent of respondents strongly agreed, 42% agreed, 23% were not sure, 5%
disagreed, and the remaining 3.9% strongly disagreed. It is demonstrated that the majority of
participants agreed that the smart Governance Platform will offer real time feedback and 24/7

access and resource provision.

Statement: Improved risk management and resilience will enhance performance of employees

Twenty percent of respondents strongly agreed, 46% agreed, 22% were not sure, 5.6%
disagreed, and the remaining 2.5% strongly disagreed. It is demonstrated that the majority of
participants agreed that improved risk management and resilience will enhance performance of

employees.

Statement: Risk management will be beneficial for all stakeholders

Twenty-one percent of respondents strongly agreed, 42% agreed, 24% were not sure, 7.6%
disagreed, and the remaining 1.9% strongly disagreed. It is demonstrated that the majority of

participants agreed that risk management will be beneficial for all stakeholders.
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Statement: Resilience and Risk Management will result in better mitigation, reduction or

elimination of cyber related attacks

Precisely 19.9% of respondents strongly agreed, 46% agreed, 24% were not sure, 4.4%
disagreed, and the remaining 2.1% strongly disagreed. It is demonstrated that the majority of
participants agreed that resilience and risk management will result in better mitigation, reduction

or elimination of cyber related attacks.

Statement: Better policies for cyber resilience will help smart government organizations to recover

quickly from any cyber attack

Twenty-two percent of respondents strongly agreed, 46% agreed, 21% were not sure, 4.9%
disagreed, and the remaining 2.3% strongly disagreed. It is demonstrated that the majority of
participants agreed that better policies for Cyber resilience will help Smart Government

organizations to recover quickly from any cyber-attack.

Statement: The regularity authorities of the country should pay attention enhance infrastructure

resilience in smart government organizations

Twenty-one percent of respondents strongly agreed, 47% agreed, 22% not sure, 5.3%
disagreed, and the remaining 0.9% strongly disagreed. It is demonstrated that the majority of
participants agreed that the regularity authorities of the country should pay attention enhance
Statement: The federal government of the UAE is aware of the importance of resilience and cyber

security management in smart government organizations
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Twenty-two percent of respondents strongly agreed, 40.5% agreed, 27.5% were not sure,
5.6% disagreed, and the remaining 1.4% strongly disagreed. It is demonstrated that the majority of
participants agreed that the federal government of the UAE is aware of the importance of resilience

and cyber security management in Smart Government organizations.

Statement: The purpose of cyber security domain in smart government organizations is to build

control for making cyberspace secure

Twenty percent of respondents strongly agreed, 47% agreed, 19% were not sure, 6.3% were
disagreed, and the remaining 3.9% were strongly disagreed. It is demonstrated that the majority of
participants agreed that the purpose of cyber security domain in smart government organizations

is to build control for making cyberspace secure.

Statement: Smart Governance will introduce a high rate of resilience in institutional platforms and

virtual services provided.

Nineteen percent of respondents strongly agreed, 44% agreed, 25% were not sure, 3.9%
were disagreed, and the remaining 3% were strongly disagreed. It is demonstrated that the majority
of participants agreed that Smart Governance will introduce a high rate of resilience in institutional

platforms and virtual services provided.

Statement: The smart Platform will result in faster and more specific responses to stakeholders

Twenty-four percent of respondents strongly agreed, 40% agreed, 25 % were not sure, 6%

disagreed, and the remaining 2.1% strongly disagreed. It is demonstrated that the majority of
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participants agreed that the smart platform will result in faster and more specific responses to

stakeholders.

Statement: Smart Governance Platforms will introduce more secure data storage and data

management to this facility

Twenty-two percent of respondents strongly agreed, 44% agreed, 22% were not sure, 4.9%
disagreed, and the remaining 3.5% strongly disagreed. It is demonstrated that the majority of
participants agreed that Smart Governance Platforms will introduce more secure data storage and

data management to this facility.

Statement: The smart Governance Platform will enable the institution to focus its resources and

energy on core activities rather than peripheral ones.

Twenty-one percent of respondents strongly agreed, 39% agreed, 28% were not sure, 5.8%
disagreed, and the remaining 1.6% strongly disagreed. It is demonstrated that the majority of
participants agreed that the Smart Governance Platform will enable the institution to focus its

resources and energy on core activities rather than peripheral ones.

Statement: The smart Governance Platform will result in capacity building, better knowledge

transfer and the creation of new skill sets for the stakeholders.

Twenty-three percent of respondents strongly agreed, 42% agreed, 23% were not sure, 6%
disagreed, and the remaining 2.8% strongly disagreed. It is demonstrated that the majority of
participants agreed that the smart Governance Platform will result in capacity building, better

knowledge transfer and the creation of new skill sets for the stakeholders.
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Statement: Existing and evolving Cyber Security Threats will make the smart government

organizations vulnerable

Eighteen percent of respondents strongly agreed, 36% agreed, 28% were not sure, 10%
disagreed, and the remaining 3.9% strongly disagreed. It is demonstrated that the majority of
participants agreed that existing and evolving cybersecurity threats will make the smart

government organizations vulnerable.

Statement: The smart Platform may cause the institution will lose reliable and more talented staff

who may not be that tech savvy, and introduce untrusted third parties.

Twenty percent of respondents strongly agreed, 38.9% agreed, 26% were not sure, 8.8%
disagreed, and the remaining 3% strongly disagreed. It is demonstrated that the majority of
participants agreed that the Smart Platform may cause the institution will to lose reliable and more

talented staff who may not be that tech savvy, and introduce untrusted third parties.

Statement: External Service Providers for the smart Governance Platform cannot always reliable

and consistent services

Precisely 17.6% of respondents strongly agreed, 39% agreed, 29% were not sure, 7%
disagreed, and the remaining 1.9% strongly disagreed. It is demonstrated that the majority of
participants agreed that external service providers for the Smart Governance Platform cannot

always reliable and consistent services.
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Statement: The introduction of the smart Governance platform may result in a dearth of

interpersonal skills from minimal staff recruitment.

Precisely, 14.4% of respondents strongly agreed, 41% agreed, 30% were not sure, 7%
disagreed, and the remaining 4.4% strongly disagreed. It is demonstrated that the majority of
participants agreed that the introduction of the Smart Governance Platform may result in a dearth

of interpersonal skills from minimal staff recruitment.

Statement: In the event of a data breach, massive volumes of sensitive data could be get exposed

to the public domain.

Precisely 17.1% of respondents strongly agreed, 42% agreed, 28% were not sure, 7.4%
disagreed, and the remaining 2.1% strongly disagreed. It is demonstrated that the majority of
participants agreed that in the event of a data breach, massive volumes of sensitive data could be

get exposed to the public domain.

Statement: Resilience and risk management in smart government organization will enhance the

capacity of the system to perform better even if there are issue in cyber environment

Nineteen percent of respondents strongly agreed, 42% agreed, 24% were not sure, 7%
disagreed, and the remaining 2.5% strongly disagreed. It is demonstrated that the majority of
participants agreed that resilience and risk management in smart government organization will

enhance the capacity of the system to perform better even if there are issue in cyber environment.

Statement: Resilience in smart government organizations will improve performance and output
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Precisely 19.2% of respondents strongly agreed, 43% agreed, 24% were not sure, 6.9%
disagreed, and the remaining 3.2% strongly disagreed. It is demonstrated that the majority of
participants agreed that resilience in smart government organizations will improve performance

and output.

Statement: The management control factors effect resilience in smart government organizations

Precisely 18.8% of respondents strongly agreed, 44% agreed, 27% were not sure, 4.2%
were disagreed, and the remaining 3% were strongly disagreed. It is demonstrated that the majority
of participants agreed that the management control factors effect resilience in smart government

organizations.

Statement: The safe environment created by risk management will enhance technical competence

in smart government organizations

Twenty-two percent of respondents strongly agreed, 45% agreed, 20% were not sure, 6.3%
disagreed, and the remaining 2.5% strongly disagreed. It is demonstrated that the majority of
participants agreed that the safe environment created by risk management will enhance technical

competence in smart government organizations.

Statement: The overall performance of my organization will improve with the introduction or Smart

Governance resilience and risk management interventions

Twenty percent of respondents strongly agreed, 46% agreed, 24% were not sure, 3.9%

disagreed, and the remaining 1.9% strongly disagreed. It is demonstrated that the majority of
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participants agreed that the overall performance of my organization will improve with the

introduction or Smart Governance resilience and risk management interventions.

Statement: | think the organization will perform extremely well in the core functions because of the

introduction of a Smart Governance resilience and risk management policies

Twenty percent of respondents strongly agreed, 45% agreed, 23.6% were not sure, 4.9%
disagreed, and the remaining 2.8% strongly disagreed. It is demonstrated that the majority of
participants agreed that respondents think the organization will perform extremely well in the core
functions because of the introduction of a Smart Governance resilience and risk management

policies.

Statement: The institution will greatly benefit from the new knowledge base and new skill

requirements, occasioned by the introduction of a Smart Governance risk management strategy

Twenty-one percent of respondents strongly agreed, 46% agreed, 5.1% were not sure, 4.9%
disagreed, and the remaining 2.8% strongly disagreed. It is demonstrated that the majority of
participants agreed that the institution will greatly benefit from the new knowledge base and new
skill requirements, occasioned by the introduction of an smart Governance risk management

strategy.

Statement: The smart governance Platform and associated Risk Management interventions will

improve the overall satisfaction of the students and staff to the institution’s service provision.

Seventeen percent of respondents strongly agreed, 50% agreed, 24.5% were not sure, 3.5%

disagreed, and the remaining 2.3% strongly disagreed. It is demonstrated that the majority of
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participants agreed that the Smart Governance Platform and associated risk management
interventions will improve the overall satisfaction of the students and staff to the institution’s

service provision.

Statement: The introduction of the smart Governance risk management will result in higher profit

margins and reduced operational costs.

Precisely 16.4% of respondents strongly agreed, 42% agreed, 27.1% were not sure, 8.6%
disagreed, and the remaining 2.3% strongly disagreed. It is demonstrated that the majority of
participants agreed that the introduction of the Smart Governance risk management will result in

higher profit margins and reduced operational costs.

Statement: There are differences between smart government organizations in terms of using

resilience and cybersecurity risk management

Precisely 18.3% of respondents strongly agreed, 45% agreed, 25.2% were not sure, 5.8% disagreed,
and the remaining 1.9% strongly disagreed. It it is demonstrated that the majority of participants
agreed that there are differences between smart government organizations in terms of using

resilience and cybersecurity risk management.

Statement: The capability factors affect resilience in smart government organizations

Precisely 17.4% of respondents strongly agreed, 41% agreed, 41.4% were not sure, 29.4%
disagreed, and the remaining 5.8% strongly disagreed. It is demonstrated that the majority of

participants agreed that the capability factors affect resilience in Smart Government organizations.

Statement: The change factors effect resilience in smart government organizations
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Precisely 18.3% of respondents strongly agreed, 41% agreed, 29% were not sure, 5.6%
disagreed, and the remaining 2.8% strongly disagreed. It is demonstrated that the majority of

participants agreed that the change factors effect resilience in smart government organizations.

Statement: The vulnerability factors effect resilience in Smart Government organizations

Precisely 21.3% of respondents strongly agreed, 44.2% agreed, 25% were not sure, 3.9%
disagreed, and the remaining 2.3% strongly disagreed. It is demonstrated that the majority of
participants agreed that the vulnerability factors effect resilience in smart government

organizations.

Statement: The resilience framework is about detecting, preventing, and recovering from a cyber-

attack

Twenty-two percent of respondents strongly agreed, 43% agreed, 25% were not sure, 4.4%
disagreed, and the remaining 2.3% strongly disagreed. It is demonstrated that the majority of
participants agreed that the resilience framework is about detecting, preventing, and recovering

from a cyber-attack.

Statement: The forces of change cause vulnerabilities that provoke the need for resilience in

organizations

Precisely 17.4% of respondents strongly agreed, 41% agreed, 28% were not sure, 6.7%
disagreed, and the remaining 2.8% strongly disagreed. It is demonstrated that the majority of
participants agreed that the forces of change cause vulnerabilities that provoke the need for

resilience in organizations.
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Statement: The implementation of balanced resilience can result in improved performance

Twenty-two percent of respondents strongly agreed, 45% agreed, 22.5% were not sure,
4.6% disagreed, and the remaining 2.8% strongly disagreed. It is demonstrated that the majority of
participants agreed that the implementation of balanced resilience can result in improved

performance.

Statement: Unbalanced resilience in organizations can impose excessive frisks and erode

profitability

Precisely 19.7% of respondents strongly agreed, 46% agreed, 23.8% were not sure, 4.6%
disagreed, and the remaining 3% strongly disagreed. It is demonstrated that the majority of
participants agreed that unbalanced resilience in organizations can impose excessive frisks and

erode profitability.

Statement: The resilience can help organizations in evaluating risks and challenges involved at

multiple levels

Precisely 22.7% of respondents strongly agreed, 45% agreed, 22.2% were not sure, 3.9%
wee disagreed, and the remaining 3.5% strongly disagreed. It is demonstrated that the majority of
participants agreed that the resilience can help organizations in evaluating risks and challenges

involved at multiple levels.

5.2.2. Reliability Analysis

Table 5.24: Reliability analysis
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Variables Alpha
Management Control Factors 0.852
Capability Factors 0.835
Vulnerability Factors 0. 189
Change Factors 0.802
Resilience in Smart government Organizations 0.850

As per Table 24 above, it can be said that there is sufficient reliability in the factors used.
The reliability of the Management Control Factors revealed that 85% of the data set was reliable,
whereas reliability and validity of the Capability Factors revealed that 83% of the data was reliable.
In addition, Vulnerability Factors accounted for a reliability of 18% in addition to reliability of
80% in the Change Factors. Furthermore, the reliability in the Resilience in Smart Government

Organizations Factor was 85%.

Table 5.25: Average of all management control factors

Frequency Percent Valid Percent Cupmulatlve
ercent

Valid 0 1 2 2 .2
Strongly Agree 38 8.8 8.8 9.0
Agree 260 60.2 60.2 69.2
Not Sure 125 28.9 28.9 98.1
Disagree 6 1.4 1.4 99.5
Strongly Disagree 9 5 5 1000
Total 432 100.0 100.0
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As per Table 25 above, it can be said that there is sufficient reliability in the factors used.
The reliability of the Average Management Control Factors revealed that 100% of the data set was

reliable. The majority (60.2%) agreed with the statement.

Table 5.26: Average of all variables related to resilience in smart government organizations

Frequency Percent Valid Percent Cumulative
Percent
Valid 0 1 2 2 2

ly A
Strongly Agree 40 93 93 95
Agree 277 64.1 64.1 73.6
Not Sure 108 25.0 25.0 98.6
Disagree 3 7 T 99.3

ly Di
Strongly Disagree 3 P 7 100.0
Total 432 100.0 100.0

As per Table 26 above, it can be said that there is sufficient reliability in the factors used.
The reliability of the average of all variables related to resilience in e-government organizations

revealed that 100% of the data set was reliable. The majority (64.1%) agreed with the statement.

Table 5.27: Average of all capabilities factors

Frequency Percent Valid Percent Clljomulatlve
ercent
Valid 0 1 2 2 .2
ly A

Strongly Agree 37 86 8.6 8.8

Agree 255 59.0 59.0 67.8

Not Sure 126 29.2 29.2 97.0

Disagree 12 2.8 2.8 99.8

Strongly Disagree 1 P 9 1000

Total 432 100.0 100.0
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As per Table 27 above, it can be said that there is sufficient reliability in the factors used.
The reliability of the Average Management Control Factors revealed that 100% of the data set was

reliable. The majority (59%) agreed with the statement.

Table 5.28: Average of all vulnerability factors

Frequency Percent Valid Percent Cl;)mulatlve
ercent

Valid 0 5 1.2 1.2 1.2
Strongly Agree 32 74 74 86
Agree 226 52.3 52.3 60.9
Not Sure 160 37.0 37.0 97.9
Disagree 7 1.6 1.6 995
Strongly Disagree p 5 5 100.0
Total 432 100.0 100.0

As per Table 28 above, it can be said that there is sufficient reliability in the factors used.
The reliability of the Average Management Control Factors revealed that 100% of the data set was

reliable. The majority (52.3%) agreed with the statement.

Table 5.29: Average of All Change Forces Factors

Frequency Percent Valid Percent CLIJDmuIatlve

ercent
Valid 0 2 5 5 5
Strongly Agree 44 10.2 102 10.6
Agree 256 59.3 59.3 69.9
Not Sure 121 28.0 28.0 97.9
Disagree 8 1.9 1.9 99.8
Strongly Disagree 1 P 9 1000
Total 432 100.0 100.0
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As per Table 29 above, it can be said that there is sufficient reliability in the factors used.
The reliability of the Average Management Control Factors revealed that 100% of the data set was

reliable. The majority (59.3%) agreed with the statement.

Table 5.30: KMO and Bartlett's Test

Kaiser-Meyer-Olkin Measure of Sampling Adequacy. .954

Bartlett's Test of Sphericity Approx. Chi-Square 6593.744
df 666
Sig. .000

The sample shows that there are five factors explaining the variance in the study. It shows
significant adequacy (.000) which is less than (0.05).

Table 5.31: Total Variance Explained

Initial Eigenvalues Extraction Sums of Squared Loadings | Rotation Sums of Squared Loadings
% of Cumulative % of Cumulative % of Cumulative
Factor | Total Variance % Total Variance % Total | Variance %
1 14.037 37.937 37.937 | 13.506 36.503 36.503 | 4.137 11.182 11.182
2 1.667 4.505 42.442 | 1.133 3.061 39.564 | 3.954 10.687 21.870
3 1.564 4.227 46.669 | 1.058 2.860 42.424 | 3.616 9.774 31.644
4 1.225 3.310 49.979| .715 1.933 44.357 | 2.540 6.864 38.508
5 1.059 2.862 52.841 .538 1.454 45811 (1.676 4.530 43.038
6 1.033 2.793 55.634 518 1.400 47.212 [ 1.544 4.174 47.212
7 .903 2.442 58.076
8 .889 2.403 60.479
9 .806 2.177 62.656
10 794 2.145 64.801
11 .780 2.107 66.909
12 740 2.001 68.910
13 .708 1914 70.824
14 .684 1.849 72.673
15 .667 1.804 14477
16 .662 1.790 76.267
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17 .620 1.677 77.944
18 599 1.618 79.562
19 .582 1.573 81.135
20 543 1.468 82.603
21 521 1.409 84.013
22 494 1.336 85.349
23 469 1.267 86.615
24 452 1.221 87.837
25 433 1.170 89.007
26 433 1.169 90.176
27 417 1.126 91.302
28 .383 1.036 92.339
29 375 1.012 93.351
30 .366 .990 94.341
31 .348 .942 95.283
32 .336 .909 96.192
33 327 .884 97.075
34 .302 816 97.891
35 .288 778 98.670
36 .269 728 99.397
37 223 .603 100.000

Extraction Method: Maximum Likelihood.

The total cumulative percentage of variance explained by the factors of this study is equal to 47.212

Table 5.32: Goodness-of-fit Test
Chi-Square df Sig.

725.302 459 .000

According to the Chi-square test the model shows goodness of fit, meaning that the number of

factors is sufficient to answer the research questions.
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Table 5.33: Rotated Factor Matrix?

Factor

x48
x51
x52
x49
x32
x53
x46
x50
x47
x41
x43
x42
x40
X44
x39
x20
x54
x28
x1

x31
X7

x15
x3

x16
x19
x29
x8

x22
x24
x23
x27
X26
x38

.637
593
.566
.540
531
527
518
479
478

.657
.603
592
543
433
412
408
.365
.360

.545
.539
.525
469
466
431
431
416
.349

.626
.564
450
429
406
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X6
X2
x21

430
406
.355

Extraction Method: Maximum Likelihood.

Rotation Method: Varimax with Kaiser Normalization.

a. Rotation converged in 18 iterations.

All the items were uploaded in the questionnaire on the exploratory factor analysis using the

maximum likelihood method, which is used in the case of this study when the relationship between

the variables is linear.

Table 5.34: Correlations

REGR factor | REGR factor | REGR factor | REGR factor | REGR factor | REGR factor
score 1 for score 2 for score 3 for score 4 for score 5 for score 6 for
analysis 1 analysis 1 analysis 1 analysis 1 analysis 1 analysis 1
REGR factor  Pearson .
) 1 .096 .109 .058 .088 .008
score 1for  Correlation
analysis 1 Sig. (2-
) .062 .033 .258 .084 .876
tailed)
N 382 382 382 382 382 382
REGR factor Pearson
.096 1 .077 .064 134 .072
score 2 for Correlation
analysis 1 Sig. (2-
) .062 131 210 .009 162
tailed)
N 382 382 382 382 382 382
REGR factor Pearson
) .109" .077 1 129" .080 .103"
score 3for  Correlation
analysis 1 Sig. (2-
.033 131 011 119 .044
tailed)
N 382 382 382 382 382 382
REGR factor Pearson
) .058 .064 129" 1 .090 .138™
score 4 for  Correlation
analysis 1 Sig. (2-
.258 210 011 .079 .007
tailed)
N 382 382 382 382 382 382
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REGR factor Pearson
.088 .134™ .080 .090 1 .072
score 5 for Correlation
analysis 1 Sig. (2-
.084 .009 119 .079 159
tailed)
N 382 382 382 382 382 382
REGR factor Pearson
.008 .072 .103" .138™ .072 1
score 6 for Correlation
analysis 1 Sig. (2-
.876 162 .044 .007 159
tailed)
N 382 382 382 382 382 382

*, Correlation is significant at the 0.05 level (2-tailed).

**_Correlation is significant at the 0.01 level (2-tailed).
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5.2.3.Regression Analysis
Table 5.35: Coefficients?

Unstandardized Standardized
Coefficients Coefficients
Model B Std. Error Beta t Sig.
1 (Constant) 222 073 3.041 .003
Average of all management
control factors .335 .051 343 6.548 .000
Average of all capabilities
factors 217 .045 .228 4,797 .000
Average of all vulnerability
factors .109 .036 120 3.065 .002
Average of All Change Forces
Factors 214 .044 .225 4.841 .000

a. Dependent Variable: Average of all variables related to resilience in e-government organizations

Table 35 above shows the effect of each independent variable on the dependent variable
(resilience) being observed in this research at the standardized coefficient. The relationship

between management control and resilience is .343 which is significant at below .001.

The more coefficient at .343 management control is the highest impact or affect resilience. The

second the capabilities at .228, the third is forces of change at .225 the last is vulnerability at .120.

5.2.4. Hypothesis Testing

The researcher tried to test the hypotheses of the research in many ways in the previous chapters,
theoretically and from the Smart Government online gate and analysing their websites, along with
a systematic review of the literature and the context of Smart Government resiliency and
cybersecurity risk management. In this section the hypotheses will be tested numerically and
scientifically, rather than just assuming things. The specific hypotheses of this thesis that were

tested according to the variables and factors that affect Smart Government resilience the most and
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the ones that have lower impact on the resilience or do not have any impact, are as follows: H1:

The capability factors affect resilience in Smart Government organizations. H2: The change factors

affect resilience in Smart Government organizations. H3: The management control factors affect

resilience in Smart Government organizations. H4: The vulnerability factors affect resilience in

Smart Government organizations.

Table 5.36: Correlations

Correlations

Constructs 1 2 3 4 5
Management control factors 1

Resilience 759" 1

Capabilities factors 787" 7137 1

Vulnerability factors .610™ .599™ 533" 1 .660™
Change Forces Factors 729™ 707 673" 660" 1

**_Correlation is significant at the 0.01 level (2-tailed). Sample size = 432

The table above shows significant correlation between the variables. It also demonstrates that all

the factors that were suggested by the researcher do have a great impact on Smart Government

resilience, although they vary from high to low, they have a significant correlation between each

other.

Table 5.37: Model Summary®

Model R

Change Statistics
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R Adjusted | Std. Error | R Square F dfl | df2 | Sig. F | Durbin-
Square | R Square of the Change |Change Change | Watson
Estimate
1 .808% | .653 .650 378 .653 201.230| 4 | 427 | .000 1.987

a. Predictors: (Constant), Average of All Change Forces Factors, Average of all vulnerability factors,

Average of all capabilities factors, Average of all management control factors.

b. Dependent Variable: Average of all variables related to resilience in Smart Government

organizations.

There is a significant relationship between the means of two variables, as the sig. values

were under 0.05.

Table 5.38: ANOVA?

Model Sum of df Mean Square F Sig.
Squares
Regression 114.873 4 28.718 201.230 .000°
1 Residual 60.939 427 143
Total 175.813 431

a. Dependent Variable: Average of all variables related to resilience in Smart Government

organizations.

b. Predictors: (Constant), Average of All Change Forces Factors, Average of all vulnerability

factors, Average of all capabilities factors, Average of all management control factors.
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There is a significant relationship between the means of two variables, as the sig. values
were under 0.05. Hence bringing any change in the independent variable would result in a change
in the dependent variables.

Nevertheless, after analysing each variable and testing each factor’s impact on Smart
Government, by assigning a group of items to each hypothesis for that purpose, the researcher
summarized the result on each hypothesis as follows:

Table 5.39: Summary of hypotheses and impact

Hypothesis details Impact on Priority Survey Outcomes
resilience items
The capability factors effect | the capabilities second 10 Supported
resilience in Smart factors have 22%
Government organizations. impact on the
resilience
The forces of change factors | the forces of third 11 supported
effect resilience in smart change factors
government organizations. |have 22% impact
on the resilience
The management control The management first 12 Supported
factors effect resilience in control factors | (a priority)
Smart government have 34% impact
organizations. on the resilience
The vulnerability factors The vulnerability|  fourth 10 Supported
effect resilience in Smart factors have 12%
government organizations. impact on the
resilience

The table above shows that the management control factors hold the priority among all
factors that affect Smart Government resilience. These are followed by the capability factors,
which makes sense because management control creates capabilities for the system of Smart
Government, which increase the resiliency level. The correlation table shows a significant

correlation between these two variables, which supported the theoretical context of this thesis.
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As per the table above, the forces of change affect Smart Government resilience at 22%,
which is significant considering the great focus on the forces of change factor in the literature.
Whereas many authors, scientists and risk managers highlighted the role of vulnerability factors
in the past, recently they emphasize the role of the change factor as the new concern in the whole
process of resiliency and cybersecurity risk management. The table shows that vulnerability factors
have the least impact on resilience among all factors, which is why this result supports the
theoretical context of the thesis which suggested that the concern shifted through time, from talking
about vulnerability factors to emphasizing the role of change factors on cybersecurity risk
management and resilience; this is due to many factors, such as advancements in the
computerization and programming world and not having connectivity or vulnerability issues.
While in recent times the biggest challenge is to cope with change, and to learn how to absorb it
in order to survive in this constant changing world. We are witnessing a rapid change, in every
aspect and we have to take attacks and opportunities as serious risks to our systems, in order to
regain composure following a significant change in our system; we need to use a professional

resilience framework.

5.3. Summary
The responses to the survey that were submitted during the data collection phase of this

study were summarised in this chapter and found to be positive. Most of the participants selected
the options of ‘agree’ and ‘strongly agree’, which reveals their apparent agreement with the
questions asked. There were more than 400 participants, which comprised of both males and
females. Most participants were female and the study results show that the survey participants

were aware of Smart Government and the initiatives associated with it. Based on the survey
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analysis, it was found that resilience is a very important factor that can help to determine the risk

and opportunity and support the stability of Smart Government in the UAE.
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CHAPTER SIX- DISCUSSION

6. Introduction to the chapter

The aim of this chapter is to present an evaluation of the results obtained from the survey
and compare those results with the literature that was investigated in the literature review chapter.
The chapter has been divided into different parts, including a discussion on both the research
questions and research objectives. Meanwhile, the discussion on the research hypotheses is

developed and a summary of the entire chapter provided.

6.1. Discussion on Research Questions and Objectives

This research objectives are as follows:

Obijective 1: To determine and identify the components of the resilience framework.

Obijective 2: To elaborate upon the risk management frameworks suitable for cybersecurity

in Smart Government.

Objective 3: To evaluate the existing resilience frameworks and identify the areas of

potential improvement.

Objective 4: To develop a sound model for Smart Government organizations, on the

measurement of resilience.
This Research will be guided by two main questions:
Q1: What are the components of the resilience framework?

Q2: What are the evaluation criteria of the existing frameworks on the measurement of
resilience?
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The division of research questions and their breakdown into the research objectives helped
the researcher to complete the entire work. Based on the research questions embedded by the
research objectives, the researcher developed themes, survey questions, and consulted the relevant
literature. The findings obtained from both the survey questions and literature review are further
discussed. Based on the findings, the researcher has developed themes followed by the research
questions, research objectives and the hypotheses. The main findings and surprises are discussed

in detail in the following table.

Table 6.40: Primary research findings

Cyber resilience Main findings
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The importance of

Smart Government

What was surprising, most participants agreed that there are more
risks than benefits to the whole project of Smart Government,
which implicates the high level of concern about security and
privacy issues among the public. In light of this, this research
seeks to emphasize the importance of Smart Government
projects. The following observations regarding Smart
Government are made in this research:

1- It helps in rethinking the democracy in the new millennium.

2- It consists of a lot of challenges, such as transparency, equity
and privacy.

3- It facilitates the daily processes of individuals and companies,
which can change the perception of individuals regarding the role
of recent governments in improving their environment. Smart
Government also works on the development of different policies
related to the validity and security of information, through the use
of new technologies.

4- 1t fosters the idea of electronic government, which has allowed
the UAE to be an international investment destination, even in the
media, commerce and economic arenas.

5- Through its massive investments in new technologies and the
launch of this project in the early 1990s, the UAE attracted

international companies in ICT, amongst other sectors.
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6- Government projects represent a remarkable movement
towards a new century. Smart Government in the UAE is setting
the pace and acting as a global benchmark, especially when it
comes to electronic services.

7- The Smart Government project of the UAE has a strong impact
in the IT field and also significantly helps in the advancement of
IT strategies and processes.

8- Furthermore, the survey respondents agreed that the project
provides financing for important projects in the ICT sector that
are related to this field, such as Internet City, a free trade zone
and free trade zones for electronic commerce. It also financed
media projects, which have been successful through its various
media channels and electronic services, which have helped
facilitate the process of communication with the public.

9- The above reasons are recognized as reasons why research
should explore business profitability, and financial loss in the
Smart Government resilience model.

10- It saves time and effort, which encourages efficiency and
provides a customer-centred approach.

11- Meanwhile, the findings indicated that the Smart Government
system of Dubai innovates new processes and governmental

services.
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12- Various investments are currently being made to support the
Smart Government project.

13- By taking advantage of ICT, cities with a highly integrated
telecommunications infrastructure are established as knowledge-
based economies, which plays an important role in improving
service efficiency and cybersecurity.

14- Smart Governments expect to consolidate their achievements
by creating an organizational culture of cybersecurity and the
creation of systems with high resistance to risk and to ensure
sustainable growth in public and private industries.

15- At the same time, it creates a powerful infrastructure and

expands its services.

Table 6.41: Primary research findings — Hypotheses

Cyber resilience

Main findings

Smart Government
using risk management

and resilience H1

The Smart Government is using risk management strategies but
has not yet reached the resilience maturity level. The Smart

Government launched its resilience strategy earlier this year and
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it has been expected to reach its maximum maturity when the

project is completed by the end of 2020.

Maturity level of
Smart Government has
reached the resilience

stage H2

The Smart Government, at least in the UAE, is not yet fully
mature. After conducting this survey and studying Smart
Government strategies it can be said that there is a lot to do to
reach the resilience maturity level; the UAE system is still in the
risk management level (proactive).

The levels are: 1- reactive; 2- proactive; 3- resilient (mature)

Risk management and
resilience are different

to each other

Despite other studies and authors stating that resilience is a tool
of risk management. The study reveals that these two notions
have major differences and are considered two different domains.
In fact, enterprise resilience can be more affective in these cases
of technological breakthroughs than risk management. The
differences are:

1- resilience is more than just risk management, rather it is a
broad phenomenon that entails every change that an organization
faces and not just a crisis;

2- risk management is a strategy to be followed in times of crisis,
whereas resilience enables organizations to exercise resiliency
plans in a systematic way to increase readiness in the face of all

business disruptions;
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3- resilience will form a complete picture or vision right after the
implementation of the resiliency scoring plan. The planners will
set specific goals and strategy of what organizational resilience
will look like after performing the resiliency scoring in business
continuity plans;

4- the suggested methodology of resiliency scoring will help
improve the ability to evaluate the quality of an organization’s
business plan;

5- whereas the resiliency method can help in removing any
undesirable ambiguity besides offering multiple suggestions to
enhance the quality of the plan which were not previously
noticed by planners;

6- risk management deals with potential risks or disastrous
change, whereas resilience has the ability to address both the
positive and negative forces of change;

7- risk management strategies are different to resiliency plans,
which have the ability to be exercised over and over again until

the maximum maturity level of system resilience is reached.

Awareness and culture

of Smart Government

in the UAE towards

resilience and

The study reveals that the majority of the participants are aware
of the risk management and resilience framework, and the
culture is ready to adopt the enterprise resilience model, because

the level of awareness and culture regarding the importance of
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readiness level to

apply resilience

this plan is already established among the users of the Smart
Government system. However, as stated earlier, they are still in
the risk management stage and have not yet reached the

resilience level in the sense of their current maturity status.

Table 6.42: Primary research findings — Framework

Cyber resilience

Main findings

What is resilience?

The ability of an organization to absorb change.

Methodological The study shows that the conceptual model of the research is

framework explained very well at 65% (see the model summary in statistical
analysis).

Specific hypotheses | The study tested all specific hypotheses and measured the

relationship between the independent variables and the dependent
variable (resilience) and the impact of these variables on resilience
in both direct and bath relationships (the bath relationship is when
forces of change provoke vulnerabilities and affect resilience and
the direct relationship is when forces of change affect resilience

directly).

The impact of the

independent

The impact of 1- forces of change, 2- vulnerabilities, 3-

management control, and 4- capabilities on resilience turns out to
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variables on the

dependent variable

be significant and the average of the answers that agreed on this

impact for each variable is high for all the factors.

Forces of change

Harnessing the experience and embracing opportunities is the best

resilient case scenario against forces of change.

Vulnerability factors

1- Vulnerability factors include turbulence, deliberate threats,
external pressures, resource limits, sensitivity, connectivity, and
disruption by supplier or buyer of the product/service;

2- the concern is shifted from vulnerability factors after witnessing
a rapid and huge development in technologies. The concern
became less about connectivity issues because it has been
discovered that the fault does not reside with technology but with
human error. Consequently, it is people who should be held
accountable during a cybersecurity crisis;

3- the concern became more on management control and forces of
change factors to address the new issues of cybersecurity, as no
matter how many IT instruments are applied to a system the risk
still exists and requires managerial, not technical, solutions in most

casces.

The management

control

Management control turns out to be the most independent variable

that has an impact on resilience. It creates capabilities for proper
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functioning and helps in achieving and measuring resilience

against cyber incidents.

Table 6.43: Primary research findings — the importance of resilience

Cyber resilience

Main findings

The importance of
resilience for Smart

Government

The study reveals resilience plans are very important to Smart
Government for the following reasons:

1- Protecting Smart Government from long-term consequences of
cyber-attacks which are of great importance from an economic
point-of-view;

2- Protecting organizations from loss of all types of intellectual
property;

3- Promoting integrity, confidentiality and availability. These are
cybersecurity information security objectives.

4- However, some of these cybersecurity goals are mutually
exclusive, for example, the easy availability of information
makes the confidentiality of information more complex; the role
of resilience is important here.

5- Offering a backup system solution that is not electronic and is
not associated with any electronic system. This offers reviewing

the crisis plan with respect to the Smart Government initiative, in
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addition to being part of an alliance with key functions and/or
players.

6- The NIST Plan included framework design workshops that can
receive feedback from its current users.

7- A skeleton key, which should recognize several levels of
protection against potential threats. To exit the target zone, an
individual needs to create a series of solutions, constantly
assessing risk and measuring vulnerabilities in order to be able to
cope with them.

8- The factors were divided into the dynamic risks into two main
parts of the same structure: 1) the risk management section,
which consisted of recognizing vulnerabilities, predicting threats,
and comprehending the consequences; 2) planning and
prevention, when the stages of work and implementation could
begin, depending on factors affecting the risk, to prevent the
appearance of cyber-attacks.

9- The need for a stronger, more modern structure is imperative.
The good news in this relatively new cybersecurity is that it is
based on risks, which means it can provide maximum security for
the security systems.

10- The research indicated that teaching students during a school
period would lead to many years of IT experience and give them

enough time to develop a complex and high level of IT skills.
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11- The only way to be prepared is to make sure that the
information infrastructure and IT staff are ready, which can only
be realized through a cybersecurity scientific base and special
cybersecurity skills.

12- The agency must control potential risk, otherwise it faces
problems of trust from stakeholders and customers.

13- The research highlighted the gap in personal and
cybersecurity literature, where the relationship between the
citizen and the organization should be defined, and the responses
of the organizations are very limited.

14- A review of cybersecurity revealed the absence of a number
of models aimed at protecting cybersecurity. There are only two
or three structures and articles due to the lack of research on this
relatively new topic.

15- Despite all the most innovative IT tools and applications,
there is always a chance that they could be broken. A resilience
approach is one of the most useful strategies in this environment.
16- Shown that integration of privacy and cybersecurity can
benefit organizations by increasing customer confidence,
providing more standardized information sharing and
streamlining operations for legal regimes

17- That organizations should prioritize risks and activities,

recognizing the sustainability of risks to cybersecurity, which can
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also help organizations have a complete idea and make the right

decisions about financial and management costs in cybersecurity.

The importance of
resilience for smart

government

18-This structure provided a common language for
understanding, managing, and expressing the concept of the life
cycle of cybersecurity risk, both inside and outside. Hence, it can
be stated that the IT infrastructure and its security is the basic
component for the Smart government systems regardless of the
country or nations, they are being adopted.

19- the resilience refers to the characteristics of an organizational
system to withstand stress and overcome external or internal
threats or attacks, and this applies to the system as a whole, and
not to its individual parts

20- To assess the sustainability of an organizational system, the
capabilities and interactions of various parts of an organization
after a destructive event are considered decisive how they interact
and communicate with each other. Sustainable organizations
encourage advisory and joint decisions

21- the rules are not just dictated, but encourage employees to
behave in the way that is consistent with the expectations of

customers.
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22-the rules are not just dictated, but encourage employees to
behave in the way that is consistent with the expectations of
customers.

23- sustainability is the ability of an organization to predict and
recover from changes, events, and events of any unforeseen
events. It is believed that this is more than just risk management
and does not entail a crisis-related organization or supply chain.
Rather, it is a widespread phenomenon that entails all the changes
that the organization faces, and not just the crisis

24- resilience is an alternate concept of sustainability of a
business organization is the ability to open and use opportunities
against competitors by taking risks

25- sustainability in a business context refers to overcoming the
problems largely dependent on planners that are distributed
throughout the organization to create executive strategies, as well
as significant leadership involvement

26-resilience is the ability to anticipate and undergo change, not
only overcome but also evolve because of its existance.

27-The researchers talked about the different features that each
organization must apply to be able not only to overcome this
change, but also to be resilient to it, knowing what happened and
what is happening, and what is yet to come, to be well prepared

in accordance with scientific standards.
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28-the concreteness of the plans for resilience and sustainable
development was also confirmed by the survey participants of
our study. Usually, in the plans and programs in most
organizations, there are elements of the standards of textbooks,
but only some of them are innovative and detailed, which could
create a large gap between what is happening in reality and what
was indicated in these plans

29- it has been found that the main criteria here are the ability to
select the most distinctive information in terms of business
continuity, and then document it, benefit from it, use it properly,

develop it and share it with members of an organization.

The importance of
resilience for smart

government

30- the idea of recovery and the thrive to any disruptive event is a
standard set of documented plans.

31- Such plans are called Failover Plans, which allowed the
organizations to mitigate potential risk by giving them the
opportunity to implement such a plan on a systematic basis in
order to increase preparedness for all business failures

32- the resistance team differ from risk management team
because of the assessment, in the case of resilience, the
assessment depends on the content analysis of the documented

plans.
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33- it describes the operational improvements related to business
processes, as well as products and services of the organization as
well as with people and the control mechanism.

34- with increasing the complexity the of supply chain due to
globalization of organization, the resilience came to avoid
reputational risk, operational risk that derives from this situation.
35- sustainable and resilience means having alternatives to
counter failure.

36- resiliency and sustainability are perceived as a new quality
for a professional system.

37- to insure cyber resilience and to keep it safe from any cyber-
attack along with embracing every opportunity to employ new IT
products and programs to its system without fear of change or
risk of weakening the system because once you reach the
maturity level of resiliency then you can harness your experience
and embrace every opportunely out there to keep your business
sustained.

38- the security of systems could be achieved effectively in a
“non-computable” way by applying up-to-date methods with the
new systems demands in the risk arena.

39- resilience has been described as the solution to rapid change,

unexpected events and complexity.
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40- resilience has developed across different discipline as a
universal mode of considering the relationship between some
unexpected subjects and their highly complex environment such
as smart government.

41- resilience helps understand the society as a whole system
that has changing relations and changing environment.

42- As compared to risk analytics that focus on prevention risks
and prepared for disruptive future, resilience combines present

with future, and deals with insecurity and risks.

Table 6.44: Primary research findings — the risks of absent resilience

Cyber resilience Main findings
The risks of the absent of cyber Failing in resiliency plans will stop the innovation
resilience in Smart Government process in the Smart Government organization and

will lead to financial loss and in most cases the death
of its business. Change is a continuous phenomenon
across the globe, and resilience is the ability of an
organization to absorb that change and even prosper
post-trauma. Which will help in business continuity
and the survival is not enough you need to learn and

prosper from this change.
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The problems will remain the same if we continue
using the current system of risk management which
does not have a firm requirement to maintain the

right level of security.

Resilience is a business issue

After studying the existing frameworks and
analysing the survey it has been found that cyber
resilience is a business issue which determines the
survival of a business and will define business
continuity and will lead a business loss, as well as
affecting its performance in case of unbalanced

resilience.

Cybersecurity is human errors not
technical. Cyber resilience is

beyond the IT domain

To start with, people are the ones who commit cyber-
attacks and people participate in this where most
highly qualified employees already have a criminal
record, because they know their ways around
information technology. This is why organizations
such as Smart Governments should be careful when
hiring them. This is primarily as the greater risk
comes from within, and humans can be responsible
for weak passwords and sharing classified

information through their personal devices.
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The study reveals that cybersecurity is beyond the IT
domain. The components of Smart Government
consists of people, processes and technology. The
first and second one involves human action and the
third is designed by humans. In many cases the same
hackers are being used to design cybersecurity
programs due to their high intelligence in the IT
domain. Employees also tend to use easy passwords
which compromise the security of an organization’s
data. Furthermore, some employees also bring their
personal laptops to work and transfer their own
information and files, which affects the privacy of
their personal information. These breaches turns out
to come from within the organization’s employees
simply because they have the access. In addition, the
processes and workflows of an organization should
start and end within the organizational system instead
of engaging third parties, which exposes the system
to further risk and potential cyber-attacks.
Nevertheless in times of crisis, management should
not blame others or take a long time when it comes
adopting the appropriate decision. Rather, they

should be aware of the smart distribution of planners
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across the organization besides keeping them highly

engaged whenever a disruptive event occurs.

Table 6.45: Primary research findings — the human role

Cyber resilience

Main findings

Human role and the level of
engagement (managerially) of

planners or the resilience team

1- Hayslip (2016) suggested that an immediate response
to these disasters depends on the resilience of citizens,
operational commanders and those in charge of the first
places, such as firefighters or emergency medical
specialists, while strategic leaders can make a difference
in the long-term.

2- It has been found that improving institutional quality,
experience and resources are expected to lead to an
increase in recovery from a crisis.

3- Sustainability is still a phased quality of the system,
which can be gradually acquired and improved only
through trial and error and an organization’s ability to
adapt and learn from its responses to future disasters and

system failures.
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4- The first step in the development of sustainability is
the preparation of first respondents who are well-trained
to make independent decisions and work effectively in
situations of critical situations with the system.

5- They must be knowledgeable and convinced of core
organizational values, ethics, and clearly defined
priorities for responding to a crisis in the interests of the
organization.

6- The next step is business continuity planning, which
includes setting up a backup centre in a remote location,
which reflects current business operations in the backup
storage of IT memory, as well as in the event of a
disaster. An individual can use this centre to continue
business operations from a remote site.

7- The third stage is joint planning with the participation
of all interested parties, in which all possible threats are
identified, and possible decisions are regularly reviewed
to cope with the ever-changing nature of people.

8- The fourth step is the joint preparation of all
stakeholders by familiarizing with the contingency plan
and modelling its ability to respond to the threat.

9- The final step is to prepare a guide on how to enhance

resilience in a crisis.
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10- Leadership should avoid traditional pathology of
leadership in a crisis situation; for example, blaming
others, waiting for facts and figures before making a
decision, waiting for outside help, sticking to the
original plan or spreading rumours without verification.
11- It has been found that organizational sustainability
outperforms the leading positions that over the years
have not been an excellent factor for a successful
business, adding that enterprise resilience is the most
important success factor in any business; where
sustainability becomes more measurable and
manageable.

12- It has been found that planners are the key to a
succession of programs, not the CEOs or the leadership.
13- This is why control management is better than
strategic management, wherein the first one helps in
times of crisis but the second (leadership) helps
organizations in the long-term.

14- Planners and developers are the key to
organizational resilience and sustainability.

15- It was found that planners are key to each business
continuity program; the more they are involved, the

more the plan is ready for implementation at any
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moment, to fill any gap. In addition, fault tolerance
assessment helps motivate planners to a goal.

16- More active participation and participation in all
activities of their continuity programs and, moreover,
with the support of the senior counsel is critical. The
high level of participation would increase the level of
commitment between planners, which can help them to
strive to achieve better results in their activities.
Furthermore, it can assist them to increase their
confidence that they can manage their plan on a more
sustainable basis than before the concept of
sustainability.

17- Planner reviews are an important tool of this
methodology in the arena of organizational resistance,
which emphasizes the role of a sustainability
assessment, which gives them a great value.

18- Resilience in Smart Government initiative cannot
only survive in the face of change but also benefit from
this and show a great example in the market.

19- This can be achieved through greater returns from
young people and their new thinking, which will create
a more sustainable environment in such Smart

Organizations.
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20- Planners should focus on the lifecycle of the
program, which should consist of an assessment stage
and then a planning stage, and then carry out exercises
to reach a level of maturity and assist in quick recovery
to ensure the continuation of such a program.

21- To help the recovery process reach a level of
maturity, planners need to be more active and ensure
that risks are constantly identified and evaluated, as well
as documenting resiliency plans, to ensure resilience to
potential obstacles or even natural disasters.

22- Assistance helps in evaluating the content of such
continuity plans, which aim to guide the planning
process to the maturity stage. This type of assessment
can maintain compatibility and visibility in addition to
improving compliance in a business continuity program.
23- However, attractive planners and executives are not
an easy task. Hence, this is a complex task, while the
company’s culture is not ready for such a decision or
change.

24- Culture influences strategy, while in some cases
leaders are isolated from employees and find it difficult
to be more involved or even associated with planners.

The perspectives of survey participants revealed that
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good leaders must work in the interests of their business,
and not as per their culture or personal needs.

25- Sustainability has a huge impact on the target, where
a successful organization usually evaluates its
perception of achievements, hires the right flexible team
and the right plan of organizational flexibility to ensure
business continuity.

26- It has been found that the concept of enterprise
resilience consists of six attributes that are divided into
two categories. The first set consisted of the adaptive
capacity, coherence and flexibility, and the second
consists of trust, relevance and reliability.

27- It has been found that if a firm adheres to this
structure, it can withstand both opportunities and threats
at the same level as benefits. In addition, the firm can
develop in response to risky and possible types of
changes that occur during the implementation of the
strategy, sustainability, the organization must ensure that
planners and managers are distributed throughout the
organization.

28- In addition, the functions of planning and
documentation would lead to the best practices and have

simple, predetermined resiliency standards for their
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operations. While continuity plans tend to cross normal
work tasks and go beyond their requirements,
developers and managers find it difficult to find time to
prioritize their standard work tasks and prepare for
unexpected failures that may or may not occur in the
future.

29- It should be noted that the participants of the survey
agreed that the planners are not professionals in business
continuity programs; rather, they are experts in their
fields, which affects the continuity program and
resiliency of an organization.

30- These important planners will help document
important activities and differentiate information in their
field to help the continuity program and its owners, but
this goes beyond the priorities of their work and
responsibilities, and the problems arising from this fact

are explained earlier.

Table 6.46: Primary research findings — system maturity

Cyber resilience

Main findings
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System maturity (resiliency

level) and different stages

1- The first object of a system includes financial,
operational, production, disaster recovery strategy,
which regulate the daily activities of an organization.
2- The second level is the objects related to the
organizational structure, such as communication, skill
level and duties of employees, which are emphasized by
the human resources and communication processes.

3- The next level is the applications and software used
for business and database management, such as
customer relationship management and ERP
applications used to process business transactions.

4- Processes are the next level of the facility, which
include critical business processes and IT systems; for
example, receivables and payables and problem
management.

5- Systems consists of people, processes and technology.
Processes demand both people and technology.

6- It was found that the technologies and tools include
networks, systems and technologies that are used to
process data and run business applications, and objects
are buildings and warehouses and factories used to

house an organization and its technologies.
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7- These layers conceptualize the components of an
organization’s business sustainability and help
organizations identify key areas that need to be focused
on when building a resilience model.

8- Some confirmed that this model also classified
business attributes as per the functions that determine its
ability to respond quickly to any failures.

9- Business resilience basics offer the following five
attribute classes that are an integral part of a sustainable
business organization.

10- The first key attribute is control and compliance,
which describes the ability to identify, predict, evaluate
and control the risk associated with compliance with
social, economic, technical, environmental and
regulatory factors.

11- The second attribute is the ability to predict and
detect any events that represent a potential security risk
or privacy concern for business transactions (the ability
to measure such events can save a business from
operational risks).

12- The third attribute is the deflection and hardening.
The attributes protect and preserve and indicate the

organization’s ability to defend itself from harm. Be it
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accidental or intentional damage, the attribute preserves
its data and resources.

13- Attributes of the system insures the sustainability of
business.

14- Tt has been found that the most important barrier is
organizational beliefs and values that hinder the
development of sustainability because the organization
is more focused on customer service, profits, and so on,
than on the critical events and potential threats to the
system.

15- Most organizations are designed so that they are not
resistant to critical system failures.

16- Another barrier also confirmed by the survey
participants in this study is a management system that
usually emphasizes centralized control and is
incompatible with the concept of sustainability, which
emphasized self-confidence and willingness to cope.
17- The application of sustainability assessment has a
huge impact on the assessment of business continuity
plans, and this can be achieved by analysing alignment
of a business with a given definition criterion that can be
adapted and configured in accordance with all types of

programs.
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18- This patented resilience tool has been successful in
many cases. It covers three main elements, such as
improving the reporting process, identifying risk, and
helping to assess organizational sustainability.

19- Such systems have three stages in terms of reacting
to disruptive events: reactive (has no plans), proactive
(has risk management plans), and mature (uses
resiliency plans).

20- All types of organizations face opportunities and
threats at the same time, so they raised an important
question here. The question was: Do we need to predict
what kind of violation we will face, good or bad?
Answer: was ‘no’ in the survey, and by correcting the
question in how good it is for the sustainable
development of a company or organization, the
enterprises face or predict these unforeseen threats and
opportunities and the ability to withstand. This was in
addition to the notion of how the enterprises react if they
intend to create a sufficiently stable organization.

21- The concept of start-ups consisted of three
attributes: 1) how to respond to feedback, value

(adaptive), 2) when to move quickly immediately after
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determining the correct signal value (moving), and 3)
then trying to maintain focus, which means consistency.
22- It was found that large organizations, for example,
in the current case, Smart Government, learn from the
lean process, especially when it comes to product
development in the field of Smart Government
(development of their services).

23- In the Elastic concept, organizations must respond to
such a violation as an opportunity, and must creatively
perceive big failures in order to be able to benefit from
them, learn and recover, and then, of course, find a way
to succeed in a disaster; to achieve the highest level of
maturity.

24- Systems phenomenal structure to maintain
organizational sustainability is compulsory for criteria of
risk management and business improvement that should

be equally oriented.

6.2. Smart Government and Telecommunication Infrastructure, a Modern Tool of
Public Administration

It has been found that an electronic government is a public and virtual portal that provides
information, services and help to citizens, especially in business. It also facilitates the daily

processes of individuals and companies, which can change the perception of individuals regarding
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the role of recent governments in improving their environment. Smart Government also works on
the development of different policies related to the validity and security of information, through
the use of new technologies (Zamoum, 2007). Similarly, this was confirmed by the wide portion
of respondents who agreed that Smart Government is a new era in information technology. It has
been found that the scholars like Oliver and Sanders (2004) preferred to use the concept and as per

them, the integrated governance is necessary instead of the electronic government.

The findings revealed that this concept is more accurate and reflects the nature of the
combination of interactivity that exists between the citizen, IT and government electronic services.
This is especially true when IT is halfway to directing and organizing individual and organizational
problems. In addition, it directly affects the government’s relationship with its citizen and
contributes to rethinking the democracy in the new millennium, which consists of challenges, such
as transparency, equity and privacy. However, the response of most survey participants was that
the UAE smart governance is better and has sufficient resilience. Furthermore, the electronic
governments have three bases: information, computerization and communication technology. It
has been found that the Smart Government project became reality with the existence of different
elements. One of them is the communication infrastructure of modern cities in particular and

developed countries in general.

Hence, it can be said that some countries have adopted these technologies and have adopted
the idea of electronic government, which has allowed them to become international investment
destinations, even in the media, commerce and economic areas (Kumari & Kumar, 2015). Through
its massive investments in new technologies and the launch of this project in the early 1990s, which
attracted international companies in information technology, the electronic government of the US

achieved progress in this field. In addition, the electronic government systems of Canada and the
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UK, together with Dubai, have demonstrated that government projects represent a remarkable
movement towards a new century, as these projects are leading the world, especially when it comes

to electronic services (Zamoum, 2007).

The Smart Government project of the UAE has a strong impact in the IT field and also helps
significantly in the advancement of IT strategies and processes. Furthermore, the survey
respondents agreed that the project provides financing for important projects in the information
communication industries that are related to this field, such as Internet City, a free trade zone and
free trade zones for electronic commerce. It also financed media projects, which have been
successful through its various media channels and electronic services, which have helped facilitate
the process of communication with the public (Zamoum, 2007). Smart Government is a project
that has different characteristics and is becoming a reality through different stages, which include
achieving a customer-centred approach with government electronic services (Oliver & Sanders,

2004).

In addition, the nationals/citizens are considered customers of this new system and can
benefit to the maximum of their ability to save time and effort with such a high level of
technological tools and online processes in a secured cyberspace (Zamoum, 2007). This increases
effectiveness and efficiency, as well as simplifying and streamlining government services using
technology as a key enabler (Bayuk et al., 2012). Meanwhile, the findings indicated that the Smart
Government system of Dubai innovates new processes and governmental services (DEG, 2008).
At the local level, the electronic government of Dubai and the electronic government of Sharjah
in the UAE are making progress, while Sheikh Mohammed Bin Rashid declared that Dubai is
heading towards a new smart century, which means a great leap in the development of the

infrastructure of telecommunications (Lanz, 2016).
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In addition, investments are currently being made to support the Smart Government project.
The city of Dubai, especially for the Smart Government project and the Smart Government
initiative, which was launched in Dubai, is to be completed in 2020 (Conteh & Schmic, 2016). By
taking advantage of ICT, cities with a highly integrated telecommunications infrastructure are
established as knowledge-based economies in the UAE, which plays an important role in
improving service efficiency and cybersecurity. In addition, it has been found that it is beneficial
for all types of organizations, both in the public and private sectors. Electronic governments expect
to consolidate their achievements by creating an organizational culture of cybersecurity and the
creation of systems with high resistance to risk and to ensure sustainable growth in public and
private industries (Mougan, 2010). At the same time, it creates a powerful infrastructure and

expands its services.

This would be possible due to highly qualified personnel, as well as good strategies and
scientific methods of confronting potential risk before it occurs in order to be able to minimize the
impact of risk in the future(Ruggeri, 2016). The agreement of the respondents to the questions
asked showed that the Smart Government project includes several sub-projects in which a
knowledge-based economy uses ICT as a key factor. These included Smart Government initiatives.
Another important aspect of cybersecurity is a triad of three important security aspects, that is,
integrity, confidentiality and availability. These are cybersecurity information security objectives.
Likewise, most of the respondents agreed that confidentiality is the extent to which the system
prevents unauthorized access to information, while timely availability, accuracy and reliability of

information is also equally important.

However, some of these cybersecurity goals are mutually exclusive, for example, the easy

availability of information makes the confidentiality of information more complex (Kumar &
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Kumari, 2015). Ruggeri (2016), who wrote an article on risk in financial institutions, found cases
offering a backup system solution that is not electronic and is not associated with any electronic
system. The author offered some tips for reviewing the crisis plan with respect to the Smart
Government initiative, in addition to being part of an alliance with key functions and/or players.
This could be, for example, CISO, IT and Risk Management. Once these two phases are completed,
this could form the basis of robust cybersecurity and Smart Government. It was confirmed by
Victoria Pellittari (2014) that the cybersecurity structure of NIST can be applied to various
organizations and corporations, each organization has its own risks and a unique critical

infrastructure.

The NIST Plan included framework design workshops that can receive feedback from its
current users. The structure of NIST is explained on a theoretical basis and the focus of the research
was on two concepts of IT and ICS (industrial control systems). The findings indicated that in
those concepts, the needs of both could differ depending on the type of organization and over time.
Furthermore, the findings of Michael Chertoff (2014), as discussed in the literature review, spoke
about risk management in the modern safety landscape. The author proposed a skeleton key, which
should recognize several levels of protection against potential threats. To exit the target zone, an
individual needs to create a series of solutions, constantly assessing risk and measuring

vulnerabilities in order to be able to cope with them.

Meanwhile, Guo et al. (2009) and Walser et. al. (2009) emphasized and confirmed the
people’s vulnerability is the issue to focus on, not weakness in systems, considering that it is only
people who commit cyber-attacks. The factors were divided into the dynamic risks into two main
parts of the same structure: 1) the risk management section, which consisted of recognizing

vulnerabilities, predicting threats, and comprehending the consequences; and 2) planning and
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prevention, when the stages of work and implementation could begin, depending on factors
affecting the risk, to prevent the appearance of cyber-attacks. Another study by Hoffman Jooffman
(2014) in the form of an article criticizing the structure of NIST, found that this structure contains
no details and requires research so that a government organization can use it, where risk is very
important. He added that the frameworks form a brilliant start, but ultimately, they disappointed

their customers.

As the issue of cybersecurity has expanded in the US, the author found that the need for a
stronger, more modern structure is imperative. The good news in this relatively new field of
cybersecurity is that it is based on the risk that can provide maximum security for the US security
system, as well as the UAE, with some changes in its structure from this research point of view.
Moreover, it has been noted that survey participants agreed that cyber risk would be the major
issue in the Smart Government system of the UAE. A study of Eva and Barry (2006), which they
conducted for the risk assessment while using a macroeconomic framework for protecting
intellectual property. The research focused on the effects of cyber-attacks, which lasted a long

time.

The basis for IP theft is cyber-based, this concerns the long-term consequences of such
attacks, which are of great importance from an economic point of view. In their studies, it has been
found that the sub-models and variables of the International Impact Analysis Framework (ICAF)
are explained in detail in their studies and are used to estimate the loss of intellectual property due
to foreign theft (Chanopas et al., 2006; Esteves & Joseph, 2008). Meanwhile, an examination of
the piracy and loss in all types of intellectual properties, such as books, images, recordings, music,
and so on, was found in a study conducted by Matook et al. (2009). The research used the stock

model and input-output models for specific countries to evaluate IP piracy in different countries.
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A research conducted by Newman (2007) by asking a fundamental question about potential
preparedness for cybersecurity attacks identified the cybersecurity skills and structures that

currently need to be prepared for such crimes.

The research indicated that teaching students during a school period would lead to many
years of IT experience and give them enough time to develop a complex and high level of IT skills.
On the other hand, giving them the opportunity to explore the IT world to decide whether they
want to specialize in it or not. Furthermore, the participants of the survey agreed that this career
requires certain types of values and ethics; where most highly qualified students already have a
criminal record, because they know their ways around IT. The only way to be prepared is to make
sure that the information infrastructure and IT staff are ready, which can only be realized through

the cybersecurity scientific base and special cybersecurity skills.

In 2015, Greenaway and her colleagues in their research in the US on a conceptual structure,
found that the model can be implemented in the field of cybersecurity. He also discusses privacy
theory and management theory. The research highlighted the gap in personal and cybersecurity
literature, where the relationship between the citizen and the organization should be defined, and
the responses of the organizations are very limited. These problems can lead to distrust between
the two parties; because of the endless problems that may be caused by citizens due to cyber-
attacks or a new concept of confidentiality in the new era of the internet. They added that the
agency must control potential risk, otherwise it faces problems of trust from stakeholders and

customers.

A review of cybersecurity revealed the absence of a number of models aimed at protecting

cybersecurity. There are only two or three structures and articles resulting in a lack of research on
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a relatively new topic. In this research, Harry Hyslop (2016) used to manage cybersecurity risks.
It is clear that cybersecurity is difficult to achieve and there are currently insufficient resources to
protect everyone at the same level (Rotchanakitumnuai, 2007). Despite all the most innovative IT
tools and applications, there is always a chance that they could be broken. A risk management
approach is one of the most useful strategies in this environment. Many organizations have already
implemented solutions to protect privacy and civil liberties. The theoretical bases are intended to
complement these processes and provide guidance for the convenience of confidentiality of risk
management in accordance with the organization’s approach to managing cybersecurity risks

(Ruizhong et al., 2010).

Meanwhile, the responses from survey participants have shown that integration of privacy
and cybersecurity can benefit organizations by increasing customer confidence, providing more
standardized information sharing and streamlining operations for legal regimes. It has been found
from the research of the business dictionary, that risk management is analysing, evaluating,
controlling, and preventing, minimizing or eliminating unacceptable risks (BD, 2012). To be able
to manage risks, organizations must understand that when events occur, they could be somehow
affected. Furthermore, the survey participants agreed that organizations should prioritize risks and
activities, recognizing the sustainability of risks to cybersecurity, which can also help
organizations have a complete idea and make the right decisions about financial and management

costs in the cybersecurity domain.

In applying and implementing risk management programs, organizations are given the
opportunity to quantify and propose their adjustment programs in the cybersecurity arena
(Montagna, 2005). However, cybercrime and internet hacking are becoming a huge business,

which leads to the electronic suffering of companies from cybersecurity breaches. A recent
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example of a cyber-attack is the hacked emails of the chairman of the US presidential campaign

during the US election period (Bandyopadhyay et al., 1999).

This high-profile event had a tremendous impact on the election campaign mentioned, with
the result that the competent party won the elections and the presidential period in the US for four
years. It has been found that to establish an approach to managing cybersecurity threats within the
existing frameworks, the research could be done by the Chief Information Security Officer (CISO)
for the city of San Diego. This structure provided a common language for understanding,
managing, and expressing the concept of the lifecycle of cybersecurity risk, both internally and
externally. Hence, it can be stated that the IT infrastructure and its security is the basic component

for the Smart Government systems regardless of the country or nations they are being adopted by.

6.3. The Resilience: A Compulsory Component in Government Administration

It has been found that the resilience refers to the characteristics of an organizational system
to withstand stress and overcome external or internal threats or attacks, and this applies to the
system as a whole, and not to its individual parts (Adger, 2000). To assess the sustainability of an
organizational system, the capabilities and interactions of various parts of an organization after a
destructive event are considered decisive in how they interact and communicate with each other.
Sustainable organizations encourage advisory and joint decisions (Schneider, 2010). Furthermore,
it has been found from the research of Belanger and Hiller (2006) that the rules are not just dictated,
but encourage employees to behave in the way that is consistent with the expectations of
customers. Thus, a sustainable organization seeks to articulate, recognize and demonstrate its

values (Kerr, 2016).
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Meanwhile, the survey participants agreed that sustainability is the ability of an
organization to predict and recover from changes and events whether expected or unforeseen. It is
believed that this is more than just risk management and does not entail a crisis-related
organization or supply chain. Rather, it is a widespread phenomenon that entails all the changes
that the organization faces, and not just the crisis (Montagna, 2005). It includes managing
unforeseen disruptions from suppliers, as well as changing purchasing habits. A sustainable
organization also provides and adapts to be able to serve its customers with the products and
services they prefer, taking care of supply shocks (Iribarren et al., 2008). This is a valuable feature

because change is a continuous global phenomenon.

It has been found that the studies show that the average age of the company at the S & P
500 was 61 years in 1958 and only 18 years in 2012. This indicates how rapid the changes are and
the inability of companies to survive in this economic dynamism. On the other hand, it was found
that resilience, an alternate concept of sustainability of a business organization, is the ability to
open and use opportunities against competitors by taking risks (Newnham & Crask, 2015). The
sustainability of an enterprise depends on the sustainability of its various components. This is a
multidimensional concept, covering aspects of business organization. It was found from the review
conducted by Chesley and Amitrano (2015) that sustainability is an organization’s ability to

anticipate and undergo change, not only to overcome but also to evolve because of its existence.

Meanwhile, it was also confirmed by Olson and Anderson (2016) that sustainability in a
business context refers to overcoming the problems largely dependent on planners that are
distributed throughout the organization to create executive strategies, as well as significant
leadership involvement. In the late 1990s, researchers like Featherman and Pavlou (2003) talked a

lot about leadership development in business firms and large-scale programs, and in recent years,
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the risk management came to the surface so that the organization could survive in the fast-growing
business arena and emerged from hundreds of contests. The idea of recovery and the ability to

thrive in any destructive event is a standard set of documented plans.

Such plans are called Failover Plans, which allow organizations to mitigate potential risk
by giving them the opportunity to implement such a plan on a systematic basis in order to increase
preparedness for all business failures. Furthermore, Ratnasingham (1999) and Chesley and
Amitrano (2015) conducted research on the new opportunities needed by business initiatives. They
found that not every organization is ready for the changes that are taking place around them if they
do not have a good new sustainability plan for survival and cannot evolve in the face of new
changes or intermittent events. The researchers talked about the different features that each
organization must apply to be able not only to overcome this change, but also to be resilient to it,
knowing what happened and what is happening, and what is yet to come, to be well-prepared in

accordance with scientific standards.

Meanwhile, one of the points in this regard, such as the concreteness of the plans for
resilience and sustainable development, was also confirmed by the survey participants of our study.
Usually, in the plans and programs in most organizations, there are elements of the standards of
textbooks, but only some of them are innovative and detailed, which could create a large gap
between what is happening in reality and what was indicated in these plans (Langfield-Smith,
2008). In the conventional plans that are used in any organization, there are no scientific ways to
assess its quality, since this is a continuity plan or simply a textbook plan that is not related to the

actual business of such an organization.
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On the other hand, it has been found that the main criteria here are the ability to select the
most distinctive information in terms of business continuity, and then document it, benefit from it,
use it properly, develop it and share it with members of an organization. This was confirmed by
Olson and Anderson (2016) in the research, which they conducted on the resilience and
sustainability of business continuity to their needs. The research showed that the resistance team
differs from the risk management team because of the assessment, while fault tolerance depends
on if there is any risk. In addition, it depends on any undesirable event at the stage of
implementation of the business continuity plan, which stated that the assessment, in this case,
depends on the content analysis. In addition, the risk assessment also depends on the

implementation resulting in a continuation of work even when confronted with disruptions.

Meanwhile, the difference between risk management and resiliency is that the latter will
first prevent or mitigate the risk and secondly reduce it even after interrupting an event that the
plan consistently fulfils the main objectives of an enterprise. The respondents knew about the
activities and environmental challenges of Smart Government initiatives of the UAE government.
It describes operational improvements related to business processes, as well as products and

services of the organization, as well as with people and the control mechanism (Kerr, 2016).

With the increasing complexity of supply chains due to the globalization of organizations,
an organization’s ability in assessing and managing supply chain risks during the procurement,
production, delivery and marketing cycle is of paramount importance (Bradley & Pratt, 2011). It
has been found that any violation of the supply chain can lead to reputational risks, as well as
operational, financial and reputational risks. Sustainability of the supply chain is an important

factor in the modern business environment since the supply chain is considered the foundation of
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the modern economy. It has been found that any disruptions in the supply chain and the ability of

businesses to withstand this will determine the sustainability of the supply chain to the system.

However, sustainability means having alternatives to counter-failures, which leads to
layoffs, so it is expensive (Battershy, 2015). Thus, the problem of sustainability in the supply chain
is to ensure sustainability and efficiency (2015 edition). Organizations deal with confidential
information, and this information can be crucial to the success of a business. Therefore, it is
necessary to provide this information. It is important that a sustainable organization manage its
information security and protect its intellectual property rights. This requires the organization to
apply practices that allow interested parties to collect, process, store and use information in a
reliable form (Kerr, 2016). Networks are connected to each other through communication nodes,
and the stability of the network determines the degree to which faulty communication systems
affect the overall structure of the network, and also disrupts inter-organizational communication

and how adaptively the network responds to it.

In most cases, deleting network messages or deleting nodes can lead to the exchange of
information with alternative nodes or routes to exchange information (Ougut, 2011). However, it
was also confirmed by Hoffman (2014), as discussed in the literature review, that some network
structures are more sensitive than others to removing links to nodes when the network is divided
into subgroups that are not connected to each other (Barab'asi, 2003). The most stable network
structures are networks without networks since they are not sensitive to the removal of random
nodes. However, even these networks can be destroyed when critical nodes are removed (Kahn,
Barton & Fellows, 2013). Network hierarchy, network diameter, and network clustering are some

of the determining factors for network resilience. While traditional crisis management strategies
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can be helpful, you can increase administrative and social capacity to cope with crisis management

situations by developing resilience (Newman, 2007).

The research of Hyslop (2016) suggested that an immediate response to these disasters
depends on the resilience of citizens, operational commanders and those in charge of the first
responders, such as firefighters or emergency medical specialists, while strategic leaders can make
a difference in the long-term (Drabek, 1986). Thus, efforts should be directed towards the
development of sustainability, which is perceived as a new quality for a professional system
(Longstaff, 2005). It has been found that improving institutional quality, experience and resources
are expected to lead to an increase in recovery from the crisis, but sustainability is still a phased
quality of the system, which can be gradually acquired and improved only through trial and error

of its response to future disasters and system failures.

Furthermore, the views of respondents indicated that resilience to construction has two
prerequisites: first, the realization that a system failure, destruction or catastrophe can occur, and
the second condition is that the stability of the building does not replace the basic elements of
emergency response operations. The first step in the development of sustainability is the
preparation of first respondents who are well-trained to make independent decisions and work
effectively in situations of critical situations with the system (Adger, 2000). They must be
knowledgeable and convinced of core organizational values, ethics, and clearly defined priorities
for responding to a crisis in the interests of the organization. The next step is business continuity
planning, which includes setting up a backup centre in a remote location, which reflects current

business operations in the backup storage of IT memory, as well as in the event of a disaster.
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An individual can continue business operations from a remote site. The third stage is joint
planning with the participation of all interested parties, in which all possible threats are identified,
and possible decisions are regularly reviewed to cope with the ever-changing nature of people
(Kerr, 2016). Meanwhile, Longstaff (2005) found that the fourth step is the joint preparation of all
stakeholders by familiarizing with the contingency plan and modelling its ability to respond to the
threat. The final step is to prepare a guide on how to mitigate resilience in a crisis. Management
should avoid traditional pathology of leadership in a crisis situation (Newnham & Crask, 2015),
for example, blaming others, waiting for facts and figures before making a decision, waiting for

outside help, sticking to the original plan or spreading rumours without verification.

They need a realistic approach to what can be done, and they need to take the necessary
steps that can be useful for change (Boin & McConnell, 2007). It has been found from the research
of Chesley and Amitrano (2015) that change is the key to each plan for organizational
sustainability. They raised the question of how an organization responds to a change in its business
plan. They found that strategy is important for any type of organization, but after its presentation,
it becomes vulnerable to change; when they encounter interruptions, the strategy cannot be
completed on time (Chesley & Amitrano, 2015). Moreover, Olson and Anderson (2016) talked
about adaptability and how it relates to culture, which also influences strategy. It has been found
that organizational sustainability outperforms the leading positions that over the years have not
been an excellent factor for a successful business, adding that enterprise resilience is the most
important success factor in any business; where sustainability becomes more measurable and

manageable (Chesley & Amitrano, 2015).

As for organizational sustainability, developers play a key role. Olson and Anderson (2016)

found that planners are key to each business continuity program; the more they are involved, the
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more the plan is ready for implementation at any moment. In addition, fault tolerance assessment
helps motivate planners to a goal. Hence, more active participation and participation in all activities
of their continuity programs and, moreover, with the support of the senior counsel. Moreover, the
high level of participation would increase the level of commitment between planners, which can
help them to strive to achieve better results in their activities. Furthermore, it can assist them to
increase their confidence and self-belief that they can manage their plan on a more sustainable

basis than before the concept of sustainability (Barab“asi, 2003).

Kahn et al. (2013) and Longstaff (2005) added that planner reviews are an important tool
of this methodology in the arena of organizational resistance, which emphasizes the role of
sustainability assessment, which gives them a great value. Chesley and Amitrano (2015) found
that enterprise resilience is measurable and manageable, unlike the traditional risk management
system that has been used in recent decades. They added that an individual needs to know the key
elements of enterprise sustainability in an organizational context. Chesley and Amitrano (2015)
identified that the traits they offer are more likely to be designed in accordance with any business
initiative so that they cannot only survive in the face of change but also benefit from this and show

a great example in the market.

This can be achieved through greater returns from young people and their new thinking,
which will create a more sustainable environment in such firms. After examining criticism
regarding organizational resiliency in the literature, it was found that sustainability research
focused on increasing the participation of planners, especially in the continuity plans of programs
or projects. The focus was on the lifecycle of the program, which should consist of an assessment
stage and then a planning stage, and then carry out exercises to reach a level of maturity and assist

in quick recovery to ensure the continuation of such a program (Boin & McConnell, 2007). To
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help the recovery process reach a level of maturity, planners need to be more active and ensure
that risks are constantly identified and evaluated, as well as document resiliency plans, to ensure

resilience to potential obstacles or even natural disasters.

Assistance helps in evaluating the content of such continuity plans, which aim to guide the
planning process to the maturity stage. This type of assessment can maintain compatibility and
visibility in addition to improving compliance in a business continuity program. However,
attractive planners and executives are not an easy task. Hence, this is a complex task, while the
company’s culture is not ready for such a decision or change (Chesley & Amitrano, 2015). As
noted and found in most studies, such as Olson and Anderson (2016), Chesley and Amitrano
(2015), and Olson and Anderson (2016), culture influences strategy, while in some cases leaders
are isolated from employees and find it difficult to be more involved or even associated with
planners. The perspectives of survey participants revealed that good leaders must work in the

interests of their business, and not as per their culture or personal needs.

Furthermore, Olson and Anderson (2016) confirmed that sustainability has a huge impact
on the target, where a successful organization usually evaluates its perception of achievements,
hires the right flexible team and the right plan of organizational flexibility to ensure business
continuity. In addition, the sustainability assessment will lead to an increase in the level of
participation of the highest council of any organization and could create direct contact between
them and the planners; who are more equipped and more aware of how to deal with intermittent
events and have a specific resiliency plan with details. Moreover, Chesley and Amitrano (2015)
found the concept of enterprise resilience to consists of six attributes, divided into two categories.
The first set consisted of the adaptive capacity, coherence and flexibility, and the second consists

of trust, relevance and reliability.
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They found that if a firm adheres to this structure, it can withstand both opportunities and
threats at the same level as benefits. In addition, the firm can develop in response to risky and
possible types of changes that occur during the implementation of the strategy, sustainability, the
organization must ensure that planners and managers are distributed throughout the organization.
In addition, the functions of planning and documentation would lead to the best practices and have
simple, predetermined resiliency standards for their operations. While continuity plans tend to
cross normal work tasks and go beyond their requirements, developers and managers find it
difficult to find time to prioritize their standard work tasks and prepare for unexpected failures that

may or may not occur in the future (Cocchiara, 2005).

It should be noted that the participants of the survey agreed that the planners are not
professionals in business continuity programs; rather, they are experts in their field, which is part
of a continuity program. These important planners will help document important activities and
differentiate information in their field to help the continuity program and its owners, but this goes
beyond the priorities of their work and responsibilities, and the problems arising from this fact are
explained earlier (Pauchant & Mitroff, 1992). It was found that IBM had provided and created a
business resilience infrastructure that is designed to determine the level of organizational
resilience. It included a set of objects, called layers, that emphasize the ability of any business to
fail. A detailed discussion of the various levels of such model was discussed by Boin and

McConnell (2007).

The first object is a strategy and includes financial, operational, production, disaster
recovery strategy, and so on, which regulate the daily activities of firms. The second level is the
objects related to the organizational structure, such as communication, skill level and duties of

employees, which is emphasized by the human resources and communication processes. The next
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level is the applications and software used for business and database management, such as
customer relationship management and ERP applications Kerr, (2016), used to process
transactions in business transactions. Processes are the next level of the facility, which included
critical business processes and IT systems, for example, receivables and payables and problem

management (Ward, 2015).

It was found that the technologies and tools include networks, systems and technologies
that are used to process data and run business applications, and objects are buildings and
warehouses and factories used to house an organization and its technologies. These layers
conceptualize the components of an organization’s business sustainability and help organizations
identify key areas that need to be focused on when building a sustainable model (Gordon & Larry,
2005). However, Bucy and Gregson (2001) also confirmed that this model also classified business
attributes as per the functions that determine its ability to respond quickly to any failures. IBM
Business Resilience basics offer the following five attribute classes that are an integral part of a
sustainable business organization. It has been found that the first key attribute is control and
compliance, which describes the ability to identify, predict, evaluate and control the risk associated

with compliance with social, economic, technical, environmental and regulatory factors.

The second attribute is the ability to predict and detect any events that represent a potential
security risk or privacy concern for business transactions (Coleman et al., 1991). The ability to
measure such events can save a business from operational risks. The third attribute is the deflection
and hardening. The attributes protect and preserve and indicate the organization’s ability to defend
itself from harm. Be it accidental or intentional damage, the attribute preserves its data and
resources (Cocchiara, 2005). By focusing on the main objects of sustainability, organizations can

create a sustainable structure by applying and acquiring the necessary attributes necessary to

283



ensure sustainability (Tapscott et al., 1989). The development of organizational sustainability has
some barriers that are primarily related to the degree of organizational readiness (Pauchant &

Mitroff, 1992).

Furthermore, it has been found that the barriers also reflect on the factors of management
and society. There are various social constraints for a flexible approach to disasters and
disruptions. People usually respond to the potential threat potential in a dysfunctional manner,
including denying or lowering the importance of the threat or its likelihood, and this is just a mental
barrier that creates resistance. It has been found that the most important barrier is organizational
beliefs and values that hinder the development of sustainability because the organization is more
focused on customer service, profits, and so on, than on the critical events and potential threats to
the system. When such events are observed in other places, organizations rationalize the

occurrence of an event and justify the improbability of an event happening to it.

The obstacle to sustainability also includes the institutional design (Orlikowski & Robey,
1991). Most organizations are designed so that they are not resistant to critical system failures and
failures. It has been found that any emergency response requires flexible decision-making, while
organizations have limited powers (Boin & McConnell, 2007). An increased resiliency requires
time and resources for an unforeseen event that may or may not occur. It also requires the cost of
educating people and using them through imitations to prepare them for unforeseen events. It also
requires collaboration with different stakeholders and adaptation to their own programs, values
and cultures. All these costs create serious barriers to the development of organizational
sustainability. Another barrier to sustainability also confirmed by the survey participants in our

study is a management system that usually emphasizes centralized control and management and is
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incompatible with the concept of sustainability, which emphasized the self-confidence and

willingness to cope.

The barrier to sustainable development is most important for the sustainability of Smart
Government systems, which are the socio-economic framework (Pan, 2006). As communities that
are in disarray themselves live in modern cities, the poor, homeless and immigrants are the least
sustainable communities. Thus, it is becoming increasingly difficult to develop and implement a
sustainable Smart Government mechanism for such socio-economic classes (Boin & McConnell,
2007). The application of sustainability assessment has a huge impact on the assessment of
business continuity plans, and this can be achieved by analysing alignment of a business with a
given definition criterion that can be adapted and configured in accordance with all types of
programs. This patented tool has been successful in many cases. It covers three main elements
such as improving the reporting process, identifying risk, and helping to assess organizational

sustainability.

Chesley and Amitrano (2015) found a structure for assessing organizational sustainability.
The structure consisted of six powerful functions that make any type of organization more resilient
to risk and other types of sudden changes or interruptions. Those factors included technological
breakthrough and the two researchers talked about how all types of organizations face
opportunities and threats at the same time, so they raised an important question here. The question
was: Do we need to predict what kind of violation we will face, good or bad? The answer was ‘no’
in the survey, and the question was revised to ask how well a company or organization faces or
predicts these unforeseen threats and opportunities and the ability to withstand them. Furthermore,
the notion of how the enterprises react if they intend to create a sufficiently stable organization

was explored.
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It has been found that there is a need to understand the basic elements that increase the
likelihood that this practice threatens the sustainability process. These first three features are found
to be fundamental in accordance with two researchers when responding to risk time and periods.
Although these functions work to serve their ability to benefit from risk or make the most of all
kinds of changes (Chesley & Amitrano, 2015). Some researchers, including Ridley and Channing,
(1999) and Chesley and Amitrano (2015), talked about the concept of start-ups. This concept
consisted of three attributes: 1) how to respond to feedback, value (adaptive), 2) when to move
quickly immediately after determining the correct signal value (moving), 3) then trying to maintain
focus, which means (consistency). The authors found that large organizations, for example, in the
current case, Smart Government, learn from the lean process, especially when it comes to product

development in the field of Smart Government (development of their services).

The concept of lean start-ups can be applied to Smart Government services from the point
of view of launching new e-services to find out whether people can achieve this in general and, in
particular, at the same time, to see if there are any great opportunities. There is also another concept
proposed in the same arena, called Fast-Works, based on the launch of the same elements and
principles (Olson & Anderson, 2016). This sustainability culture can be implemented throughout
the organization, not just in product development. However, at the market level, organizations
must be creative in how to serve talented youth and anticipate both opportunities and risk while
creating powerful communities. These different traits are important for an organization’s
relationship with its stakeholders, customers, and its business partners. It has been found that the

sets of characteristics may seem easy to achieve, but in fact, they are quite difficult to maintain.

Research conducted by Schell (2016) found that most leaders of in the 21% century are

convinced that the element of trust is the most important element in maintaining relations and
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business between organizations and their stakeholders or business partners. The perception of trust
as a threat to the growth of any business creates a bottleneck that prevents it from flourishing and
behaving with such business relationships. Both researchers found that the positive relationships
of the organization and its customers, stakeholders, partners and business leaders are an important
basis for business growth. It brings the people back to the strategy and the best way to achieve its
goals. Moreover, the sign of importance is now the main focus of a larger number of managers

who are convinced that the current world is filled with industrial violations.

While failures provide the best opportunity for an unconventional organization, the same
violations can create a risk for existing organizations. However, it was found from the study of
Zaklina (2014) that the problem is that an individual does not know when risk turns into a
catastrophe and becomes part of this big failure, it is not the decision of any single person. In the
elastic concept, organizations must respond to such a violation as an opportunity, and must
creatively perceive big failures in order to be able to benefit from them, learn and recover, and
then, of course, find a way to succeed in a disaster, to achieve the highest level of maturity
(Edelman, 2014). The findings of Ackerman and Rushe (2014) and Kerr (2016), which conducted
a research on the sustainability of the organization, suggested that the phenomenal structure to
maintain organizational sustainability is compulsory for criteria of risk management and business
improvement are equally oriented. The model of Kerr (2016) emphasized the qualities that form

organizational resilience.

6.4. Discussion on Research Hypothesis

Moreover, the specific Hypothesis of this thesis will be as follows:
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H1: The capability factors affect resilience in Smart Government organizations

Cybernetic resistance is a broader term that encompasses business management and
cybersecurity. It not only defends the organization from cyber-attacks, but also helps to cope with
the situation and guarantees the survival of the organization against attacks. Resilience is equal to
the ability of the organization to succeed and thrive when it prepares, anticipates and adapts to
sudden changes and disruptions in the organization. Organizational resilience means that the
business owner can take risks with more confidence as a strategy. There are three main domains
of resilience, which are very necessary for each type of organization, large or small.

The first is operational resilience. The organization that is resilient has a deep knowledge
of the operations of the organizations and their operation and functioning. To meet the needs of
customers, operational resilience is the identification of specific operational developments or
improvements in their products and processes. It showed the consistency and potential of the
organization that can achieve and grow completely under any circumstances (Kerr, 2016). The
second is the resilience of the supply chain. In this sense, to achieve resilience, the organization
must focus more on identifying risks to minimize interruptions and maintaining financial
reputation. The third is informational resilience that is very important and critical. To maintain the
capacity for recovery, the organization must protect the information of its clients and guarantee
the security of all types of information. This requires information security techniques to collect

information safely and process it (Kerr, 2016).

H2: The change factors affect resilience in Smart Government organizations
This hypothesis was developed based on the research of Johnson (1994), which indicated

that the notion of change strongly appears in the industry of information and communication
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technology. Reviewing the key factors of change motivate the researcher to include if the change
factors can influence the resilience in Smart Government organizations. It is considered as the
most important change in the 20" century and even before that, and in many scenarios, this industry
IS becoming a creator and innovator for more changes in every aspect of life and other industries.
The research discussed that the change reached out to both public and private sectors, where new
information and communication technologies have been implemented. Therefore, the hypothesis
was tested, and the results showed a positive relationship between the factors at a level of 59%

relationship.

Meanwhile, the background knowledge supported that hackers have grown bolder and
bolder every day; consequently, cities that are joining the Smart Government project must be fully
aware of all kinds of risks. Such risk factors would affect the governmental field and, in some
cases, will lead to catastrophic results, depending on whether the Smart Government risk
management practitioners are ready, aware, equipped and prepared for such a huge transformation.
It was found that there were not enough studies concerning the measurement of resilience, and
also a lack of resources about models exploring the system maturity of Smart Government
frameworks as a means of risk management. Raising a system’s maturity issues like compatibility,
effectiveness, and accountability, the Smart Government employees must employ the
cybersecurity strategies to achieve the overarching goals of their organizations as well as clients

(Johnson, 1994).
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H3: The management control factors affect resilience in Smart Government organizations
This hypothesis was developed while considering the research work of Sikula et al. (2015),
which involved the analysis of the level of maturity of electronic government in terms of resilience
and management control. This also explored what they are doing and how they are doing it,
determining cybersecurity risks accompanied by those processes, to find out how to measure
resilience in relation to the cybersecurity. This was done through the use of control management
theories and the resistance of the system. Therefore, the hypothesis was developed to determine to
what extent they can control the risks faced by electronic government systems, they must realize
how to mitigate such risks through management control. This was to meet research demands and
meet the overall objective and try to provide a scientific framework that has the capacity to measure

resistance in the electronic government system, especially when it comes to cybersecurity.

This could have happened for the good of the professionals of the electronic administration
and professionals to know how to control the risk of the cybersecurity. Meanwhile, the
development and testing of hypotheses have shown a positive relationship and therefore, to be able
to minimize the risk in the future. This risk management control capacity in the government field
is not easy (Sikula et al., 2015). Brian Kuyfyt (2017) also mentioned in the background of this
research that an individual cannot easily prove it in the government, how about an electronic

government? This is what the research is expected to reveal.

In this regard, this researcher attended The Enterprises Risk Management of Cyber Security
2017 event, which takes place in Dubai. At this event, one of the most famous British hackers
spoke about how cybersecurity is very difficult to achieve. The research also explored how to
effectively use of the internet and how it can be a dangerous tool with its characteristics, as well

as how can we find a piracy tool for hundreds of companies registered in a minute with the click
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of a hacker? Finally, the research tried to demonstrate that risk can be controlled at a certain level,
but traditional risk management methods do not work for long and there is a need for new

strategies. For example, the notion of maturity of the system is fundamental for any government.

H4: The vulnerability factors affect resilience in Smart Government organizations

This hypothesis was developed based on different studies (Widmer, 2013; Sikula al., 2015;
Pennathur, 2001), which worked on the vulnerability factors. As most governments are
implementing Smart Government and smart governance, the risk has increased crucially since the
internet tends to be easier to hack and the management of risk is questioned by their acquittal in
most cases (Widmer, 2013). It has been discovered that the management of risks is not enough in
many cases of cybersecurity, and the need for security theories of the system has arisen, especially
when it comes to a vulnerability in the electronic government system (Sikula et al., 2015). This

brought this researcher back to the main problem of this cybersecurity risk project.

After all, it raises a fundamental question: is cyber space vulnerable to risk? In addition,
can this risk be controlled or not? Some found that risk management in cyberspace is just a theory
that is far from reality, while others are more optimistic about the risk management of
cybersecurity in the internet age (Pennathur, 2001). Furthermore, when the respondents were asked
and tested the hypothesis, the results showed that vulnerability factors have a significant impact
on the resilience in Smart Government organizations. This remarkable step towards a world of
communication in cyberspace has its own disadvantages, such as vulnerability to risk; where
thieves and hackers do not slow down in the short-term, and always look for weaknesses in new

systems to violate.
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These numbers point to the enormous amount of risk that the media faces every day. The
findings indicated it is difficult to manage from a security perspective. At this point, the problem
of cybersecurity arises and it is even more important for some countries to develop their risk
management in cybersecurity; where recent studies show that cities are becoming targets due to
their highly integrated infrastructure system as mentioned above. The internet constitutes a
backbone of Smart Government projects, which depends entirely on the cybernetic space where

all its processes are carried out online.

6.5. Summary of the Chapter

It is summarised that the industry has been slow to adopt the technology because of the risk
that lies beneath the vulnerability of the system’s online processes. It is a means that requires
innovative thinking and implementation of cuts. Cybersecurity strategies and new IT plans, tactics
and tools that Smart Government personnel cannot ignore can influence the performance of Smart
Government service frameworks. It is necessary to know which tool to use and when a strategic
problem is encountered, especially when it comes to cybersecurity risks. The role of the notion of
the maturity of the system and many of its associated methods offer a solution to the challenges of
resistance, variation, differentiation and measurement of risk. When integrated into electronic
communications, the internet can facilitate the achievement of more effective win-win scenarios.
It has been concluded that there is a whole network of security strategies that allows the monitoring
and controlling of risks, which also helps increase resilience, minimize costs, and increase

flexibility.
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7. CHAPTER SEVEN: CONCLUSION AND RECOMMENDATIONS

7.1. Conclusion

The purpose of this study was to study the risk-based cybersecurity frameworks which are
using cybersecurity developments. These systems are used to create a strong, protected, complete
and hard to break E-system in the UAE. The framework could be adopted by Smart Government
projects. This would help the projects to not repeat the mistakes that were made while conducting
the processes of Smart Government which were used previously. The objectives pursued in the

thesis were:

Objective 1: To determine and identify the components of the professional resilience framework

to achieve Smart Government resilience and cybersecurity risk management.

Objective 2: To elaborate the risk management frameworks for cybersecurity in Smart

Government.

Obijective 3: To evaluate the existing resilience frameworks and identify the areas of potential

improvement.

Objective 4: To develop a sound model for Smart Government organizations, on the measurement

of resilience.

This Research was guided by two main questions:

RQ1: Validating the framework of Smart Government resiliency and cybersecurity risk
management.

RQ2: How to evaluate previous frameworks on the measurement of resilience.
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On the basis of an in-depth investigation, it is concluded that the security control is based
on classification. The accuracy and accumulation of data in any case is a necessary procedure for
launching progress. It is necessary to choose the right place for social security measures to
sufficiently reduce risks by performing certain measures. In some cases, the prerequisites for
organizational security is also not a minimal task. This commitment demonstrates the firm’s desire
for well-being and due diligence, as practiced in its approach to protection. It involves the
reliability and availability of authoritative data and data structures. For the perceived traditional
management tools provided by the information structure and data infrastructure security engineers,
with the help of data infrastructure security officers, together with a conventional control provider,
the most appropriate way to work using basic management tools for various levels of information

systems could be chosen.

This does not interfere with the use of open source gadgets. There are several
concentrations to test the use of open source plans. It is concluded that the US, Canada and the UK
have reliably become pioneers in adjusting new strategies and innovations. They speak of a
genuine case of a Smart Government for every improvement that moves it forward. By
implementing and participating in Smart Government, they observe how quickly its foundation for
media transmission is improving. A strong link was found between the two components. The first
is the use of Smart Government and the rapidly growing and improving coordinated foundation of

any nation around the world.

This also expands the possibilities of being a target for psychological fighters and robbers
around the world. Consequently, these countries may be subject to pressure from many risks

because of their highly integrated structure. For example, the US has been identified as the centre
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of attention for cyber-attacks around the world. It is further concluded that these countries were
able to flourish financially in the light of their monstrous oil and characteristic wealth. In addition,
regardless of whether the UAE has oil reserves, it should have a plan to increase the money supply
in non-oil sectors. The countries dominate this area, as they began to significantly improve what
is happening from liberal susceptibility and an experienced business supported by an advanced
media transfer system. It is concluded that the legislative bodies of the UAE, the UK and the US,
used the new arrangements and laws to help make their jurisdictions increasingly suitable for new

business.

Another advantage would be derived from new rules, which should help financial
professionals from around the world to start a business in their own countries, which may
encourage business pioneers. Currently, the US, Canada and the UK have invested heavily on their
media content transfer systems. Therefore, they have advanced broadcast funds that contrast with
different countries around the world. At the local level, Dubai is sometimes called the wired state
in the Middle East. Indigenous peoples are suitable for all compliance methods used in western
countries. UAE citizens have learned how to put forward and maintain increased demand in e-
services, much like the services in Western social orders. At this point, the researcher has

discovered how to reduce this risk, assessing its versatility.

It is concluded that a Smart Government enterprise is moving towards a new era of virtual
government with the introduction of numerous online services. For example, e-learning, e-
payments, Smart Government, and e-managers, which will stimulate the organizations that the
business manages. This establishes a structure originated from a protective fence that works to

protect from cybercrime and psychological oppressors. Although some argue that in case the UAE
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government creates a system, programmers would make a passage to break their electronic
structure. Therefore, there is a real cybersecurity risk regarding what is happening. Although for
some time this is far from the reality that cyber-attacks affect security, the internet has become a
correspondence mechanism for governments that makes it essential to make it even safer for this

underlying condition.

It is concluded that Smart Government is a reliable, innovative, progressive and logical
mechanism. Furthermore, it is a system that can work around the world. It has universal
applications inside and outside associations. The study has recognized the risk of social
engineering and structured the stages of displaying the thought in the Smart Government system
of the UAE government. It is concluded that the cybersecurity risk problem is worsening every
day. Due to the recently implemented platforms, the PC platform is becoming more fragile, much
more helpless than the usual PC platform in earlier times. These new projects and structures

contribute to the growth of helplessness in the field of cybersecurity.

It is concluded that programmers are the persons who create these new security structures
for cybersecurity. Even after much research on this issue and the huge amount of funds spent on
cybersecurity, the problem has not been resolved. It is also concluded that the issue of
cybersecurity risk exists within the framework of the CPA firms, despite external hazards. It would
be wiser for such firms to have paperless services called Smart Government services. These can
save time, effort and money to attract more people to study the targets, although in this situation
the risk of cyber-attacks would increase. Especially from representatives of companies that are
suitable for electronic records, the Smart Government framework could be a better solution. It is

concluded that if the UAE needs to return the package to cyberspace it must bring together
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specialists and engineers for the platform in one place. The UAE can be able to get around this

problem and offer better support for national security.

A systematic review of the literature leads to the criticism of the current theoretical
frameworks in quantitative studies. The researcher systematically derived the research questions
and hypotheses. New terms, new divisions, and new elements are provided in the research

framework.

The relationship between the cybersecurity risk management and resilience was studied in
the literature and the systematic review of seventy previous research articles revealed that they are
focusing on the quantitative approach when studying these relationships as shown in the table (2.1)
explains the relationship between cybersecurity risk management and resilience. It also explains
why the researcher used the same quantitative approach in the current research because of scarcity
of quantitative research on cybernetic resilience in Smart Government both worldwide and in the

UAE.

Relatively few research studies have focused on the qualitative approach for studying this
phenomenon. There were a couple of studies that used qualitative methods (Osho, Onoja, 2015;
Vandebosch & Van Cleemput, 2008) and two more that used mixed methods (Dondossola,

Deconinck, 2012; Vugrin & Turgeon, 2014).

As a conclusion, it is obvious that more focus is given to the quantitative approach
over the qualitative and mixed methods approach. This reinforces the rationale of going for further
quantitative research for a new contextual investigation for achieving the research objectives and

determine and identify the components of the professional resilience framework to achieve Smart
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Government resilience and cybersecurity risk management. Furthermore, to elaborate the risk
management frameworks for cybersecurity in Smart Government. In addition to the above to
evaluate the existing resilience frameworks and identify the areas of potential improvement and to
develop a sound model for Smart Government organizations, on the measurement of resilience.
Which also help to answer the Research questions by validating the framework of Smart
Government resiliency and cybersecurity risk management and emphasizing on how to evaluate

previous frameworks on the measurement of resilience.

The evaluation criteria on the previous frameworks of cybersecurity resilience was
explained in (table 3.2). This is used in developing a sound model of resilience that addresses the
main issues in the previous frameworks and tries to cover all the missing areas. Good metrics are
also required to have some non-technical aspects; and should be relevant, to organizational
missions, easily obtainable, and work for the improvement of resilience. The previous frameworks
did not cover the managerial aspect (only few of them ), it looked at cybersecurity as a technical
issue only which is far from truth. Most frameworks missed that cyber problems are not all IT

errors, but human errors as well. Also it is not a ‘one size fit all” answer to security issues.

Previous frameworks missed the business area as it was talking about the status of cyber war
and seemed to give less attention to financial and profitable business issue. In addition, frameworks
lacked a proposed matrix and was found to be complex and unorganized taking into consideration
the huge amount of restricted information it should be protecting. Although, resilience has been
considered important at national and international levels, resilience metrics to reveal decisions of

managers are in the early development stage. There is a need to build an effective metric for cyber
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resilience. Some metrics make a connection between specific system measures and the policy

goals, and some were technical only, not business or managerial.

Some frameworks tries to fill the gap in previous frameworks by combining three of them
together, however, it carries the same problem that some of them have and lacks the resilience and
focus more about the traditional risk management tools and strategies. After studying resilience
and cybersecurity risk management in Dubai in-depth, it has been found that they are still in the
proactive risk management stage when it comes to the maturity of their system. However, the
environment and culture in the UAE and especially in Dubai encourages innovation and its
readiness to implement resilience plans is high according to the survey and this research
investigation. The Dubai Smart Government is willing to adopt new ways of thinking and new
strategies concerning cybersecurity because it is trying to protect the upcoming event of EXPO
2020 which cannot be vulnerable to the risk of shutting down its system on the night of
inauguration. Dubai has received a lot of threats and has been number two in targeting its systems
after Israel, due to its highly integrated infrastructure. Sheikh Mohammad bin Rashid, the ruler of
Dubai assigned a million dirhams prize for the best cybersecurity plan to be adopted by the smart

Dubai system.

Things are moving really fast, from e-government to Smart Government to smart Dubai.
More and more issues are derived from this fast moving and changing business environment.
Dubai also launched an experimental small smart district, which is a complete city that uses only
smart systems, which is a great step towards resilience. Whereas resilience depends on resilience
scoring, repeating plans, repeating training, mocking cyber-attacks and the number of time

resilience plans are being tested and put under trial until they reach the level of agility and rapid
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detection, adaption, recovery, and prosper from the attack. It is noteworthy that agility is an
important factor in the process of resilience, otherwise the organization will not be considered

resilient but rather unprepared.

However, this framework concerns business resilience and missed technical and resilience
assessments measures for achieving political and business goals. Although this suggested
framework tried to cover all the important matrices and elements to a balanced resilience system,
besides emphasizing the main factors that have a great impact on resilience status, it is subject to
criticism by scholars and researchers. Planners admit that no framework is best but practitioners
try to do their best to create a simple tool that can be used in all kinds of organizations,
governmental, private, big or small. This thesis framework talked about four factors that exist in
all research investigating resilience and cybersecurity risk management, especially in complex-
natured organizations such as Smart Government. In General, it’s not addressing technical part in

depth, but rather emphasizes the managerial and business dimensions in depth.

The contribution of this research (plus the contribution in the 1st chapter) in the light of the

previous analysis contains the following points:

1- Review of the existing frameworks

2- Evaluation of the previous frameworks based on certain criteria

3- Develop a sound model that covers all the missing areas in the previous frameworks

4- Built criteria for evaluating the resilience in cybersecurity and the relationships among
these criteria

5- Linked the new criteria to the literature review on how to measure resilience
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The thesis contributed in a positive way to strengthen the work of others by simplifying
and adding a thorough analysis for the relationship between resilience and cybersecurity from a
managerial point-of-view. This was built on the criticism of the previous contributions and how
previous frameworks had criticized weaknesses. The business contextual analysis of the
relationship between the resilience and cybersecurity is an added value to the current research

relevant to the previously criticized frameworks.

This research explores resilience in the business context, which emphasizes good or bad
disruptive events. The result will be either higher business profitability or lower business
profitability because any opportunities that appear to be beneficial to the system must be taken to

survive in the business arena. It is still considered a risk to the system though.

This study, unlike previous studies, did not neglect the three elements in business contexts,
which are the business continuity, business profitability, and business performance. This study will
be provided to the Smart Governments in the UAE. It is a simple reliable tool to achieve and
maintain resilience to address cybersecurity risks. The current period of time has special
importance in using the contribution of this work in the UAE before the EXPO 2020 because it is
a relatively global and highly evaluated event that needs special care in facing risks of shutting
down the system on the night of inauguration. The thesis tests the readiness of the UAE to apply
resilience and in which stage are they effectively operating and applying resilience. The maturity
of their systems is critically evaluated using the framework of the current study. The UAE did not
reach resilience yet; however, they are ready to adapt it. However, the longer-term goals of this

work are to provide further research on the resilience in cybersecurity and how it can be improved
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in the region and expose this research framework to other contexts and organizations that have

different environmental natures and levels of complexity, such as Smart Governments.

Cybersecurity resilience is considered to be extremely important in the digitalized era of the
21% century. This is because it can assist a business undertaking to avoid the catastrophic failure
that is by an “all or nothing” approach to cyber risks. It will also make sure that the conversation
goes far beyond Information Security and Information Technology. A number of elements exist
that have an impact on the resilience of cybersecurity. Some of the common factors are the
vulnerable aspects of an organization’s cybersecurity, and the human factors of the entity (Holm

& Ostergaard, 2015).

This study has practical and theoretical implications, in addition to what has been said, on the
developing countries such as the UAE. First, it was the E-government, then the Smart Government,
and now it is the Smart City. On a practical level, Smart Governments need to embrace
opportunities and harness their experience to survive. Smart Governments need to consider the
forces of change and realize the role of management control in this rapidly changing environment.
It is an evaluation method to measure the resilience as shown in the following table, to be used

theoretically and practically in the Smart Government projects.

Table 7.49: Evaluation methods to measure resilience
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ork change Controls balanced ility
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n Union | process aspects need | d decision resilience | nt the framewor
Agency | for for the use officials | and as security | secures kis
for creation | of matrices | control competent | improve acts as standards | quantifiab
Networ | and ina process | the security ments in | competit | can le,
k and impleme informati | evaluative | the ive reduce comparab
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Hayslip
Framew
ork
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data
inflow in
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of data,
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nding of
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data into
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departments

Applicati | Provides Balanced
ons, storage of resilience
hardware | data and

portfolio | inflow

and towards

centralize | various

d, stakeholder

categoriz | s according

ed to their

informati | requiremen
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In case Hardware | Proper

of proper | failure delivery
data and cyber | of

inflow attacks informati
the tasks on as well
will be as

easily understan
performe ding for
d by the various
each purposes.
departm

ent

The above table shows the practical implication of this research.

testing the hypothesis of the research is as follows:

Table 7.50: Hypothesis testing details

The theoretical implication by

Hypothesis details Impact on|priority Survey Outcomes
resilience items
The capability factors effect | the capabilities |second 10 Supported
resilience in Smart factors have 22%
government organizations. impact on the
resilience
The forces of change factors | the forces of  |third 11 supported
effect resilience in smart change factors
government organizations. |have 22% impact
on the resilience
The management control The management| first 12 Supported
factors effect resilience in control factors  |(a priority)
Smart government have 34% impact
organizations. on the resilience
The vulnerability factors The vulnerability [fourth 10 Supported
effect resilience in Smart factors have 12%
government organizations. |impact on the
resilience
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Theoretically, a wide range of factors come into play that can have an implication on the

resilience of cybersecurity. The idea of cybersecurity resilience in the basic form is to conduct a

thorough evaluation of what happens before, during, and after a digitally networked system faces

a threat. The resilience of cybersecurity accrues over a long period of time, and it must be

integrated with the strategy of a business organization. In the cyber-context, resilience basically

helps organizations to be prepared so that they can face threats and vulnerabilities. An organization

is said to have robust cybersecurity resilience if it is able to have an in-depth understanding of risks

in strategic planning (Kwasinski, 2016). Thus, it has to go way beyond IT planning, and making a

risk evaluation strategy should become a normal segment of its strategy.

Suggestions for further research:

1-

Further studies should be carried out on the economic value of the relationship between
resilience and cybersecurity: the thesis hypothesized the left side of the suggested model,
whereas the right side needs to be hypothesized in further studies concerning business
profitability, business continuity, financial loss and performance. These studies are talking
more about the impact of balanced and unbalanced resilience from an economical point of
view.

A comparative research on resilience framework in political stability contexts and political
instability. As Smart Government projects primarily depend on the socio-economic status
of the country, poor countries cannot apply them because nobody can use them due to the
lack of money and lack of internet connection. Furthermore, countries with challenging
political situations will have different perspectives on Smart Government projects given

the fact that they lack democracy and other transparency issues with their public. This
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relationship between the government and the public should be studied before initiating
integrated governance, which needs more studies to be conducted in different political
contexts in terms of stability.

Reapplying this framework on different regions and social contexts to validate that it is
possible to use it in different countries and regions. As clarified earlier in this chapter this
research and its suggested framework should be applied in different context and regions
than the UAE, to check its validity and ability to work with different styles of Smart
Government that have different perspectives about Smart Government and its cybernetic

resilience.

7.2 Recommendations

R/
o

Cybersecurity risks when put in a business context reflects the reality of similarity between
the traditional pre-automated and pre-internet business risk. Therefore, the risk should be
viewed as a business problem, not a mechanical problem. In this case, the correct
explanation ultimately focuses on the greatest risk. In the opinion of the government
enterprise, currently controls it, as a rule, it would be prohibitively expensive if the
government concentrates around each risk.

Organizations with complex natures, in our case Smart Government, tends to have very
unpredictable events and crisis in their environment. The proposed skeleton, i.e. a Smart
Government framework, should recognize several levels of protection against potential
threats. To exit the target zone, the government needs to create a series of solutions,
constantly assessing risks and measuring vulnerabilities in order to be able to cope with

them.
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R/
A X4

X/
°e

The relationship between the citizen and the organization should be defined. The responses
of the Smart Government are very limited. These problems can lead to distrust between the
two parties such as public and government. As of the endless problems that may be caused
by citizens due to cyber-attacks or a new concept of confidentiality in the new era of the
internet.

Readiness is developed by behaviours and beliefs of employees of the organization. It is
recommended that the level of readiness should be increased throughout conducting
resilience workshops and raise the awareness about this process. Due to lack of awareness
on resilience cybersecurity risk management, the employees still think that the danger that
comes with an electronic Smart Government system is not manageable nor measurable.
Cybersecurity is hard to achieve because the internet infrastructure was built to serve
connectivity not security in the first place. This puts a lot of pressure on Smart Government
practitioners to keep its system safe by applying more systematic professional resilience
frameworks to address this issue. It is recommended that the UAE, especially Dubai Smart
Government, should start exercising resilience frameworks day after day to be able to
achieve and maintain resilience once the Smart Government project is completed, for the
sake of their system to be resilient to risk.

Strategies should have been put technically not theoretically in the Dubai Smart
Government resilience plan, whereas resilience professional plans consist of workshops
and plans that can be exercised over and over again until your organization reaches a certain
level of resilience.

It is recommended that Smart Government organizations hire professionals and experts in

business continuity, as they help in two ways: planning and readiness.
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R/
A X4

X/
°e

e

AS

To be able to manage risks, organizations should understand that when events occur, they
could be somehow affected. It is also recommended that the organizations should prioritize
risks and activities, recognizing the sustainability of risks to cybersecurity. They can also
help organizations have a complete idea and make the right decisions regarding the
financial and management costs in cybersecurity.

It is recommended that efforts should be directed towards the development of
sustainability, which are perceived as a new quality for the Smart Government system. For
improving institutional quality, experience and resources are expected to lead to a recovery
from the crisis. However, sustainability should still be a phased quality of the system,
which can be gradually acquired and improved only through trial and error of its response
to the future disasters or system failures.

The cyber villains are growing faster than the security solutions. It is recommended that
Smart Government projects should focus on four factors when applying resilience,
management control, forces of change, vulnerabilities and capabilities. The resilience
overall plan should serve the business continuity otherwise it will lead to a complete

shutdown of the Smart Government organization.

The Smart Government project in the UAE has the main goal of developing the business
arena in the country; it also funds a lot of governmental and local departments, therefore it
is recommended to study business profitability to protect it from financial loss. This can be

achieved by balanced resilience which guarantees the avoidance of eroded profitability.

The leadership should avoid traditional pathology in a crisis situation. For example,

blaming others, waiting for facts and figures before making a decision, waiting for outside
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help, sticking to the original plan or spreading rumours without verification about the e-

governance.

The focus should be on the program lifecycle, which should consist of an assessment stage,
then a planning stage, and then perform exercises to reach a level of maturity and help with

quick recovery to ensure the continuation of such a program.

It is recommended that planners should be professionals in business continuity programs.
Rather, they are experts in their field, which is part of a succession program. These
important planners would help document important activities and differentiate information
in their field to help the succession program and its owners in the e-governance framework.
However, this goes beyond the priorities of their work and responsibilities, and the

problems arising from this fact should have been explained earlier.

It is recommended to emphasize the management control role instead of strategic
management. The study shows that leadership and strategic management are not elements
of program succession but resilience, management control, planners and resistance teams

are.

Research on integrated governance risks is rather limited, because of the wrong view of the
public sector as rigid and risk-averse. In order to fully address the Smart Government main
cybernetic issues, it is recommended that researchers should conduct more studies in this

arena.
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Appendix 1:

“Smart Government Resilience & Cyber Security Risk management”

Survey Questionnaire

Section 1 (a) - Demographic information s

1. Gender: Male [1] Female [ 2]

2. Age: 18-30[ 1] 31-40[ 2] 41-50 [3 ] over 50 years [4 ]

3. Education Level: Secondary [1 ] Diploma [ 2] Bachelor’s degree [ 3] Master’s Degree [4
] PhD[5]

4. Employment Status: Casual [ 1] Permanent [2 ] Contract [3]

5. Duration of Employment: Less than 5 Years [ 1] 5-10 Years [2 ] 11-15 Years [3 ] Over
15 years [4]

6. Department: Administration [ 1] Finance [ 2] IT [ 3] Other [ 4]

Section 1 (b) — General Questions

In the table below, using the scale provided, please tick if you agree or disagree, with (1-Strongly

agree; 2-Agree; 3-Not Sure; 4-Disagree; 5-Strongly Disagree)

Strongly | Agree | Not | Disagree | Strongly

Agree Sure Disagree

1. Risk Management in Information 5 4 3 2 1
Communication Technology
Applications will bring about a lot of

benefits to the Institution

2. Smart governance organizations are
need better resilience and risk

management policies
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The resilience management in smart
government organizations will bring
flexibility in cyberspace, and
continuity of organizational functions

despite the cyber attack

There are more risks than benefits
attributed to the whole process of

Smart Governance

The changing environment and
relations in society require smart
government organizations in the UAE

to focus on better resilience policies

Smart Governance introduces
improved techniques and processes to
the organization

Smart governance organizations
should consider implementation of

effective resilience

Better management control in smart
governance organizations can create
capabilities and resilience against

cyber attacks

Multiple layers to foster resilience will
result in shorter network and system

downtimes.
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10. The government is focusing on cyber
resilience to avoid threats in changing

cyber environment

11. Smart Governance Platforms is
generally vulnerable to common
attacks such as Denial of Service
Attacks.

12. Smart Governance Platforms will
result in a greater uptake of cloud

based resources by the average person.

13. Smart Governance Platforms will be
able to accurately predict the unique
needs of individual students, instead of

providing generic answers.

14. The current ICT policies and
frameworks that guide the system are
inadequate due to lack of resilience

polices and risk management strategy

15. Smart governance organizations of the
UAE need effective policies and
frameworks for the system

Section 2 — Importance of Resilience and Risk Management

1. The smart Governance Platform will 5
enable the institution to maintain its
competitive advantage across all spheres

of service provision.
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2. The smart Governance Platform will
improve service consistency, continuity

and overall quality at a minimal cost.

3. Risk Management interventions will
prevent the institution from being
exposed to costly legal proceedings in

case of data breaches.

4. The smart Governance Platform will
offer real time feedback and 24/7 access

and resource provision.

5. Improved risk management and
resilience will enhance performance of

employees

6. Risk management will be beneficial for

all stakeholders

Section 3 — Benefits of Resilience and Risk Management

Strongly | Agree | Not | Disagree | Strongly

Agree Sure Disagree

7. Resilience and Risk Management will | 5 4 3 2 1
result in better mitigation, reduction

or elimination of cyber related attacks

8. Better policies for Cyber resilience

will help smart government
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organizations to recover quickly from

any cyber attack

The regularity authorities of the
country should pay attention enhance
infrastructure resilience in smart

government organizations

10.

The federal government of the UAE is
aware of the importance of resilience
and cyber security management in

smart government organizations

11.

The purpose of cyber security domain
in smart government organizations is
to build control for making

cyberspace secure

12.

Smart Governance will introduce a
high rate of resilience in institutional
platforms and virtual services

provided.

13.

The smart Platform will result in
faster and more specific responses to
stakeholders

14.

Smart Governance Platforms will
introduce more secure data storage

and data management to this facility.

15.

The smart Governance Platform will

enable the institution to focus its
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resources and energy on core

activities rather than peripheral ones.

16. The smart Governance Platform will
result in capacity building, better
knowledge transfer and the creation of

new skill sets for the stakeholders.

Section 4 — Risks due to lack of resilience and risk management

Strongly | Agree | Not | Disagree | Strongly
Agree Sure Disagree

1. Existing and evolving Cyber Security | 5 4 3 2 1
Threats will make the smart

government organizations vulnerable

2. The smart Platform may cause the
institution will to lose reliable and
more talented staff who may not be
that tech savvy, and introduce

untrusted third parties.

3. External Service Providers for the
smart Governance Platform cannot
always reliable and consistent

services.

4. The introduction of the smart
Governance platform may result in a
dearth of interpersonal skills from

minimal staff recruitment.
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5. Inthe event of a data breach, massive
volumes of sensitive data could be get
exposed to the public domain.

6. Resilience and risk management in
smart government organization will
enhance the capacity of the system to
perform better even if there are issue

in cyber environment

7. Resilience in smart government
organizations will improve

performance and output

8. The safe environment created by risk
management will enhance technical
competence in smart government

organizations

Section 5 — Performance of smart government organizations after resilience and risk

management
Strongly | Agree | Not | Disagree | Strongly
Agree Sure disagree
1. The overall performance of my 5 4 3 2 1

organization will improve with the
introduction or smart Governance
resilience and risk management

interventions

2. | think the organization will perform
extremely well in the core functions

because of the introduction of an
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smart Governance resilience and risk

management policies

3. The institution will greatly benefit
from the new knowlege base and new
skill requirements, occasioned by the
introduction of an smart Governance

risk management strategy

4. The smart governance Platform and
associated Risk Management
interventions will improve the overall
satisfaction of the students and staff

to the institution’s service provision.

5. The introduction of the smart
Governance risk management will
result in higher profit margins and

reduced operational costs.

Section 6 - Framework and Hypothesis Testing

Strongly | Agree | Not | Disagree | Strongly

Agree Sure disagree

1. There are differences between smart | 5 4 3 2 1
government organizations in terms of
using resilience and cyber security

risk management

2. The capability factors affect
resilience in smart government

organizations
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The change factors effect resilience in

smart government organizations

The management control factors
effect resilience in smart government

organizations

The vulnerability factors effect
resilience in smart government

organizations

The resilience framework is about
detecting, preventing, and recovering

from a cyber-attack

The forces of change cause
vulnerabilities that provoke the need

for resilience in organizations

The implementation of balanced
resilience can result in improved

performance

Unbalanced resilience in
organizations can impose excessive

frisks and erode profitability

10.

The resilience can help organizations
in evaluating risks and challenges

involved at multiple levels
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Appendix 2

“Smart Government Resilience & Cyber Security Risk management”

Descriptive Statistics

Demographics of Participants
Gender of participant

Gender
Frequency | Percent
Valid Male 197 45.6
Female 231 53.5
Total 428 99.1
Missing System 4 9
Total 432 100.0
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Gender

[ &
H2
] Missing

Figure 2: Gender

As per the figure given above, there were 432 participants in total in the survey. 45% of
the participants were males, whereas 53% of the participants were females. As per given data in

both chart and table, it is demonstrated that the majority of participants were females.

Age of Participants

Age

Frequency | Percent

Valid 25-30 202 46.8

31-40 138 31.9
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41-50 60 13.9
Over 50125 5.8
years
Total 425 98.4
Missing System 7 1.6
Total 432 100.0
Age

M 15-30
H31-40
O#1-50

M over 50 years
[ Missing

Figure 3: Age

As per the data given above, there were 432 participants in total in the survey. 46% of the
participants were between 25-30 years of their age, 31% were 31-40, 13% were in 41-50 and 5.8%
were above 50 years. As per the given data in both chart and table, it is demonstrated that the

majority of participants were in the age bracket of 25-30.

Education Level of Participant
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Education Level

Frequency | Percent

Valid Secondary | 94 21.8

Diploma 75 17.4

Bachelor’s | 183 42.4

degree

Master’s 55 12.7

Degree

PhD 21 4.9

Total 428 99.1
Missing System 4 9
Total 432 100.0
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Education Level

|| Seconcary

B Ciploma
OBachelor's degree
B Master's Degree
OphD

] Missing

Figure 4: Educational Level

As per the data given above, there were 432 participants in total in the survey. 21.8% of
the participants were secondarily educated, 17% were diploma, 42% were bachelors, 12% were in
masters, and 4.9% were Ph.D. As per the given data in both chart and table, it is demonstrated that

the majority of participants were in the bachelor degree.
Employment Status of Participants

Employment Status

Frequency | Percent

Valid Casual 160 37.0
Permanent 164 38.0
Contract 100 23.1
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Total 424 98.1
Missing System 8 1.9

Total 432 100.0

Employment Status

M Casual

E Permanent
O contract
W Missing

Figure 5: Employment Status

As per the data given above, there were 432 participants in total in the survey. 37.% of the
participants were casual employees, 38% were permanent employees, 42% were contract-base
employees. As per the given data in both chart and table, it is demonstrated that the majority of

participants were in the permanent employment.

Duration of Employment of Participant

Duration of Employment
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Frequency | Percent

Valid Less than 5| 191 44.2

Years

5-10 Years | 100 23.1

11-15 Years | 64 14.8

Over 15172 16.7

years

Total 427 98.8
Missing System 5 1.2
Total 432 100.0

Duration of Employment

Figure 6: Duration of Employment
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H5-10 Years
C11-15 ears

W over 15 years
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As per the data given above, there were 432 participants in total in the survey. 44.% of the
participants were less than 5, 23% were in between 5-10, 14% were between 11-15, 16% were
over 15 years, in terms of the period of their employment. As per the given data in both chart and
table, it is demonstrated that the majority of participants were in the less than 5 years of the period

in terms of their employment.

Department of Participants

Department
Frequency | Percent
Valid Administration | 83 19.2
Finance 46 10.6
IT 59 13.7
Other 238 55.1
Total 426 98.6
Missing System 6 1.4
Total 432 100.0
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Department

B Aciministration
H Finance

O

W Cther

O Missing

Figure 7: Department of Participants

As per the data given above, there were 432 participants in total in the survey. 19% of the
participants were from Administration, 10% were in Finance, 13% were in IT, 1.4% were from
other departments. As per the given data in both chart and table, it is demonstrated that the majority

of participants were in Finance department.

Risk Management in Information Communication Technology Applications will bring about

a lot of benefits to the Institution

Risk  Management in  Information

Communication Technology Applications
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will bring about a lot of benefits to the

Institution
Frequency | Percent
Valid Strongly 129 29.9
Agree
Agree 214 49.5
Not Sure 68 15.7
Disagree 6 1.4
Strongly 12 2.8
Disagree
Total 429 99.3
Missing System 3 v
Total 432 100.0
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Risk Management in Information Communication Technology Applications will
bring about a lot of benefits to the Institution

|| Strongly Agree
B agree

et sure
Mpisagres

[ strongly Disagres
] Missing

Figure 8: Risk Management in Information Communication Technology Applications will

bring about a lot of benefits to the Institution

As per the data given above, there were 432 participants in total in the survey. 29% of them
strongly agreed, 49% agreed, 15% were not sure, 1.4% disagreed, and the remaining 2.8% were
disagreed. As per the given data in both chart and table, it is demonstrated that the majority of
participants were agreed that Risk Management in Information Communication Technology

Applications will bring about a lot of benefits to the Institution.

Smart governance organizations are need better resilience and risk management policies
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Smart governance organizations are need

better resilience and risk management

policies
Frequency | Percent
Valid Strongly 127 29.4
Agree
Agree 220 50.9
Not Sure 59 13.7
Disagree 13 3.0
Strongly 8 1.9
Disagree
Total 427 98.8
Missing System 5 1.2
Total 432 100.0
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Smart governance organizations are need better resilience and risk management
policies

W stronaly Agres
Hagree

ot Sure

M oisagree

[ strongly Disagree
5] Missing

Figure 9: Smart governance organizations are need better resilience and risk management

policies

As per the data given above, there were 432 participants in total in the survey. 29% of them
strongly agreed, 50% agreed, 13% were not sure, 3% were disagreed, and the remaining 1.9% were
strongly disagreed. As per the given data in both chart and table, it is demonstrated that the majority
of participants were agreed that smart governance organizations are need better resilience and risk

management policies.

The resilience management in smart government organizations will bring flexibility in

cyberspace, and continuity of organizational functions despite the cyber

The resilience management in smart

government organizations will bring
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flexibility in cyberspace, and continuity of

organizational functions despite the cyber

attack
Frequency | Percent
Valid Strongly 96 22.2
Agree
Agree 204 47.2
Not Sure 102 23.6
Disagree 17 3.9
Strongly 6 1.4
Disagree
Total 425 98.4
Missing System 7 1.6
Total 432 100.0
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The resilience management in smart government organizations will bring
flexibility in cyberspace, and continuity of organizational functions despite the
cyber attack

W strongly Agree
B Agree

Crot Sure

M Disagres

O strongly Disagres
W rissing

Figure 10: The resilience management in smart government organizations will bring

flexibility in cyberspace, and continuity of organizational functions despite the cyber

As per the data given above, there were 432 participants in total in the survey. 22% of them
strongly agreed, 47% agreed, 23.9% were not sure, 3.9% were disagreed, and the remaining 1.4%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that the resilience management in smart government
organizations will bring flexibility in cyberspace, and continuity of organizational functions

despite the cyber attack.

There are more risks than benefits attributed to the whole process of Smart Governance
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There are more

risks than benefits

attributed to the whole process of Smart

Governance
Frequency | Percent
Valid Strongly 60 13.9
Agree
Agree 140 32.4
Not Sure 125 28.9
Disagree 83 19.2
Strongly 18 4.2
Disagree
Total 426 98.6
Missing System 6 1.4
Total 432 100.0
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There are more risks than benefits attributed to the whole process of Smart
Governance

|| Strongly Agree
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Figure 11: There are more risks than benefits attributed to the whole process of Smart

Governance

As per the data given above, there were 432 participants in total in the survey. 13% of them
strongly agreed, 32% agreed, 28% were not sure, 19% were disagreed, and the remaining 4.2%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that there are more risks than benefits attributed to the whole

process of Smart Governance.

The changing environment and relations in society require smart government organizations

in the UAE to focus on better resilience policies
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The changing environment and relations in

society

require

smart

government

organizations in the UAE to focus on better

resilience policies

Frequency | Percent

Valid Strongly 110 25.5

Agree

Agree 198 45.8

Not Sure 90 20.8

Disagree 20 4.6

Strongly 7 1.6

Disagree

Total 425 98.4
Missing System 7 1.6
Total 432 100.0
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The changing environment and relations in society require smart government
organizations in the UAE to focus on better resilience policies

W strongly Aaree
Hagree
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Figure 12: The changing environment and relations in society require smart government

organizations in the UAE to focus on better resilience policies

As per the data given above, there were 432 participants in total in the survey. 22% of them
strongly agreed, 25% agreed, 45.% were not sure, 20% were disagreed, and the remaining 4.6%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that the changing environment and relations in society require

smart government organizations in the UAE to focus on better resilience policies.

Smart Governance introduces improved techniques and processes to the organization
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Smart Governance introduces improved

techniques and processes to the
organization
Frequency | Percent
Valid Strongly 115 26.6
Agree
Agree 217 50.2
Not Sure 63 14.6
Disagree 21 4.9
Strongly 9 2.1
Disagree
Total 425 98.4
Missing System 7 1.6
Total 432 100.0
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Smart Governance introduces improved techniques and processes to the
organization
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Figure 13: Smart Governance introduces improved techniques and processes to the

organization

As per the data given above, there were 432 participants in total in the survey. 26% of them
strongly agreed, 50% agreed, 14.6% were not sure, 4.9% were disagreed, and the remaining 2.1%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that Smart Governance introduces improved techniques and

processes to the organization.

Smart governance organizations should consider implementation of effective resilience
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Smart governance organizations should

consider implementation of effective
resilience
Frequency | Percent
Valid Strongly 96 22.2
Agree
Agree 218 50.5
Not Sure 80 18.5
Disagree 18 4.2
Strongly 12 2.8
Disagree
Total 424 98.1
Missing System 8 1.9
Total 432 100.0
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Smart governance organizations should consider implementation of effective
resilience

.Strongly Agree
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Mmissing

Figure 14: Smart governance organizations should consider implementation of effective

resilience

As per the data given above, there were 432 participants in total in the survey. 22% of them
strongly agreed, 50% agreed, 18% were not sure, 4% were disagreed, and the remaining 2.8% were
strongly disagreed. As per the given data in both chart and table, it is demonstrated that the majority
of participants were agreed that Smart governance organizations should consider implementation

of effective resilience.

Better management control in smart governance organizations can create capabilities and

resilience against cyber attacks

Better management control in smart

governance organizations can create
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capabilities and resilience against cyber

attacks
Frequency | Percent
Valid Strongly 104 24.1
Agree
Agree 211 48.8
Not Sure 82 19.0
Disagree 15 35
Strongly 9 2.1
Disagree
Total 421 97.5
Missing System 11 2.5
Total 432 100.0
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Better management control in smart governance organizations can create
capabilities and resilience against cyber attacks

M strongly Agree
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.Missing

Figure 15: Better management control in smart governance organizations can create

capabilities and resilience against cyber attacks

As per the data given above, there were 432 participants in total in the survey 19% of them
strongly agreed, 39% agreed, 29.% were not sure, 3.5% were disagreed, and the remaining 4.%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that better management control in smart governance

organizations can create capabilities and resilience against cyber attacks.

Multiple layers to foster resilience will result in shorter network and system downtimes

Multiple layers to foster resilience will result

in shorter network and system downtimes
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Frequency | Percent

Valid Strongly Agree | 84 19.4

Agree 171 39.6

Not Sure 129 29.9

Disagree 25 5.8

Strongly 15 3.5

Disagree

Total 424 98.1
Missing System 8 1.9
Total 432 100.0
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Multiple layers to foster resilience will result in shorter network and system
downtimes
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Figure 16: Multiple layers to foster resilience will result in shorter network and system

downtimes

As per the data given above, there were 432 participants in total in the survey 19% of them
strongly agreed, 39% agreed, 29% were not sure, 5.8% were disagreed, and the remaining 3.5%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that multiple layers to foster resilience will result in shorter

network and system downtimes.

The government is focusing on cyber resilience to avoid threats in changing cyber

environment
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The government

is focusing on cyber

resilience to avoid threats in changing cyber

environment

Frequency | Percent

Valid Strongly Agree | 76 17.6

Agree 195 45.1

Not Sure 120 27.8

Disagree 19 4.4

Strongly 15 35

Disagree

Total 425 98.4
Missing System 7 1.6
Total 432 100.0
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The government is focusing on cyber resilience to avoid threats in changing
cyber environment
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Figure 17: The government is focusing on cyber resilience to avoid threats in changing cyber

environment

As per the data given above, there were 432 participants in total in the survey 17% of them
strongly agreed, 45% agreed, 27% were not sure, 4.4% were disagreed, and the remaining 3.5%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that the government is focusing on cyber resilience to avoid

threats in changing cyber environment.

Smart Governance Platforms is generally vulnerable to common attacks such as Denial of

Service Attacks.
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Smart Governance Platforms is generally

vulnerable to common attacks such as

Denial of Service Attacks.

Frequency | Percent

Valid Strongly 68 15.7

Agree

Agree 153 35.4

Not Sure 153 35.4

Disagree 43 10.0

Strongly 5 1.2

Disagree

Total 422 97.7
Missing System 10 2.3
Total 432 100.0
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Smart Governance Platforms is generally vulnerable to common attacks such as
Denial of Service Attacks.
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Figure 18: Smart Governance Platforms is generally vulnerable to common attacks such as

Denial of Service Attacks.

As per the data given above, there were 432 participants in total in the survey 15.7% of
them strongly agreed, 35% agreed, 35% were not sure, 10% were disagreed, and the remaining
1.2% were strongly disagreed. As per the given data in both chart and table, it is demonstrated that
the majority of participants were agreed that Smart Governance Platforms is generally vulnerable

to common attacks such as Denial of Service Attacks.

Smart Governance Platforms will result in a greater uptake of cloud based resources by the

average person
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Smart Governance Platforms will result in

a greater uptake of cloud based resources

by the average person

Frequency | Percent

Valid Strongly 81 18.8

Agree

Agree 189 43.8

Not Sure 121 28.0

Disagree 17 3.9

Strongly 17 3.9

Disagree

Total 425 98.4
Missing System 7 1.6
Total 432 100.0
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Smart Governance Platforms will result in a greater uptake of cloud based
resources by the average person
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Figure 19: Smart Governance Platforms will result in a greater uptake of cloud based

resources by the average person

As per the data given above, there were 432 participants in total in the survey. 18.7% of
them strongly agreed, 43% agreed, 28% were not sure, 3.9% were disagreed, and the remaining
3.9% were strongly disagreed. As per the given data in both chart and table, it is demonstrated that
the majority of participants were agreed that Smart Governance Platforms will result in a greater

uptake of cloud based resources by the average person.

Smart Governance Platforms will be able to accurately predict the unique needs of individual

students, instead of providing generic answers.

Smart Governance Platforms will be able

to accurately predict the unique needs of
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individual students, instead of providing

generic answers.

Frequency | Percent

Valid Strongly 83 19.2

Agree

Agree 191 442

Not Sure 108 25.0

Disagree 30 6.9

Strongly 12 2.8

Disagree

Total 424 98.1
Missing System 8 1.9
Total 432 100.0
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Smart Governance Platforms will be able to accurately predict the unique needs
of individual students, instead of providing generic answers.
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Figure 20: Smart Governance Platforms will be able to accurately predict the unique needs

of individual students, instead of providing generic answers.

As per the data given above, there were 432 participants in total in the survey 19% of them
strongly agreed, 44% agreed, 25% were not sure, 2.8% were disagreed, and the remaining 2.1%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that Smart Governance Platforms will be able to accurately

predict the unique needs of individual students, instead of providing generic answers.

The current ICT policies and frameworks that guide the system are inadequate due to lack

of resilience polices and risk management strategy

The current ICT policies and frameworks

that guide the system are inadequate due to
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lack of resilience polices and risk
management strategy
Frequency | Percent
Valid Strongly 61 14.1
Agree
Agree 180 41.7
Not Sure 138 31.9
Disagree 31 7.2
Strongly 13 3.0
Disagree
Total 423 97.9
Missing System 9 2.1
Total 432 100.0
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The current ICT policies and frameworks that guide the system are inadequate
due to lack of resilience polices and risk management strategy
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Figure 21: The current ICT policies and frameworks that guide the system are inadequate

due to lack of resilience polices and risk management strategy

As per the data given above, there were 432 participants in total in the survey 14.1% of
them strongly agreed, 41% agreed, 31% were not sure, 7% were disagreed, and the remaining 3%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that the current ICT policies and frameworks that guide the

system are inadequate due to lack of resilience polices and risk management strategy.

Smart governance organizations of the UAE need effective policies and frameworks for the

system
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Smart governance organizations of the

UAE need effective policies and
frameworks for the system
Frequency | Percent
Valid Strongly 83 19.2
Agree
Agree 207 47.9
Not Sure 96 22.2
Disagree 24 5.6
Strongly 13 3.0
Disagree
Total 423 97.9
Missing System 9 2.1
Total 432 100.0
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Smart governance organizations of the UAE need effective policies and
frameworks for the system
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Figure 22: Smart governance organizations of the UAE need effective policies and

frameworks for the system

As per the data given above, there were 432 participants in total in the survey 19% of them
strongly agreed, 47% agreed, 22% were not sure, 5% were disagreed, and the remaining 3% were
strongly disagreed. As per the given data in both chart and table, it is demonstrated that the majority
of participants were agreed that Smart governance organizations of the UAE need effective

policies and frameworks for the system.

The smart Governance Platform will enable the institution to maintain its competitive

advantage across all spheres of service provision.

The smart Governance Platform will

enable the institution to maintain its
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competitive advantage across all spheres of

service provision.

Frequency | Percent

Valid Strongly 78 18.1

Agree

Agree 203 47.0

Not Sure 110 25.5

Disagree 21 4.9

Strongly 10 2.3

Disagree

Total 422 97.7
Missing System 10 2.3
Total 432 100.0
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The smart Governance Platform will enable the institution to maintain its
competitive advantage across all spheres of service provision.
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Figure 23: The smart Governance Platform will enable the institution to maintain its

competitive advantage across all spheres of service provision.

As per the data given above, there were 432 participants in total in the survey 18.1% of
them strongly agreed, 47% agreed, 25% were not sure, 4.9% were disagreed, and the remaining
2.3% were strongly disagreed. As per the given data in both chart and table, it is demonstrated that
the majority of participants were agreed that the smart Governance Platform will enable the

institution to maintain its competitive advantage across all spheres of service provision.

The smart Governance Platform will improve service consistency, continuity and overall

quality at a minimal cost.
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The smart Governance Platform will

improve service consistency, continuity

and overall quality at a minimal cost.

Frequency | Percent

Valid Strongly 88 20.4

Agree

Agree 189 43.8

Not Sure 105 24.3

Disagree 30 6.9

Strongly 10 2.3

Disagree

Total 422 97.7
Missing System 10 2.3
Total 432 100.0
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The smart Governance Platform will improve service consistency, continuity and
overall quality at a minimal cost.

M strongly Agree
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Figure 24: The smart Governance Platform will improve service consistency, continuity and

overall quality at a minimal cost.

As per the data given above, there were 432 participants in total in the survey 20% of them
strongly agreed, 43% agreed, 24% were not sure, 6.9% were disagreed, and the remaining 2.3%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that the smart Governance Platform will improve service

consistency, continuity and overall quality at a minimal cost.

Risk Management interventions will prevent the institution from being exposed to costly

legal proceedings in case of data breaches

Risk Management interventions will

prevent the institution from being exposed
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to costly legal proceedings in case of data

breaches
Frequency | Percent
Valid Strongly 79 18.3
Agree
Agree 201 46.5
Not Sure 97 22.5
Disagree 31 7.2
Strongly 17 3.9
Disagree
Total 425 98.4
Missing System 7 1.6
Total 432 100.0
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Risk Management interventions will prevent the institution from being exposed to
costly legal proceedings in case of data breaches
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Figure 25: Risk Management interventions will prevent the institution from being exposed

to costly legal proceedings in case of data breaches

As per the data given above, there were 432 participants in total in the survey 18.1% of
them strongly agreed, 46.5% agreed, 22.6% were not sure, 7% were disagreed, and the remaining
4% were strongly disagreed. As per the given data in both chart and table, it is demonstrated that
the majority of participants were agreed that Risk Management interventions will prevent the

institution from being exposed to costly legal proceedings in case of data breaches.

The smart Governance Platform will offer real time feedback and 24/7 access and resource

provision.

The smart Governance Platform will offer
real time feedback and 24/7 access and

resource provision.
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Frequency | Percent

Valid Strongly 88 20.4

Agree

Agree 182 42.1

Not Sure 103 23.8

Disagree 24 5.6

Strongly 17 3.9

Disagree

Total 414 95.8
Missing System 18 4.2
Total 432 100.0

The smart Governance Platform will offer real time feedback and 24/7 access and
resource provision.

Wstrongly Aaree

Hagree

Chet Sure

MDisagres

[Jstrongly Disagree
Missing

Figure 26: The smart Governance Platform will offer real time feedback and 24/7 access and
resource provision.
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As per the data given above, there were 432 participants in total in the survey 20% of them
strongly agreed, 42% agreed, 23% were not sure, 5% were disagreed, and the remaining 3.9% were
strongly disagreed. As per the given data in both chart and table, it is demonstrated that the majority
of participants were agreed that the smart Governance Platform will offer real time feedback and

24/7 access and resource provision.

Improved risk management and resilience will enhance performance of employees

Improved risk management and resilience

will enhance performance of employees

Frequency | Percent

Valid Strongly 87 20.1

Agree

Agree 201 46.5

Not Sure 98 22.7

Disagree 24 5.6

Strongly 11 2.5

Disagree

Total 421 97.5
Missing System 11 2.5
Total 432 100.0

384



Improved risk management and resilience will enhance performance of
employees
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Figure 27: Improved risk management and resilience will enhance performance of

employees

As per the data given above, there were 432 participants in total in the survey 20% of them
strongly agreed, 46% agreed, 22% were not sure, 5.6% were disagreed, and the remaining 2.5%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that improved risk management and resilience will enhance

performance of employees.

Risk management will be beneficial for all stakeholders

Risk management will be beneficial for all

stakeholders
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Frequency | Percent

Valid Strongly 93 21.5

Agree

Agree 184 42.6

Not Sure 104 241

Disagree 33 7.6

Strongly 8 1.9

Disagree

Total 422 97.7
Missing System 10 2.3
Total 432 100.0

Risk management will be beneficial for all stakeholders

W strongly Agree
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Figure 28: Risk management will be beneficial for all stakeholders
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As per the data given above, there were 432 participants in total in the survey 21% of them
strongly agreed, 42% agreed, 24% were not sure, 7.6% were disagreed, and the remaining 1.9%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the

majority of participants were agreed that risk management will be beneficial for all stakeholders.

Resilience and Risk Management will result in better mitigation, reduction or elimination of

cyber related attacks

Resilience and Risk Management will
result in better mitigation, reduction or

elimination of cyber related attacks

Frequency | Percent

Valid Strongly 86 19.9

Agree

Agree 202 46.8

Not Sure 107 24.8

Disagree 19 4.4

Strongly 9 2.1

Disagree

Total 423 97.9
Missing System 9 2.1
Total 432 100.0
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Resilience and Risk Management will result in better mitigation, reduction or
elimination of cyber related attacks
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[Jstrongly Disagree
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Figure 29: Resilience and Risk Management will result in better mitigation, reduction or

elimination of cyber related attacks

As per the data given above, there were 432 participants in total in the survey 19.9% of
them strongly agreed, 46% agreed, 24% were not sure, 4.4% were disagreed, and the remaining
2.1% were strongly disagreed. As per the given data in both chart and table, it is demonstrated that
the majority of participants were agreed that Resilience and Risk Management will result in better

mitigation, reduction or elimination of cyber related attacks.

Better policies for Cyber resilience will help smart government organizations to recover

quickly from any cyber attack
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Better policies for Cyber resilience will

help smart government organizations to

recover quickly from any cyber attack

Frequency | Percent

Valid Strongly 99 22.9

Agree

Agree 199 46.1

Not Sure 94 21.8

Disagree 21 4.9

Strongly 10 2.3

Disagree

Total 423 97.9
Missing System 9 2.1
Total 432 100.0
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Better policies for Cyber resilience will help smart government organizations to
recover quickly from any cyber attack
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Figure 30: Better policies for Cyber resilience will help smart government organizations to

recover quickly from any cyber attack

As per the data given above, there were 432 participants in total in the survey 22% of them
strongly agreed, 46% agreed, 21% were not sure, 4.9% were disagreed, and the remaining 2.3%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that better policies for Cyber resilience will help smart

government organizations to recover quickly from any cyber attack.

The regularity authorities of the country should pay attention enhance infrastructure

resilience in smart government organizations

The regularity authorities of the country

should pay attention enhance
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infrastructure  resilience in  smart
government organizations
Frequency | Percent
Valid Strongly 93 21.5
Agree
Agree 204 47.2
Not Sure 98 22.7
Disagree 23 5.3
Strongly 4 9
Disagree
Total 422 97.7
Missing System 10 2.3
Total 432 100.0
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The regularity authorities of the country should pay attention enhance
infrastructure resilience in smart government organizations
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Figure 31: The regularity authorities of the country should pay attention enhance

infrastructure resilience in smart government organizations

As per the data given above, there were 432 participants in total in the survey 21% of them
strongly agreed, 47% agreed, 22% were not sure, 5.3% were disagreed, and the remaining .9%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that the regularity authorities of the country should pay

attention enhance infrastructure resilience in smart government organizations.

The federal government of the UAE is aware of the importance of resilience and cyber

security management in smart government organizations

The federal government of the UAE is

aware of the importance of resilience and
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cyber security management in smart
government organizations
Frequency | Percent
Valid Strongly 98 22.7
Agree
Agree 175 40.5
Not Sure 119 27.5
Disagree 24 5.6
Strongly 6 1.4
Disagree
Total 422 97.7
Missing System 10 2.3
Total 432 100.0
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The federal government of the UAE is aware of the importance of resilience and
cyber security management in smart government organizations
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Figure 32 :The federal government of the UAE is aware of the importance of resilience and

cyber security management in smart government organizations

As per the data given above, there were 432 participants in total in the survey 22% of them
strongly agreed, 40.5% agreed, 27.5% were not sure, 5.6% were disagreed, and the remaining
1.4% were strongly disagreed. As per the given data in both chart and table, it is demonstrated that
the majority of participants were agreed that the federal government of the UAE is aware of the

importance of resilience and cyber security management in smart government organizations.

The purpose of cyber security domain in smart government organizations is to build control

for making cyberspace secure

The purpose of cyber security domain in
smart government organizations is to build

control for making cyberspace secure
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Frequency | Percent

Valid Strongly 90 20.8

Agree

Agree 203 47.0

Not Sure 86 19.9

Disagree 27 6.3

Strongly 17 3.9

Disagree

Total 423 97.9
Missing System 9 2.1
Total 432 100.0
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The purpose of cyber security domain in smart government organizations is to
build control for making cyberspace secure
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Figure 33: The purpose of cyber security domain in smart government organizations is to

build control for making cyberspace secure

As per the data given above, there were 432 participants in total in the survey 20% of them strongly
agreed, 47% agreed, 19% were not sure, 6.3% were disagreed, and the remaining 3.9% were
strongly disagreed. As per the given data in both chart and table, it is demonstrated that the majority
of participants were agreed that the purpose of cyber security domain in smart government

organizations is to build control for making cyberspace secure.

Smart Governance will introduce a high rate of resilience in institutional platforms and

virtual services provided.
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Smart Governance will introduce a high

rate of resilience in institutional platforms

and virtual services provided.

Frequency | Percent

Valid Strongly 86 19.9

Agree

Agree 194 44.9

Not Sure 110 25.5

Disagree 17 3.9

Strongly 13 3.0

Disagree

Total 420 97.2
Missing System 12 2.8
Total 432 100.0
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Smart Governance will introduce a high rate of resilience in institutional platforms
and virtual services provided.
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Figure 34: Smart Governance will introduce a high rate of resilience in institutional

platforms and virtual services provided.

As per the data given above, there were 432 participants in total in the survey 19% of them strongly
agreed, 44% agreed, 25.% were not sure, 3.9% were disagreed, and the remaining 3% were
strongly disagreed. As per the given data in both chart and table, it is demonstrated that the majority
of participants were agreed that Smart Governance will introduce a high rate of resilience in

institutional platforms and virtual services provided.

The smart Platform will result in faster and more specific responses to stakeholders

The smart Platform will result in faster and

more specific responses to stakeholders

Frequency | Percent
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Valid Strongly 101 23.4
Agree
Agree 173 40.0
Not Sure 110 25.5
Disagree 26 6.0
Strongly 9 2.1
Disagree
Total 419 97.0
Missing System 13 3.0
Total 432 100.0

The smart Platform will result in faster and more specific responses to
stakeholders

.Strongly Agree
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Ot sure
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Figure 35: The smart Platform will result in faster and more specific responses to

stakeholders
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As per the data given above, there were 432 participants in total in the survey 24% of them
strongly agreed, 40% agreed, 25 % were not sure, 6% were disagreed, and the remaining 2.1%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that the smart Platform will result in faster and more specific

responses to stakeholders.

Smart Governance Platforms will introduce more secure data storage and data management

to this facility

Smart  Governance Platforms  will
introduce more secure data storage and

data management to this facility

Frequency | Percent

Valid Strongly 96 22.2

Agree

Agree 190 44.0

Not Sure 96 22.2

Disagree 21 4.9

Strongly 15 35

Disagree

Total 418 96.8
Missing System 14 3.2
Total 432 100.0
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Smart Governance Platforms will introduce more secure data storage and data
management to this facility
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Figure 36: Smart Governance Platforms will introduce more secure data storage and data

management to this facility

As per the data given above, there were 432 participants in total in the survey 22% of them
strongly agreed, 44% agreed, 22% were not sure, 4.9% were disagreed, and the remaining 3.5%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that Smart Governance Platforms will introduce more secure

data storage and data management to this facility.

The smart Governance Platform will enable the institution to focus its resources and energy

on core activities rather than peripheral ones.

The smart Governance Platform will

enable the institution to focus its resources
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and energy on core activities rather than

peripheral ones.

Frequency | Percent

Valid Strongly 94 21.8

Agree

Agree 172 39.8

Not Sure 124 28.7

Disagree 25 5.8

Strongly 7 1.6

Disagree

Total 422 97.7
Missing System 10 2.3
Total 432 100.0
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The smart Governance Platform will enable the institution to focus its resources
and energy on core activities rather than peripheral ones.

Figure 37: The smart Governance Platform will enable the institution to focus its resources
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.Missing

and energy on core activities rather than peripheral ones.

As per the data given above, there were 432 participants in total in the survey 21% of them
strongly agreed, 39% agreed, 28% were not sure, 5.8% were disagreed, and the remaining 1.6%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that the smart Governance Platform will enable the institution

to focus its resources and energy on core activities rather than peripheral ones.

The smart Governance Platform will result

in capacity building, better knowlege

transfer and the creation of new skill sets

for the stakeholders.

Frequency

Percent
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Valid Strongly 99 22.9
Agree
Agree 184 42.6
Not Sure 100 23.1
Disagree 26 6.0
Strongly 12 2.8
Disagree
Total 421 97.5
Missing System 11 2.5
Total 432 100.0

The smart Governance Platform will result in capacity building, better knowlege
transfer and the creation of new skill sets for the stakeholders.

.S‘trcngly Agree
Hagres

Chet Sure
MDisagree
[Jstrongly Disagree
.Missing

Figure 38: The smart Governance Platform will result in capacity building, better knowlege

transfer and the creation of new skill sets for the stakeholders.

As per the data given above, there were 432 participants in total in the survey 23% of them

strongly agreed, 42% agreed, 23% were not sure, 6% were disagreed, and the remaining 2.8% were
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strongly disagreed. As per the given data in both chart and table, it is demonstrated that the majority
of participants were agreed that the smart Governance Platform will result in capacity building,

better knowledge transfer and the creation of new skill sets for the stakeholders.

Existing and evolving Cyber Security Threats will make the smart government organizations

vulnerable

Existing and evolving Cyber Security
Threats will make the smart government

organizations vulnerable

Frequency | Percent

Valid Strongly 79 18.3

Agree

Agree 158 36.6

Not Sure 121 28.0

Disagree 44 10.2

Strongly 17 3.9

Disagree

Total 419 97.0
Missing System 13 3.0
Total 432 100.0
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Existing and evolving Cyber Security Threats will make the smart government
organizations vulnerable
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Figure 39: Existing and evolving Cyber Security Threats will make the smart government

organizations vulnerable

As per the data given above, there were 432 participants in total in the survey 18% of them
strongly agreed, 36% agreed, 28% were not sure, 10% were disagreed, and the remaining 3.9%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that Existing and evolving Cyber Security Threats will make

the smart government organizations vulnerable.

The smart Platform may cause the institution will to lose reliable and more talented staff

who may not be that tech savvy, and introduce untrusted third parties.

The smart Platform may cause the
institution will to lose reliable and more

talented staff who may not be that tech
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savvy, and introduce untrusted third
parties.
Frequency | Percent
Valid Strongly 88 20.4
Agree
Agree 168 38.9
Not Sure 113 26.2
Disagree 38 8.8
Strongly 13 3.0
Disagree
Total 420 97.2
Missing System 12 2.8
Total 432 100.0
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The smart Platform may cause the institution will to lose reliable and more
talented staff who may not be that tech savvy, and introduce untrusted third
parties.
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Figure 40: The smart Platform may cause the institution will to lose reliable and more

talented staff who may not be that tech savvy, and introduce untrusted third parties.

As per the data given above, there were 432 participants in total in the survey 20% of them
strongly agreed, 38.9% agreed, 26% were not sure, 8.8% were disagreed, and the remaining 3%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that the smart Platform may cause the institution will to lose
reliable and more talented staff who may not be that tech savvy, and introduce untrusted third

parties.

External Service Providers for the smart Governance Platform cannot always reliable and

consistent services
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External Service Providers for the smart

Governance Platform cannot always
reliable and consistent services
Frequency | Percent
Valid Strongly 76 17.6
Agree
Agree 172 39.8
Not Sure 129 29.9
Disagree 32 7.4
Strongly 8 1.9
Disagree
Total 417 96.5
Missing System 15 35
Total 432 100.0
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External Service Providers for the smart Governance Platform cannot always
reliable and consistent services
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Figure 41: External Service Providers for the smart Governance Platform cannot always

reliable and consistent services

As per the data given above, there were 432 participants in total in the survey 17.6% of
them strongly agreed, 39% agreed, 29% were not sure, 7% were disagreed, and the remaining
1.9% were strongly disagreed. As per the given data in both chart and table, it is demonstrated that
the majority of participants were agreed that External Service Providers for the smart Governance

Platform cannot always reliable and consistent services.

The introduction of the smart Governance platform may result in a dearth of interpersonal

skills from minimal staff recruitment.

The introduction of the smart Governance

platform may result in a dearth of

410



interpersonal skills from minimal staff

recruitment.

Frequency | Percent

Valid Strongly 62 14.4

Agree

Agree 177 41.0

Not Sure 130 30.1

Disagree 33 7.6

Strongly 19 4.4

Disagree

Total 421 97.5
Missing System 11 2.5
Total 432 100.0
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The introduction of the smart Governance platform may result in a dearth of
interpersonal skills from minimal staff recruitment.
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Figure 42: The introduction of the smart Governance platform may result in a dearth of

interpersonal skills from minimal staff recruitment.

As per the data given above, there were 432 participants in total in the survey 14.4% of
them strongly agreed, 41% agreed, 30% were not sure, 7% were disagreed, and the remaining
4.4% were strongly disagreed. As per the given data in both chart and table, it is demonstrated that
the majority of participants were agreed that the introduction of the smart Governance platform

may result in a dearth of interpersonal skills from minimal staff recruitment.

In the event of a data breach, massive volumes of sensitive data could be get exposed to the

public domain.
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In the event of a data breach, massive

volumes of sensitive data could be get

exposed to the public domain.

Frequency | Percent

Valid Strongly 74 17.1

Agree

Agree 182 42.1

Not Sure 122 28.2

Disagree 32 7.4

Strongly 9 2.1

Disagree

Total 419 97.0
Missing System 13 3.0
Total 432 100.0
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In the event of a data breach, massive volumes of sensitive data could be get
exposed to the public domain.
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Figure 43: In the event of a data breach, massive volumes of sensitive data could be get

exposed to the public domain.

As per the data given above, there were 432 participants in total in the survey 17.1% of
them strongly agreed, 42% agreed, 28% were not sure, 7.4% were disagreed, and the remaining
2.1% were strongly disagreed. As per the given data in both chart and table, it is demonstrated that
the majority of participants were agreed that in the event of a data breach, massive volumes of

sensitive data could be get exposed to the public domain.

Resilience and risk management in smart government organization will enhance the capacity

of the system to perform better even if there are issue in cyber environment

Resilience and risk management in smart

government organization will enhance the
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capacity of the system to perform better

even if there are issue in cyber environment

Frequency | Percent

Valid Strongly 84 19.4

Agree

Agree 183 42.4

Not Sure 107 24.8

Disagree 33 7.6

Strongly 11 2.5

Disagree

Total 418 96.8
Missing System 14 3.2
Total 432 100.0
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Resilience and risk management in smart government organization will enhance
the capacity of the system to perform better even if there are issue in cyber
environment
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Figure 44: Resilience and risk management in smart government organization will enhance

the capacity of the system to perform better even if there are issue in cyber environment

As per the data given above, there were 432 participants in total in the survey 19% of them
strongly agreed, 42% agreed, 24% were not sure, 7% were disagreed, and the remaining 2.5% were
strongly disagreed. As per the given data in both chart and table, it is demonstrated that the majority
of participants were agreed that Resilience and risk management in smart government organization
will enhance the capacity of the system to perform better even if there are issue in cyber

environment.

Resilience in smart government organizations will improve performance and output
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Resilience in

smart

government

organizations will improve performance

and output
Frequency | Percent
Valid Strongly 83 19.2
Agree
Agree 186 43.1
Not Sure 106 24.5
Disagree 30 6.9
Strongly 14 3.2
Disagree
Total 419 97.0
Missing System 13 3.0
Total 432 100.0
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Resilience in smart government organizations will improve performance and
output
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Figure 45: Resilience in smart government organizations will improve performance and

output

As per the data given above, there were 432 participants in total in the survey 19.2% of
them strongly agreed, 43% agreed, 24% were not sure, 6.9% were disagreed, and the remaining
3.2% were strongly disagreed. As per the given data in both chart and table, it is demonstrated that
the majority of participants were agreed that Resilience in smart government organizations will

improve performance and output.

The management control factors effect resilience in smart government organizations

The management control factors effect
resilience in smart government

organizations
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Frequency | Percent

Valid Strongly 81 18.8

Agree

Agree 191 44.2

Not Sure 117 27.1

Disagree 18 4.2

Strongly 13 3.0

Disagree

Total 420 97.2
Missing System 12 2.8
Total 432 100.0

The management control factors effect resilience in smart government
organizations
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Figure 46: The management control factors effect resilience in smart government

organizations
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As per the data given above, there were 432 participants in total in the survey 18.8% of
them strongly agreed, 44% agreed, 27% were not sure, 4.2% were disagreed, and the remaining
3% were strongly disagreed. As per the given data in both chart and table, it is demonstrated that
the majority of participants were agreed that the management control factors effect resilience in

smart government organizations.

The safe environment created by risk management will enhance technical competence in

smart government organizations

The safe environment created by risk
management will enhance technical
competence in  smart  government

organizations

Frequency | Percent

Valid Strongly 96 22.2

Agree

Agree 196 45.4

Not Sure 90 20.8

Disagree 27 6.3

Strongly 11 2.5

Disagree

Total 420 97.2
Missing System 12 2.8
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Total | 432 ‘ 100.0 ‘

The safe environment created by risk management will enhance technical
competence in smart government organizations
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Figure 47: The safe environment created by risk management will enhance technical

competence in smart government organizations

As per the data given above, there were 432 participants in total in the survey 22% of them strongly
agreed, 45% agreed, 20% were not sure, 6.3% were disagreed, and the remaining 2.5% were
strongly disagreed. As per the given data in both chart and table, it is demonstrated that the majority
of participants were agreed that the safe environment created by risk management will enhance

technical competence in smart government organizations.

The overall performance of my organization will improve with the introduction or smart

Governance resilience and risk management interventions
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The overall performance of my
organization will improve with the
introduction or smart Governance
resilience  and risk ~ management

interventions

Frequency | Percent

Valid Strongly 88 20.4

Agree

Agree 201 46.5

Not Sure 106 24.5

Disagree 17 3.9

Strongly 8 1.9

Disagree

Total 420 97.2
Missing System 12 2.8
Total 432 100.0
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The overall performance of my organization will improve with the introduction or
smart Governance resilience and risk management interventions
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Figure 48: The overall performance of my organization will improve with the introduction

or smart Governance resilience and risk management interventions

As per the data given above, there were 432 participants in total in the survey 20% of them
strongly agreed, 46% agreed, 24% were not sure, 3.9% were disagreed, and the remaining 1.9%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that the overall performance of my organization will improve

with the introduction or smart Governance resilience and risk management interventions.

I think the organization will perform extremely well in the core functions because of the

introduction of an smart Governance resilience and risk management policies

I think the organization will perform
extremely well in the core functions

because of the introduction of an smart
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Governance resilience and risk
management policies
Frequency | Percent
Valid Strongly 89 20.6
Agree
Agree 196 454
Not Sure 102 23.6
Disagree 21 4.9
Strongly 12 2.8
Disagree
Total 420 97.2
Missing System 12 2.8
Total 432 100.0
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| think the organization will perform extremely well in the core functions because
of the introduction of an smart Governance resilience and risk management
policies
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Figure 49: | think the organization will perform extremely well in the core functions because

of the introduction of an smart Governance resilience and risk management policies

As per the data given above, there were 432 participants in total in the survey 20% of them
strongly agreed, 45% agreed, 23.6% were not sure, 4.9% were disagreed, and the remaining 2.8%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that respondents think the organization will perform
extremely well in the core functions because of the introduction of a smart Governance resilience

and risk management policies.

The institution will greatly benefit from the new knowledge base and new skill requirements,

occasioned by the introduction of a smart Governance risk management strategy
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The institution will greatly benefit from the

new knowledge base and new skill

requirements,

occasioned

by

the

introduction of an smart Governance risk

management strategy
Frequency | Percent
Valid Strongly 94 21.8
Agree
Agree 200 46.3
Not Sure 93 215
Disagree 22 5.1
Strongly 12 2.8
Disagree
Total 421 97.5
Missing System 11 2.5
Total 432 100.0
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The institution will greatly benefit from the new knowlege base and new skill
requirements, occasioned by the introduction of an smart Governance risk
management strategy
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Figure 50: The institution will greatly benefit from the new knowledge base and new skill
requirements, occasioned by the introduction of a smart Governance risk management

strategy

As per the data given above, there were 432 participants in total in the survey 21% of them
strongly agreed, 46% agreed, 5.1% were not sure, 4.9% were disagreed, and the remaining 2.8%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that the institution will greatly benefit from the new
knowledge base and new skill requirements, occasioned by the introduction of an smart

Governance risk management strategy.

The smart governance Platform and associated Risk Management interventions will improve

the overall satisfaction of the students and staff to the institution’s service provision.

The smart governance Platform and

associated Risk Management interventions
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will improve the overall satisfaction of the

students and staff to the institution’s

service provision.

Frequency | Percent

Valid Strongly 74 17.1

Agree

Agree 217 50.2

Not Sure 106 24.5

Disagree 15 35

Strongly 10 2.3

Disagree

Total 422 97.7
Missing System 10 2.3
Total 432 100.0
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The smart governance Platform and associated Risk Management interventions
willimprove the overall satisfaction of the students and staff to the institution’s
service provision.
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Figure 51: The smart governance Platform and associated Risk Management interventions
will improve the overall satisfaction of the students and staff to the institution’s service

provision.

As per the data given above, there were 432 participants in total in the survey 17% of them
strongly agreed, 50% agreed, 24.5% were not sure, 3.5% were disagreed, and the remaining 2.3%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that the smart governance Platform and associated Risk
Management interventions will improve the overall satisfaction of the students and staff to the

institution’s service provision.

The introduction of the smart Governance risk management will result in higher profit

margins and reduced operational costs.
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The introduction of the smart Governance

risk management will result in higher

profit margins and reduced operational

costs.
Frequency | Percent
Valid Strongly 71 16.4
Agree
Agree 182 42.1
Not Sure 119 27.5
Disagree 37 8.6
Strongly 10 2.3
Disagree
Total 419 97.0
Missing System 13 3.0
Total 432 100.0
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The introduction of the smart Governance risk management will result in higher
profit margins and reduced operational costs.
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Figure 52: The introduction of the smart Governance risk management will result in higher

profit margins and reduced operational costs.

As per the data given above, there were 432 participants in total in the survey 16.4% of
them strongly agreed, 42% agreed, 27.1% were not sure, 8.6% were disagreed, and the remaining
2.3% were strongly disagreed. As per the given data in both chart and table, it is demonstrated that
the majority of participants were agreed that the introduction of the smart Governance risk

management will result in higher profit margins and reduced operational costs.

There are differences between smart government organizations in terms of using resilience

and cyber security risk management

There are differences between smart

government organizations in terms of using
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resilience and cyber security risk

management
Frequency | Percent
Valid Strongly 79 18.3
Agree
Agree 198 45.8
Not Sure 109 25.2
Disagree 25 5.8
Strongly 8 1.9
Disagree
Total 419 97.0
Missing System 13 3.0
Total 432 100.0

There are differences between smart government organizations in terms of using
resilience and cyber security risk management
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Figure 53: There are differences between smart government organizations in terms of using

resilience and cyber security risk management

432



As per the data given above, there were 432 participants in total in the survey 18.3% of them
strongly agreed, 45% agreed, 25.2% were not sure, 5.8% were disagreed, and the remaining 1.9%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that there are differences between smart government

organizations in terms of using resilience and cyber security risk management.

The capability factors affect resilience in smart government organizations

The capability factors affect resilience in smart

government organizations

Frequency | Percent

Valid Strongly 75 17.4

Agree

Agree 179 414

Not Sure 127 29.4

Disagree 25 5.8

Strongly 14 3.2

Disagree

Total 420 97.2
Missing  System 12 2.8
Total 432 100.0
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The capability factors affect resilience in smart government organizations
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Figure 54: The capability factors affect resilience in smart government organizations

As per the data given above, there were 432 participants in total in the survey 17.4% of
them strongly agreed, 41% agreed, 41.4% were not sure, 29.4% were disagreed, and the remaining
5.8% were strongly disagreed. As per the given data in both chart and table, it is demonstrated that
the majority of participants were agreed that the capability factors affect resilience in smart

government organizations.

The change factors effect resilience in smart government organizations

The change factors effect resilience in

smart government organizations

Frequency | Percent

Valid Strongly 79 18.3

Agree
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Agree 177 41.0

Not Sure 129 29.9

Disagree 24 5.6

Strongly 12 2.8

Disagree

Total 421 97.5
Missing System 11 2.5
Total 432 100.0

The change factors effect resilience in smart government organizations
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Figure 55: The change factors effect resilience in smart government organizations

As per the data given above, there were 432 participants in total in the survey 18.3% of
them strongly agreed, 41% agreed, 29% were not sure, 5.6% were disagreed, and the remaining

2.8% were strongly disagreed. As per the given data in both chart and table, it is demonstrated that
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the majority of participants were agreed that the change factors effect resilience in smart

government organizations.

The vulnerability factors effect resilience in smart government organizations

The vulnerability factors effect resilience in

smart government organizations

Frequency | Percent

Valid Strongly 92 21.3

Agree

Agree 191 44.2

Not Sure 109 25.2

Disagree 17 3.9

Strongly 10 2.3

Disagree

Total 419 97.0
Missing System 13 3.0
Total 432 100.0
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The vulnerability factors effect resilience in smart government organizations
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Figure 56: The vulnerability factors effect resilience in smart government organizations

As per the data given above, there were 432 participants in total in the survey 21.3% of
them strongly agreed, 44.2% agreed, 25% were not sure, 3.9% were disagreed, and the remaining
2.3% were strongly disagreed. As per the given data in both chart and table, it is demonstrated that
the majority of participants were agreed that the vulnerability factors effect resilience in smart

government organizations.

The resilience framework is about detecting, preventing, and recovering from a cyber-attack

The resilience framework is about
detecting, preventing, and recovering from

a cyber-attack

Frequency | Percent
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Valid Strongly 95 22.0
Agree
Agree 187 43.3
Not Sure 108 25.0
Disagree 19 4.4
Strongly 10 2.3
Disagree
Total 419 97.0
Missing System 13 3.0
Total 432 100.0

The resilience framework is about detecting, preventing, and recovering from a
cyber-attack

W strongly Adgree
Agree

Mot sure

M Disagree

[ strongly Disagree
Missing

Figure 57: The resilience framework is about detecting, preventing, and recovering from a

cyber-attack
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As per the data given above, there were 432 participants in total in the survey 22% of them
strongly agreed, 43% agreed, 25% were not sure, 4.4% were disagreed, and the remaining 2.3%
were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that the resilience framework is about detecting, preventing,

and recovering from a cyber-attack.

The forces of change cause vulnerabilities that provoke the need for resilience in

organizations

The forces of change cause vulnerabilities
that provoke the need for resilience in

organizations

Frequency | Percent

Valid Strongly 75 17.4

Agree

Agree 181 41.9

Not Sure 124 28.7

Disagree 29 6.7

Strongly 12 2.8

Disagree

Total 421 97.5
Missing System 11 2.5
Total 432 100.0

439



The forces of change cause vulnerabilities that provoke the need for resilience in
organizations
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Figure 58: The forces of change cause vulnerabilities that provoke the need for resilience in

organizations

As per the data given above, there were 432 participants in total in the survey 17.4% of
them strongly agreed, 41% agreed, 28% were not sure, 6.7% were disagreed, and the remaining
2.8% were strongly disagreed. As per the given data in both chart and table, it is demonstrated that
the majority of participants were agreed that the forces of change cause vulnerabilities that provoke

the need for resilience in organizations.

The implementation of balanced resilience can result in improved performance

The implementation of balanced resilience

can result in improved performance

Frequency | Percent
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Valid Strongly 95 22.0
Agree
Agree 196 45.4
Not Sure 97 22.5
Disagree 20 4.6
Strongly 12 2.8
Disagree
Total 420 97.2
Missing System 12 2.8
Total 432 100.0

The implementation of balanced resilience can result in improved performance
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Figure 59: The implementation of balanced resilience can result in improved performance

As per the data given above, there were 432 participants in total in the survey 22% of them
strongly agreed, 45% agreed, 22.5% were not sure, 4.6% were disagreed, and the remaining 2.8%
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were strongly disagreed. As per the given data in both chart and table, it is demonstrated that the
majority of participants were agreed that the implementation of balanced resilience can result in

improved performance..

Unbalanced resilience in organizations can impose excessive frisks and erode profitability

Unbalanced resilience in organizations can

impose  excessive frisks and erode

profitability
Frequency | Percent
Valid Strongly 85 19.7
Agree
Agree 200 46.3
Not Sure 103 23.8
Disagree 20 4.6
Strongly 13 3.0
Disagree
Total 421 97.5
Missing System 11 2.5
Total 432 100.0
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Unbalanced resilience in organizations can impose excessive frisks and erode
profitability
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Figure 60: Unbalanced resilience in organizations can impose excessive frisks and erode

profitability

As per the data given above, there were 432 participants in total in the survey 19.7% of
them strongly agreed, 46% agreed, 23.8% were not sure, 4.6% were disagreed, and the remaining
3% were strongly disagreed. As per the given data in both chart and table, it is demonstrated that
the majority of participants were agreed that unbalanced resilience in organizations can impose

excessive frisks and erode profitability.

The resilience can help organizations in evaluating risks and challenges involved at multiple

levels

The resilience can help organizations in
evaluating risks and challenges involved at

multiple levels
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Frequency | Percent

Valid Strongly 98 22.7

Agree

Agree 195 45.1

Not Sure 96 22.2

Disagree 17 3.9

Strongly 15 35

Disagree

Total 421 97.5
Missing System 11 2.5
Total 432 100.0
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The resilience can help organizations in evaluating risks and challenges involved
at multiple levels
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Figure 61: The resilience can help organizations in evaluating risks and challenges involved

at multiple levels

As per the data given above, there were 432 participants in total in the survey 22.7% of
them strongly agreed, 45% agreed, 22.2% were not sure, 3.9% were disagreed, and the remaining
3.5% were strongly disagreed. As per the given data in both chart and table, it is demonstrated that
the majority of participants were agreed that the resilience can help organizations in evaluating

risks and challenges involved at multiple levels.

" Read more: http://www.businessdictionary.com/definition/risk-management.html
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