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Research Methodology 

The research was conducted in a form of survey which was developed to describe the 

status of enterprise risk management in SME’s manufacturing organizations in the United 

Arab Emirates and evaluate the existing resources in those organizations to measure the 

ability of start implementing a risk management system to be able to identify, quantify 

and mitigate various kinds of risks that may affect achieving the strategic objectives of 

the organization and shareholder’s value as well. 

The survey was directed mostly to the managers amongst well-established private 

manufacturing firms of the sample taken which hold the positions of Deputy Managing 

Directors, Chief Finance Officers, Internal Audit Managers, Finance Managers and Chief 

Accounting staff which present the opinion from senior officers’ point of view.  

The survey was established and designed by using the questionnaire forms on 

SurveyMonkey website (www.surveymonkey.com) and the total number of responses 

collected is 122; where 115 responses were complete answers and the rest were 

incomplete and excluded when research has been analyzed. In addition, some interviews 

have been conducted after collecting the responses to strengthen the feedback on the 

survey questions. 

The questionnaire prepared contains of ten multiple choice questions and other six rating 

questions. The first three questions were about introducing the respondent and his 

organization investment structure, and seven questions prepared to describe the status of 

risk management in the organization and its implementation process considering the 

challenges and inhibitors to implement ERM, besides the benefits expected when having 

a functional risk management system in place.  

The rating questions prepared to get the feedback on the knowledge of the organization’s 

staff in risk management area and the main functions of any existing established firm and 

respondents’ perception of the training needs to ensure the employees ability to 

accomplish their duties in a risk management system environment. 

 

 

 

 

http://www.surveymonkey.com/
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Literature Review  

What is Enterprise Risk Management? 

It is difficult to determine a unique meaning of enterprise risk management as it’s a 

broad-wide concept which may vary between organizations that are looking to build a 

risk management system to be able to control and monitor their exposure to different 

kinds of risks. However, enterprise risk management has been defined by many firms, 

institutions and authors in order to set a general concept that could describe clearly the 

process of identifying, quantifying and mitigating risks of the organization to achieve its 

strategic goals. 

 The Committee of Sponsoring Organization of the Treadway Commission (COSO) has 

defined Enterprise Risk Management as “A process effected by an entity’s board of 

directors, management and other personnel, applied in strategy-setting and across the 

enterprise, designed to identify potential events that may affect the entity, and manage 

risk to be within its risk appetite, to provide reasonable assurance regarding the 

achievement of entity objectives.” 

The above definition of ERM provided some fundamental concepts and has a broad 

purpose of many directions to capture some fundamental concepts on how organizations 

manage their own risks and focus to enhance the ability to achieve organization’s 

objectives. It was discussed on COSO ERM framework and summarized as follows: 

- “A process, ongoing and flowing through an entity. 

- Effected by people at every level of an organization. 

- Applied in strategy-setting. 

- Applied across the enterprise, at every level and unit, and includes taking an 

entity-level portfolio view of risk. 

- Designed to identify potential events affecting the entity and manage risk within its 

risk appetite. 



Page 5 of 72 
 

- Able to provide reasonable assurance to an entity’s management and board. 

- Geared to the achievement of objectives in one or more separate but overlapping 

categories”.           

 

Moreover, individual authors interpreted the definition of enterprise risk management 

like Wang and Faber (2006) view in addition to that of Brodeur and Pritsch (2008), 

defined the Enterprise Risk Management as: 

“An offensive discipline of studying the risk dynamics of the enterprise, the interaction of 

internal/external players and forces, and how players’ actions influence the behaviors of 

the risk dynamics, with the ultimate goal of improving the performance and resiliency of 

the system, thus maximize the enterprise value”. 

Lam (2000) defined Enterprise Risk Management as “An integrated framework for 

managing credit risk, market risk, operational risk, economic capital, and risk transfer in 

order to maximize firm value.”  

Makomaski (2008) highlighted that Enterprise Risk Management is “A decision-making 

discipline that addresses variation in company goals.”  

Alviunessen and Jankensgard (2009) marked out that “Enterprise Risk Management is 

concerned about a holistic, company-wide approach in managing risks, and centralized 

the information according to the risk exposures.” They use the term ―Risk Universe, 

which is the risk that might affect the future cash flow, profitability and continued 

operations of a company. In other words, risk universe is the risks that could affect the 

entity of the company. If risk universe can be identified, the next step is to take an 

appropriate action such as risk mapping process, accessing the likelihood and impact and 

curb the risk based on the organizations’ objectives. 

Other financial institutions have also tried to identify Enterprise Risk Management and 

put some actions in place to highlight the major concepts of ERM and its implementation 
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plan like (Andre` Brodeur, Kevin Buehler, Michael Patsalos-Fox and Martin Pergler) in 

their paper of (A broad Perspective on Enterprise Risk Management – McKinsey 2010) 

for five dimensions for the best practice of ERM implementation: 

- “Risk Transparency and Insight:  

(Prioritized risk heat map / Insight into the big bets that really matters / 

Cascading reports tailored to different management levels). 

- Risk Appetite and Strategy: 

(Clear definition of risk appetite, with matching operational levers / Strategy 

informed by risk insights).  

- Risk-related business process and decisions: 

(Managerial decisions optimized by embedding risk in processes / Strong links 

between ERM function and k Bus and other functions). 

- Risk organization and governance: 

(Organizational model tailored to business requirements / Adequate resource 

levels to manage risks). 

- Risk Culture: 

(Clear understanding of firm’s risk culture gaps / Alignment of culture with the 

firm’s risk strategy).” 

Furthermore, Casualty Actuarial Society (2003) or CAS defined Enterprise Risk 

Management as: 

“Disciplines by which an organization in any industry assesses, controls, exploits, 

finances, and monitors risks from all sources for the purposes of increasing the 

organization’s short- and long-term value to its stakeholders.” 

In the past, firms used to transfer risks through insurance or other financial products 

which formed a mean of treating risks. However, CAS (2003) has discussed that there are 

a number of driving forces lead to practice enterprise risk management through the 

general evolution toward ERM: 
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- More –and more complicated- Risks 

Due to the advance of technology, the accelerating pace of business, globalization and the 

increase of financial sophistication, organization started to recognize the importance of 

managing all risks and the interactions of them not only the clear types of risks or normal 

ones. Besides that, the business environment has been changed as Hazard Risks such as 

stoppage in the production line or losing an area of sales have been managed actively in 

the former ages of risk management.  

- External Pressure   

There is a lot of pressure on the organizations’ senior management to implement and 

adopt Enterprise risk management and take greater responsibilities for managing risks on 

an enterprise-wide scale. This pressure may arise from regulators, rating agencies, 

institutional investors and corporate governance oversight bodies. In public firms, ERM 

drives the shareholders to believe more in having stable and predictable returns as it’s one 

of the main objectives of enterprise risk management implementation for many firms.    

- Portfolio Point of View 

It is inefficient to manage risks in ‘Silos’ rather than being managed within the total 

organization which can be counter-productive for many divisions or subsidiaries to 

provide a collective risk framework to be implemented amongst the whole organization. 

Some principals should be thought of like; the portfolio risk is not the simple sum of silos 

risks as correlation will take place between the factors of those risks. Although, it is 

essential to understand each silo’s risks to be able to understand and analyze all kinds of 

portfolio risk which is relevant to the key risk decisions facing the organization.  

- Quantification 

Tendency to quantify exposure to all kind of risks has been grown through years using 

different kinds of models by the advance of technology as expertise put in place more 

identification tools to quantify frequent risks and further to infrequent and unpredictable 
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risks that are historically been complicated to be quantified. In contrast, it is much more 

difficult to quantify the portfolio risks from only the results of quantifying individual’s 

risks unless interactions between individual’s risk elements take place. 

- Boundaryless Benchmarking 

Although there are general rules and concepts that are recognized and employed by the 

organizations throughout the world, different firms can develop their own variations of 

enterprise risk management model to be employed and embedded within the business 

structure of that certain firm. Some areas of implementing enterprise risk management in 

the organization are directly related to its business activity and may differ from 

organization to another such as licenses for drugs companies and approvals of new 

products and health authority’s authentication of food and beverage companies. 

Moreover, the boundaries and limitations are different from one country to another even 

for the same organization or same products where different rules and regulations must be 

followed with respect to that country’s law.      

- Risk as Opportunity 

In the past, Organizations were taking a defensive position towards risks by viewing them 

as situations to be mitigated or avoided. On the other hand, the organization can employ 

an aggressive way towards risks if the management knows that it can switch to defensive 

stance quickly when needed. In addition, opportunities can be pursued and found when 

the management believes that it has the ability to exploit some risks that are selected to 

increase the diversification of the organization for a better return. In fact, there is a 

realization that risks are not completely avoidable but in essence informed risk taking is a 

way to competitive advantage and sustain the growth of the organization.         

In addition to the researches about the implementation of ERM and determine the key 

elements to identify and assess risks, a paper of KPMG issued in 2001 concluded that 

enterprise risk management can becomes a mean of helping the organization shifts its 



Page 9 of 72 
 

focus away from crises response and compliance, and a strategic competitive advantage 

to set up specific actions to enhance the organization performance and optimize its risk 

which will result in improving the shareholders value. The paper outlined some questions 

to be considered by the board of directors to identify and assess different types of risks 

from an ERM point of view: 

 

“Strategic Risk  

- Are the critical strategies appropriate to enable the organization to meet its 

business objectives? 

- What are the risks inherent in those strategies, and how might the organization 

identify, quantify and manage these risks? 

- How much risk is the organization willing to take? 

Operational Risk 

- What are the risks inherent in the processes that have been chosen to implement 

the strategies? 

- How does the organization identify, quantify and manage these risks given its 

appetite for risk? How does it adapt its activities as strategies and processes 

change? 

Reputation Risk 

- What are the risks to reputation inherent in how the organization executes its 

strategies? 

Regulatory or Contractual Risk 

- What are the risks related to compliance with regulations or contractual 

agreements - not are those that are financially based? 
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Financial Risk 

- Have operating processes put financial resources at undue risk? 

- Has the organization incurred reasonable liabilities to support operating 

processes? 

- Has the organization succeeded in meeting measurable business objectives? 

Information Risk 

- Is our data/information/knowledge reliable, relevant and timely? 

- Are our information systems reliable? 

New Risks 

- What risks have yet to develop?     
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Enterprise Risk Management Framework: Objectives and components 

 

 

 

When an organization decides to implement Enterprise Risk Management, it should 

establish the strategic objectives which have been set in four categories by The 

Committee of Sponsoring Organizations of the Treadway Commission in its framework 

as follows:  

1. Strategic – high-level goals, aligned with and supporting its mission. 

2. Operations – effective and efficient use of its resources. 

3. Reporting – reliability of reporting. 

4. Compliance – compliance with applicable laws and regulations. 
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On the other side of the framework cube, there are eight interrelated components which 

are derived from the way management runs the organization and are integrated within the 

management process. As per COSO framework, these eight components are:  

 

1. Internal Environment – The first component of the COSO ERM Framework is the 

internal environment which represents the management philosophy of risk and its 

appetite toward risk exposures, which reflects the shareholders and board of 

director’s tone on the major decisions on the organization’s structure, foundation, 

policies, integrity and ethical values that are determining the operation path of the 

organization.  

2. Objective Setting – The organization’s Objectives should be formed to support the 

mission of the organization and to ensure that the vision can be achieved through 

the chosen objectives taking into consideration the entity’s risk appetite with 

implementing Enterprise Risk Management.  

3.  Event Identification – Assessment of internal and external events that may affect 

the achievement of the organization’s strategic objectives. The events might be 

identified as positive ones such as opportunities or might be evaluated as risks 

(negative events) which can be transferred to a positive action if management 

decides that there is an opportunity behind this risk(s).   

4. Risk Assessment – Analyzing risks through the likelihood and the impact of these 

risks and they must be treated by qualitative or quantitative methods since risks 

are likely to affect the organization’s objectives over a period of time. 

5.  Risk Response – the way that management decides to react against any risks, 

whether accepting, avoiding, mitigating or sharing them through some actions 

which fall within the risk appetite of the organization. 

6.  Control Activities – implement internal policies and procedures to ensure that risk 

response is managed actively. 
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7.  Information and Communication – the flow of information between employees 

themselves and with other parties should be done in a time frame, thus each 

employee carry out his responsibilities through effective communication which 

occurs in a broader sense, flowing down, across, and up the entity. 

8.  Monitoring – Monitoring is accomplished through ongoing management 

activities, Internal Audit, separate evaluations, or both and modifications on the 

process are made as necessary.  

 

 

The Committee of Sponsoring Organizations of the Treadway Commission COSO 

outlined that the Enterprise Risk Management framework shows that there is a 

relationship between the three sides of the framework cube; it indicates that for any 

organization needs to achieve the set of objectives, it must implement the eight 

components with respect to the organization structure and requirements.   
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INTERNAL ENVIRONMENT 

Risk Management Philosophy – Risk Appetite – Board of Directors – Integrity and Ethical Values – 

Commitment to Competence – Organizational Structure – Assignment of Authority and 

Responsibility – Human Resource Standards 

 

OBJECTIVE SETTING 

Strategic Objectives – Related Objectives – Selected Objectives – Risk Appetite – Risk Tolerances 

 

EVENT IDENTIFICATION 

Events – Influencing Factors – Event Identification Techniques – Event Interdependencies – Event 

Categories – Distinguishing Risks and Opportunities 

 

RISK ASSESSMENT 

Inherent and Residual Risk – Establishing Likelihood and Impact – Data Sources – Assessment 

Techniques – Event Relationships 

 

RISK RESPONSE 

Evaluating Possible Responses – Selected Responses – Portfolio View 

 

CONTROL ACTIVITIES 

Integration with Risk Response – Types of Control Activities – Policies and Procedures – Controls 

Over Information Systems – Entity Specific 

 

INFORMATION AND COMMUNICATION 

Information – Communication 

 

MONITORING 

Ongoing Monitoring Activities – Separate Evaluations – Reporting Deficiencies 

Source: COSO, Enterprise Risk Management—Integrated Framework: Executive Summary, AICPA, New 

York, 2004, p. 2. 
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Enterprise Risk Management Implementation Plan Keys – Initiation Process 

 

In different types of organizations; it is difficult to initiate the first step in the process of 

implementing ERM throughout the organization. I have listed below some steps which 

provide a useful base for the initiation action and can help shareholders and senior 

management especially to identify the limitations and barriers in each area of the 

organization and ease the resistance in the areas of action to make it happen and have 

ERM implementation process easily started.  

 

 

Shareholders and Board of Directors support 

 

Although the board of directors are not directly responsible for implementing the risk 

management approach in the organization, but they have to supervise the management to 

lead the process and to ensure that the right path of the risk appetite is considered through 

this wide process amongst the organizations’ departments. The board of director’s 

support must be effective to participate in the process as an enhancement tool of 

reviewing and evaluating the management’s performance for the initiatives taken for 

ERM to manage and control the main and top risks exposures. Moreover, the board of 

directors must set up a channel of communication which should be clear and understood 

by the management to devote the right concentration and most useful techniques to 

extract more outcomes from existing resources in the organization.  

To begin and spread the practical insights of boards through the organization, some 

questions should be directed to the management which put in place the tone of risk 

philosophy besides sending a message to the management that the board is aware about 

the weaknesses of facing top risks in the way of managing the organization and maintain 

an effective risk management process, like; “What are the main risks exposures and How 

much they will affect the firm?”, “What is the time frame to implement ERM and where 

to start?”.  
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Select ERM Leader and ERM committee 

 

The leader of the organization’s risk committee can be chosen from the existing staff -at 

least at the beginning of the implementation process- to benefit from his built experience 

in the same field and his relationships with other departments’ managers. 

These responsibilities can be given to a senior manager who has a rich knowledge of the 

organization’s strategic objectives besides its risks; he can be the head of internal audit or 

the chief financial officer for instance and the main attributes of ERM Leader would be: 

• Excellent Knowledge of the business nature, objectives and organization’s risks.  

• Strong relationships with the board of directors and senior management. 

• Excellent communication and management skills. 

• Wide acceptance and credibility across the organization. 

 

The board of directors should be comfortable with the leader assigned by management to 

be in-charge for the implementation process and ensure that he understands his 

responsibilities to achieve the main goals and set up the working schedule of each 

personnel in this process as well as continue his supervision overall the organization 

units.  

Although this leader can be assigned from the existing staff, thus, he will not necessarily 

be responsible of ERM for a long term and can be assigned to get the initiative started 

and moving ERM to the next levels of implementation. 

 

On the other hand, a risk committee must be established to enable the assigned leader to 

direct the implementation process to the committee which might include other 

departments’ managers to help the ERM leader to engage the concerned employees in 

each business unit to ensure success of their ERM practices efforts and embedded across 

the organization’s business activities. 
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Determine Risk Appetite 

 

Once the leader of the risk committee is assigned with respect to the board’s approval, the 

management will have to present its risk management philosophy by studying the options 

of how the risks must be reported and seeks how to establish a growth perspective 

towards facing different kind of identified and unidentified risks. It is unlikely the right 

path to develop the organization’s performance and growth opportunities if the 

management decides to deal with all kind of risks -no matter the size of it and its 

probability of occurrence-, but it has to set the top risks exposures and focus on the ones 

that fall within its risk appetite and control them accordingly. The whole process of ERM 

implementation is manifested in the organization’s risk appetite, which provides a clear 

picture on how many risks can the entity handle and their volumes given the capabilities 

of human resources and technologies which are main factors of the amount of risks that 

the company can accept and should fall within the shareholders expectations.  

Although the decisions are taken by the management to determine the risk appetite 

structure and its workflow based on the boards’ vision, but the risk appetite must 

influence the culture of the organization and its operation management style, in other 

words; it is a broad entity-wide concept.     

 

 

Take incremental steps base in building ERM 

 

It is difficult to launch ERM overall the organization as one complete step where all of its 

components should be implemented through different divisions in the organization at the 

same time, and the main reasons are the complicity and high costs especially in the small 

and medium enterprises in order to bring a tangible value to the organization as an 

expected outcome from having risk management system in place. The third key to 

achieve ERM successes and the benefits out of it is by using incremental steps base to 

implement it among the organization.  
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The leader of the process can gain a lot of experience while using the incremental base 

from the difficulties faced in one area and how they were solved to the following area of 

implementation because of many repeated issues might occurred which will have a major 

impact on saving a lot of time and efforts of every employee who is responsible for a part 

of implementation schedule. Besides that, the same employee can be assigned to handle 

certain steps in different departments. 

The incremental steps base can be started with identifying the key practices by listing 

some action steps to be shared with the board of directors to point out the identified risks 

and follow it with more details of risk assessing modules that can be used to further 

research on other risks that the organization is currently facing or might be exposed to 

them in future. In addition, using incremental steps provides an opportunity to the top 

management and line managers to make additional requests to widen the ERM activities 

through each department in the organization and evaluate the results of those requests 

separately to see what benefits have been generated and the value derived from each one 

of them. On the other side, it is an efficient control tool for the board of directors to 

oversee the management’s performance at the initial steps and measure their capabilities 

in implementing ERM in the organization on each step taken to have ERM in place. 

Using incremental steps base has two faces in term of value for the organization, one of 

them is an efficient way of building ERM by the top management and the other one is a 

sustain performance evaluation tool in the board of directors hands to ensure that the 

management is employing all resources to develop the risk management system in the 

organization.      
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Begin with limited focus on minimum numbers of top risks   

 

To start implementing a risk management system effectively, it is better to first determine 

the minimum number of critical risks that can be identified easily and controlled by ERM 

team on the initial steps and then start building further the system in the respective 

departments.  

Controlling the smaller number of critical risks might be enough for some companies if 

the management achieved the main objectives of its business plan as those risks are 

taking the big share of impacting the company’s performance. On the other hand, it is 

more efficient to develop the ERM process based on manageable determined risks in 

monitoring and reporting, and it is an added value in term of taking the incremental steps 

path to initiate ERM. Also, the management might decide to manage top risks in one 

department only, and then drive the success from that unit to others in the organization. 

This limited focus on major risks and their exposures on the organization could be used 

to develop ERM initial process to formulate it after that to other departments.       

 

 

Use existing resources and activities in building ERM system 

 

The management should review the existing resources in the organization prior initiating 

the process of implementing ERM like existing staff and their experience in the same 

filed besides the existing data related to the process instead of hiring new expertise or 

engage other parties to help in collecting the information about the impact of major risks. 

The best practice of undertaking the ERM project is to search through existing tools of 

technology or human resources and leverage risk management resources which can be 

used to move ahead with ERM. The management will most likely discover that they 

already have the knowledgeable personnel who is capable to move forward in ERM 

process and have the sufficient experience in monitoring top risks as they are doing 

basically while running the business during the previous periods.  
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Any running organization has some form of activities related to the risk management 

done by the internal audit staff or finance team such as; existing credit policies, risk 

assessment reports and financial statements analysis. It would not be marked as ERM 

form before starting the implementation process, nevertheless; the organization already 

has an unidentified reporting system with respect to Enterprise Risk Management.  

Although it makes sense to initiate enterprise risk management system upon existing risk 

related activities, however it should be started with the recognition that the existing 

activities are not forming a risk management system that would generate benefits to the 

organization and achieving business plans targets. ERM requires risk management 

processes that are ultimately applied across the organization and represent an entity-wide 

view of risks, which is not usually derived from the existing resources.  

 

 

Embed ERM into the business activities and units 

 

Enterprise risk management is a process that is applied across every department of the 

organization as defined in COSO framework, so it involves all employees at all levels in 

the organization to ensure its effectiveness. Although there should be a separate unit that 

its core role in the organization to sustain the implementation of ERM, nevertheless this 

process cannot be viewed or implemented as a stand-alone function unit that is operating 

the practices and ERM activities without having conjunction activities with other 

departments especially at the beginning of implementation in the Small-Medium 

enterprises. 

In all cases, whether the organization decided to have a dedicated department for the 

implementation of ERM or not, the ERM should be embedded into the core business 

processes of the organization being integrated into periodic budget/forecast plans by 

identifying the top risks and what are the management response activities towards these 

risks.      
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Inventory existing risk treatment practices 

  

While the management progresses in the implementation process of ERM, it is important 

to keep records of the practices took place in areas where risks have been reported, 

assessed and treated. This will allow management to identify areas of strength to go 

through and weakness points to be highlighted hence these data will be the base structure 

for further assessment of other risks that might be faced in future or enhancing the 

treatment practices of current risks. Also, it helps management develop progress and the 

benefits of implementing enterprise risk management by serving as a point of comparison 

as the practices mature.  

 

 

Continuous monitoring on ERM Updates 

 

ERM should not be presented and viewed as one-time event as the practices of ERM 

continue to improve by time when implementation process starts. Therefore, it is 

important for senior managers to ensure that ERM process continue the incremental 

approach to achieve ERM benefits, and all departments maintain updates on reporting 

system to reinforce and nurture the risk management culture in the organization besides 

extending the understanding of current status of ERM and what needs to be achieved in 

the next steps. The primary objective is to maintain the momentum running and to 

continue to improve, expand and deepen the organization’s risk management capabilities.   
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Enterprise Risk Management Policy Implementation 

 

 

Scope and Purposes 

 

The enterprise risk management policy must define the overall practices among the 

organization; it should contain individual and functional responsibilities that are required 

to achieve the organization’s business objectives and further to realize its vision. 

Enterprise Risk Management must be established as a policy to provide practical 

guidance enabling organization’s employees to incorporate risk management into daily 

management practices. 

To be most effective, risk management should become part of the organization culture. It 

should be integrated into organization philosophy, strategy, business plan, and daily 

practices rather than be viewed or practiced as a separate program where each employee 

in the organization has to play a role in the identification and management of risks 

through the risk management processes being integrated in all key processes and 

embedded in all management activities. Furthermore, all employees have a role to play in 

achieving organization objectives, setting risk priorities and use ERM policy in their day-

to-day working environment. Sound risk management practices will help ensure that the 

organization takes advantage of opportunities and respond to threats on its strategic 

objectives. When this is achieved, risk management becomes the business of everyone in 

the organization. 

 

The purpose of any ERM policy is to explain the organization’s underlying approach to 

risks and risk management philosophy by relating to the culture, processes and structures 

that are directed towards the effective management of potential opportunities and adverse 

affects within the organization’s environment.  

Risk is uncertainty and it is inherent in everything we do. So, when examining the risks 

associated with achieving the goals and objectives of any organization, it is essential to 



Page 23 of 72 
 

ask, “How do the existing legislation, regulations, policies and practice guide how we do 

business?” and “What other uncertainties might exist that could have an impact (positive 

or negative) on the organization’s goals and objectives?” 

Risk Management helps answer these questions and provides a process by which anyone 

can identify and assess the risks, evaluate them, develop prevention and mitigation, 

recovery strategies and result in achieve organization’s goals and objectives most 

efficiently. 

 

 

It is necessary to build and maintain an ERM framework to provide practical guidance 

and process enabling employees to incorporate and standardize risk management into 

daily management practices as risk management is about analyzing and responding to 

those risks which could prevent the organization from achieving its strategic objectives. 

When this also involves developing and executing risk management plans, it becomes 

ERM. 
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In what and where should Enterprise Risk Management be implemented? 

 

ERM practices should be integrated and applied at department level into the following 

areas: 

- Organization’s objectives. 

- Activities. 

- Management systems. 

- Strategic and Business planning. 

- Policies development. 

- Project management. 

- Day-to-day decision making.  

 

It is important to indicate here that funds should be used efficiently and effectively to 

control risk. Specifically, the costs and benefits of controlling risks should be considered 

to make the best use of resources especially the limited ones. The formal consideration of 

ERM provides a framework for using professional judgment and skill in the planning and 

evaluation of the organization’s activities. 

 

 

Updates on Enterprise risk management practices 

 

ERM should be a part of the normal planning process at the onset of any functional 

planning period, significant program or project. In addition, it should be revisited 

whenever the organization’s senior management is aware of any significant change to the 

circumstances or risks for the function, program / project / activity. 
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ERM Integration into risk registers process 

 

 

 

 

Unpredictable risks 

Residual risks / Failure / Lack of Mitigation 

 

 

 

 

 

 

Crises Management 

 

 

 

 

 

 

 

 

Risk 
Identification 

Risk 
Assessment 

Risk Mitigation 
Plan/Respense 

Plan 

Monitoring and 
Review 

Immediate 
Response 

Business 
Continuty 
Response 

Recovery 
Response 

Escalated Incidents 
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Responsibilities & Accountabilities 

 

The ERM implementation structure provides a mechanism for communication, oversight 

and guidance on all ERM issues. It is critical for the coordinated response to specific 

risks within the Sections and Departments, while providing the framework for the flow of 

risk information to aggregate within the central ERM department. Considering that there 

will be a complexity of operations usually in most of the organizations, the risk structure 

will provide the appropriate channels in which risk data can flow through the 

organization by determining the responsibilities of every one involved in the 

implementation plan and has a role to achieve the strategic objectives of the organization 

which can be summarized as follow:  

 

- Board of Directors and Chief Executive Officer: To establish an ERM Policy 

and make the necessary resources available to meet ERM objectives and targets 

besides review and approve the ERM Policy, risk appetite, risk governance model 

and risk documentation such as risk tolerances, impact and likelihood scales and 

risk rating boundaries. 

 

- ERM Leader: to oversee, develop and administer the ERM policy / Function and 

ensure that all activities are carried out consistently with the ERM Policy. Also, to 

ensure accurate and timely reporting of risks raised by the ERM Function to the 

Board of Directors and CEO. On the other side, ERM Leader must act as 

independently audit personnel and present to department managers any significant 

risks not already identified by their departments. 

 

- ERM Team: to coordinate meetings within other departments to identify inter-

departmental risks and risk response approach on department level. Besides that, 

to escalate risks in case of High or very High Risk which has been identified and 
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cannot wait until the submission of the risk registers and send escalation report to 

ERM Leader for approval and further process. 

Moreover, the team is responsible to deploy and maintain tools that assist in 

estimating the likelihood and severity of risk events. 

 

- Risk Owners (Departments Managers who own the risks): to be responsible 

for identifying, assessing, mitigating, reviewing and monitoring all foreseeable 

risks that fall within the scope of the department’s activities, processes and remit 

and identify risk treatment options, perform cost-benefit analysis and develop 

recommendations and risk treatment plans. 

 

Eventually, it is all staff responsibility to identify any new risk and send the new 

identified risk to the ERM Team. ERM Team will allocate the risk to the 

department that can bear the risk the best according to each Department’s 

responsibilities. 

 

 

Risk Categories 

 

Risk categories can be defined as risk groupings that helps organize consistent 

identification, assessment, measurement and monitoring across risks. Using consistent 

risk categories across an organization enables risks to be aggregated to determine their 

overall impact on the organization. 

Organizations can adopt the risk categories for risks like Environmental Risk, Financial 

Risk, Human Resources Risk, Operational Risk, Reputation Risk and Systems and 

Technology Risk. Thus, in case the organization faces any risk which has more than one 

category, it can be used at the most relevant category for the risk assessment and link the 

risk to other departments where the other risk categories are related to. 
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Likelihood and Impact Scale  

 

Key Risks must be categorized to fit with the defined risks in the organization’s ERM 

policy to express its degree of risk appetite, then assess those risks according to the 

approved impact and Likelihood scale, a sample is shown below can be used as a scale of 

annual frequency and a risk map to place risks as they can be shown based on risks 

assessment process, before taking the decision to treat each type of risks. 

 

Description Annual Frequency 

Almost Certain The risk event is expected to occur more than 20 times per year. 

Common The risk event is expected to occur less than 20 times per year. 

Likely The risk event is expected to occur once per year, up to once in 3 years. 

Rare The risk event is expected to occur once in 10 years, up to once in 20 years. 

Remote The risk event is not expected to occur more than once in 30 years. 

 

Consequence Impact of risk 

Major 
Huge consequences – major effect 

Moderate 
Moderate level of risk impact 

Minor 
Minor effects 

 

High Impact 

Low Likelihood 

High Impact 

High Likelihood 

Low Impact 

Low Likelihood 

Low Impact 

High Likelihood 
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Risk Register 

 

The Risk Registers in any firm is the product of a risk session of any list of risks with 

rankings and summary treatments arrived at by consensus, to inform an improved 

business plan. All risk registers should be updated in the ERM Software to be reviewed 

by the ERM Leader. 

 

Risk Assessment 

Risk assessment is an overall process of risk identification, risk analysis and risk 

evaluation. 

 

Identify Risks 

 

The Identify Risks process seeks to identify risks that may prevent the organization from 

achieving its objectives using the common classification, criteria and processes 

developed in ERM Policy. When identifying risks it is important to understand and 

document the factors that could trigger risk events, as well as possible consequences. 

Identifying risks and possible triggers and consequences is a first step in understanding 

organization’s overall risk exposure. 

The Identify Risks process seeks to identify the risks to be managed using a well 

structured and systematic process.  

At this stage in the overall framework, the primary concern is to identify as many risks to 

achieve the organization objectives, the sources of the risks and the impacts. This list 

should subject to further qualification and refinement as part of the Analyze Risks 

process. The idea is to cast a wide net at the start in Identify Risks, and then to 

progressively narrow the list to the most critical using the qualitative and quantitative 

techniques in Analyze Risks. 
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It is important that all risks are captured in ERM regardless of whom the owners are and 

its impact or likelihood. Thus, the scope of Risk Identification and Analysis shall include 

but not limited to the department’s Strategic Objectives, Initiatives, Operational Plan, 

Projects, Procedures and Activities.  

Stating risk involves considering its three elements: event, causes and impacts. By acting 

on one of the elements of risk occurrence; the risk can be affected when removing one 

element which prevents this certain risk. Since risk will be defined as “the effect of 

uncertainty on objectives”, it is helpful to link the organization’s objectives to the risk 

identification. 

On the other hand, events must be defined as something that could prevent achievement 

of an objective, milestone or target or create an opportunity to exceed them. From there, 

the causes and impacts become easier to identify as: 

 

- Identify a risk event related to an in-scope objective without stating general 

unfavorable conditions, in and of themselves, as risk events. 

- List the potential causes of such an event. There are often multiple causes for a 

given risk event. Ask yourself “Why” the event might happen.  

- Identify the impacts of the event, should it happen. Ask yourself, “So what” if the 

event were to occur. Keep asking “so what” to the chain of impacts until 

realistically potential impacts are identified. 
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Analyze Risks 

 

The Analyze Risks process seeks to understand the magnitude of both the positive and 

the negative consequences of a risk event, as well as the likelihood of those consequences 

occurring. Assessing the magnitude and likelihood of possible consequences will enable 

the organization to prioritize and aggregate its risks, and enhance its risk treatments in a 

way that focuses on those risks that pose the greatest threat to achieving objectives. 

 

Risk Rating: 

 

Risk Rating is the process of calculating the Likelihood of an event and its Impact if it 

occurred. The product of these two variables is the Risk Rating. 

 

Risk Rating = Likelihood x Impact  

 

Each risk will be identified during the Identify Risks process should be subjected to a 

qualitative evaluation of its likelihood and impact risks scales. The list of risks is then 

narrowed and refined based on the criticality of the risk. Risks can be assessed in terms of 

many different impact categories, such as Financial, Operational, Reputation and Safety 

& Health, etc. The Risk Rating is based on the probability multiplied by the highest of the 

impact category scores, therefore taking into account the worst case scenario where a risk 

has a High impact even though the impact against cost is low. 

 

Likelihood: is the chance that the risk event identified will actually occur. When 

available, statistical data can support estimates of likelihood and severity. In practice, 

historical data might not exist. Instead, ERM team can rely on the experience of those 

around the table; therefore, likelihood rarely implies mathematical certainty rather it is a 

subjective estimate. 

Consequence: is the severity of effect upon goals, objectives or values.  
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Risk Rating Terms 

 

The terms associated with the levels or ratings of risks vary across the risk management 

discipline; therefore, some clarification is required. Inherent Risk, Initial Risk, Residual 

Risk and Current Risk are common terms used.  

 

Inherent risk: involves rating the exposure in the absence of existing controls. When 

seeking to understand inherent risk, considering a hypothetical condition free of all 

controls should take place like locks, rules, procedures, ethics and so forth. This can be 

difficult to imagine. However, there is value in assessing risk this way as it can identify if 

whether an exposure is over or under controlled. This is of particular interest to auditors. 

Strategic risk assessments -of an organization business plan- for example, often benefit 

from an assessment of inherent risk. 

 

Initial risk: involves rating the exposure within its current control environment. In 

addition, initial risk is a baseline against which the organization can measure progress. 

Reviews of loss histories, reviews of similar sectors’ loss histories and consultation with 

stakeholders can support the assessment process. 

 

Residual risk: involves rating the exposure after the development of additional 

mitigation/treatment strategies. It is important to establish a residual risk rating because it 

is a prediction of the efficacy of proposed mitigations. It also serves as a start point for an 

informed discussion of acceptable risk with senior decision-makers. 

 

Current risk: is a measure of progress. Regular updates on the progress of risk mitigation 

strategies can be valuable in helping to demonstrate progress or to secure additional 

resources for stalled mitigation efforts. The tracking of current risk over time allows 

efficient shifting of resources to problem areas or to areas of opportunity. In addition, 
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tracking the progress of current risk can help demonstrate the effectiveness of the 

organization risk management program. 

 

 

Evaluate Risks 

 

The Evaluate Risks process seeks to prioritize risks for treatment by evaluating them 

against pre-established risk appetite and tolerance criteria. By understanding the level of 

risk exposure relative to the organization’s risk appetite and tolerance, decisions about 

treatment can be made that optimize risk taking and maximize the likelihood of achieving 

objectives. 

The Evaluate Risks process uses the understanding of risk obtained by risk analysis to 

rank and prioritize risks in order to make decisions about risk treatment. It is too 

expensive or ineffective to treat all risks. Senior manager needs to know which of their 

risks are most critical and prioritize accordingly. Usually, it is found that the treatment of 

a few critical risks results in dramatic reductions in residual risk, whereas the treatment of 

each following risk results in nominal incremental reductions in residual risk. Ranking 

the risks to facilitate this analysis in the Treat Risks Process is important. 

At this stage, senior managers have a large amount of enterprise-wide information about 

their risks that may not have been available earlier during Identify Risks process when 

tolerance levels were being set and risks were being mapped to strategic objectives. 

 

Prioritize Risk: after deciding which risks to accept, the risks need to be prioritized. To 

ensure objectivity and transparency, they should be prioritized against agreed criteria. 

Prioritizing the risks against agreed criteria is efficient because the results may give a 

different outcome from the initial thinking: 
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 Risk Rating - what is the risk rating of the risk? 

 Trend - what is the trend of the risk occurring? Rating is going up or down? What 

is the progress of the implementation of the mitigation measure? How many risks 

with same risk description have been identified in other departments? 

 Impact - what is the financial impact if the risk does occur? What is the operation 

impact (in terms of time) if the risk does occur? What is the reputation impact if 

the risk does occur? What is the impact on employees if the risk does occur? What 

is the regulatory impact if the risk does occur? 

 Likelihood - what is the likelihood of the risk occurring? 

 

 

Aggregate Risk: risk aggregation is the roll-up of low-level risks to higher levels. 

This technique relies on qualitative judgment to summarize risks at the critical risk area 

and process level in terms of likelihood and consequence. The risks identified by each 

department are first grouped according to critical risk areas/processes and listed in 

priority sequence. Within each area/process the individual risks are evaluated against a 

set of established criteria to determine the overall aggregate risk rating for the 

area/process. 

The aggregation criteria are the same as the aforementioned prioritizing criteria as well as 

the ERM Team will aggregate the department’s risks to an organization level, and then 

the organization’s top 10 risks can be defined. Risk evaluation also consists of 

considering the ranked risk in relation to its existing controls. There are three 

considerations when evaluating existing controls: 

 

1. Characterize, in qualitative terms, the existing controls (i.e., describe the process, 

policy, device, practice or other action already in place that mitigates the risk in 

question?) Non-existent, Inadequate, Adequate, Robust and Excessive (this latter 

indicates over-controlling and so possibly overspending). 
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2. Characterize the risk in relation to the organization’s degree of tolerance: 

Unacceptable / Acceptable with treatment / Acceptable. It is possible to have 

“zero” tolerance for certain risks (assuming one can avoid them).  

A risk may be “Acceptable” either because it is inevitable and too prohibitive to 

treat, or because it is immaterial and not worthwhile to treat. Over time, the 

organization can develop risk criteria or measures of risk tolerance and risk 

thresholds. Expressing tolerance for an unexpected financial loss over a certain 

percentage of operating budgets as “unacceptable” might be one way that a senior 

manager can quantify their tolerance of certain risks. 

3. Decide on consequent action, based on steps 1 and 2: Avoid/ Treat/ Monitor. A 

risk may be avoided altogether, if unacceptable, by not doing the action that would 

incur it in the first place. ERM team can tolerate and monitor risk when treatment 

is impracticable or prohibitive. Monitor risks that are inconsequential, but whose 

status might change. 
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Risk Response / Treatment 

 

The Treat Risks process seeks to identify, assess and implement treatment options to 

respond to risks. Risk treatment not only seeks to minimize potential downside but also 

maximize the potential upside of opportunities. 

Treating risks is just as much about seizing opportunities as it is about minimizing 

downside. Too much treatment is as undesirable as too little. The objective is to find the 

right balance to optimize returns to the business by maximizing gains from opportunities 

while minimizing losses from risks. Evaluation of downside risk involves the 

consideration of non-financial as well as financial impacts. For example, the risk of 

enterprise reputation may override purely financial considerations when selecting risk 

treatment options. 

This process delivers qualitative and quantitative information about residual risk to the 

Develop and Manage Strategy processes to complete then. In this way, the organization 

can make informed strategic decisions about how to allocate resources to its various lines 

of business and projects. 

 

Risk Treatment 

Once risks have been classified and evaluated, the organization will determine treatment 

options for each risk rating. On a very rare basis, exceptions may be noted. Exceptions 

rated as “Very High,” which cannot be eliminated or risks rated as “High” will be 

handled on a case by case basis by the Board of Directors through escalation by the ERM 

Leader. Therefore, the maximum timeframe to address a risk response and to implement 

its mitigation measures depends on the risk.  

To facilitate all departments, the organization can determine a timeframe for defining 

Risk Treatment Response. All departments shall adhere to the timeframe defined unless 

any department can justify why the risk response and mitigation should have a timeframe 

beyond the pre defined limits. 
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Risk Treatment Options  

 

Develop an overall risk treatment strategy. Treatment of individual risks seldom occurs in 

isolation. Having a clear understanding of a complete treatment strategy is important to 

ensure that critical dependencies and linkages are not compromised. For this reason, the 

development of an overall treatment strategy should be a top-down process, driven jointly 

by the need to achieve the organization’s objectives while controlling uncertainty to the 

extent that is desirable. Many treatments need to be acceptable to stakeholders or those 

involved in implementation if they are to be effective and sustainable. 

Risk treatment options can be examined by costs-benefits analysis, and to advise the risk 

treatment strategy to the department’s manager for review and approval, and for budget 

not within the Operations Plan, nevertheless the department shall seek budget approval 

through the organization’s policies and procedures. 

A costs-benefits analysis is a systematic process for calculating and comparing benefits 

and costs of a project for two purposes: 

- To determine if it is a sound investment (justification / feasibility). 

- To see how it compares with alternate projects (ranking / priority assignment).  

It involves comparing the total expected cost of each option against the total expected 

benefits, to see whether the benefits outweigh the costs, and by how much. 

 

 

Risk Treatment Plan  

 

Treatments (risk mitigation) can consist of virtually any sort of administrative action, as 

well as the application of specialized disciplines – where a separate analysis may be 

required; e.g., emergency planning, business continuity planning, security planning, risk 

financing, financial controls and human resources management. Grouping risks in 

categories can help in the design of cost-effective treatments. 
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Develop a detailed risk treatment action plan including the person responsible for 

implementing the risk treatment, the primary activities, required resources, schedule, 

budget, reviewer and status. Treatments are new measures undertaken to mitigate 

identified risks. However, participants may fall into familiar thought patterns and merely 

repeat the list of existing controls and say there is nothing more to be done. Alternatively, 

they may say that the implementation of their planned program activities constitutes 

mitigation of risk. It is just here where the Risk Team may add value: 

 

 Risk Team can lead off by asking (either simple or well-informed) questions about 

possible treatments and stimulate discussion; 

 Risk Team can draw attention to the ranking of the risk – if  Participants are 

reminded that it is high or extreme and threatens the viability of the department’s 

objectives, they will feel less inclined to leave the matter unattended. 

 Risk Team can introduce categories of implementation risk (well- documented, 

common reasons for program failure) to inform the analysis. 

 The necessity to study the issue and develop treatments “off-line” or in a separate 

session can be flagged. 

 The possibility of inviting expertise from outside the organization can be raised. 

 At a minimum, the action of documenting the risk and bringing it to the attention 

of a higher authority or other organization constitutes an improvement in the 

management of the risk. 
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Implement Risk Treatment Plans  

 

Suggested treatments (mitigation of either a risk likelihood or degree of consequence) are 

subject to cost-benefit analysis. The Risk Champion must challenge the participants to 

commit to acting upon mitigation strategies. If the risk management initiative is an 

enhancement tool to existing processes, then the treatments must become new items in 

the list of project tasks or business plan strategies. Assigning an individual by name to the 

development of a mitigation strategy and identifying a specific deliverable. 

The Risk Owner will be responsible for securing the budget to implement the risk 

treatment plan as per the organization Budget. 

Once budget is secured, implementation of the risk treatment should be initiated. The 

identified Risk Response Owner responsible for implementation should take the actions 

outlined in the treatment plan by reporting progress to the Risk Owner and other 

identified personnel, and manages implementation within the agreed budget and 

schedule. Once the implementation is complete, the Risk Owner and the ERM Team 

should be informed. 

 

 

Risk Treatment Plan Implementation & Monitor  

 

The Risk Treatment Plan Implementation and monitor can be done through implementing 

the following steps:  

- Update the organization risk register with the approved risk treatment plans. 

- Update information in the risk management software regarding risk treatment 

progress. 

- Update information regarding the root causes and impacts of the risks including 

frequencies, probabilities, impacts and existing treatment strategies and controls 

where applicable. 
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- Monitor the status of risk treatment plans against agreed milestones as recorded in 

the risk management software and alert responsible party if deadlines are likely to 

be or have been missed. 

- Determine and implementing corrective actions such as reassigning work, 

identifying additional resources to assist with the activity or communicating with a 

direct supervisor to reassign work so that the responsible person has an appropriate 

limit of time to devote to assigned risk management activities. 

- If a deadline is missed, communication must be established with the responsible 

party to document the reason whereas the corrective action should be taken to 

determine a revised milestone date.  
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Risk Transfer and Risk Response Transfer 

 

Risk Transfer 

 

A risk can be transferred to another department in case the responsibility has been 

reallocated by Management as the Original Risk Owner can transfer the risk (after 

Department Manager approval) and send to the ERM Team then to the ERM Leader final 

approval. Once the risk is accepted by the Proposed Risk Owner, the risk shall be 

incorporated in their Risk Register and closed in the risk register of the Original Risk 

Owner.  

If there will be any dispute in risk ownership transfer / allocation, the ERM Leader 

should get involved where required to mediate between the two parties.  

 

Risk Response Transfer 

 

If the risk response owner is not the risk owner then the risk response should be 

transferred to the department where the risk will be mitigated on behalf of the risk owner. 

To transfer the “risk response” of a risk to another department if the department is not 

intended to be used for requesting extra budget or resources and if any new risks rated as 

Very High or High, that are unplanned in Operations Plan / Budget, then the respective 

department can request the required resources directly from the subject department. 

 

For risk response transfer between departments; both departments must agree on the risk 

response(s), benefit(s), response cost, response time frame or dead line of implementation 

quarterly progress and monitoring report of the risk response by the risk response owner. 
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Risk Monitoring and Progress Report 

 

In order to monitor the implementation progress of a risk response on department level 

the implementation progress of risk response for High and Very High risks should be 

monitored as often as needed according to the timeframe provided by the ERM Team and 

set the expectation that deadlines will be met and expected residual risk levels can be 

achieved. 

 

 

Risk Treatment Effectiveness  

 

Upon implementation of a risk treatment plan, assessment of whether the reduced 

probabilities or impacts or other expected benefits have been realized by making 

adjustments as necessary to reflect actual conditions, by comparing the expected benefits 

and costs of risk treatment to the actual, and calculating the residual risk to compare it 

with the risk tolerance levels to determine if additional risk treatment will be necessary.  

 

Risks Mitigations 

 

Once the risk is clearly identified detailing event, causes and impacts, it is important to 

identify existing mitigations. It is important to ask what measures are currently in place 

(if any) to mitigate this risk. Only those mitigations that already exist should be listed and 

to identify additional proposed mitigations after the ERM Team has evaluated the 

adequacy of existing mitigations and the significance of the risk. 
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Control Activities 

 

Organizations that decide to reduce risks need to identify control activities that can be 

used to effectively reduce risks or the costs associated with them noting that control 

activities under the COSO ERM framework expand beyond what have traditionally been 

considered control activities under the notion of internal control, according to the new 

COSO Internal Control Framework 2011 article 488: “Enterprise Risk Management is 

broader than Internal Control, expanding and elaborating on Internal Control and 

focusing more fully on risk. Internal Control is an integral part of Enterprise Risk 

Management. The Enterprise Risk Management – Integrated Framework remains in 

place for entities and others looking more broadly at Enterprise Risk Management.” 

 

A control activity consists of any initiative or activity that reduces the likelihood / 

probability / frequency of any risk or reduces the associated impact cost. What has been 

traditionally considered “internal control” is a subset of possible control activities and 

applies to those activities that specifically manage financial reporting risks. The next 

aspect of control activities is determining the cost of risk reduction activities. 
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Communication & Information 

 

Although described as a separate component in the COSO cube, the component of 

information and communication is less a separate set of risk-related processes than a set 

of tools and processes linking other components. The Communicate and Consult or 

information process must be an integral part of creating a positive risk management 

culture within the organization.  

By taking a consultative approach to risk management rather than a one way flow of 

information, shareholders will understand the rationale behind decision making as well as 

their importance to manage the organization’s risks. 

Furthermore, engaging in multilateral dialogue with shareholders ensures the 

comprehensiveness and robustness of each step in the risk management process. 

Communication and consultation are intrinsic to the process of ERM and should be 

considered at each step of the framework.  

Involving others, or at least looking at things from another point of view, is an essential 

ingredient of an effective approach to ERM. Engagement with shareholders makes risk 

management explicit and more soundly based, and adds value to the organization. It is 

particularly important where shareholders may: 

 

 Have an impact on the effectiveness of the proposed risk treatments. 

 Be affected in risk incidents. 

 Add value in the assessment of risks. 

 Incur additional costs; or be constrained by future risk controls. 
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Monitoring & Reviewing 

 

The Monitor and Review process seeks to continuously evaluate the effectiveness and 

relevance of the organization’s ERM program. By continuing to monitor risks and the 

effectiveness of their treatments, the organization will be able to refine its ERM program 

to evolve with the dynamic circumstances in which it operates. 

The Monitor and Review process involves the on-going review which ensures that the 

ERM program remains relevant and effective. Factors that may affect the likelihood and 

consequences of an outcome may change, as the factors that affect the suitability or cost 

of the treatment options. Therefore it is necessary to repeat the ERM cycle regularly. 

On the other side, actual progress against risk treatment plans provide an important 

performance measure and should be incorporated into the organization’s performance 

management, measurement and reporting system. Monitoring and review also involves 

learning lessons from the risk management process by reviewing events, treatment plans 

and their outcomes. 

Moreover, monitoring provides routine surveillance of actual performance for 

comparison with expected or required performance. Review involves periodic 

investigation of the current situation, usually with a specific focus.  

Monitoring and review is an essential and integral part of managing risk and is one of the 

most important steps of the risk management process organizationally. It is necessary to 

monitor risks, the effectiveness and appropriateness of the strategies and management 

systems set up to implement risk treatments and the risk management plan and system as 

a whole. 

Ultimately, assurance and monitoring processes should be continuous and dynamic as it 

is not sufficient to rely only on periodic audits reports. 

For the Monitor and Review process, the following activities must be completed: 

 

 

 



Page 46 of 72 
 

 Monitor Regular Management of Risk Information 

 

Monitoring take place when managing risks information as a regular practice. Risks 

themselves undergo change and can require revision in terms of their description and 

ranking. Therefore A periodic update of risk information using the risk register generated 

from the ERM Database as a management tool will enhance the regular monitoring. Also, 

using the risk register to track the implementation of mitigation strategies and the 

resultant impact on risk ratings where the risk register becomes a valuable 

communication tool by informing executive on the progress, or lack thereof, and any 

additional resources required. 

 

 

 Review Historical Risk Information 

 

In a mature practice of risk management, a growing body of information can inform 

analysis of the risks themselves, their most common sources, their frequency and 

impacts/costs of actual occurrence, the efficacy of treatments and the occurrence of 

unforeseen events. All of this serves to better manage risks and inform planning. Audits, 

complaints investigations, legal judgments and retrospective cost/benefit analysis are 

some sources of historical risk information and this information must be recorded for 

knowledge sharing and also for identifying potential risks for management. 
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Terms of ERM implementation process 

 

 

Implementation process of ERM must have some terms and conditions to limit the roles 

and responsibilities of employees throughout the organization in order to achieve the 

strategic objectives like: 

- The board of directors and executive officers are committed to adopt and 

implement ERM to minimize various risks to meet the organization’s objectives. 

- The board of directors and executive officers are committed to deal with any 

conflict of interest in respect of risks within the organization or with external 

parties. 

- The organization ERM policy is aligned with and in compliance with the current 

government’s statutes, Laws, and policies. The ERM program seeks to provide a 

benefit to the shareholders as the firm emerges as a benchmark for ERM best 

practice in its business field. 

- Through its ERM policy, the organization defines and analyses its capacity to 

retain, reduce, avoid, or transfer risks. The definition is aligned with and in 

support of the organization overall strategic objectives, risk tolerance and risk 

appetite. 

- The senior management is committed to provide the tools and resources that are 

necessary to encourage and enable employees to fully capitalized on risk-related 

opportunities and minimize risk downside by providing ERM information 

throughout the organization, monitoring and measuring ERM performance. 

- Each department or risk owner is responsible for identifying, prioritizing, 

evaluating, treating and monitoring risks within the scope and responsibilities of 

the department. The organization endeavors to follow the risk governance model 

and ERM framework to which the organization identify and adopt. 

- Department policies, processes and procedures’ risk-related aspects must be 

developed constantly, and in alignment with the organization overall ERM policy. 
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- Each section and department is responsible for adopting and following the 

organization ERM framework defined in the policy. All employees shall provide a 

coordinated response on specific risks - when providing risk information – to 

ensure risks are properly aggregated across the organization. 

- Each department and risk personnel is responsible for conducting regular reviews 

and reporting of their risk registers in accordance with ERM policy depending on 

their risk appetite and in their own business context, which includes individual 

strategic objectives and the external environment in which they operate. 

- Risk management performance must be measured on (Quarter - Semiannual – 

Annual) basis based on the defined ERM scoring criteria, which is linked to the 

department KPI’s.  

- All employees should be empowered to lead and support a culture of risk 

transparency and open dialogue. The ERM function must support and help to 

facilitate regular risk discussions, risk-related organizational change management, 

corporate communication and risk awareness with ongoing risk education and 

training for ERM coordinators. 

- The organization ERM policy should be reviewed at least annually to ensure that it 

remains in alignment with best interest of all shareholders. The organization 

executive management carries the ultimate responsibility of ensuring the 

commitments within ERM policy are current and continuously executed.                        
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Limitations of Enterprise Risk Management Policy 

 

It is essential to recognize that risk management does not mean risk avoidance. Even with 

the best risk management environment, mistakes will happen. However, it is important to 

take a professional considered judgment on the potential risks and the costs of 

organization’s response. For example, in some circumstances, the best approach is to 

accept a risk, if all potential response strategies are too costly or have other 

disadvantages. Sound risk management helps to make defensible decisions in such cases. 
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Survey Results 

The first part of the survey consisted of ten multiple choice questions which can be 

analyzed as follow: 

The first question in the survey aimed to show the sample’s business type. Despite of 

different structures indicated in the answer options, but the target was to approach 

respondents with a manufacturing background which has reached almost 96% of the 

responses collected and the remaining 4% percent were answered by employees work in 

consultancy firms. Also, it is important to indicate that there was no feedback collected 

from employees work in trading and contracting companies, therefore, the survey may 

not describe the current status of those organizations in term of Enterprise Risk 

Management.  

The results showed that more than 99% of the respondents were from the private sector 

and less than 1% was from public and no participants from government or non-profit 

organizations. In addition, the survey results showed that more than 86% of respondents 

were handling senior positions which reflect the opinion of the main decision makers of 

their organizations. On the other side, middle and junior level employees’ responses 

reached to 12.3% and 1.6% respectively. 

Furthermore, respondents indicated that most of the influence to implement risk 

management system is exerted by the organization’s internal auditors and senior 

management officers due to their role in managing the organization’s risks as it is an 

essential part of their key responsibilities. Fewer numbers of employees think that 

Shareholders, Board of Directors and middle management employees and less than 1% 

thinks that Finance department have main influence on management to put risk 

management process in place. 

The challenges towards implementing risk management system were questioned in the 

survey; as a result, above 85% of the respondents think that Board of Directors vision, 
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integration of risk management within the nature of business, difficulty in translating 

risks into figures and lack of risk assessment tools are the main challenges besides that 

70% of them think that building a risk management system can be achieved with 

incurring high initial costs. Other answers indicated that there is another challenge like; 

“Achieve a common understanding on the process and its integration as a part of the 

operational business”.  

Only about 9% of the respondents think that collection of historical data is a challenge 

towards implementing risk management system. This is minor due to the extensive use of 

computer systems to keep historical data and advanced filing system used.         

A lot of companies were established in the UAE recently which their core business is to 

assist and build a risk management system for other companies under many aspects of the 

risk strategy set up, identification, assessment, mitigation and monitoring risks, however 

only 5% of respondents indicated that their organizations have engaged an outside party 

to assist its management in setting up risk management system.       

The responsibility of monitoring risks in the organizations of the sample tested belongs to 

the internal audit department with more than 87% of responses collected through audit 

findings reports to ensure that all other departments are following the organization’s 

policies and procedures and addressing different kinds of risks which inhibit the 

organization from achieving its strategic objectives where as 45% think that it is under 

the responsibility of division managers as they are in line with operations on daily basis 

and managing the division’s overall performance in the absence of independent risk 

department. The risk strategy of each division manager is presented in his performance 

by reducing costs and increasing the number of production units to meet the maximum 

production capacity in manufacturing organizations assuming high market demand. 

The main inhibitors to involve risk management personnel in assessing different types of 

risks exposures are indicated in the respondents’ answers are lack of management support 

due the focus of shareholders more on the production side and immediate returns instead 
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of spending funds on implementing risk management system considering that perceived 

cost is much higher that benefits expected. On the other hand, respondents think that 

inadequate trained staff and lack of IT support and risk management specialized software 

are main inhibitors as well. Data Unavailability formed 15% of the respondents’ opinions 

and 3% think that there are no inhibitors of risk management personnel involvement in 

assessing organizations risks. In addition, one answer showed another inhibitor of “Poor 

qualifications and experience absence by the controller” which can be added to the option 

of having inadequate trained staff.          

The greatest value of addressing different types of risks to the organization was addressed 

in the respondents’ answers mainly in developing overall business strategy, monitor 

reputational risk caused by quality of products or service provided and improve 

operational performance. Another opinion was “avoidance of unexpected hits in the 

bottom line” that presents a part of the operational performance in the form of 

determining budget plans and achieves forecasted figures. Nevertheless, other 

respondents indicated that Profit share increase will increase the market share and 

achieve regulatory compliance is an added value in term of risks identification process 

success. 

Moreover, the status of risk management strategy based on more than 80% of the 

respondents’ opinion stated that it is one of the organization’s future plans, which means 

that currently is not yet started. More studies on the strategy are required to set the initial 

steps to start with was indicated by about 7% of the sample tested. In contrast, between 2 

to 5% think that the strategy is defined and implementation process is completed or still 

under process, while less than 3% believes that their organizations are not planning to 

establish a risk management system in future.  

The second part of the survey consisted of six rating questions focused on the scale of 

competency of the organization’s staff in different areas of research which play a basic 

role in the implementation process of enterprise risk management in any organization. 
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Staff knowledge in term of risk management operations were rated mostly as limited 

knowledge, despite of 18 to 23% of the sample think that their organization’s staff is 

knowledgeable; however such information can be validated only when the process of risk 

management policy is tested in full and monitored over a period of time. In addition, 

more that 85% of the respondents believe that the staff level of competency is not 

adequate and need improvement in Identifying, classifying and assessing risks besides 

development on risk management process as well as quality of risks results reporting. 

In Audit process, the knowledge of the organization staff was rated as knowledgeable in 

more than 70% in audit planning and conducting meetings despite of almost half of the 

sample tested think that staff knowledge is adequate, and the rest believe that they need 

improvement. For other elements in audit process, the level of competency decreased in 

respondents opinion as those elements are more complicated and need advance skills than 

the entry level of audit process and improvement is required for more than of 70% of the 

sample in the areas of continuous monitoring, data analysis tools, cost reduction and 

report writing. 

Experts in risk management process and audit process were considered as less that 2% 

which can be examined and verified based on detailed study of the status of risk 

management process in those organizations.  

Similarly, the level of competency for the staff was tested on the operation side of the 

business like procurement, inventory, production and sales since the enterprise risk 

management implementation process has to be embedded with the business fabric of the 

organization in every department, the percentage between having knowledge and limited 

knowledge were almost equal in those departments amongst the sample tested where as 

more improvement was required to enhance staff expertise to support the implementation 

process and ease the flow of information between all departments and achieve the 

department’s strategic objectives.  
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Conclusion 

 

Enterprise risk management is a broad concept which requires an extensive focus on all 

kinds of risks to be implemented fully and it is important that any organization identify 

and manage risks to optimize the organization’s resources and achieve its strategic 

objectives. However, the process can be started gradually in the organization’s 

departments and then embed the concept of risk management practices within the 

business units by a set of training courses to the employees to be able to spread the 

culture of risk management work-base environment.    

 

Senior managements might face resistance from employees as they think that 

implementing any risk management system will result in more workload and extra 

responsibilities without getting a tangible return. It was found that senior managers and 

internal audit department are exerting the most to put risk management practices in place, 

while division managers and supervisors were not; because implementing a risk 

management system certainly will lead to minimize their authorities and decision making 

power.    

Apparently, it is not efficient for Small-medium manufacturing firms in the United Arab 

Emirates to fulfill the requirements of COSO to apply Enterprise Risk Management 

across the firm; however the concept can be redesigned to fit the organization’s needs to 

focus on most key business risks by conducting a risk assessment model then move 

forward to form a common matrix of well-established risk management system.   

On conclusion, senior managements should effectively lift their organizations to a higher 

standards level of risk management practices by motivating the key staff to increase their 

level of knowledge when providing a proper training in ERM field. Organizations can 

benefit from the existing human resources and historical information to build an efficient 

risk management system without incurring high costs initially. 
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On the whole, ERM implementation process can be eased if it started using the existing 

resources in the organization which will minimize the implementation cost comparing 

with establishing a new risk department dedicated only to implement a risk management, 

thus it is essential to have a shareholders and board of directors support to start the 

process.  
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Appendix 

Questionnaire - Enterprise Risk Management 

1. Please indicate your organization’s business type: 

Answer Options 
Response 

Percent 
Response Count 

Manufacturing 95.9% 117 

Trading 0.0% 0 

Contracting 0.0% 0 

Consultancy firm 4.1% 5 

Other (please specify) 0.0% 0 

answered question 122 

skipped question 0 

 

 

 

 

2. Please indicate your organization’s investment structure: 

Answer Options 
Response 

Percent 
Response Count 

Public 0.8% 1 

Private 99.2% 121 

Government 0.0% 0 

Non-Profit Organization 0.0% 0 

answered question 122 

skipped question 0 

Please indicate your organization’s business type: 

Manufacturing.

Trading.

Contracting.

Consultancy firm.

Other (please specify)
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3. Please indicate your position level at your organization: 

Answer Options 
Response 
Percent 

Response Count 

Junior Level 1.6% 2 
Middle Level 12.3% 15 
Senior Level 86.1% 105 

answered question 122 
skipped question 0 

 

 

 

 

 

Please indicate your organization’s investment structure: 

Public.

Private.

Government.

Non-Profit Organization.

Please indicate your position level at your organization: 

Junior Level.

Middle Level.

Senior Level.
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4. Which of the following persons or groups do you think exert more influence to put risk 
management process in place? 

Answer Options 
Response 
Percent 

Response Count 

Shareholders 9.8% 12 

Board of Directors 13.9% 17 

Senior Management level 49.2% 60 

Internal Audit level 88.5% 108 

Middle management 7.4% 9 

Employees and end users 0.0% 0 

None of the above 0.0% 0 

Other (please specify) 0.8% 1 

answered question 122 

skipped question 0 

    

Number Response Date 
Other (please 
specify) 

Categories 

1 
 

Finance 
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Which of the following persons or groups do you think exert more influence to put 
risk management process in place? 
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5. Which of the following challenges do you think exists when beginning to implement risk 
management in your organization? 

Answer Options Response Percent Response Count 

The Board of Directors’ 
vision of the 
organization’s structure. 

87.5% 105 

Integration of risk 
management within the 
nature of business. 

91.7% 110 

High initial cost of 
building a risk 
management system. 

70.0% 84 

Collection of historical 
Data. 

9.2% 11 

Difficulty in translating 
risks into figures. 

85.8% 103 

Lack of risk assessment 
tools and technologies. 

88.3% 106 

Other (please specify) 1.7% 2 

answered question 120 
skipped question 2 

    

Number 
Response 
Date 

Other (please specify) Categories 

1 
 

Not aware about the answer. 

2 
 

To achieve a common understanding on the process and its integration as part 
of the operational business 
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Which of the following challenges do you think exists when beginning to 
implement risk management in your organization? 
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6. In which of the following risk management implementation process has your organization 
engaged outside parties? 

Answer Options 
Response 

Percent 
Response Count 

Risk strategy set up 4.2% 5 

Risk Identification 3.3% 4 

Risk Assessment 5.8% 7 

Risk Mitigation 0.8% 1 

Control and monitor Risks 1.7% 2 

None of the above 90.8% 109 

answered question 120 

skipped question 2 
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In which of the following risk management implementation process has your 
organization engaged outside parties? 
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7. Which of the following is responsible for monitoring Risk Management System at your 
organization? 

Answer Options 
Response 

Percent 
Response Count 

Chief Executive Officer 6.7% 8 

Chief Risk Officer 1.7% 2 

Internal Audit Department 87.5% 105 

Chief Financial Office 13.3% 16 

Division Manager 45.8% 55 

Finance Manager 10.0% 12 

Other (please specify) 0.8% 1 

answered question 120 

skipped question 2 

    

Number Response Date 
Other (please 
specify) 

Categories 

1 
 

none 
  

 

 

 

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

Which of the following is responsible for monitoring Risk Management System at 
your organization? 



Page 62 of 72 
 

8. What inhibits risk management personnel involvement in assessing different types of risks that 
your organization is exposed to? 

Answer Options Response Percent Response Count 

Lack of management support. 91.7% 110 

Inadequately trained staff. 87.5% 105 

Data Unavailability. 15.0% 18 

Perceived cost compared to the 
benefits expected. 

85.8% 103 

Lack of IT support and risk 
management specialized software. 

85.0% 102 

There are no inhibitors. 3.3% 4 

Other (please specify) 1.7% 2 

answered question 120 

skipped question 2 

    

Number Response Date Other (please specify) Categories 

1 
 

Poor qualifications and experience absence by the controller 

2 
 

Now aware about the answer. 
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What inhibits risk management personnel involvement in assessing different types 
of risks that your organization is exposed to? 
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9. Where do you perceive the greatest value for addressing different types of risks to your 
organization? 

Answer Options Response Percent Response Count 

Monitor reputational risk caused by Quality of 
products or service provided. 

90.0% 108 

Profit share Increase. 19.2% 23 

Increase the Market Share. 13.3% 16 

Improve operational performance. 85.8% 103 

Decrease the Attrition rate of human resources. 6.7% 8 

Higher rate of job satisfaction for employees. 11.7% 14 

Achieve regulatory compliance. 9.2% 11 

Develop overall business strategy. 94.2% 113 

Other (please specify) 1.7% 2 

answered question 120 

skipped question 2 

    

Number Response Date Other (please specify) Categories 

1 
 

Avoidance of unexpected hits in the bottom line 

2 
 

All of the above are essential. 
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Where do you perceive the greatest value for addressing different types of risks to 
your organization? 
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10. How would you describe the current status of risk management strategy at your organization? 

Answer Options 
Response 
Percent 

Response Count 

The risk management strategy is defined and fully implemented. 2.5% 3 

The risk management strategy is defined and implementation is 
under process. 

5.0% 6 

The risk management strategy needs more studies and research 
to be identified. 

6.7% 8 

The risk management strategy implementation is one of the 
organization’s future plans. 

83.3% 100 

The organization is not planning to establish a risk management 
strategy in future. 

2.5% 3 

Other (please specify) 0.0% 0 

answered question 120 

skipped question 2 

 

 

 

How would you describe the current status of risk management strategy at your 
organization: 

The risk management
strategy is defined and
fully implemented.

The risk management
strategy is defined and
implementation is
under process.

The risk management
strategy needs more
studies and research
to be identified.

The risk management 
strategy 
implementation is one 
of the organization’s 
future plans. 

The organization is not
planning to establish a
risk management
strategy in future.

Other (please specify)
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 Please use the following scale of competency to rate your organization’s 
staff while you answer the following questions: 

 
- 1: No Knowledge 
- 2: Limited Knowledge 
- 3: Knowledgeable 
- 4: Expert 
- N/A 
 

* If you are not able to assess your staff level of competency or knowledge in 
a specific area, please remember to select N/A and proceed to the next 
question. 

 

11. Risk Management 

Level of competency 

Answer Options 
No 

Knowledge 
Limited 

Knowledge 
Knowledgeable Expert N/A 

Response 
Count 

Identifying and Classifying 
Risks 

3 88 23 1 0 115 

Assessing Risk: Process, 
Location, Transaction Level 

3 90 20 1 1 115 

Risk management structure 
development 

4 90 18 2 0 114 

Timelines and quality of 
risks’ results reporting 

2 91 20 1 0 114 

      

 
 

 Based on your role /organization / industry, this knowledge level is: 
  

Answer Options Adequate 
Need 

Improvement 
N/A 

Response 
Count 

  Identifying and Classifying 
Risks 

13 100 2 115 

  Assessing Risk: Process, 
Location, Transaction Level 

13 100 2 115 

  Risk management structure 
development 

12 99 3 114 

  Timelines and quality of 
risks’ results reporting 

11 101 2 114 

  

      

 
 

 
  

Question 
Totals 

answered question 115 
skipped question 7 
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12. Audit Process 

Level of competency 

Answer Options 
No 

Knowledge 
Limited 

Knowledge 
Knowledgeable Expert N/A 

Response 
Count 

Audit Planning: Entity Level 1 29 83 2 0 115 

Conducting Opening / 
Closing Meetings 

0 30 83 2 0 115 

Continuous Monitoring 0 47 66 2 0 115 

Data Analysis Tools 0 67 45 3 0 115 

Operational Auditing: Cost 
Effectiveness/Cost Reduction 

0 66 47 2 0 115 

Report Writing 1 58 53 2 1 115 

      

 
 

 Based on your role /organization / industry, this knowledge level is: 

  
Answer Options Adequate 

Need 
Improvement 

N/A 
Response 

Count 

  Audit Planning: Entity Level 61 53 1 115 

  Conducting Opening / 
Closing Meetings 

61 52 2 115 

  Continuous Monitoring 31 83 1 115 

  Data Analysis Tools 26 88 1 115 

  Operational Auditing: Cost 
Effectiveness/Cost Reduction 

25 89 1 115 

  Report Writing 29 83 2 114 

  

      

 
 

 

  

Question 
Totals 

answered question 115 

skipped question 7 
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13. Procurement 

Level of competency 

Answer Options 
No 

Knowledge 
Limited 

Knowledge 
Knowledgeable Expert N/A 

Response 
Count 

Contracts and Vendors 
Management 

1 55 54 4 1 115 

Receiving and Inspection 0 44 67 3 1 115 

Monitoring Supplier 
Performance 

1 55 55 3 1 115 

Managing Third-Party 
Arrangements (e.g. resellers, 
wholesalers, contract 
manufacturers, licensees, 
etc.) 

1 54 55 3 2 115 

Annual budget reporting 0 59 50 5 1 115 

     

 
 

  Based on your role /organization / industry, this knowledge level is: 

  
Answer Options Adequate 

Need 
Improvement 

N/A 
Response 

Count 
  Contracts and Vendors 

Management 
30 83 2 115 

  
Receiving and Inspection 40 73 2 115 

  Monitoring Supplier 
Performance 

29 84 2 115 

  Managing Third-Party 
Arrangements (e.g. resellers, 
wholesalers, contract 
manufacturers, licensees, 
etc.) 

30 82 3 115 

  
Annual budget reporting 28 85 2 115 

  

     

 
 

  
  

Question 
Totals 

answered question 115 

skipped question 7 
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14. Inventory 

Level of competency 

Answer Options 
No 

Knowledge 
Limited 

Knowledge 
Knowledgeable Expert N/A 

Response 
Count 

Inventory Management and 
Planning (e.g. optimal order 
quantity, reorder points, etc.) 

1 44 65 3 2 115 

Scrap and recycling 0 44 67 2 2 115 

Valuation (e.g.,FIFO, LIFO, 
W.A.) 

0 55 56 2 2 115 

      

 
 

 Based on your role /organization / industry, this knowledge level is: 

  
Answer Options Adequate 

Need 
Improvement 

N/A 
Response 

Count 
  Inventory Management and 

Planning (e.g. optimal order 
quantity, reorder points, etc.) 

37 74 3 114 

  Scrap and recycling 41 71 3 115 

  Valuation (e.g.,FIFO, LIFO, 
W.A.) 

32 80 3 115 

  

        
  

Question 
Totals 

answered question 115 

skipped question 7 

 

15. Production 

Level of competency 

Answer Options 
No 

Knowledge 
Limited 

Knowledge 
Knowledgeable Expert N/A 

Response 
Count 

Cost Reduction Techniques 1 51 59 3 1 115 

Production Output Reporting 1 37 74 2 1 115 

Efficiency of leading a 
production line 

0 40 71 3 1 115 

Quality Standards 0 37 73 4 1 115 

       

 
 

Based on your role /organization / industry, this knowledge level is: 

  
Answer Options Adequate 

Need 
Improvement 

N/A 
Response 

Count 
  Cost Reduction Techniques 27 86 2 115 

  Production Output Reporting 38 75 2 115 

  Efficiency of leading a 
production line 

37 76 2 115 

  Quality Standards 33 79 2 114 

  

        
  

Question 
Totals 

answered question 115 

skipped question 7 
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16. Sales 

Level of competency 

Answer Options 
No 

Knowledge 
Limited 

Knowledge 
Knowledgeable Expert N/A 

Response 
Count 

Future Sales Forecasting 0 53 57 3 2 115 

Areas of items demand 0 51 59 3 2 115 

Competitors sales distribution 
techniques 

1 52 57 3 2 115 

After-sales services 0 38 71 3 3 115 

        Based on your role /organization / industry, this knowledge level is: 

  
Answer Options Adequate 

Need 
Improvement 

N/A 
Response 

Count 
  Future Sales Forecasting 27 85 3 115 

  Areas of items demand 28 84 3 115 

  Competitors sales distribution 
techniques 

28 84 3 115 

  After-sales services 45 66 4 115 

  

        
  

Question 
Totals 

answered question 115 

skipped question 7 
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