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ABSTRACT IN ENGLISH 

The emergence of the modern internet in 1990 and the development of web 1 was the first step 

on information sharing and reading-data, while the web 2 took a step closer and allowed peer-

to-peer interactions with always an inter media system acting as a transmitter. Nowadays, web 

3 is underway which will boost worldwide connectivity even further. The world is living the era 

of huge data flows, global scale interactions and social engagement of multicultural people in a 

worldwide network. People from various backgrounds and cultural dimensions are influencing 

the way that data are interpreted and managed through the technology driven system. Therefore, 

cyber security became extremely important and critical for organisations continuous operations. 

As the literature indicates the 95% of cyber security breaches are cause by a human error. 

Consequently, organisations worldwide are looking ways of minimising cyber threats that 

caused by human behaviour to improve information security. Currently, there is a lack of 

research on the role as well as the impact of the multi-behaviour countermeasures dimensions 

on information security. The main purpose of this research is to suggest a human behaviour 

information security countermeasures model for supporting investigation of and reasons for the 

main features of people’s risky behaviours in the context of information security within public 

organisations in the UAE. The research methodology used descriptive quantitative with linear 

regression analysis. The research used a questionnaire that was analysed with the software 

(SPSS) 24.0.  

Findings indicate that Attitude and self-efficacy have a direct influence on the attitudes towards 

cybersecurity countermeasures and Administrative, Managerial and Support countermeasures 

have a direct influence on the Security awareness countermeasures. The users’ addictive 

behaviours can influence both information security countermeasures and risky cybersecurity 



 

behaviour practices of the workforces of public organisations. Further research on employee 

behaviour can be studied over a longer period of time using a longitudinal study. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

ABSTRACT IN ARABIC 

بينما  البيانات،الخطوة الأولى في مشاركة المعلومات وقراءة  1وتطور الويب  1990كان ظهور الإنترنت الحديث في عام 

من ذلك وسمحت بالتفاعلات من نظير إلى نظير مع نظام وسيط دائمًا يعمل بمثابة الارسال. في الوقت  2اقتربت شبكة الويب 

الاتصال في جميع أنحاء العالم بشكل أكبر. يعيش العالم عصر تدفقات البيانات  قيد التنفيذ مما سيعزز 3الويب  الحاضر،

الضخمة والتفاعلات على نطاق عالمي والمشاركة الاجتماعية للأشخاص متعددي الثقافات في شبكة عالمية. يؤثر الأشخاص 

أصبح الأمن  لذلك،ظام المدفوع بالتكنولوجيا. من خلفيات وأبعاد ثقافية مختلفة على طريقة تفسير البيانات وإدارتها من خلال الن

٪ من انتهاكات الأمن 95السيبراني في غاية الأهمية والحيوية لعمليات المنظمات المستمرة. كما تشير الأدبيات إلى أن 

انية التي تبحث المنظمات في جميع أنحاء العالم عن طرق لتقليل التهديدات السيبر وبالتالي،السيبراني ناتجة عن خطأ بشري. 

هناك نقص في البحث حول دور وتأثير أبعاد الإجراءات المضادة  حاليًا،يسببها السلوك البشري لتحسين أمن المعلومات. 

متعددة السلوكيات على أمن المعلومات. الغرض الرئيسي من هذا البحث هو اقتراح نموذج الإجراءات المضادة لأمن 

وأسباب السمات الرئيسية لسلوكيات الأشخاص المحفوفة بالمخاطر في سياق أمن  المعلومات للسلوك البشري لدعم التحقيق

المعلومات داخل المؤسسات العامة في دولة الإمارات العربية المتحدة. استخدم منهج البحث الكمي الوصفي مع تحليل الانحدار 

 .24.0 (SPSS) الخطي. استخدم البحث استبانة تم تحليلها بواسطة برنامج

النتائج إلى أن الموقف والكفاءة الذاتية لهما تأثير مباشر على المواقف تجاه التدابير المضادة للأمن السيبراني والتدابير تشير 

المضادة. يمكن أن تؤثر سلوكيات المستخدمين المضادة الإدارية والإدارية والدعم لها تأثير مباشر على تدابير الوعي الأمني 

ل من الإجراءات المضادة لأمن المعلومات وممارسات سلوك الأمن السيبراني المحفوفة بالمخاطر التي تسبب الإدمان على ك

للقوى العاملة في المؤسسات العامة. يمكن دراسة المزيد من الأبحاث حول سلوك الموظف على مدى فترة زمنية أطول 

 .باستخدام دراسة طولية
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CHAPTER 1: DEVELOPING THE RESEARCH 

AGENDA/INTRODUCTION 

1.1 Introduction 

In the 21st century, globalization has created macroeconomic transformations that in 

turn have introduced new challenges in the management of critical organisational and 

information infrastructure, yet this is one of the most important organisational assets in the 

modern business environment. Increased globalization has resulted in corporate boundaries 

becoming increasingly invisible due to phenomena like globalization and increased 

computerization, and with this have come challenges in managing information assets. 

Automation has replaced most of the manual, human-mediated tasks such as decision making 

with technology-driven systems characterised by sophisticated technology; the effect has been 

a greater need for securing organisations’ information systems (Moşteanu, 2020). As 

technological developments become more advanced and entrenched in everyday organisational 

operations, security threats increase proportionately; information security has become one of 

the enduring challenges to organisations, given the immense value information and data have to 

organisations, and the devastating effects of this information/data being breached (Kedrosky, 

2019). In the modern corporate environment, it is common for critical information systems 

infrastructures to be run by non-computer experts, for instance soldiers in militaries, accountants 

in corporate environments, nurses in health care, and fire-fighters in emergency services (Ghafir 

et al., 2018). In such challenging applications, ensuring the protection of critical assets and data 

against insider threats and/or attacks becomes infeasible and economically impossible; however, 

the use of suitable strategies to manage these risks makes it possible to manage such insider 
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threats (Le and Zincir-Heywood, 2020). Security technologies such as data encryption and 

security firewalls can help protect data and information, as well as computer systems, from 

attackers and unauthorised access. However, a more critical and potentially high impact source 

of threats in cyber and information security is the human factor. Through techniques such as 

social engineering, malicious attackers are able to breach technology-mediated information 

systems’ security through interactions with people (Ghafir et al., 2018). More and more 

organisations have capitalised massive resources on their information systems due to a 

significant increase in cyber risks in the workplace and because of the value attached to data, in 

order to combat increased risks. As a consequence, these organisations in return believe that 

they need to achieve higher returns on investment (ROI) on their investment in information 

systems security. 

As internet technology is dynamic in nature, it leads to an increase in the volume and 

complexity of information security. Cyber incidents are growing regularly, thereby exposing 

organisations to elevated information security risks including cyber-attacks (Parekh, 2020). 

Different organisations have applied and deployed sophisticated monitoring systems in order to 

protect all types of organisation information systems and data assets; different types of 

monitoring systems used include prevention of data leak, password management, and 

information security technologies, such as antivirus, as well as content monitoring technologies, 

for perimeter defence. The latest research on cybersecurity has shown that the impact of 

applying information security countermeasures and policies on the organisation does not always 

have similar effects on different employees (Tam and Jones, 2018). Some of the employees in 

institutions do not give the information security policies high care and attention, and other 

groups of employees tend to misjudge risk events concerning information security, even after 
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receiving a clear instruction on policy security on a verbal and written way to guide them. Users 

who have received a high level of training on information security from their organisation will 

not necessarily show higher levels of healthy cybersecurity behaviour then other employees 

(Visvizi et al., 2018). More and more organisations have capitalised a massive amount of 

resources on their systems after cyber risks increased significantly in the workplace to combat 

this issue and, as a result, those organisations in return need to achieve a positive return on their 

investment. 

Information security experts should consider human information security behaviour 

countermeasures as well as technology in aspects of information security to create a secure 

environment. For example, according to Valizadeh et al. (2019), users may delay complying 

with a password change as they consider the change to be an unnecessary interruption. Safa et 

al. (2018) noted that employees failed to perform security behaviours that had been put in place 

to protect the information assets. Merhi and Ahluwalia (2019) pointed that, whilst users can 

understand the severe consequences of breaches of password protection, this does not change 

their attitudes or their resistance behaviour towards implementation of the information security 

policy. Jeong et al. (2019) demonstrated that the awareness of information security has 

significant effects on the information security attitude towards positive behaviour. Rahman 

Ahlan et al. (2018) highlighted the importance of information security awareness to influence 

security change behaviours among employees. In this research study, the researcher viewed 

people’s management as a strategy to research and examined the mediating effect of the users’ 

addictive behaviours on the relationships between information security countermeasures and 

risky cybersecurity practices.  
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With respect to information security, human factors remain under-appreciated and 

unexplored/under-explored, according to Nobles (2018). Mounting cyber-attacks, ransomware 

attacks and data breaches/data losses remain an enduring problem in information security and 

are as a consequence of human-induced errors: 95% of all cyber incidents are attributed to 

human factors and, according to Hadlington (2017), the present information security plans and 

strategies do not significantly incorporate human factors in evaluating and managing risks. 

Instead, information security stakeholders such as managers, corporate leaders and 

cybersecurity professionals extensively rely on technology as the primary means of averting 

cybersecurity issues and incidents. These stakeholders and manager’s/decision makers believe, 

fallaciously, that the key to improving information security (IS) defences is the use of 

technology, despite research and existing relevant literature indicating that new technologies 

aimed at improving cybersecurity create unintended consequences, even though errors that are 

technologically induced are human enabled. The current perspective of managers on the 

problem of human factors with respect to IS has a very narrow scope and is more than an issue 

with training. Mounting human factor challenges, in addition to managing complex 

cybersecurity issues, exceed the expertise provided by a majority of cybersecurity professionals 

(Nobles, 2018). Despite this, managers and decision makers remain reluctant to seek the 

expertise of behavioural analysts, cognitive scientists and human-factor specialists to help in the 

development and implementation of effective strategies and objectives as a way of minimising 

human-enabled errors in IS that result in serious cybersecurity incidents. 

An evaluation carried out in the United Kingdom to explore the size of organisations 

employees work for, and the employees’ age as well as their attitudes towards the frequency of 

cybersecurity incidents and frequency of engagement in risky online behaviour, showed that 
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there is a negative association between risky cybersecurity behaviours and attitudes towards 

cybersecurity (Hadlington, 2017). In the study, participants aged between 18 and 84 were 

evaluated, with 515 participants, in full- or part-time employment, being involved in the 

research that involved self-administered questionnaires. Their general awareness of cybercrime 

and their attitudes towards cybersecurity as well as the risky cybersecurity activities they were 

involved in was evaluated. The findings showed that those with more negative attitudes towards 

cybersecurity were linked with much higher levels of risky cybersecurity behaviours. These 

findings showed appreciable differences with respect to the size of the organisation and the 

employee age groups, based on attitudes to cybersecurity and frequency of and attitudes towards 

engaging in risky cybersecurity behaviour. As such, the study concluded that employee attitudes 

and behaviours have a significant impact on cybersecurity and the organisation size is also a 

mediating factor. 

Extensive research has been conducted on investigating and categorizing threats due to 

malicious attacks from currently disgruntled employees in organisations, or those motivated by 

quick financial gain. The information communication technology (ICT) threats related to 

employees are termed ‘insider threats’ and pose a growing information security menace, but, 

with the right strategies and approaches, they can be detected and arrested before damage is 

caused. However, human factors that are largely unintended, due to habit, or cultural, such as 

poor planning, ignorance and failure to pay attention to detail, are increasingly being linked to 

the rise in unintentional insider information security breaches and incidents. In such 

circumstances, there is no prior planning or malicious intent for the ‘attack’; instead, the actions 

of omission and/or commission by employees can be equally or even more disruptive and 

damaging than targeted and planned information security attacks (Hadlington, 2017). Even 
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without malicious intent, the biggest cybersecurity threats to organisations are its employees, 

and this is because controlling the human element is among the most challenging aspects of 

ensuring cybersecurity. There is slightly more predictability with machines than with humans. 

This is illustrated by organisations still being plagued by cybersecurity breaches despite 

increasing investments in information security technologies. Many attacks, for example, are as 

a result of employees misusing encryption in some way and the root cause is employees who 

may take requirements for cybersecurity too lightly, resulting in dramatic consequences for the 

organisation. 

The researcher selected this research topic to develop various theories related to 

information security and suitable countermeasures for public organisations in the UAE’s 

culture. The researcher also conducted various studies on the role of cultural dimensions in the 

society as well as different countermeasures used on this field. Galletta et al. (2019) argued that 

public organisations are required to make changes concerning information security to establish 

an effective informational security culture. Van Bavel et al. (2019) argued that information 

security is required to focus on human behaviours to mitigate the related risks and issues. It is 

indicated that a culture that is information-security aware reduces the risks to the information 

assets, because it reduces the rate of human misbehaviour and errors. The information is being 

protected by two of the strategies such as use of technology for protection of valuable 

information and the second is based on the human element, the ‘end user’. Where the end user 

have high risk which could abuse the information security policy by passing it to a third party 

without the consent of the informational owners (Chin et al., 2018). This research study is 

focused on the effect of the human element’s culture in information security and the associated 

countermeasures used for the relevant behaviours. The key significant reason behind the role of 
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the human along with human factors is a challenge to monitor and predict, as well as control. 

Proper control over human errors is required to mitigate the risks relating to information security 

management systems. 

The effective management of information security is an even bigger challenge for public 

organisations that use information technology in their daily processes. Rivis and Sheeran (2017) 

aver that human interventions in mitigating information security risks and threats fall under four 

categories: individual, third party, team and management. The human factors are uncontrollable 

forces which interact with the technological elements to secure the information system. The 

human errors occur due to a variety of factors including: inadequate skills, lack of information 

security awareness, lack of communication, weak countermeasures methods, and intentional as 

well as unintentional errors to pose risks to information security. Palau-Saumell et al. (2019) 

suggest that it is necessary for human factors to be better understood in the context of 

information security (IS) and their impacts on effective implementation of information security 

management systems. The purpose of this research study is to review the human factors in the 

information security as well as discuss how the information security countermeasures have 

become a major tool to overcome the human issues and errors (Katzenbeisser and Petitcolas, 

2016). There has been an increase in threats to information technology which has resulted in 

new solutions, while the human threat factors have not been fully addressed’. Part of information 

security breaches are due to human factor issues which remain unaddressed (Maass et al., 2018). 

The cultural dimensions have become an important part of organisations’ information security 

strategies for promotion of performance as well as productivity.  

The researcher selected this research topic to develop various theories related to 

information security and suitable countermeasures for public organisations in the UAE. The 
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researcher also conducted various studies on the role of cultural dimensions in the society and 

their impact on addictive behaviours that can impact information security, in relation to the 

different countermeasures used in securing information systems. Mikalef et al. (2018) argued 

that public organisations are required to make changes to the information security which 

establish an effective informational security culture. Mamonov and Benbunan-Fich (2018) 

argued that the information security is required to focus on the human behaviours to mitigate 

the risks and issues. It is indicated that a culture that is information-security aware reduces the 

risks to its information assets, which led to reduce on the rate of human misbehaviour and errors 

(Asadi et al., 2019).  

1.2 Research Background 

According to Ameen et al. (2021), public organisations implement information security 

strategies (policy, procedure and countermeasures) in order to reduce the risk of their 

information systems security being breached. Asadi et al. (2019) established that the user’s 

behaviour is among the most important factors to consider when developing strategies for 

securing organisations’ information systems security. Meoli et al. (2020) contend that 

organisations use various approaches for protecting their information system assets as well as 

resources. In this particular study, the participants are surveyed on different information security 

countermeasures for minimising the consequences of information security threats on public 

organisations within the UAE. According to Si et al. (2020), human factors are the most 

challenging aspects in managing risks to information systems. The majority of information 

security incidents that are a result of human behaviours, such as acts of human error and failure, 

compromise an organisation’s intellectual property, and/or lead to blackmail in lieu of the threat 
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of unauthorised disclosure of confidential information such as health and personal financial 

records, unauthorised access to information and illegal confiscation of the equipment.  

In the past quarter of a century, information security management has been growing and 

becoming ever more important in both private and public domains. Most information security 

incidents are a result of human acts of omission or commission, such as mistakes or deliberate 

jeopardy and misbehaviour. Based on these observations, the researcher focuses on the human 

factors relating to information security assurance. Ameen et al. (2021) state that, despite interest 

and increased efforts in ensuring information systems security, there are still gaps in one of the 

most critical risk surfaces to information systems security in public (and private) organisations: 

human factors and their addictive behaviour. Palau-Saumell et al. (2019) discussed that, in 

several cases of information security and data breaches, the main concern relates to humans, as 

errors are made due to different factors including lack of awareness of information security and 

poor countermeasures. The technology-related breaches are experienced due to both malicious 

and non-malicious individuals exploiting the vulnerabilities in information security technology 

systems on a regular basis, and the situation is expected to continue as the security hacks have 

become mainstream in the media sphere due to the general public’s increased interest. Ameen 

et al.(2021) argue that there are various information security standards in existence, along with 

operations geared towards achieving cybersecurity assurances.  

There are several examples of where human factors have played a major role in 

cybersecurity threats and incidents; one case is the ‘Wanna Cry’ ransomware epidemic where 

human factors played a significant role in increasing vulnerabilities for many businesses 

worldwide. Even after technology vendor Microsoft had released updates to patch-up the 

identified vulnerabilities, many organisations had not updated their systems two months later. 



 

 

10 

As a result, several breaches followed, with the weakest link to the propagation of the ‘Wanna 

Cry’ ransomware being accelerated by non-IT personnel within organisations. For instance, 

cases of employees unwittingly disabling security solutions in their workstation computers, 

leading to infections spreading to the rest of the organisation’s network from their computers 

are numerous and varied. Some acts are a creation of habit: an employee, having opened several 

browser tabs with interesting information, elects to leave them unclosed, creating an increased 

cyber-attack surface. Yet many organisations believe they face minimal or no threats from 

within; a survey conducted by Kaspersky (The Human Factor in IT Security: How Employees 

are Making Businesses Vulnerable from Within | Kaspersky official blog, 2021) established that 

just 52% of businesses believed they face information security risks from within. The major 

causes of these risks are employees who, either unintentionally or due to their lack of 

knowledge, are putting the organisations they work for in harm’s way, in the context of 

information security risks.   

Uninformed and irresponsible employees pose a great danger to an organisation's 

information security and this has elevated the sense of apprehension as 57% of organisations 

believe their IT systems will be breached. This risk creates fears in organisations, with the top 

three cybersecurity fears being due to employee behaviour and human factors. Some of the areas 

where organisations have reported top vulnerabilities include employees inappropriately sharing 

data through mobile devices (47%), physical device loss (mobile devices) that expose the 

organisation to increased risks (46%), and inappropriate use of IT resources by employees 

(44%). Other causes for concern as reported by the Kaspersky survey include incidents 

involving partners such as suppliers that an organisation shares data with (43%), and incidents 

involving connected, non-computing devices. Smaller organisations with between one and 49 
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employees reported feeling especially at risk from internal threats from their employees, 

compared to larger organisations with over 1000 employees (Kasperski Daily, 2020). This could 

be because smaller organisations do not spend a significant amount on cybersecurity while also 

giving their employees greater flexibility on how they use IT resources, while larger 

organisations may have stricter cybersecurity policies. And businesses are justified to be worried 

about employee-induced cybersecurity risks because staff can make mistakes that put at their 

organisation’s data at great risk, either due to accidental slip-ups or due to carelessness, or, 

importantly, due to their habits. Further, these staff members may lack the requisite training 

and/or sensitization to teach them safe and appropriate behaviour to protect the IT resources of 

the organisations they work for. 

In the UAE, 80% of organisations suffered at least a single cyber-attack incident in 2019, 

according to the study; yet as many as three-quarters of respondents in the survey admitted to 

only training their staff on best practices as regards cybersecurity just twice or less each year, 

according to Mansoor (2020), Almost half of UAE organisations reported multiple cyber-attack 

incidents, based on research conducted by (Proofpoint, 2019) involving 150 organisations from 

various industries in the UAE. The leading method by which cyber-attacks were propagated in 

the UAE in 2019 was compromised accounts, which impacted 28% of the surveyed firms; this 

was followed by credential phishing that affected 20% of employees, and insider threats came 

third as the main point of cyber-attack propagation at 17%. Almost a third of the respondents 

said compromised accounts will continue to be a major (the leading) cybersecurity threat in the 

UAE, followed by DDoS (distributed denial of service) attacks (28%), and phishing at 19%. 

The biggest outcomes for data breaches for UAE organisations were financial loss (29%), data 

breaches (28%), and loss of customer base (23%), as per Mansoor (2020). These figures 
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illustrate the seriousness and level of damage that can be caused by data breaches. Human error 

is a major cause of security breaches and some of the common errors identified in the Proofpoint 

study include poor password hygiene (29%), sensitive information mishandling (25%), 

succumbing to phishing attacks (24%), and clicking on links that are malicious (20%). Further, 

criminal insider threat was cited by 19% of the respondents as a growing cybersecurity concern 

for businesses. 

For UAE companies, cybersecurity policies must be ‘people-centric’ as cyber criminals 

increasingly target humans rather than IT systems and infrastructure, with the goal of siphoning 

sensitive data, stealing credentials, or transferring funds fraudulently, among other malicious 

objectives. With a survey on UAE companies showing that 39% of organisations believe 

employees are a source of vulnerability for the businesses to cyber-attacks, security awareness 

and education/sensitization is a critical factor in enhancing cybersecurity and can make the 

difference between at attempted cyber-attack and a successful cyber-attack. People-centric 

cybersecurity solutions should be augmented by technical controls and solutions, with a 

comprehensive training programme being at the centre of any organisation’s cybersecurity 

strategy and policy (Mansoor, 2020). One aspect of human factors and elevated cybersecurity 

threats is addictive behaviour; behaviour is considered addictive when there is a stimulus related 

to the said behaviour that is both reinforcing and rewarding, and is associated with the 

development of the addiction. When the addiction is about addictive human behaviour, then it 

is termed a behaviour al addiction. Research has shown, for instance, that internet addiction is 

a significant predictor of risky cybersecurity behaviours by employees; positive attitudes with 

regard to cybersecurity have also been shown to have a negative association with risky 

cybersecurity behaviours (Hadlington, 2017). 
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The use of technology in information security is negated when employs engage in risky 

activities or fail to follow information security protocols, placing themselves and the 

organisation at great risk, and this has led to increased research on the role humans play in 

information security. Consistently, research has shown that employees underestimate the risk of 

falling victims to cybersecurity breaches, despite their risky actions and behaviours, especially 

addictive behaviours. The environmental, organisational and behavioural factors all work to 

influence the extent by which employees are able to follow and adhere to safe cybersecurity 

practices. Personality traits influence addictive behaviours; these personality traits differ among 

individuals within an organisation and consequently affect the person’s adherence to laid-down 

cybersecurity and safe -use procedures. It has been posited that personality traits such as 

conscientiousness and agreeableness are associated with greater willingness by people to adhere 

to information security protocols and practices. Further, people who are more extroverted have 

a greater tendency to violate information security policies when compared to those who are 

more conscientious and neurotic. Behavioural intent and actual behaviour have exhibited 

discrepancies in research on human behaviour and information security, and so it is more 

difficult to accurately use behaviour as a predictor of behaviours that comply with information 

security guidelines. Key personality factors have been shown as well to be predictors of 

susceptibility to social engineering attacks (Hadlington, 2017) 

Addictive behaviours such as the use of smartphones even in the workplace, and 

accessing corporate information through smartphones, including accessing e-mails and 

information databases, are an addiction, for instance, that creates a new security threat surface. 

Smartphone use with the internet has a number of functions in addition to making calls; users 

can use smartphones to play games, use messaging systems, chat with others, access the web, 
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and search for information, as well as use corporate IT resources, including internet access (Wi-

Fi). This has made smartphones popular and their use in corporate settings or mixed with 

corporate IT resources has become common (Derevensky et al., 2019). There are various types 

of internet addictions and this is because the use of the internet is now ingrained in modern 

society; computer and internet use have changed the way people do business or transactions. 

Many people connect to the internet daily, and, while many believe connecting to the internet 

and watching videos or surfing is an activity that is relatively harmless, some people have 

become addicted. Behavioural addiction pertains to people being predisposed to entities that can 

cause stimulation and result in addictive behaviour. These addictions can be akin to substance 

addiction; behavioural addictions such as internet addiction can be analogous to substance/drug 

addiction, except that, in behavioural addiction, a person is not addicted to any substance; 

instead, they are addicted to the feeling the get when they engage in a relevant action 

(Mahapatra, 2019). Further, physical drug addiction signs are absent in behavioural addiction.  

People respond in different ways to phishing attacks and this is related to their behaviour 

on social networks. When prize phishing e-mails are used, neuroticism is the most correlated 

factor in responding to such an e-mail and this is an addition to differences in responses based 

on gender. Persons that score highly on the openness factor tend to post messages to social 

media sites such as Facebook and have privacy settings that are less strict, and this can cause 

them to be more susceptible to privacy-type attacks. Susceptibility to becoming a victim of 

phishing attacks has no relation to a lack of awareness of the risks posed by phishing. Further, 

it is difficult to predict in advance among online computers/internet users (Cain et al., 2018). It 

is therefore imperative to understand better the traits that contribute to vulnerability online in 

order to understand how addictive employee behaviour increases cyber-attack risks for 
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organisations, to help in the development of custom policies and user interfaces along with 

developing sensitization and educational campaigns to increase the security of corporate 

information systems from addictive behaviour mediated cyber-attacks.   

1.2.1 Human Factors in Information Security 

 People are at the centre of technological design along with use of designed products, and 

this makes technological systems, in the context of information systems, an asset as well as a 

threat. Due to the value placed on data and corporate information, organisations place a premium 

on addressing the human elements and risks in information security in order to effectively deal 

with the incidents of information security breaches (Katzenbeisser and Petitcolas, 2016), and 

this is among the motivating factors for undertaking this research. In public organisational 

policies as well as standards, there are codes of conduct which are designed for people to adhere 

to concerning information systems security; further, it is humans that execute organisational 

information security policies. The human factors are major forces which are behind the 

effectiveness as well as the failure of security systems. Asadi et al. (2019) state that the technical 

solutions are not sufficient as insider threats have become a fundamental issue in the public 

sector. There is evidence that the human factors undermine information security with 

devastating effects, as the examples in the UAE and globally (covered in the background 

section) show, in addition to public organisations having underdeveloped information security 

systems and policies. The direct factors are those that are dependent on the individual’s 

characteristics and have a significant impact on the information security management system. 

Sheeran and Rivis (2017) explained that the indirect factors are based on external issues like the 

organisational issues related to adequate budget, types of culture as well as governmental 

policies which have proper influence to the direct factors and the information security system.  
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Human errors are defined as intrusions into systems which otherwise work properly; 

putting greater focus on human factors and internal threats will serve to significantly reduce the 

threats and risks to public information systems. Tsai et al. (2016) contend that security policies 

are being designed to restrain human behaviours (especially addictive behaviours) to mitigate 

the threats to information systems due to them (human errors and misbehaviour). Human 

behaviour is hard to define and measure as well as control in public organisations, especially 

when such behaviour is mediated by addictive behaviour. Public organisations are apprehensive 

about their employees adhering to information security policies and following the rules and 

guidelines geared towards ensuring information security, such as careful management of access 

codes, safe browsing, avoiding clicking e-mail links from unknown sources, and not using 

external devices such as flash disks to store company data, among other security policies. It is 

clear that there is a gap in the research, as well as a lack of understanding and appreciation of 

addictive human behaviour and its effects on information security threats and countermeasures. 

Further, there is a dearth of adequate sensitization programmes to educate public organisation 

employees on information security policies and procedures (Zhang et al., 2019). Public sector 

staff without the requisite skills on information security, coupled with inadequate training on 

information security, are contributing to the weak performance of information security and 

increasing threats and risks to data and information systems. For instance, when people in 

critical areas such as the finance department are not aware of how to use email encryption, the 

end result is unencrypted emails containing sensitive information being sent to the customers. 

Meoli et al. (2020) determined that unsecure information is being exposed to the public domain 

and then it is obtained by criminals who use it for malicious purposes, including ransomware 

and fraud. Public organisations are not focused on insiders’ behaviour with respect to 

information security and their technological competency although training programmes are 
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supposed to be held regularly, based on a competent information security policy (ISP) to provide 

employees with adequate skills and knowledge as well as to control their behaviour in order to 

confront the challenges of information security.  

 Dwivedi et al. (2019) stated that human behaviour is affected by the dimensions of the 

culture. The organisational culture is related to the employees’ perceptions of their shared 

beliefs as well as the values among the employees in the working environment. The 

organisational culture influences the beliefs of individuals and their human behaviour. In the 

context of information security, this cultural effect has been tested by researchers. For example, 

the effect of the organisational culture has been tested in alignment with information security 

principles such as confidentiality, integrity and accountability (Asadi et al., 2019). The results 

showed that the organisational culture is influencing examined principles of the information 

security. Hofstede’s cultural framework has been used for the organisational cultural in the 

information security investigation context. It has been applied in an empirical information 

system study and identified changes that existed in the cross-organisational behaviour at the 

time of testing the technology acceptance model (TAM). Hofstede defines culture as the 

collective programming of mind that can distinguish one group of people from another (Soomro 

et al., 2016).  

The countermeasures for the cultural effect on human behaviour are information security 

policy, training and cultural awareness as well as management support. D’Arcy and Teh (2019) 

mentioned that the information security measures are shifting from technology towards the 

human factors. Asadi et al. (2019) investigated the influence as well as effect of information 

security policies on culture. The policies will set guidelines to influence human behaviour by 

means of using the system. The security policies are created for communicating the security 
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protocols, assigning roles as well as responsibilities, along with providing guidance to 

employees to make sure they correctly handle security incidents. Hina et al. (2019) discussed 

that creating, updating and communicating as well as promoting policies is an element of the 

security management programme to make employees aware of information security incidents.  

Training as well as awareness is required for people to thrive in the culture of 

information security. It provides the employee with the knowledge and skills required to use the 

information system. The training aligned with employee awareness should be based on 

information security policies as well as responsibilities (Yu et al., 2020) without ignoring the 

organisational culture aspect. The training is focused on the forming of habits in relation to 

users’ perception as well as procedural options. It enables the employees to retain experience in 

using the information system. Finally, management support is an important factor in the 

information security culture as it is required to create a supportive working environment in the 

organisation. Support as well as management leadership is a contributor in implementing efforts 

towards information security. Birkel et al. (2019) mentioned that it is imperative that managers 

should develop strategies to protect assets as well as formulate the organisational budget. 

Therefore, compliant employees are the result of implementing countermeasures that encourage 

or/and force them to comply. Additionally, rewards or threats that could motivate the potential 

non-compliant insiders will also motivate the compliant insiders.  

The countermeasures philosophy is described as the philosophical method information 

system management practices to guarantee compliance or to minimise non-compliance between 

employees. There are two leading philosophies regarding methods to guarantee compliance. The 

first approach is a positive developmental one, with a focus on the inspiration to comply, as this 

is the development philosophy. The next one is more negative, which is the deterrence 
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philosophy, with a focus on generating fear in a situation of failure to comply. An example of 

the development philosophy is describing why compliance is favourable for the employees (for 

example, as it may offer a sense of personal fulfilment). An example of the deterrence 

philosophy is advising employees that individuals who do not fulfil the existing or/and newly 

established policies will be punished in different ways. 

The deterrence theories warn employees, with sanctions to push them to obey IS policies, 

while the development theories encourage employees to follow the policies and procedures by 

proposing a reward or by notifying employees of the inherent benefits and general safe 

environment they will have when the policies are complied with.  

Theories of deterrence have been utilized in dealing with criminal acts as well as in 

information security research and in governmental actions during the last decade, particularly 

the General Deterrence Theory (GDT), which was adapted, contextualised and adopted in IS 

research in the 1990s. There is another potential explanation why deterrence theory is generally 

used in IS security research: IS security shortages indigenous theories on IS, and there is lack 

of sufficient and healthy developmental theories (if we make exception on Protection 

Motivation Theory, PMT) that was adapted, contextualised and adopted in IS research.  

The growth of security incidents related to employee actions led some researchers to 

explore the idea that the deterrence theory was not successful enough. Therefore, they began 

looking at another approach, the development theory, which uses encouragement to motivate 

insiders to obey information system policies. However, the increase in incidents cannot be 

definitely stated to be due to the futility of the deterrence theory. 
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1.3 Research Problem Statement 

Information security is focused on technological remedies like encryption, detection of 

viruses, and firewalls as well as anti-spyware. Investing in a technological information system 

is not enough, however, as the information security incidents within public organisations result 

both directly and indirectly from misuse and errors by employees. Improvement in information 

security requires investment in two main areas, technical as well as organisational resources. 

Scholars have focused attention on the human dimensions of information security by applying 

philosophies of social as well as behaviourism thinking and investigating the suitable 

countermeasures for this specific organisational culture. There are various reasons behind the 

information security breaches such as communication technology, policy, computer science and 

achievement of success in areas such as managing as well as understanding the human factors 

(Zhang et al., 2019). Human factors play a key role in information security. The characteristics 

of human factors impact information security. This research studies behaviours and influences 

concerning effective information security management systems in public organisations. 

In regard to all this, the information security awareness (ISA) of the employees is 

identified as an essential prerequisite of the information security behaviour. It plays a key role 

in the employees’ policy compliances. ISA is termed a cognitive state of mind; therefore, it is 

identified as important to information security. As the increasing incidents could be simply 

because of the unsuccessful execution and assumption of the deterrence philosophy or/and the 

increasing number of employees. Additionally, sentencing cannot be discarded entirely. 

Employees who track policies to escape punishment and insiders with low self-control are more 

frightened by sentences than by ethical training (Yazdanmehr et al., 2020). Possibly, the reason 

why some studies are now focusing on development theory rather than deterrence theory may 

be rational in nature: the sentence in deterrence theories symbolises a negative method, and any 
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negative method is frowned upon in a culture motivated by political acceptability and keen to 

discover positive methods to improve societal manners. Tu et al. (2018), with others, inspired 

researchers to explore motivational approaches to ensure IS compliance. Thus, information 

system scholars have lately started to discover an extra positive aspect to compliance, although 

this is a very recent research area. The researcher can understand the drivers as well as the 

restraints of forces relating to human issues with obstacles to information security in public 

organisations. There are certain main implications of the role of human factors and challenges 

in the process of information security Moody et al. (2018). The information security risks are 

consequences on the organisation’s operations along with its assets. This research study intends 

to address a number of problems, which are a lack of clear as well as effective regulations and 

countermeasures which are used to protect the information security along with the 

implementation of proper protection policies in different cultures. The main aim is to explore 

and identify the information security countermeasures and provide a framework to enhance the 

information security. One of the main challenges is implementation of information security 

policies due to the occurrence of cultural changes and the gap between knowing and doing. The 

researcher will take the public sector at both individual and management levels as the unit of 

study.  

1.4 Research Questions 

 The main purpose of this research is to investigate whether addictive behaviours mediate 

the association between information security countermeasures and human risky cybersecurity 

behaviour practices. The outcome of this will highlight which measures can be adopted to 

mitigate employees’ addictive behaviour. Several questions are formulated to accomplish this 

purpose. These are:  
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1. What are the information security countermeasures that may influence the human risky 

cybersecurity behaviour practices in public organisations? 

2. What are the users’ addictive behaviours that may lead to an increase in risky 

cybersecurity behaviour practices? 

3. What is the association between risky cybersecurity behaviour practices and information 

security countermeasures? 

The research questions were formulated after Hadlington's (2017) paper. Hadlington 

(2017) investigated human factors in cybersecurity, examining the link between internet 

addiction, impulsivity, attitudes towards cybersecurity, and risky cybersecurity behaviour. 

1.5 Research Aim 

The aim of this research study is: 

To examine the mediating effect of the users’ addictive behaviours on the relationships 

between information security countermeasures and risky cybersecurity practices.  

The study is focused on expanding the body of the knowledge based on various aspects 

of information security to support employees. This formulates the objectives of this particular 

research work. The study is focused on an extensive review of the existing body of literature. It 

aims to explore the reasons behind employees’ non-compliance with their organisation’s 

security policy and find out which security countermeasures will be necessary to encourage the 

employees’ compliance and behaviour change. The study also investigates as well as analyses 

the role along with the impact of the employee’s addiction behaviours on the information 

management system securities. It also explores an answer to the research question, “Does users’ 

addictive behaviour mediate between information security countermeasures and employees’ 
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risky behaviour”? We believe that this research context is particularly applicable for the 

emerging area of information security countermeasures. 

1.6 Research Objectives 

The objectives of this research study will lead to fulfilment of the research aim; they are 

as follows: 

  Identifying countermeasures for information security that affects risky cybersecurity 

practices. 

  Recognising addictive behaviour that can contribute to unsafe practices in information 

security. 

  Analysing addictive behaviours that mediate between risky cybersecurity practices and 

counter-measurement of information security; 

  Defining the link between risky cybersecurity practices and countermeasures of 

information security. 

  Recognizing employees' risky behaviour practices that can affect public sector 

information security. 

1.7 Research Scope and Significance 

The main scope of this research study is to cover the information security 

countermeasures, users’ addictive behaviours that are associated with the local culture in the 

public sector, and human risky cybersecurity behaviour, in order to increase the level of 

information security. The human aspects are used to investigate the behaviour that affects 

information security in the public sector. The scope is to analyse the impact level of human 

behaviour on information security, along with developing a mitigation plan to minimise the 
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effects using users’ addictive behaviour as a mediator (Pearlson et al., 2016). The cybersecurity 

strategies are used to design an information security countermeasures framework related to the 

human behaviour. As per the best practices, guidelines are recommended for training as well as 

awareness about using internet services. There is scope for using an information security 

countermeasures model in this research. The research is focusing mainly on public sector 

organisations.  

The conceptual framework is developed based on the countermeasure’s dimensions 

identified as well as an exploration of the relevant literature. The countermeasures constructs 

are identified and related to the role of cultural dimensions as well as sub-dimensions to the 

public organisational culture along with the behaviour of staff towards the information security 

culture. The information security countermeasures constructs help to inform the security culture 

policies (Pearlson et al., 2016). The mediator is used to mediate the independent variables (IV) 

and dependent variables (DV) to guarantee clear relationship between them from the 

comprehensive perspectives, and in this way detects of perils and affirmation level of 

information security countermeasures. Security mindfulness training is given to staff to keep 

them from making malicious connections or accidentally going to suspect sites (Martins et al., 

2014). At the point when the approaches and additional preparation are adopting, there will be 

better confirmation the innovation with the end goal that when employees resist being foul up 

and the malware cannot run and accomplish the objectives. 

Implementation of an information security countermeasures system has become a key 

requirement for public organisational services. There is a huge amount of research which is 

focused on the technical elements of information security with a clear understanding of the 

impact of behaviour on the information security countermeasures. There are challenges to 
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establish as well as promote the proper information security culture and countermeasures in 

public organisations (Teh et al., 2015). The conceptual framework of this particular research 

study is based on strategic planning relating to information security policies, training and 

awareness of employees, and proper countermeasures along with a structure and activities in the 

IT services. It is important to maintain security as well as safety in handling the information to 

maintain security policies in the organisation (Siponen et al., 2014). This particular study is 

based on reducing the human mistakes and misbehaviours which impact the data security.  

Consequently, data security needs to be utilized to remove or reduce human interference. 

The human conduct-related hypotheses are broken down in this examination in order to research 

different speculations which are utilized to limit the human dangers from the data framework. 

The human conduct is part of data security. Prior studies into the information security domain 

are broad into nature, which provides a general overview of the information security research 

(Martins et al., 2014). The study not only critically analysed the behaviour of users but also 

helped to understand people’s information security behaviour.  

1.8 Research Hypotheses 

The research hypotheses are as follows: attitudes towards cybersecurity 

countermeasures are positively related to the risky cybersecurity behaviour practices and 

security awareness countermeasures are positively related to the risky cybersecurity behaviour 

practices. Users’ addictive behaviours are positively related to the risky cybersecurity behaviour 

practices and attitudes towards cybersecurity and countermeasures are positively related to the 

users’ addictive behaviours. Users’ addictive behaviours are positively mediating between the 

risky cybersecurity behaviour practices, and information security countermeasures and security 
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awareness countermeasures are positively related to the users’ addictive behaviours. The 

research hypotheses were formulated after Hadlington's (2017) paper. Hadlington (2017) 

investigated human factors in cybersecurity, examining the link between internet addiction, 

impulsivity, attitudes towards cybersecurity, and risky cybersecurity behaviour.  

1.9 Thesis Structure 

The following outlines the chapters contained in this thesis: 

Chapter 1: Introduction: this particular chapter presents the aims as well as objectives 

of the research study. It also provides justifications for carrying out the research. The chapter 

also provides research background, research questions, and outlines the countermeasures along 

with the human factors relating to information security. Additionally, the researcher identifies 

that human behaviour is the main reason for and aspect of information security. 

Chapter 2: Literature review: this particular chapter reviews the literature on human 

behaviour risks related to information security countermeasures to establish the research 

framework. The chapter is focused on the security culture along with the roles in implementation 

as well as the development of information security cultural polices and countermeasures. Human 

behaviour is being affected by the cultural dimensions as well as sub-dimensions which 

influence human errors. Mainly due to human errors, the information security risks are 

increased, which affects the brand reputation of public organisations. 

Chapter 3: Conceptual framework: this chapter provides the structure and content for 

the investigation based on the literature and, to a certain extent, in-depth knowledge of the 

research topic. The concepts and variables incorporated into the framework should be derived 

from the literature. These should capture the underlying principles of the theories which are 
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required to investigate the research study. This particular chapter provides a framework with the 

independent variables, mediating variable and dependent variable. There are two independent 

variables, the attitude towards cybersecurity countermeasures and security awareness 

countermeasures and a mediating variable is user’s behaviour towards information security. The 

dependent variable is risky cybersecurity behaviours. 

Chapter 4: Research methodology: this particular chapter explains the research 

methodology and method adopted to achieve the research aim and objectives. It provides 

detailed justification for the adoption of tools and methods as well as the procedures used to 

collect data using a primary data analysis method consisting of an online questionnaire. This 

particular section presents as well as discusses the primary method in order to answer the 

research questions. In Chapter 4literature survey is conducted to review the related literature. 

Chapter 5: Data analysis: this chapter presents the data analysis which is intended to 

identify the information security countermeasures dimensions which influence the risky 

cybersecurity behaviours.  

Chapter 6: Results of the hypotheses testing: in this particular chapter, the findings of 

a research paper and the hypothesis based on the results of the study contained in Chapter 5 and 

the hypotheses contained in Chapter 1 will be analysed. These steps are important to find out 

the population’s opinions that could add value to the research topic. The checking of hypotheses 

is very important in understanding the relationship of the thesis paper’s variables. Together with 

hypothesis testing, mutually exclusive population statements can also be categorised. Therefore, 

hypothesis testing can be used to consider the statistical value of analysis. 



 

 

28 

Chapter 7: Discussion: this chapter discusses and evaluates critically the main 

outcomes of the research, which provides answers to the selected research questions as well as 

the research hypothesis. 

Chapter 8: Conclusion and recommendations: this particular chapter is summarised 

the outcomes along with contributions of the research study. This chapter also provides 

recommendations in order to improve the information security culture. It provides suggestions 

for the future research into areas of information security culture. 

1.10 Summary 

Technological innovation is required to secure data while humans are in charge of 

outlining, executing and working the mechanical instruments. People are considered as the 

weakest connection in the security of information and data because they make mistakes. Public 

organisations utilize data security strategies to ensure the advanced resources and 

countermeasures has been adopted to keep the data from theft. The significance of this research 

study is to become familiar with the human errors and misbehaviours which affect information 

security. Therefore, the human activities are to be mitigated with the use of proper information 

security countermeasures. The human behaviour-related theories are analysed in this study in 

order to investigate various theories which are used to minimise the human risks to the 

information system. Human behaviour is an aspect of information security. All through the 

threats to the data security alongside forms and additionally instruments, there is a zone which 

stays steady alongside the predictable threats. Because of increments in internal and in addition 

external digital threats, people’s conduct and additionally mechanical vulnerability have stayed 

noticeable obstacles to corporate certainty. The organisation administers data security by the 

actualizing of data security norms and rules. The measures are utilized by the organisation to 
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ensure that it can administer data security from an all-encompassing viewpoint, and in this 

manner limit the dangers and improve the awareness level of data security in the organisations’ 

societies. Employees’ conduct affects progress and increases the inability to secure and protect 

data.  
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CHAPTER 2: LITERATURE REVIEW 

2. Introduction 

The research topic is based on examining the mediating effect of the users’ addictive 

behaviours on the relationships between information security countermeasures and risky 

cybersecurity practices. Risky behaviours in a public organisation are considered as the main 

threat for the organisation; they are seen as the weakest link. It is hard to create an information 

security culture and protect the data and information (Siponen et al., 2014). The protection of 

information security could be achieved by innovative prevention technology along with 

understanding the ways in which humans interact with this technology. In this chapter, the 

researcher summarises the background of information security, its principles, and relevant 

theories along with models, different countermeasures, and the methodology used, threats of 

information security and standards and guidelines of information security (Peltier, 2016). This 

literature chapter analyses the security of information and computer data from breaches by 

insider misbehaviours and errors. Development of a theoretical model for information security 

is challenging work as there are diverse countermeasures, covering strategic as well as 

operational challenges based on legal and organisational perspectives.  

2.1.1 Information Systems 

In any organisation, there are usually people, computers and networks which collect, 

process, store and distribute information. All these put together make the information system. 

Therefore, an information system (IS) can be defined as a sociotechnical system in an 

organisation that is composed of tasks, people, structure and technology which is used to collect, 

process, store and share information (Pearlson et al., 2016). A typical information system is 

made up of the following components: 
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a) Hardware: this includes the computers and the input-output devices. 

b) Software: these are the computer programs which are used to store, process and share 

information. 

c) Data: data is the information being stored or processed by the programs. 

d) Procedures: these are the set policies and guidelines that define how the hardware and 

the programs are to be used. 

e) People: this includes the users of the information as well as those who operate and 

maintain the hardware and the software components. 

When we talk about information system security, the security should be enforced in all 

of these components to ensure they are working correctly and are not compromised. 

2.1.2 What is Information Security? 

Information security, which is sometimes shortened as InfoSec, has been defined 

differently by many authors. However, all the definitions point to secure information processing, 

storing and access. For instance, it can be defined as the process of mitigating risks associated 

with information systems so as to secure the information (Moody et al., 2018). Safa et al. (2016) 

stated that information security is a practice preventing the unauthorised access, disclosure, 

inspection and destruction of the information. Crossler et al. (2013) argued that the security of 

information is required to protect confidentiality as well as data availability by focusing on 

policies and standards of information security. It is achieved through the use of risk management 

processes such as identification of assets, threat sources and vulnerabilities. He et al. (2017) 

defined information security as a set of strategies to manage the process, tools and policies to 

detect along with counter the threats to the digital information. Proper cryptography tools are 

used to mitigate the security threats. The possible responses to the security threats are 
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implementation of countermeasures to reduce the vulnerabilities, and evaluation of the 

countermeasures due to threats. Those types of countermeasures are used to minimise and 

mitigate the risks to the organisation’s information that accrue due to the misbehaviour of 

current employees.   

2.1.3 Threats to Information Security 

A threat to information can be defined as any illegal act conducted with the purpose of 

corrupting or stealing an organisation’s data or disrupting the normal operation of the 

organisation. The threats lead to exposure of the organisation’s data or network. There are 

various sources that can compromise the security of information in organisations (Snitsarenko 

et al., 2020). Regardless of the type of threat, all the threats are risky to the organisation and 

must be mitigated. According to Snitsarenko et al. (2020), some of the common types of 

information security threats are: 

a) Insider threats: these types of threats occur where a person(s) working in the organisation 

who has authorised access to the information performs an act, whether intentional or 

accidentally, that compromises the data or the system. 

b) Viruses and worms: these are malware programs which are often send by hackers to 

destroy an organisation’s data and systems. These programs usually replicate themselves 

throughout the network or in other programs without the knowledge of the system 

administrator or user. 

c) Botnets: botnet threats usually aim at manipulating vulnerable devices within the system 

by triggering activities that will consume much of the resources and eventually lead to 

denial of service. These activities normally run in the background, which makes them 

difficult to notice. The botnets are usually controlled remotely by hackers. 
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d) Drive-by download attacks: these are downloads that occur automatically via a browser 

without permission from the user of the system. Hackers use these attacks to install 

Trojans in an organisation’s computers. 

e) Phishing attacks: phishing attacks are threats to security information which override the 

set security measures to access confidential information such as login credentials and 

credit card numbers. Hackers use fake information that looks legitimate and causes users 

to perform certain actions. 

f) Distributed denial of service (DDOS): this threat occurs when a number of compromised 

machines attack a single system, making it stop functioning. The attackers end multiple 

connection requests and messages to the target, which causes the target to crash. 

g) Ransomware: in this type of attack, the target machine is locked through remote 

encryption, which prevents the legitimate users from accessing the information stored in 

the system. This forces them to pay a ransom to the hacker before they can use the system 

again. 

h) Exploit kits: these are used by system attackers to distribute malicious programs which 

exploit vulnerabilities in an organisation’s systems. The malicious programs will be used 

to fetch sensitive information from the organisation or create botnets. 

i) Maladvertising: this is a technique used by attackers to compromise legal advertisement 

networks and websites with malicious code. When a user clicks on a genuine advert, 

they are redirected to a malicious website or program which is later installed in their 

machine automatically.  

The risks associated with whichever kind of threat can highly compromise the operations 

of an organisation (Snitsarenko et al., 2020). Therefore, measures need to be set in any 
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organisation that will counter the impact of the attacks as soon as one happens. The most 

important measures should be to prevent the attacks from happening. This thesis addresses 

information security countermeasures and users’ addictive behaviours that can result in security 

breaches and how the behaviours can be managed. 

2.2  Information Security Behaviour 

This section of the thesis examines information security behaviour, as it is considered to 

be an information stream of this research study. It is mainly focused on the human dimensions 

of information security. Abbasi, Sarker and Chiang (2016) mentioned that information security 

behaviour not only includes behaviour that threatens information security but also positive as 

well as desired security practices. It is defined as compliance of the users with the security 

policies of the organisation. Gerber et al. (2016) classified a taxonomy of six various types of 

behaviour using the technical expertise as criteria. The taxonomy of end user information 

security behaviour is as follows: 

Intentional destruction: Humphries (2017) mentioned this type of behaviour requires 

technical expertise with stronger intention to harm the IT as well as technical resources of the 

organisation. For example, the employee can break into the employer’s protected files to steal 

information relating to trade secrets. 

Detrimental misuse: according to Layton (2016), this behaviour requires the minimal 

usage of technical expertise while it includes an intention to harm through harassment, breaking 

of rules, as well as annoyance. For example, by means of using company emails for SPAM 

messages to market a side business.  



 

 

35 

Dangerous tinkering: this behaviour does require technical expertise, while it is not 

based on an intention to harm the IT as well as the resources of the organisation. Sheeran and 

Rivis (2017) provided an example of this behaviour as the employee can configure a wireless 

gateway that can allow wireless access to the organisation’s network like passwords.  

Naïve mistakes: Ab Rahman and Choo (2015) argued that this behaviour is better as it 

requires minimal technical expertise and there is no intention to harm the organisation’s 

resources. For example, choosing a bad password for keeping the data secret.  

Awareness assurance: Malekian et al. (2017) mentioned that this behaviour requires a 

high level of technical expertise, with a higher intention of preserving as well as protecting the 

organisation’s IT resources. For example, it is required to identify a backdoor program through 

observation of the PC.  

Basic hygiene: according to Soomro et al. (2016), this behaviour requires no such 

technical expertise, while it includes intention to protect the resources of the business 

organisation. For example, a trained as well as aware worker can resist social engineering 

request to reveal their password to a caller demanding to share the password.  

Technology is required to secure the information while humans are responsible for 

designing, implementing and operating the technological tools. Insiders are considered as the 

weakest link in the security of data and information due to intentional and unintentional errors. 

The five major human errors in information security that could affect the security and cause 

security breaches are as follows: the first error is involved with failure while changing 

passwords. The second error involves the incorrect use of procedures while writing down the 

password (Safa et al., 2016). The third error is the number of errors which are caused by some 
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extraneous acts, and the fourth is caused due to sequential acts. The final one is time errors, 

which are caused by people failing to complete a task in the scheduled time. Public organisations 

employ information security policies to protect their digital assets in addition to intellectual 

rights to prevent the theft of information (Gritzalis et al., 2014). Apart from this, information 

security principles are also used to mitigate the human errors to prevent the associated risks. 

The information system is not dependent on the technical issues being prevented, but it is based 

on human use of the system and the way that they behave.   

2.3  Information Security Principles 

Safa et al. (2016) stated that principles are the core requirement of information security for 

the safe utilization and flow of information. The storage of that information is a CIA triad, which 

stands for confidentiality, integrity and availability of the data. Based on the CIA model, there 

are three principles of information security, which are summarised as follows: 

Confidentiality: this means that the information is seen only by those who have 

authorised access to see it. A bank protects the confidentiality of users’ information by users 

having to enter a PIN which is only known by them to check their balance or conduct other 

banking activities (Gritzalis et al., 2014). It requires identification before someone can conduct 

a transaction on the account.  

Integrity: this involves ensuring that the information is not changed and removed 

without the permission of the authorised person. The information is expected to be secure and 

when anyone changes it, the user should know. For example, banks have put safeguards in place 

to prevent their employees from changing customers’ balances without their knowledge (Taylor 

and Bean, 2017). Most banks are protecting the integrity of the information by sending an alert 



 

 

37 

via SMS when any money is withdrawn from an account. It also provides information about 

where the money is being withdrawn from. Therefore, there is no problem with data integrity.  

Availability: this ensures information is available when the authorised user requires it. 

It is no good to have a bank account when the user is not able to receive information on how 

much money is in the bank and what transactions have occurred (Safa et al., 2016). The banks 

provide this information in various ways such as online banking, ATM balance enquiry and 

monthly statement via email.  

2.4  Relevant Theories and Methods 

Theory is characterised by Peltier (2016) as an arrangement of interrelated factors, 

definitions and recommendations that exhibit an orderly perspective of wonders by indicating 

relations among factors, with the motivation being to clarify common beliefs. Another meaning 

of the hypothesis is provided by (Malekian et al., 2017) as a deliberate explanation for the 

perceptions that identify with a specific part of life. A socio-specialised hypothesis has at its 

centre that the plan and execution of any authoritative framework must be comprehended and 

enhanced if both 'social' and 'specialised' perspectives are united and regarded as associated 

parts of an intricate framework. Authoritative change programmes regularly come up short since 

they are excessively centred on one part of the framework, generally innovation, and neglect to 

break down and in addition comprehend the perplexing interdependencies that exist (Safa et al., 

2016). This is straightforwardly comparable to the plan of an unpredictable design item, for 

example, a gas turbine motor. Similarly, as any change to this intricate design framework needs 

to address the thump on impact through whatever is left of the motor, so too does any change 

inside an authoritative framework. 
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Human behaviour theories are a set of theories used to describe various kinds of 

cognitive situations. In order to conduct a study in this research area, there is a requirement that 

those theories understand the characteristics of human behaviour within the information security 

context (Montano and Kasprzyk, 2015). The risky cybersecurity behaviours are to be minimised, 

which is related to the information security countermeasures. There is a group of theories which 

need to be presented which help to understand the research topic properly. Organisations need 

to pay more attention to these theories with regard to the human elements along with the 

organisational context of human interaction (Mishra et al., 2014). The human behaviour theories 

are the theory of reasoned action (TRA), theory of planned behaviour (TPB), protection 

motivation theory (PMT), general deterrence theory (GDT) and technology acceptance theory 

(TAT). Those are chosen as the point of departure for this study as it has explicit focus on the 

behavioural intention. According to Paul et al. (2016), there are five dominant applied 

behavioural theories which are used in the context of information technology, and which are 

explained below: 

 

 

Theory of reasoned action (TRA): this theory was introduced by Fishbein and Ajzen in 

1975. Kautonen et al. (2015) stated that this theory is used in communication for disclosure as 

a theory of understanding. This particular theory is aimed at illustrating relationships among 

attitudes as well as behaviours in human actions. TRA theory is used for predicting individuals’ 

behaviours based on pre-existing attitudes as well as behavioural intentions. An individual’s 

decision to engage in human behaviour is related to the outcomes of their individual 
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Attitude towards 

actor’s behaviour 

Subjective norms 

Behavioural 

intention 
Behaviour 

expectations, which will come as a result of performing the behaviour. Montano and Kasprzyk 

(2015) argued that, using this theory, individuals are motivated to perform actions to minimise 

the human factors from the context of information security. According to this theory, intention 

to perform a certain behaviour precedes the definite behaviour. The behavioural intention is a 

key significant requirement in this theory as this intention is being determined by attitudes to 

the behaviours along with subjective norms (Leeuw et al., 2015). The theory predicts that the 

behavioural intent is being created and caused by two of these factors. Fishbein and Ajzen called 

it the evaluation as well as strength of belief.  

 

 

 

 

 

Figure 2.1: Theory of reasoned action 

(Source: Montano and Kasprzyk, 2015, p. 97) 

Theory of planned behaviour (TPB): this theory was developed by Ajzen in 1991. The 

behaviour of the employees influences the information security within the organisation. This 

pertains to user behaviours in accordance with security policies when using or accessing IT 

resources. Behavioural theories have been used widely in literature related to security 

compliance to understand the factors that motivate compliance with user security. The TPB is 

among the most important theories of human behaviour which relates to information security.  
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Sheeran and Rivis (2017) discussed that this theory is linked with one’s beliefs as well 

as behaviour. This theory was developed from the theory of reasoned action. It is mainly about 

predicting the intention of an individual to engage in a certain behaviour at a particular time as 

well as place. Chen and Tung (2014) stated that this theory is dependent on motivation along 

with the person’s ability. The theory consists of four constructs. The first one is attitude, which 

refers to the thinking or way of feeling that affect a human’s behaviour. Mullan et al. (2015) 

illustrated that the second is behavioural intention, referred to as the motivational factor which 

influences the behaviour where there is a requirement for a stronger intention of behaviour. 

Third is a subjective norm which is based on approval and disapproval of a behaviour. The 

fourth construct is perceived behavioural control, which refers to the person’s perception of the 

ease or difficulty of performing the behaviour of interest. This theory mainly explains the 

intention of individuals to perform the behaviour. Therefore, it postulates that behaviour can be 

explained by behavioural beliefs, normative beliefs and self-efficacy as antecedents of attitudes, 

subjective norms and perceived behavioural control, respectively.  

 

 

 

 

Figure2. 2: Theory of planned behaviour 

(Source: Sheeran and Rivis, 2017, p. 61) 
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Protection motivation theory (PMT): this theory is most important as it proposes that 

people can protect themselves based on certain factors such as perceived severity of the 

threatening events, perceived probability of occurrence, efficacy of recommended preventive 

behaviour as well as perceived self-efficacy. The theory was developed by Rogers in 1986 

(Rogers, 1975). This model explains why people engage in risky practices and provides 

suggestions to change human behaviour. The first prevention step is to take measures to mitigate 

the risks and the second is prevention from entering into worse conditions. Tsai et al. (2016) 

explained that this theory is concerned with how individuals are processing the threats along 

with selecting the responses to cope with the threats. Crossler et al. (2014) concluded that this 

particular theory is used as a framework to understand the use of protective measures in 

information security.  

 

Figure 2.3: Protection motivation theory 

(Source: Tsai et al., 2016, p. 141) 

General deterrence theory (GDT): this is a legal theory which is sending messages to 

the general public about the risks which arise from information security risks due to human 
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factors. Cheng et al. (2014) stated that this theory posits that individuals should be dissuaded 

from commitment of antisocial actions through the use of proper countermeasures. This theory 

used countermeasures to eliminate the threats and mitigate them. Useful countermeasures 

include education, training, backups and tools to mitigate the risks. Tittle (2018) argued that the 

theory is used to prevent threats in the general population. This theory states that the perceived 

severity and certainty of the sanctions along with the punishment influence people’s decisions 

regarding engagement in crime by balancing the costs and benefits of doing so. Martins et al. 

(2014) stated that information security is focused on the countermeasures of security and 

preventive strategies which impact the employees’ intention to misuse and misbehave.  

         

Figure 2.4: General deterrence theory 

(Source: Cheng et al., 2014, p. 224) 

Technology acceptance theory (TAT): this theory was introduced by Fred Davis in 

1986. Mishra et al. (2014) explained that it is an information theory which models how users 

come to accept as well as use the technology. Venkatesh et al. (2016) suggested that, when users 

are presented with new technology, then there are various factors which influence their decisions 
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External 

variables 

Perceived 

usefulness 

Perceived 

ease of use 

Behaviour

al intention 

to use 

Actual 

system use 

about how as well as when to use it. The aim of this theory is to study how the individual’s 

perceptions affect their intentions to use information technology in a useful way. Williams et al. 

(2015) stated that this theory is an adaption of the theory of reasoned action in the field of 

information security. It uses perceived usefulness and perceived ease of use to determine the 

intention of individuals to use the system for serving the mediator of actual use of the system. 

It is the degree to which the person believes that use of the system would raise the performance 

of the human behaviour (Peltier, 2016). Therefore, it explains the intentions of users to use the 

information system along with the ability and productivity to use it. 

 

 

 

 

 

 

 

Figure 2. 5: Technology acceptance theory 

(Source: Williams et al., 2015 p. 447) 

The theory of reasoned action is a broad model so it does not identify the beliefs that are 

effective for a specific behaviour (Davis et al., 1989). Thus, scholars using this theory first need 

to find out the beliefs that are salient for individuals regarding the investigated behaviour. 

Additionally, the theory of reasoned action, instead of dealing with the outcome of behaviour, 
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deals with the prediction (Foxall, 1997). As the theory determines behaviour by behavioural 

intentions, there is a limitation on the predictability of the model to circumstances in which 

behaviour and intention are correlated.  

The largest correlates between behaviour and intention exist where the time-based gap 

between their expressions is minimal. To take the extreme case of overcoming this, however, 

measuring intention and behaviour simultaneously fails to ensure a true test of the model’s 

power to predict the future. At best, it corroborates the attitudinal basis of current behaviour. 

Davies, Foxall, and Pallister (2002) suggested that, in order to test TRA, actual behaviour should 

be measured objectively, and unobtrusively, without signalling in any way its connection to the 

prior intention measurement phase. A further requirement of the TRA is that behaviour must be 

under volitional control. Hence, the TRA is ill equipped to predict situations in which 

individuals have low levels of volitional control (Ajzen, 1991).  

The TPB is a theory that linked with one’s beliefs as well as behaviour. This theory was 

developed from the theory of reasoned action, nevertheless, this theory has problematic on 

several grounds. First, like the TRA, the TPB assumes proximity between intention and 

behaviour; thus, the precise situational correspondence is still vital for accurate prediction 

(Foxall, 1997). As Eagly and Chaiken (1993) pointed out, the assumption of a causal link 

between PBC and intention presumes that people decide to engage in behaviour because they 

feel they can achieve it. Second, the operationalization of the theory is troubled by the problem 

of measuring PBC directly, as opposed to recording control beliefs (Davies et al., 2002; 

Manstead and Parker, 1995). Third, the theory introduces only one new variable, when there is 

continuing evidence that other factors add predictive power over and above the measures 

formally incorporated in the TPB (Davies et al., 2002). For example, Manstead and Parker 
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argued that personal norms and affective evaluation of behaviour may account for variance in 

behavioural intentions beyond that accounted for by the TPB Davies et al. (2002). Ajzen (1991) 

himself described the model as open to further expansion.  

Weak support for discriminant validity was a result of the fact that all constructs of the 

TAM are self-reported and, when correlated with self-reported use, common-method variance 

becomes an important factor. Straub et al. (1995: p. 1336) argued that “research that has relied 

on subjective measures for both independent variables . . . and dependent variables, such as 

system use . . . may not be uncovering true, significant effect, but mere artefacts”. Another key 

limitation of the TAM is that, while it provides a valuable insight into users’ acceptance and use 

of technology, it focuses only on the determinants of intention (i.e., PU and PEU) and does not 

tell us how such perceptions are formed or how they can be manipulated to foster users’ 

acceptance and increased use (Mathieson, 1991).  

Table 2. 1: Theories overview 

(Source: Author) 

Theor

y 

Founder Concept Key components Overview 

BMT Rogers in 

1975 

 

People can protect 

themselves based on 

some factors such as 

“perceived severity 

of the threatening 

events, perceived 

probability of 

occurrence, efficacy 

of recommended 

preventive 

behaviour as well as 

perceived self-

efficacy”. 

Employees’ 

attitude towards 

information 

security is shaped 

by the evaluation 

of two cognitive-

mediated 

appraisals: threat 

appraisal and 

coping appraisal. 

This model explains why 

people engage in risky 

practices and provides 

suggestions to change the 

human behaviour. The 

first prevention step is to 

take measures to mitigate 

the risks and the second is 

prevention from entering 

into worse conditions. 

TPB Ajzen in 

1991 

The intention of 

employees to fulfil 

with ISPs passed on 

Behaviour which 

can be explained 

by behavioural 

This theory was 

developed from the 

theory of reasoned 
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the general 

evaluation of and 

normative beliefs of 

employees towards 

compliance-related 

behaviour. 

beliefs, normative 

beliefs and self-

efficacy as 

antecedents of 

attitudes, 

subjective norms 

and perceived 

behavioural 

control, 

respectively.  

 

action. It is mainly 

predicting the intention 

of individuals to engage 

in behaviour at a 

particular time and place. 

This theory mainly 

explains the intention of 

individuals to perform 

the behaviour. 

TRA Fishbien 

and Ajzen 

in 1975 

This particular 

theory aims to 

illustrate 

relationships among 

attitudes as well as 

behaviours in 

human actions. 

An employee’s 

attitude towards 

information 

security is shaped 

by the evaluation 

of two cognitive-

mediated 

appraisals: threat 

appraisal and 

coping appraisal. 

The behavioural 

intention is a key 

significant requirement 

in this theory as this 

intention is determined 

by attitudes to the 

behaviours along with 

subjective norms. 

TAM Fred Davis 

in 1986 

Discussed that it is 

an information 

theory which 

models how users 

come to accept as 

well as use 

technology. 

The technology 

acceptance model 

determines the 

employees’ 

intention to 

comply with ISP, 

which is 

influenced by the 

perceived 

usefulness and 

perceived ease-

of-use of 

information 

security. 

That this theory is an 

adaption of the theory of 

reasoned action in the 

field of information 

security. 

GDT Cesare 

Beccaria 

and 

Jeremy 

Bentham 

in the 18th 

century 

Adapted from 

criminal justice 

research, general 

deterrence theory is 

based on rational 

decision making.  

General 

deterrence theory 

states that 

perceived severity 

of sanctions and 

perceived 

certainty of 

sanctions or 

punishment 

influence 

employees’ 

This theory uses 

countermeasures to 

eliminate the threats and 

mitigate them. 

The perceived severity 

and certainty of the 

sanctions along with 

punishment influence 

people’s decisions 

regarding engagement in 

crime by balancing the 
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decision 

regarding ISP 

compliance by 

balancing the 

costs and benefits. 

costs and benefits of 

doing so. 

 

 

2.5 Threats to Information Security: Human Behaviour is a Constant Risk 

2.5.1 Threats to Information Security 

Among the evolving threats to information security, public organisations have to account 

for one constant, human error. According to Soomro et al. (2016), the authors arranged the 

participants into a few groups to facilitate discussion on the threats to information security. 

Throughout the threats to information security along with processes as well as tools, there is 

area which remains constant along with consistent risks – human error. There are three 

information security processes which are able to mitigate human errors: 

Classification and restriction of access to data: there are some types of data which are 

more sensitive than others. This is a way to protect enterprises’ data. Financial data are sensitive 

as they provide identifiable information about the clients. After classification of the data, 

requirements to access the sensitive data need to be determined (Soska and Christin, 2015). 

Criteria need to be defined when data need to be segregated into various classifications. There 

is personally identifiable client information. There is an amount of data which is not fully 

protected. Restrictions in accessing the data need to define data roles as well as permissions 

(Siponen et al., 2014). As it is expensive and difficult for organisations to protect their data on 

a similar level, data classification is a tool to ensure the right level of security matches the right 

classification of data. Usually capacities, for example, validation and session administration, are 

wrongly executed, giving an opportunity for aggressors to trade-off conditions, for example, 
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passwords and logins, keys or session tokens, or accepting another enrolled individual's 

character.  

Restriction access to sensitive data: processes as well as tools need to be implemented 

to login and access data. This implies that there is a need to get rid of generic user accounts such 

as admin accounts. In order to regular access reviews, there should be a review what data are 

required to access to fulfil job requirements (Teh et al., 2015). A review of access logs is 

required to refine the access rules. In some information systems, there is a way around generic 

admin accounts, which defeats the goal to know who can access the data. The key information 

management system is that in which the admin can check the use of generic admin accounts. 

The management wants to know who can access the sensitive data. Another way of restricting 

access to sensitive data is to create an owner for the data, using two ways of authentication with 

the data owner. This will ensure only acceptable people access these data. 

Review ways of circulating sensitive client and financial data: ways in which sensitive 

client data as well as financial data are circulated need to be reviewed. When someone asks 

question about a client account, an email is sent which provides details of the account which 

should never be sent via email Kampas et al. (2016). It is helpful to spend time with the client 

services team as well as the accounts receivable team to observe how exchange of information 

occurs. It is also an issue where implementation of a secure approach is done for exchange of 

information. Using password data protection for shared data is a common method that should 

be implemented to protect the client’s shared data. 
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2.5.2 Human Behaviour as an Aspect of Information Security 

Information system knowledge 

Antecedents of information security on an individual level include some factors which 

originate from the users of information security. Siponen et al. (2014) and Tam and Jones (2018) 

discussed that information security knowledge like IT, self-efficiency in using computers, 

knowing about advanced technology and others plays a key significant role information security 

research. Mishra et al. (2014) found that personal innovativeness with computer self-efficacy 

has positive correlations with the level of respondents’ knowledge, which is in line with 

protection motivation theory. Safa et al. (2015) argued that the employee’s and human’s 

understanding about security threats helps them to take proper countermeasures against security 

issues. Self-efficiency with a computer is defined as an individual’s judgement about using a 

computer system in various situations. On the other hand, personal innovativeness is defined as 

an individual’s willingness to try innovative information technology. Almost 97% of IT security 

practitioners agreed that human behaviour is considered to be the largest security threat by 

organisations (Malekian et al., 2017). Therefore, humans need to have the knowledge required 

to understand the information security threats and incidents.  

Due to increases in internal as well as external cyber threats, human behaviour as well 

as technological uncertainty remain prominent barriers to public organisations’ confidence. The 

greatest vulnerability in information security is human behaviour. The percentage increased to 

88% in 2013 as well as 93% in 2014 (Safa et al., 2016). The entire program is designed to take 

account of human behaviour, and then the organisation provides training to show the individuals 

how to act with regard to the policies in place to guide those (Kim et al., 2014). Unless the staff 

are trained to identify scams as well as avoid risks, then there is no elimination of information 
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security issues. Education awareness is not just for the internal staffs; it rests on the third parties 

as well (Malekian et al., 2017). In order to reduce vulnerabilities, 24% of companies responding 

to a survey stated that they used fear, 41% included best practices and 83% are encouraging 

their employees through policies, awareness and training to become part of cybersecurity 

solutions (Soomro et al., 2016).  

Negative experience with information security threats 

 Hajli and Lin (2016) mentioned that, if individuals have a negative experience related 

to understanding information security incidents, then they will gain awareness of the security 

risks concerning information security. Soomro et al. (2016) argued that people’s awareness of 

information security can stem from their life experiences, such as their experience of virus attack 

on the computer system.  

 

Individual education 

 Vance et al. (2014) found that students from technical universities tend to be aware of 

the issues related to information security. Therefore, other students should be required to be 

more focused on understanding information security incidents. This indicates that students in 

some subjects require specific IS-related education. 
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User’s Perception of security 

In their research study on users’ security awareness regarding information security 

threats, Hsu et al. (2015) argued that the perception of information in information security 

countermeasures is significantly influencing the awareness of risks as well as the issues. 

According to Abbasi, Sarker and Chiang (2016), security perception covers the user’s sense of 

isolation about the computer system. The users have high expectations of the service provider 

as well as IT expertise to keep their system protected. Security awareness helps to keep 

confidential data in a protected place on the computer devices.   

2.6  How Human Behaviour can be influenced by Standards, Guidelines and 

COBIT 

The information security culture has been developed in public organisations due to 

certain actions by the IT department. An organisation’s management implements information 

security components like policies as well as technical security measures with which the 

employees interact. The employees develop human behaviours like ignore reporting of security 

incidents and sharing of passwords, which lead to threats to the security of information assets 

(Heckmann et al., 2015). The organisation manages its information security by implementing 

information security standards and guidelines. The standards are used by the organisation to 

make sure that it can manage information security from the holistic perspective, therefore 

minimising the risks and the acceptance level of the information security culture (Pearlson et 

al., 2016).  

According to Peltier (2016), information security guidelines and policies are very 

important for any organisation. The IT department should come up with clear guidelines that 
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define what employees and the administration should do in order to secure the organisation’s 

information system against any form of attack. Once the guidelines have been drafted, the users 

of the system should be educated on what the various guidelines mean (Peltier, 2016). The 

common guidelines that must be drafted include: not sharing computer passwords, employees 

should never leave their workstation before shutting down the computer, and the necessary steps 

that employees should take in case they suspect that a security breach has occurred. These 

guidelines will enable the employees to assist in enforcing information security countermeasures 

in the organisation (Peltier, 2016). 

The IT department has to ensure that the organisation’s information system conforms to 

the established international standards. The standards include use of genuine software, as well 

as all the security standards described in ISO 27001 and 27002. Standardised systems are less 

prone to security attacks as compared to nonstandard systems (Peltier, 2016). 

2.6.1 COBIT 

COBIT stands for Control Objectives for Information and Related Technology. It is a 

structure created by the ISACA (Information Systems Audit and Control Association) for IT 

administration and administration (Sheeran and Rivis, 2017). The COBIT standard helps IT 

professionals to fulfil IT governance as well as management responsibilities particularly in the 

areas of security, control and risk within the business. This standard is focused on human factors 

to protect the public organisation from malicious insider (Pearlson et al., 2016). Public 

organisation development is required by making changes to the actual behaviour of the 

workforce. Basic training is required for humans to integrate security awareness in addition to 

understanding the organisational culture. Insiders change the human behaviour to protect access 
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to the information and confidential data (Abbasi, Sarker and Chiang, 2016). This standard 

requires increasing staff awareness and developing a security value culture among them.  

According to Soomro et al. (2016), the organisation is dependent on the information 

security resources. COBIT is considered as an IT governance framework used by IT experts to 

bridge the gap between control needs, technical challenges and business issues. Taylor and Bean 

(2017) mentioned that the main focus of this information security standard is to develop clear 

policies as well as security practices and for public as well as professional organisations to 

control their IT. As issues are raised in information security management in relation to COBIT, 

therefore confidentiality and availability along with integrity are areas covered by this standard. 

The significant option to meet the information security management in the COBIT infrastructure 

is the ISO/IEC 27001 standard (Abbasi, Sarker and Chiang, 2016). This framework provides 

auditors as well as IT users with accepted measures and best practices to maximise the benefits 

of using information technology in business organisations. It is used to develop IT governance 

as well as control within organisations.  

Kim et al. (2014) mentioned that COBIT’s mission is to develop and promote up-to-date 

information with an international set of the accepted information security objectives. Managers 

and auditors have benefited from the development of COBIT as it helps in understanding IT 

systems as well as the level of security controls. Organisations are required to protect their assets 

through developing IT governance models. The COBIT security framework covers security and 

risks that occur due to usage of IT resources. Effective information security requires an 

integrated set of security management tools as well as governance procedures to plan and 

counter security risks. According to Abbasi, Sarker and Chiang (2016), COBIT is supporting 

the needs of security and addressing part of the business functions. It is devoted to security and 
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controlled security objectives along with addressing security in a business. Safa et al. (2016) 

discussed that documents on the COBIT security baseline highlighted security control objectives 

related to information security.   

2.7  Human Factors and End User’s Behaviour 

Among the identified threats relating to information security, human behaviour is 

considered as a constant risk. The insider threats are become malicious due to human factors. It 

is necessary to monitor human behaviour outside the threat domain to better inform on the 

mitigation of threat. Safa et al. (2016) stated that technology lowers barriers to malicious insider 

activities. Stealing files from a USB drive requires a human factor and it occurs due to the 

behaviour and attitudes of humans towards the information security risks (Siponen et al., 2014). 

Human behaviour has a higher impact on success as well as failure to secure and protect 

information. According to Gerber et al. (2016), human error is stated as the greatest security 

weakness, followed by the technology. The human factor can be divided into two groups, factors 

which belong to the management and factors related to end users. The following are the human 

factors which have implications for the end user’s behaviour: 

Lack of motivation: Gritzalis et al. (2014) believed that humans are motivated to adopt 

secure behaviours and management are required to identify what motivates employees. 

Motivation for human behaviour is required when the security risks are shared and the users are 

involved in decision making to follow the security methods. Layton (2016) believed that 

employees need to be motivated to adopt secure human behaviours as well as practices, and 

management need to be able to identify what motivates the staff. According to Sinha (2015), 

motivation happens when the security issues are shared and the users are involved in making 

decisions to follow security procedures.  
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Lack of awareness: this is related to a lack of knowledge about attacks. The humans 

have no knowledge about how to recognise signs of spyware on their computer or that they need 

a strong password (Taylor and Bean, 2017). The data are not protected from identification of 

theft and the humans have no understanding about how to control access to the computer. 

Gritzalis et al. (2014) stated that this is related to lack of knowledge about human attacks. The 

employees are not aware of how to control others’ access to their computer.  

The administration of any organisation should therefore invest in educating its 

employees on various aspects of information security. Uninformed users can expose the system 

to attacks that might never be recovered, such as exposing sensitive information to competitor 

organisations. Making the employees aware of information security measures and practices is 

the first step of ensuring information security (Agarap, 2017). 

Improper human behaviour: Siponen et al. (2014) explained different types of 

behaviour which interpreted as the improper behaviour of human. Hsu et al. (2015) claimed that 

documented requirements of expected behaviour regarding information security have a small 

effect on the behaviour of users. The users are considered as user involving approach to become 

effective to influence the user’s awareness in addition to their behaviour. It is interpreted as the 

risky behaviour of users and loss of prevention of human behaviour. Vance et al. (2014) claimed 

that documented requirements regarding expected information security behaviours have few 

effects on user behaviour. 

Inadequate use of technology: technology cannot succeed in solving the risks related to 

information security without the cooperation of humans along with the effective use of the 

technology (Abbasi, Sarker and Chiang, 2016). Examples of technology risks are unauthorised 
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re-configuration of the information system, access to the passwords, retrieval of improper 

information and others. Kautonen et al. (2015) believe that IT security basics such as threats 

and risks allow individuals to adapt to constant changes and allow the prediction of expected 

behaviour. 

Belief: Abbasi, Sarker and Chiang (2016) conducted a qualitative study about users’ 

views on information security as well as their beliefs. The users believed that installation of anti-

virus software is not crucial to information security, and they were ready to click on links when 

they received an email from an unknown person. 

Computer security risks: certain factors are computer security risk factors, such as error 

and omission, denial of services, unauthorised access, and miss identification of theft, malware 

as well as unauthorised copying of data (Sheeran and Rivis, 2017).  

In recent decades, information security as well as human behaviour research has focused 

on the behavioural models and theories. In most of the theories, intentions rather than actual 

human behaviours are assessed due to the difficulty of observing the security behaviours 

(Pearlson et al., 2016). The theory of reasoned action is based on two notions: people are 

reasonable, and make use of information when deciding among human behaviours; and they 

consider the implications of the human behaviours. Errors from the human side are constant 

among the threats to information security. Safa et al. (2016) found that most of their respondents 

agreed with the statement that the biggest vulnerability is human behaviour. This theory was 

designed to account for human behaviour, then the organisation provide training for the 

individuals on how to act as well as put in place information security policies to guide them. 
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The organisation needs to be concerned about the human behaviour tools, which requires the 

human factors to be addressed.  

2.8  Human Behaviour Risks Related to Information Security 

As public organisations are made up of people, therefore human-related threats are 

pervasive at these levels. Siponen et al. (2014) stated that a degree of human-related risk is 

inevitable; therefore, the proper way to mitigate them is to structure public organisations in such 

a way that no single person can cause critical damage. The following are the information security 

risks which have been identified in most organisations: 

Lack of management support: Soska and Christin (2015) stated that the values which 

create a stronger security environment come from the management and organisational culture. 

Investment in IT security reduces the cost of organisational finances while maintain 

organisations’ reputation (Safa et al., 2016). It is also termed as an insider threat, as the 

management members are not interested in support and communication throughout the 

organisation.   

Provide password to any unauthorised person: any unauthorised person can access 

information when someone provides their password details to them (Ab Rahman and Choo, 

2015). The person can hack the information across the internet by stealing the account or 

database passwords. This causes loss of data in addition to information from the database 

system. Personal as well as financial information is stored on the computer, and then at that 

instant it is possible that someone can hack or steal it from the computer through the use of 

certain hacking software (Siponen et al., 2014). 
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Unaware of information security policies: any careless and uninformed staff can impact 

the security of a company and cause a serious security breach. Sometimes, employees are not 

aware of whom they should and should not provide confidential data and information to (Kim 

et al., 2014). Staff are not aware of the information security policies; therefore, they share 

information with others.   

2.9 Public Organisation Information Security Culture 

Public organisations require a strong security culture in their mode of operation. 

Malekian et al. (2017) stated that a sustainable security culture is required to secure the 

information in addition to the data. When the security culture is sustainable, then it transforms 

security from an event to part of the company’s lifecycle, which generates security. The 

information security is not relying on the technology (Siponen et al., 2014). The culture 

encourages the employees to comply with the informational policies related to collecting in 

addition to managing the information, which will improve the information security.  

2.9.1 Organisational Culture 

Pearlson et al. (2016) stated that organisational culture includes the organisation’s 

expectations and experiences as well as the values which hold it together, and its interactions 

with the outside world along with its future expectations. The organisational culture affects its 

productivity and performance along with guidelines concerning customer care. Organisational 

culture is different for each organisation and one of the critical aspects is the ability to respond 

to change.  
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2.9.2 Information Security Culture 

Siponen et al. (2014) discussed that information security culture is based on how things 

are to be done within the organisation with regard to information security, with the aim being to 

protect the information assets along with influencing employees’ security behaviour. 

Information security culture is a part of the organisational culture as the security of information 

is an organisational function. In order to gain a secure environment for the information assets, 

the practices of information security have become a part of corporate culture within the 

organisation (Kim et al., 2014). The culture guides activities within the organisation and the 

employees by placing constraints on the organisational activities and employee behaviour. The 

culture influences the human behaviour; therefore, there is a requirement to establish 

information security behaviour of the organisational employees. Malekian et al. (2017) defined 

information security culture as the perceptions, attitudes and assumptions of employees within 

the organisation based on information security. The culture develops as a result of employees’ 

interactions with the information security controls.  

Abbasi, Sarker and Chiang (2016) suggested that the information security culture is 

considered as accepted behaviour as well as actions by the employees. The culture involves 

identifying the security-related issues and beliefs along with values of the group that shape the 

security-related behaviours. Safa et al. (2016) defined the information security culture as the 

totality of the human attributes like behaviours and attitudes as well as the beliefs held by the 

organisation. This could impact the security of the organisation, which may or may not be 

explicitly linked to the impact (Siponen et al., 2014). The procedures which the employees are 

using in their daily work represent the weakest link in the chain of information security. It is 



 

 

60 

necessary to develop as well as improve the information security culture through a structured 

model to address the human behaviour.  

2.9.3 Cultural Change 

Cultural change is a term used in policy making to emphasise the influence of the cultural 

capital on individuals along with community behaviour. Vance et al. (2014) stated that cultural 

changes places a stress on social along with cultural capital which lead to determining the 

decision make to interact with the people (Pearlson et al., 2016). The cultural capital influences 

include the role of management.  

2.9.4 Cultural Impact on Human Behaviour 

Comparative research from other research studies shows that human social behaviour 

varies across various domains such as cooperation, culture, trust and morality. In order to better 

tackle human behaviour, work on cultural evolution is required. San Martin et al. (2018) stated 

that people are surprised when they witness how others behave when they are travelling across 

various cultures. Apart from regular observations, the cultural differences in behaviour are 

documented by means of psychological research. As an example, comparing Chinese and 

Canadian toddlers, Chinese toddlers spend more time in direct contact with their mothers and 

take more time to approach and play with strangers (Fuentes, 2017). This is an example of 

cultural differences in human behaviour in early childhood time. Taylor and Bean (2017) argued 

that there are theoretical accounts of various cultural differences in human behaviour, which can 

emphasise cognitive as well as affective processes. Perreault and Mathew (2016) proposed that 

Westerners hold a self-governing self-concept which is not affected by means of social contexts.  
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 Varnum and Grossmann (2016) discussed that human behaviour is affected by genetic 

inheritance as well as by means of experience. In this way, people can develop and be shaped 

by their social experiences as well as situations in the context of inherited genomic. Each person 

is born into cultural as well as social settings; therefore, they are required to build social 

connections with community and family, close ones. Characteristics of the social settings among 

children are affected by how they think and behave. Each culture contains dissimilar webs of 

patterns plus meanings, ways to earn a living, social roles, and civilizations besides beliefs. 

Abbasi, Sarker and Chiang (2016) mentioned that the culture is induced by behavioural patterns, 

like patterns of speech, body language and type of humour. In a large society, there are various 

groups from different cultures linked by a region and social classes. Mishra et al. (2014) argued 

that, when a single culture is dominant in a large region, then its social value is considered as 

accurate as well as promoted. In each culture, there are fair as well as unfair social differences 

and wanted or unwanted believes. The distinctions among class are due to wealth, occupation 

and education. According to Siponen et al. (2014), class affects what opportunities and threats 

people experience; therefore, it affects people’s paths and their living standards.  

2.10 Significance of IS across Public Organisations 

There are diverse categories of security challenges faced by public organisations such as 

the disclosure of information and unauthorised access to sensitive documents (Kautonen et al., 

2015). Each of these security challenges can have a direct adverse impact on an organisation’s 

business reputation and on its business sales. Hence, the reasons behind the occurrence of the 

security challenges have to be addressed in the first place. The three basic principles of IS are 

availability, integrity and confidentiality, which have to be followed in every public organisation 

as the progress of these organisations depends hugely on their ability to protect the information 
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from security challenges (Ab Rahman and Choo, 2015). Safe operations of the public 

organisations can be maintained if information is protected from the security challenges. IS can 

be very beneficial for the protection of the business assets of public organisations such as their 

intellectual property. IS challenges not only come from outside the business environment but 

also from inside the work environments. The IS threats coming from inside the organisation are 

more dangerous as compared with the challenges coming from social engineers. All the financial 

records and the business data can be secured with the help of IS.  

IS behaviour such as intentional destruction allows the workforce to destroy the physical 

as well as the intellectual property of the business, whereas detrimental destruction allows the 

workforce to send bullying emails to their colleagues (Siponen et al., 2014). A ‘dangerous 

thinker’ makes the most out of their IT knowledge to destroy the organisation’s resources. A 

naïve mistake is a mistake by an employee who does not have any intention to harm the 

organisation’s resources. Awareness assurance is the most desired IS behaviour from every 

employee in a public organisation as it helps them to protect the organisation’s IT resources, 

and its presented as the following table: 

Table2. 2: Types of behaviours 

(Source: Author) 

 Types of Behaviours Action 

1 Intentional destruction Destroy the physical as well as the intellectual properties 

of the business. 

2 Detrimental destruction Sending bullying emails to colleagues. 

3 Dangerous thinker Makes the most out of their IT knowledge to destroy the 

resources of the organisation. 
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4 Naïve mistake Mistake by an employee who does not have any intention 

to harm the resources of the organisation. 

5 Aware assurance Is the most desired IS behaviour from every employee in a 

public organisation as it helps them to protect the IT 

resources of the organisation. 

 

IS has three goals: prevention of loss of integrity, loss of availability and loss of 

confidentiality. Most of the IT-related risks in a public organisation can be addressed using IS; 

at the same time, IS is also very significant for commercial establishments to maintain a long-

term relationship with consumers. IS can play a leading role to address the accountability issues 

of an organisation as well.  

Workforces of public organisations are usually the weakest link regarding data security 

as both intentional and unintentional mistakes are committed by them (Vance et al., 2014). 

There are numerous common mistakes which can be a source of concern regarding the 

protection of information, such as setting up weak passwords and sharing them with 

unauthorised stakeholders of the business. An incorrect procedure when setting the password is 

the other common mistake committed by most of the workforces of public organisations. The 

errors which occur while setting a new password or recovering an old password are also one of 

the major mistakes which are committed by the workforces of public organisations. Most public 

organisations have their own set of guidelines which can help them to address the security 

challenges (Gritzalis et al., 2014). These guidelines are very beneficial to protect the digital 

assets of the business as well as the intellectual rights. Apart from the guidelines, there are IS 

principles that are also very beneficial to protect the assets of public organisations.   
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Hence, it can be stated that IS can be very significant across public organisations as it 

can help them to protect their confidential information. It can be understood that information is 

considered as the biggest asset in most commercial and public organisations and IS is very 

significant to protect this organisational asset from diverse categories of threats coming from 

both the workforce and from outside the business setting.  

2.10.1 Factors Influencing IS 

Employee behaviour is considered as a constant risk in most of the public organisations 

around the world as employees have access to both personal data and commercial data (Kim et 

al., 2014). The IS chain is very significant to protect the integrity of all the sensitive data which 

are circulated across numerous business environments. There are diverse categories of factors 

which have to be considered in the first place by the IS strategist of a public organisation, such 

as the lack of motivation and security awareness. Motivation is one of the driving factors which 

have a major influence on the IS countermeasures. Some of the employees of public 

organisations lack motivation and this has a direct impact on the decision-making procedures. 

Lack of motivation is one of the most significant factors which affect the IS practices of a public 

organisation. Lack of awareness about the IS challenges can also be considered as one of the 

key factors of IS practices. Employees working with sensitive information must be aware of 

security challenges such as spyware and malware, and each of them must understand the 

procedure to protect the integrity of the information. Lack of awareness can also lead to issues 

such as identity theft in public organisations. Improper human behaviour is one of the other 

factors which usually has an impact on the IS practices of public organisations (Taylor and Bean, 

2017). Most of the security challenges associated with IS are due to the inappropriate behaviour 

of the employees. There are numerous practices which come from the employees which can 
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lead to IS challenges, such as clicking on improper or unidentified links. At the same time, 

sharing of data from devices which contain essential information is one of the other prime 

vulnerabilities coming from the employees. Inappropriate deployment of the IT resources is also 

considered as one of the major reasons behind the security challenges in most public 

organisations (Gerber et al., 2016). Security vulnerabilities of non-computing devices is the 

other major human factor related to the IS practices.  

Inadequate use of technologies which are deployed by the workforces of public 

organisations is one of the most significant technological factors which can have a huge impact 

on the IS practices of these organisations (Malekian et al., 2017). There are diverse categories 

of information systems which are deployed across public operations for optimizing business 

operations; however, security concerns arise whenever an unauthorised person, mostly an 

external service provider, gets permission to re-configure the function. Retrieving of 

information from shared technologies such as cloud computing can also lead to IS challenges. 

At the same time, users’ belief in dedicated computer systems can also lead to IS challenges. 

Apart from these factors, computer security risks such as malware and DoS are the other factors 

which can influence the IS practices of any public organisation. 

2.10.2 Impact of the Factors Affecting IS 

Lack of both intrinsic and extrinsic motivation on the part of the employees of public 

organisations can have a huge impact on both their intention and the behaviour (Safa et al., 

2016). The intentions of the employees of any commercial establishment can be affected due to 

a lack of motivation, and the establishment’s security vulnerabilities can be increased due to 

employees’ wrong intentions. The users’ addictive behaviour can also be affected due to lack of 

motivation, organisational skills, analytical skills and cognitive abilities.  
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Lack of awareness can have a big influence on the IS countermeasures of any public 

organisation as the employees must be qualified enough to understand the significance of IS 

countermeasures (Pearlson et al., 2016). At the same time, the workplace culture can also be 

affected due to lack of awareness. Lack of awareness can have the biggest impact among all the 

other impacts in terms of security breaches, and usually results in loss of essential data. The 

entire database of a commercial establishment can be affected due to lack of awareness. At the 

same time, it can also be said that the cost to organisational finances is also increased due to 

lack of awareness.   

Improper human behaviour can have a direct influence on the organisational culture of 

public organisations (Abbasi, Sarker and Chiang, 2016), and this can affect the productivity of 

the human resources. The expectation from the workforce is also greatly affected due to the 

improper behaviour of the human resources. Improper human behaviour can also have an 

adverse impact on the consumers of a public organisation (Siponen et al., 2014). Fraudulent 

activity in and across the business unit is one of the other constraints associated with this factor.  

Inadequate use of technology can have a huge impact on IS countermeasures as well as 

on the behaviour of the employees (Cheng et al., 2014). Most of the organisational activities of 

public organisations can be affected due to this factor. The human computer interaction 

procedure can also be influenced due to the inadequate use of emerging technologies such as 

data encryption which can help to minimise the data security concerns of public organisations. 

Computer security risks which are created with the help of malware can have a direct 

influence on both the behavioural practices and on the growth of the business (Taylor et al., 

2015). Loss of business reputation is one of the biggest effects of computer security risks. 
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Security risks can also have a cultural influence on the behaviour of the employees working in 

the UAE’s public organisations.  

2.10.3 Additional Factors 

Apart from these factors, there are other factors which have an effect on the IS of a public 

organisation such as negative experience with the IS threats (Safa et al., 2016). Awareness of 

employees might be influenced as a result of the negative experience. At the same time, it can 

also be said that individual training can be one of the most significant factors which has an effect 

on IS incidents (Malekian et al., 2017). Employees who understand the causes and the ways to 

prevent IS challenges can play a key role in addressing IS concerns (Kim et al., 2014). IT users’ 

perceptions of the systems in public organisations are also a very significant factor which can 

help the organisations to deal with the security challenges of IS.  

IS standards and guidelines can also be considered as a major factor which can help 

public organisations to deal with security incidents. The technical security measures are very 

beneficial to minimise the security risks and maintain an acceptance level of IS culture. Using 

the guidelines, an appropriate organisational culture can also be created which can help to 

understand the behaviour and intention of the employees and make the employees understand 

the business values of business information (Culture Soska and Christin, 2015). Cultural 

changes required in a public organisation which can help to address the threat coming from 

inside the organisation can be identified if the IS standards are followed in the organisation in 

systemised modus. It can be said that maintaining a professional organisational culture has a 

huge impact on the behaviour and the intention of the employees (Taylor and Bean, 2017). 

Challenges which occur in public organisations such as inappropriate human behaviour are 

sometimes affected by genetic inheritance; hence, the cultural and social setting of the 
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employees can be monitored if an appropriate organisational culture and the necessary 

countermeasures are maintained across each business unit.  

COBIT is defined as the type of framework which can also be very beneficial to maintain 

the security of the IT systems of public organisations. Threats coming from malicious insiders 

and human errors can be significantly minimised if this IT governance framework is 

successfully incorporated in these organisations (Pearlson et al., 2016). This framework can also 

help a public organisation’s strategic team to identify the actual behaviour of the workforce. 

This framework has numerous advantages: it can help the public organisation to maintain a 

professional organisational culture, which can help the organisation to check the behaviour and 

the intention of the employees (Vance et al., 2014). Maintaining this framework can help the 

public organisation to protect its online assets; hence, it can be stated that the control needs of 

the organisation can be fulfilled using this IT governance framework.  

 Creation and enactment of IS policy is one of the other major factors which might have 

an influence on the security controls of the IT systems; hence, most of the intellectual property 

of the business can be secured from IS challenges using this framework (Malekian et al., 2017). 

The IS culture can be very beneficial to protect the information assets both inside and outside 

the business. A secure environment can be created if the best practices of IS culture are 

incorporated into the organisational culture (Safa et al., 2016). Acceptable employee behaviour 

can also be identified if an IS culture is maintained in public organisations.  

Human factors are the most significant factors which are very closely associated with 

the IS as the users of the IT systems have the capability to protect or destroy the essential 

information at the same time (Gerber et al., 2016). Human intention and behaviour have a direct 
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impact on the protection of information in any public organisation. If the user of an IT system 

provides a password to unauthorised personnel, this can lead to a cyber-attack (Taylor and Bean, 

2017). Cyber-attacks can have an adverse effect on public organisation, as they can encrypt or 

alter essential business information (Heckmann, Comes and Nickel, 2015). Any of these illegal 

activities can cause business loss or loss of reputation for any public organisation. Hence, it can 

be said that users of IT systems in a public organisation must be aware of the IS policies (Sheeran 

and Rivis, 2017). The policies are very significant in addressing the security threats coming 

from an uninformed or careless workforce.  

2.11 Information Security Policy 

2.11.1 What is an Information Security Policy? 

 Ifinedo (2014) stated that an information security policy is a set of policies issued by an 

organisation to make sure that the users of information technology comply with the rules and 

guidelines related to the security of information stored at any point within the network. Each 

organisation is required to protect its data and control those data which are distributed within as 

well as without the organisational boundaries. Gerber et al. (2016) argued that the policies are 

used to ensure the networks that storing data are secured into the organisational boundaries and 

users interpreted with that stored data are awarded and able to keep the data secured into the 

organisational boundaries. It is a method which defines how the information is being protected 

and the consequences of violated the rules to maintain access to the information. Siponen et al. 

(2014) discussed that an effective IT security policy is a model for an organisational culture 

where the rules as well as procedures are driven from the employees’ approach to the 

information. It is such a document for any public organisation that is cultivated from people’s 

perspectives on the tolerance of risks.  
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The main objectives of an IT security policy are confidentiality and integrity as well as 

availability of the information used by the organisation’s staff. Information security policies are 

linked to subjective norms and attributes as changes in a policy may affect organisational 

change, which may result in violation within the organisation (Teh et al., 2015). The personal 

norms, information security standards, benefits, attitudes and values matter with regard to how 

the employees perceive the information security issues and those related to the information 

security policies. Privacy is achieved by two approaches: protection of the organisation’s 

operational practices and maintenance along with control of data management procedures 

throughout the product lifecycle (Crossler et al., 2013). The approaches are used to promote the 

employees’ informational security awareness, which is implemented through an effective 

educational programme. Training is provided to promote in addition to enhance informational 

security. 

2.11.2 User Behaviour Related to the Information Security Policy 

In the field of information security, the human factor is considered as a vulnerability and 

an unpredictable one. Heckmann, Comes and Nickel (2015) mentioned that the human factor is 

a variable which is most hard to control. Most information security issues arise due to the human 

factor and human errors. Humphries (2017) discussed that, when an organisation is dealing with 

the human factor, the method to place the staff at the right level of commitment is based on 

information security policies. The policies contain an assessment of the security behaviour of 

humans and individual employees. Kim et al. (2014) suggested that, when there is a level of 

compliance with acceptance of the security policies, then control over humans is being measured 

to achieve the success of the information security policies.  
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Teh et al. (2015) named the levels of compliance relating to the information security 

policies and user behaviour. The first compliance level is culture, which means the security is a 

natural part of the daily behaviour of individuals. The second is commitment, which means the 

security is not part of the users’ behaviour. The users should be required to provide guidance 

and leadership for proper understanding of information security policies. The third level of 

obedience is where the users are required to instruct rather than providing guidance. Gerber et 

al. (2016) mentioned that awareness is where the users can become aware of the security risks 

and threats at a level and then present high level of adverse effects of the security incidents. The 

fourth is awareness, where the users are required to be aware of the security risks and show the 

required human behaviour. Ignorance is the fifth level, where the users are not aware of the 

security risks at this level and then represent a high risk of accidental adverse effects. The sixth 

compliance level is apathy, where the users are aware of their role in preventing security threats 

but not acting as the roles requires. Hsu et al. (2015) mentioned that the seventh level is 

resistance, which means the users are aware of their role regarding security but they are working 

against aspects of the security practices. Disobedience is the final compliance level, where the 

users are breaking information security rules and failing to comply with the security controls. 

2.11.3 Compliance with the Information Security Policy 

Information security policy compliance protects the information assets of public 

organisations. Information security has significant effect on employee attitudes towards 

compliance with the organisational security policies (Sinha, 2015). Employee attitude has a 

significant effect on behavioural intention regarding compliance with information security. 

Kampas et al. (2016) illustrated that it is a key factor in reducing the risks. Understanding of 

employees’ compliance behaviour is a step to leverage worker assets towards reduction of risks. 
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The main aim of those policies is to design and provide the employees with guidelines on 

securing the information resources while performing their job regarding information security. 

Employee compliance is required to prevent as well as reduce the misuse of information system 

resources in addition to abuse by insiders (Safa et al., 2016). Behavioural theories are employed 

to study people’s compliance intentions with prevention of misuse of an information system. 

Therefore, proper actions need to be taken by public organisations to comply with the associated 

information security issues.   

Pearlson et al. (2016) stated that professionals are dedicated to maintaining the 

confidentiality of organisational information but they are resistant to maintaining information 

security environments. Based on the theory of planned behaviour and protection motivation 

theory, the behavioural factors are identified which influence the compliance with the 

information security policy. Based on the theory of planned behaviour, people’s attitudes 

towards compliance and belief are believed to determine their intention to comply with the 

information security policy. Dependent on the protection motivation theory, expected efficacy 

impacts compliance intentions. Taylor et al. (2014) mentioned that the main requirement of their 

research study was to identify the human factor’s perspectives of information security that 

connect end users ‘behaviours along with compliance with the information security policy 

within an organisation. Mistakes and human errors are to be mitigated in order to achieve a 

proper information security policy.   

2.12 Human Computer Interaction (HCI) and Behaviour Change 

HCI is an initial study in which people use difficult technological inventions. HCI occurs 

when users and computer systems work together to accomplish something. Attig, Wessel and 

Franke (2017) mentioned that HCI and social interaction is the study of interaction among 
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humans as well as computers. It is a study related to the field of computer science and 

behavioural science. Zafar et al. (2017) discussed that HCI consists of three main elements – 

users, computers and the way the two elements get together, i.e. interaction. Groups of users in 

HCI are working together as well as carrying the users’ perceptions for controlling the 

broadcasting of information. As people as well as machines are distinguished, therefore HCI 

field can allow to work with the functional system (Gotsis and Jordan-Marsh, 2018). HCI is 

developed with an ability to identify simulation of the human beings.  

Kautonen et al. (2015) stated that there are three groups involved in human and computer 

interaction. The first group is explored with the interaction between computers and people in 

the form of data processing. The second group is explored with action-oriented interactions for 

those who are focused on projects like activity theory. The third group is explored by 

interactions linked with social as well as object-oriented contexts (Sheeran and Rivis, 2017). 

Despite the huge rise in the media reporting of information security, the human behaviours 

demonstrate a lack of information security awareness. Human-computer interaction is required 

in an organisation to make individuals aware about the security threats which arise due to human 

errors (Glanz, Rimer and Viswanath, 2008). HCI researchers are engaged in the design of such 

a system, which is required for behaviour changes: how the interventions for the behaviour 

changes are evaluated based on the context of HCI research. Mishra et al. (2014) concluded that 

behavioural changes are required in an organisation so that all the individuals are aware of the 

information security threats.  

Martins et al. (2014) stated that the theory of reasoned actions assumes that individuals 

consider the consequences of their behaviour before performing the specific human behaviour. 

The result of this theory is that intention is a factor to determine behaviour along with the 
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behavioural changes. The intention is developed from the individual’s perceptions of behaviour 

as positive as well as negative together with their impression. Therefore, the personal attitude 

as well as social pressure shape the intention that is required to perform the behaviour along 

with the behavioural changes (Williams et al., 2015). As per the theory of planned behaviour, it 

is based on the role of intention within human behaviour performance; however, it is intended 

to cover the cases in which the individual is not under control of the factors that affect the actual 

performance of the behaviour. This theory states that the incidence of actual behaviour 

performance is to be proportional to the amount of control along with the strength of the 

individual’s intention to perform the behaviour (Katzenbeisser and Petitcolas, 2016). The most 

important theory is technology acceptance theory, which is adapted for reasoned action in the 

field of information security. It uses perceived usefulness and perceived ease of use to determine 

the intention of individuals to use a system for serving the mediator of the actual use of the 

system (Safa et al., 2016). It is the degree to which the person believes that use of the system 

would raise the performance of the human behaviour.  

2.13 Insider Threats Behaviour 

Cheng, Zhai and Smyth (2014) mentioned that the insider threat behaviour allows people 

to detect users who pose an increased risk as malicious insiders as well as to prepare for potential 

insider attacks. Each insider has a different level of access as well as a different level of threats. 

An insider threat is such people who can authorise access to confidential resources such as 

facilities, networks and systems as well as the equipment those use to access to harm the security 

of sensitive data. The insider threat concerns are related to criminal activities including theft as 

well as fraud, safety, including active shooter incidents, and financial harms by stealing of 

organisational sensitive data (Alexander, 2014). Insider threats include contractors as well as 
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employees. The organisation is required to develop close relationships with third-party vendors 

as well as partners who need access to the information (Kim et al., 2014). The following are the 

common types of dangerous insider threats that occur in public organisations: 

Disgruntled employees: Heckmann, Comes and Nickel (2015) mentioned that there are 

various things which can make employees dissatisfied in their work, including being turned 

down for promotion and poor relationships with managers. This insider threat can use their 

position to take revenge as well as cause harm to the company. 

Inside agents: employees as well as other corporations and governments may spy on a 

company. The inside agent is not a newcomer but a trusted employee (Taylor and Bean, 2017). 

They intend to steal professional secrets for the organisation’s competitor, for an exchange of 

rewards.  

Malicious insiders: Pearlson et al. (2016) discussed that there are some employees who 

misuse as well as abuse access to steal as well as delete valuable data out of malicious intentions. 

The difference between malicious insiders and disgruntled workers lies in motivation. The 

disgruntled employees are abusing data as an emotional response. 

Third party providers: Layton (2016) suggested that there is little control over 

cybersecurity on the side of third-party providers. Security controls are audited as part of the 

selection processes, but this does not guarantee the complete safety of sensitive data. It is best 

to defend the remote connections from malicious subcontractors as well as cooperative accounts. 

Hajli and Lin (2016) stated that the insider threats impact on access to account 

information. There is unauthorised access to sensitive data, which is a data breach in the securing 

of information on the network. As a solution to this threat, data encryption is used to transfer 
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data from one computer to another within the organisation so that no other person is able to hack 

and access the data (Siponen et al., 2014). The data encryption prevents unauthorised users from 

misusing data if they can gain access to the underlying file storage. The organisation should 

contain policies with regard to employee conduct that define the expectations of what the 

employees have to report with regard to potential insider threat behaviours (Safa et al., 2015). 

Most of the incidents caused by insiders are a result of employee negligence. The malicious 

insider threats are hard to detect as it is based on trust in employees and their honesty. 

2.14 Modelling Human Behaviour to Anticipate Insider Attacks 

Abbasi, Sarker and Chiang (2016) discussed that insider threats such as espionage and 

leakage of data involve computer networks, which are among the pressing challenges of 

information security which threaten the governmental as well as industry information 

infrastructures. Today, unfortunately there is no single intrusion detection and assessment of 

insider threats technique for the insider threat problems (Kautonen et al., 2015). Battleday, 

Peterson and Griffiths (2017) mentioned that, in the operational context, the security analyst 

should review as well as interpret a huge amount of data to draw conclusions about suspicious 

human behaviours. This includes violations of policy as well as malicious policies. It applies 

domains of knowledge to observe as well as categorise patterns in the data. In domain 

knowledge, the analyst is facilitated by a process to identify the relevance of connections among 

data. According to Heckmann, Comes and Nickel (2015), the analyst is focused on preventing 

cybersecurity attacks and therefore monitors various data to provide alerts and reports about 

suspicious activities. Incorporation of psychosocial data into cyber data analysis offers 

additional dimensions to assess potential insider threats and integrate a threat analysis 

framework.  
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Battleday, Peterson and Griffiths (2017) mentioned that cybersecurity emphasises 

protection against attacks that can arise from external threats. An insider can be an employee, 

third-party provider or contractor; those who have access to the network and systems along with 

organisational data. The malicious insider is seeking to exploit access for improper gain, 

whether it is personal or financial. According to Schmitt et al. (2016), the insider threat problem 

is growing; therefore, it requires attention. There are early indicators of an insider threat. 

Warning signs are included when any unauthorised user accesses a server as well as 

organisational data. Indicators are provided when users gain unauthorised access and request 

information which is unrelated to their job responsibilities. It is considered as a theft of 

authorised credentials of the users. The employees apply domain knowledge to perceive as well 

as recognise the data patterns. The research analyst uses a number of tools to monitor various 

types of data in order to provide alerts in addition to reports about suspicious activities. The 

research analyst integrates analysis as well as sense making across various domains (Siponen et 

al., 2014). No systematic methods have yet been developed to provide complete and effective 

solutions to insider threats.  

2.15 Intrinsic and Extrinsic Motivators in Information Security Behaviour 

Teh et al. (2015) developed an information security behaviour model based on previous 

intrinsic and extrinsic motivation models that influences the individual’s or public 

organisation’s intention to comply with the information security policies as well as intention to 

lead to compliance behaviours. The extrinsic motivation model includes penalties as well as 

social pressure for employees’ compliance with information security (Taylor et al., 2014). 

Social pressure consists of peer behaviour and normative beliefs. Apart from this, the intrinsic 
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motivation model includes the perceived effectiveness of penalties, perceived ownership and 

perceived self-efficacy as well as perceived value congruence for policy compliance. 

Table 2. 3: Intrinsic and extrinsic motivators in information security behaviour 

(Source: (Kautonen et al., 2015, p. 271)) 

Motivation Factors Description Theory used 

 

Extrinsic 

Sanctions The insider should comply with the 

security policies to avoid the 

penalties.  

General 

Deterrence 

Theory (GDT) 

Normative 

beliefs 

The insider should comply with the 

security policies as they believe that 

the IT management expects them to 

comply (Abbasi, Sarker and Chiang, 

2016).  

Protection 

Motivation 

Theory 

Monitoring The insider should comply with the 

security policies as they know that the 

activities are monitored (Montano 

and Kasprzyk, 2015). 

Theory of 

Planned 

Behaviour 

Rewards The insider should comply with the 

security policies for attainment of 

rewards.  

Theory of 

Planned 

Behaviour 

Social climate The insider should comply with the 

security policies as it is observed that 

the management and supervisors 

provide greater emphasis to prescribe 

Protection 

Motivation 

Theory 
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the security procedures (Kautonen et 

al., 2015).  

 

 

 

 

Intrinsic 

Perceived 

effectiveness 

The insider should comply with the 

security policies as it is perceived that 

the security actions are taken for the 

betterment of the organisation.  

 

Perceived 

ownership 

The insider should comply with the 

security policies as it is perceived that 

they own the assets such as computer, 

internet (Mullan et al., 2015).  

 

Perceived self-

efficacy 

The insider should comply with the 

security policies as it is perceived that 

the employees have the skills and 

competency to perform the security 

activities.  

Self-efficacy 

theory 

Perceived value 

congruence 

The insider should comply with the 

security policies as it is perceived that 

the security values and goals are 

congruent with their values (Cheng et 

al., 2014).  

 

 

Williams et al. (2015) suggested that intrinsic as well as extrinsic motivators influence 

employees’ IS security behaviours. Siponen et al. (2014) examined the impacts of perceived 
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certainty as well as severity of the sanctions such as extrinsic motivation model, and perceived 

legitimacy, along with the perceived value, such as intrinsic motivation model of the IS security 

policies compliance among the employees. Both the motivational models are assessed for 

research significance. Martins et al. (2014) found that the contribution of the intrinsic 

motivational model exceeds the extrinsic motivation. It is proposed that the intrinsic motivation 

model generates explanations and solutions for the compliance with the organisational IS 

security policies. The public organisation should increase its emphasis on the intrinsic 

motivational-based approaches and rely less on the extrinsic-based approaches. 

The extrinsic motivator for information security compliance that has received attention 

in the literature study is sanctions. A sanction is a negative stimulus and negative incentive for 

discouraging individuals from acting and taking decisions which are not aligned with the public 

organisational goals. According to Bae, Han and Moura (2019), the current research into IS 

security policy compliance is focused on the value to employees of extrinsic rewards where the 

employees tend to value intrinsic in addition to extrinsic rewards. In this study, sanctions are 

classified into two types, certainty and severity. Williams et al. (2015) mentioned that the 

certainty of a sanction refers to the possibility that the employee can commit a wrong act and is 

caught. On the other hand, severity refers to the degree of punishment on being caught. This 

concept of sanction assumes that humans are rational. The importance of the intrinsic motivator 

in information security research is incorporated with feelings of competence. The factors of 

intrinsic motivational are self-efficacy, perceived effectiveness, perceived value congruence and 

psychological ownership, which influence employees’ decisions. It is clear that intrinsic factors 

explain information security policy compliance better than extrinsic factors do. 
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Montano and Kasprzyk (2015) conceptualised empowerment as intrinsic task 

motivation. Empowerment refers to a set of cognitions for reflecting the perceptions about the 

tasks and its ability to control the shape as well as influence the tasks (Sheeran and Rivis, 2017). 

The contract between two of the motivational theories is focused on the managerial practices 

which share power with the employees (Conner and Norman, 2015). In other words, the 

individuals are considered as intrinsically motivated when they experience cognition. Siponen 

et al. (2014) discussed various practices which indicated structural empowerment, such as 

access to opportunity and access to information, as well as participation in decision making. 

2.16 Insider Misuse and Incident Responses 

Cultural aversion leads to public organisations avoiding creating solid incident response 

plans. Human behaviour risks can be mitigated by an incident response plan which helps to 

identify the possible incidents which lead to information security risks due to human errors, and 

the causes and control factors to prevent such risks. Malekian et al. (2017) stated that the 

incident responses understand security incidents. The breach events are to be compromised with 

confidentiality as well as availability of information assets. Such incidents include attacks, 

which are intentional attempts to gain unauthorised access to damage as well as destroy the 

network. Siponen et al. (2014) suggested that the incident responses are formal as well as 

organised approaches to deal with all kinds of security incidents. They involve an incident 

response plan which outlines the steps that the organisation should follow after an incident has 

occurred. The plan includes the incident response process for common types of incidents. Safa 

et al. (2016) discussed that insider incident response plans define responses that include 

extended teams such as the legal department and human resources along with departmental 

management when the employees are involved. The security programme helps to evaluate the 
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entire state of a public organisation’s security by providing an objective view of its policies and 

controls as well as its processes.  

 Gritzalis et al. (2014) illustrated that the development of threat vulnerability along with 

information security management programmes help to identify the organisation’s vulnerability 

to exposure to malicious activities. There is an assessment to determine whether malicious 

activities are taking place in the network. Gerber et al. (2016) argued that this assessment should 

be regularly scheduled as part of the vulnerability management practices along with integration 

of the incident response capabilities. The organisational as well as cultural factors affect insider 

responses to the security environment. Soomro et al. (2016) stated that the technical approaches 

use system policies to identify as well as minimise the damage done by threatening insiders. 

Incident response techniques are used to reduce the insider threats, which reduces the risks. The 

information security policies are based on the motivation and feelings of the insiders. The 

attitude of employees towards information security is the main challenge for implementation of 

information security policies (Siponen et al., 2014). Employees’ understanding along with 

awareness of information security issues and implementation of information security policies 

play a key significant role to protect a public organisation’s information 

2.17 Conclusion 

The research topic is based on examining the mediating effect of the users’ addictive 

behaviours on the relationships between information security countermeasures and risky 

cybersecurity practices. Risky behaviours in the public organisation are considered as the main 

threat to the organisation. In any organisation, there are usually people, computers and networks 

which collect, process, store and distribute information. All these put together make the 

information system. In this literature study, various information security dimensions have been 
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identified such as culture, information security countermeasures and attitude towards 

cybersecurity. Different theories, methods and procedures were covered and different 

international standards were analysed. Von Solms and Furnell (2016) stated that information 

security is a practice preventing the unauthorised access, disclosure, inspection and destruction 

of information. Crossler et al. (2013) argued that information security is required to protect the 

confidentiality as well as data availability while it is focused on policies and standards of 

information security. The risks associated with whichever kind of threat can highly compromise 

an organisation’s operations (Snitsarenko et al., 2020). Therefore, measures need to be set in 

any organisation that will counter the impact of attacks as soon as one happens. Human 

behaviour theories are a set of theories used to describe various kinds of cognitive situations. In 

order to conduct the study in this research, there is a requirement to understand those theories 

and the characteristics of human behaviour within the information security context. The IT 

department has to ensure that the organisation’s information system conforms to the established 

international standards. The standards include use of genuine software, as well as all the security 

standards described in ISO 27001 and 27002. Insider threats have become malicious due to 

human factors. It is necessary to monitor human behaviour outside the threat domain to better 

inform on the mitigation of threat. Information security culture is a part of the organisational 

culture as the security of information has become an organisational function. In order to gain a 

secure environment for the information assets, the practices of information security have 

become a part of corporate culture within the organisation. 
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CHAPTER 3: RESEARCH CONCEPTUAL FRAMEWORK 

3.1  Introduction 

This particular chapter contains a description of the conceptual framework used in the 

research study. The conceptual framework for this particular study is derived from the literature 

review above. The literature review helps the researcher to understand the problems as well as 

guides the data gathering as well as analysis. The conceptual framework describes two 

independent variables, one dependent variable and a mediating variable regarding how they are 

related and how they impact the human behaviour (Wong et al., 2019). The relation between 

two variables is used to answer the mentioned research questions. This particular research is 

carried out in two phases: in the first phase, the information security countermeasures are 

identified to examine the mediating effect of the users’ addictive behaviours on the relationships 

between information security countermeasures and risky cybersecurity practices in public 

organisations in the UAE. In the second phase, the human perception of information security 

countermeasures is analysed (Safa et al., 2018). The conceptual framework is used to analyse 

that there are various countermeasures which influence the human information security 

behaviour based on organisational culture and the empirical study is to be performed to provide 

both negative and positive influences.  

3.2  Theoretical Development 

After the review of the literature, the research paper analyses the problem area to identify 

the information security threats for organisations due to human behaviours such as: 

 Lack of people’s understanding about the insider threats and issues (Libby, 

2017). 
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 There are limited human resources for the management of security. 

 There is a lack of understanding about the importance of the human factors. 

 There is a lack of priority of information security (Jeong et al., 2019). 

 There is a lack of understanding about the variety of information security 

countermeasures used for different organisational cultures. 

As a result of the literature review, a number of relationships have been detected to 

identify the internal threats, countermeasures and human factors along with human behaviour, 

as detailed in the following figure.  

 

Figure 3. 1: Relations among threat countermeasures and human 

behaviour 

(Source: Safa et al., 2015, p. 71) 

In order to reduce the internal threats to public organisations due to human errors, 

different countermeasures can be implemented and maintained, but the employees should 

Information security internal threat 

Information security countermeasures 

Human factors 

Security behaviour 



 

 

86 

understand the countermeasures which influence the human behaviour which are not properly 

clear. This study intends to research the end users’ perceptions of the information security 

countermeasures (Aldawood and Skinner, 2019). In public organisations, there are insider 

threats which have a huge impact on sensitive as well as confidential data. The implementation 

of an information security system in a public organisation is based on safeguarding the network 

and data from penetration by hackers (Neneh, 2019). The insider threats also have an impact on 

the account information. Some unauthorised access to sensitive data causes a data breach; 

therefore, the organisation is required to secure information on the network. The analysis of 

insider threats is correlated with various sources used to recognise the potential threats (Moody 

et al., 2018). The research analyst uses various monitoring tools to alert the organisation about 

the suspicious activities. The specialised methodologies utilize framework approaches to 

recognise and in addition limit the harms which are caused by insiders. Episode reaction 

procedures are utilized to lessen and decrease the insider dangers. The data security 

arrangements depend on the insiders’ inspiration. The state of mind of representatives towards 

data security is the primary difficulty in the usage of data security approaches (Van et al., 2019). 

The comprehension of representatives alongside their consciousness of data security issues with 

their execution of data security arrangements assumes a key critical part to ensure the safety of 

the organisation’s data. 

 3.2.1  Security Awareness Countermeasures 

Security awareness countermeasures are the first part of information security 

countermeasures and are considered as an independent variable. Security awareness 

countermeasures can be divided into three sub-sections: managerial countermeasures, support 

countermeasures and administrative countermeasures. The term ‘security awareness’ is 
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currently researched in combination with behaviours and attitudes that protect the organisation’s 

information. To be aware of cybersecurity means that the organisation’s users are familiar with 

and understand the information security threats and take the right steps to avoid them. Recently, 

the information technology industry has boomed, taking care of almost all of our everyday jobs, 

the administration of the whole of government and legislative frameworks. Public organisations 

have at all times been processing information and, in today's world, governments' schedules are 

seeking to maintain digital networking as well as the changes in society which are based on 

information technology. Nevertheless, digitalization is enforcing the changes in most businesses 

as they try to provide services that are user friendly to citizens and businesses (Butavicius and 

Pattinson, 2017). Despite this, new security measures should be applied in the form of data 

protection and IS that is legally compliant. Adequate protection in an IT environment can no 

longer be disputed in most industries, commerce and administration. The repercussions from IT 

security incidents can be severe for businesses and organisations or can obstruct the functioning 

of their duties, which might lead to high costs being incurred. All areas of life are quickly being 

affected by digitalization, and the underlying ICT sends, processes electronically and stores a 

huge amount of data and information (Van et al., 2019). The more the organisation connects to 

the internet, the more it connects to cybersecurity risks and harms as well as opportunities. One 

should be able to differentiate between the words' safety and security. Safety refers to the 

machine’s safety function, and it should be addressed as the process of keeping the environment 

safe against irregular operations. Security refers to the protection of systems that are supported 

by IT against errors that are deliberate and undesired. The protection of safety systems against 

attacks must be put in place at all times.  
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Digitalization offers a greatly advanced form of industrialization, which most 

organisations cannot do without, but cybersecurity is creating new challenges each day. 

Information security comprises just IT security. The main objective of information security is 

to protect all kinds of information regardless of where that information is stored, whether on 

paper or in employees' minds. IT security, on the other hand, focuses more on the protection of 

information that is stored and processed electronically. Cybersecurity deals with various forms 

of security information and communication technology (González, 2019). Employees of an 

organisation are a factor that is necessary and important to consider in realizing information 

security (IS) in the organisation successfully and efficiently. This, therefore, requires all the 

employees to understand their particular duties and be mindful of the information systems 

management (ISM). According to the BSI, it is important that all an organisation’s employees 

of the organisation understand its information security goals and understand the 

countermeasures that have been put in and must be willing to support them effectively. In short, 

they must understand what is expected from them in terms of information security and the way 

to respond in critical cybersecurity situations. 

 Information security has technical solutions that are important to find particular 

vulnerabilities like denial of service attacks and viruses. Certificate Server (CS), IS and IT are 

more than just technology; they involve users, and at times humans do not always perform as 

they are expected to. This characterises humans as a critical factor within the processes of 

information security (IS) (Dahbur Bashabshed and Bashabshed ,2017). 

Just using technological solutions is not enough to confirm countermeasures for IS. This 

highlights the problems of information security management in organisations as behavioural as 

well as management aspects are important in building an information security management 
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system in an organisation. The human security side should be managed to protect the 

organisation’s assets, include information and systems which are prone to attacks (Patiño and 

Yoo, 2018). The human aspect has an important responsibility to deliver information security 

in organisations, and information security behaviour is largely affected by the perception of 

users concerning risk. However, through awareness and IS training, these perceptions can 

change. The tasks and duties of the organisation play a key role in all the activities. In all 

processes in the organisation, IS must be integrated and the management of that organisation 

has a responsibility for this as the most effective measures in protecting the information are not 

always expensive. 

 An organisation requires constant analysis of threats to understand the plans of attackers 

which keep on evolving every day; this enables the organisation to create defences that are 

reliable and more efficient (Al-Daeef et al., 2017). Cyber-attacks are directed at people mainly, 

not technologies. The reason why there are a lot of attacks is because the internet- and web-

based systems have been used and are still being used by millions of people around the world 

without enough information security. As a result of this, attackers have shifted their attention to 

the users.  

The idea that considers the employees as the weakest link can be found in most studies 

where they try to describe the obedience to or non-compliance of the employee with the IS. The 

efforts made by organisations in relation to IS are threatened by the negligence of the employees 

and breaches (Hadlington, 2017). Ignorance, apathy and resistance are some of the users' 

mistakes that lead to the vulnerability of the systems. In research by Kessler et al. (2020), they 

found out that most employees underestimate the likelihood of security breaches occurring. If a 

single action by a user can compromise the whole security program, then the problem lies with 
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the security program itself. Some of the vulnerabilities are characterised by inadequate 

knowledge of regulations, inadequate awareness of information security, and handling of 

information in a careless manner. Employees should decide on ways to implement information 

security in their context specifically and this requires high-level skills and motivation factors.  

Learning the methods that can be used to clarify threats, attacks, damage and 

vulnerabilities is essential in information security and for protection of data. The basic values 

that should be used are integrity, confidentiality and availability. Protection against access by 

unauthorised people and disclosure of information is what confidentiality is required for. 

Confidential information should only be disclosed and accessed by authorised personnel in the 

organisation. When an unauthorised person accesses the information, this is referred to as loss 

of confidentiality. Integrity is ensuring the correctness of the information or data that been 

developed by authorised users. When data are changed without authorization or are incomplete, 

then integrity is violated. There can be serious repercussions when data or any other information 

are falsified. Availability implies that the services, functions, applications or networks of IT are 

accessible and obtainable and that they can be used by the employees at any time (Anwar et al., 

2017). 

In most organisations, training with suitable presentations that are aided by posters and 

flyers, or online training, is seldom used as an awareness campaign which has to be completed 

by the employees at a particular time or place of their choosing. Focusing on knowledge transfer 

does not provide long-lasting safety or security awareness for employees. Different approaches 

can be used to create awareness to sensitise the employees and create emotions that can be used 

in securing the organisation's information and in creating the measures. Students are future 

employees and therefore they should be educated and engaged in practices in organisations and 
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companies (Howard, 2018). This builds knowledge to assemble a general comprehension of 

sensitivity and technology development to deal with current issues of information security. This 

awareness and competence apply not only to IT professionals but also to businesses. Every 

employee in the organisation must contribute to information security and be responsible for it 

in their respective environments.  

Information security does not exempt anyone; it concerns everyone in the organisation. 

Damage can be avoided when they all act responsibly and with awareness, which in effect 

contributes to success. The fundamental prerequisites for IS are increasing information security 

awareness and training that been provided to all employees in the management team. The 

necessary skills are essential in implementing the security measures as planned. The top 

management in the organisation is the role model. Knowledge about the operation of the security 

mechanism also involves an understanding of the purpose as well as the spirit of security 

measures. Some of the factors that influence IS are the work atmosphere, ideals and 

commitment. When new users are enrolled or the current ones are tasked with different duties, 

training should be provided to them so that they are able to adjust to the new situation. Security 

aspects that are related to their jobs must be taught to them. If an employee leaves the 

organisation or changes their responsibilities, security safeguards must also change, for instance 

the withdrawal of authorization or return of ID.  

Employees should be made aware of hazards that may occur, and they should know what 

effects they might bring to the organisation. When risky situations are known by the employees, 

the acceptance of the security measures will be easier. They should have the correct knowledge 

to be able to comprehend and adopt measures in the right way (Lazar et al., 2017). Safety culture 

and awareness of security can be designed and set up for this. Countermeasures awareness is a 
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significant indicator of information security. Raising users' awareness of security through 

training and education could be an appropriate technique to encourage acceptance of 

information security systems that lead to safe technology use. 

The level of emotions should be addressed explicitly because participation socially in 

the process of a communicative team is an important factor in raising the awareness of activities 

that are based on psychological approaches. Students must see or experience the results as 

outcomes of their actions. 

All of the above-mentioned facts give rise to the need for both public and private workers 

to improve their knowledge of workplace safety and confidentiality so that sensitive and 

confidential information is not misused and mismanaged by opposing market players. There are 

two hypotheses related to this section: Security awareness countermeasures are positively 

related to the risky cybersecurity behaviour practices, and Security awareness countermeasures 

are positively related to the users’ addictive behaviours. 

3.2.2 Attitudes towards Cybersecurity Countermeasures 

Attitude towards cybersecurity countermeasures is the second part of information 

security countermeasures and it is considered as the independent variable. Attitude towards 

cybersecurity countermeasures is divided into two sub-sections, attitude and self-efficiency. 

One of the responsibilities of employees in an organisation is cybersecurity responsibility. 

According to Tischer (2016), people are devolving obligations for their cybersecurity to 

technical interventions and senior executives. The attitude is taken to be that when they are in a 

place of employment they fail to see cybersecurity as their fundamental concern. This attitude 

would fit into a framework of risk compensation, where people believe that they are made safe 



 

 

93 

by technical interventions that are provided by their employer (organisation) which in effect 

may engage in risky cybersecurity behaviours (Peter, Asrar and Kuchinke, 2016). 

Though an understanding between humans and computers in terms of interaction helps 

in managing information risk, users and the management are refocusing their resources on 

aspects of attitude to IT as they try to gain the benefits obtained from positive behaviour in 

computer usage. The sluggish shift can be explained by the fact that there have not been many 

pieces of research done to explain the usability of cybersecurity (Albarracin and Shavitt, 2017). 

Before analysing cyber usage and security, it is important to comprehend the meaning 

of attitude since it would probably describe the significance of a positive attitude towards 

cybersecurity. Attitude is the psychological tendency that is expressed by assessing a certain 

enterprise with some degree of favour or disfavour (Aldahmash et al., 2019). Other scholars 

describe attitude as a learned predisposition to respond positively or negatively to a certain 

situation, object or person. 

One point that stands out is the fact that attitude can be used as a predictor of human 

behaviour. Attitude towards the utilization of cybersecurity can act as a useful predictor of ways 

that cyber users can approach secure cyber use. 

Education level is an important factor that influences the user’s attitude towards 

cybersecurity. If the cyber user has a higher level of education, then they have a greater level of 

concern for security (Newhouse et al., 2017). The principle behind this is the belief that 

education helps in increasing the ability to use the internet securely and it also creates the 

necessary awareness for using the internet securely. Many educated individuals are likely to be 

more informed about the effects associated with cybercrime and be well aware of the 
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repercussions of a cyber-attack for organisations or businesses. Education is not just training 

but rather the process of providing knowledge in learning institutions (Proctor, 2016). The more 

a person advances up the ladder of education, the more equipped they become in terms of 

understanding and using the internet in a secure way. 

Gender cannot be ignored because it plays an important role in cybersecurity and also 

because the internet is being used by all genders regularly (Anwar and Xu, 2017). There is a 

noticeable gender gap in the IT profession and computer education. There is a smaller number 

of females in the IT workforce as compared to men. In terms of attitudes towards the use, 

security and adoption of computers, some argue that the history of men and women is long and 

disproportionate. Women are likely to not use computers as compared to men because they are 

more interrupted than men and they are also technophobic and are mostly not liable to adapt to 

technology as compared to men (Peacock and Irons, 2017). This view may be biased but it exists 

nonetheless.  

Gender is a better steward of cybersecurity and many researchers consider it a factor of 

cybersecurity usability. Most researchers argue that males are more interested in computers and 

enjoy doing work with them than their female counterparts. Men also hold views that are gender-

biased when it comes to computer competence. The more females are exposed to computers, 

using them in a proportion equal to that of men’s usage, the more the cybersecurity issues will 

decrease (Vilceanu and Johnson, 2018). 

 Age is also a determinant in attitude towards cybersecurity and therefore cannot be ignored 

because people of all ages use the internet. According to Pencheva et al. (2020), people aged 65 

years and above are less likely to use ATM cards and few of them own a computer or a laptop, 
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while younger people are most likely to use the devices (Broady et al., 2010). 

People in urban areas are connected to high-speed networks and the probability of using 

the network securely is high; people living in rural areas that are sparsely populated may not be 

able to access the internet. This is due to the unavailability of a broad infrastructure and to the 

gap between demographic groups (Cobb, 2019). Two hypotheses are related to this section: 

Attitudes towards cybersecurity countermeasures are positively related to the risky 

cybersecurity behaviour practices, and Attitudes towards cybersecurity and countermeasures are 

positively related to the users’ addictive behaviours. 

3.2.3 Users’ Addictive Behaviours 

The internet user’s addictive behaviour is a type of personality trait that has been 

absorbed within the research around information security behaviours (Beauchaine et al., 2017). 

The sub-categorization of the user’s addictive behaviour is impulsive. The definition of 

impulsiveness is “the urge to act spontaneously without reflecting on an action and its 

consequences (Coutlee et al., 2014). In this research impulsive contain two elements, 

premeditation and urgency. The deliberate intention to do any action, mainly a crime is the 

definition of premeditation (Barratt et al., 2003). The research has also identified a second factor 

that influences the users ‘addictive behaviour, which is the urgency (Argyriou et al., 2018). The 

urgency is the ability of the user to respond to any action in a timely way without minimising 

the efficiency of that action. Due to this action response, significant threat to cybersecurity 

appears as a state of urgency; the internal user can create a harmful effect to the information 

security of the organisation, and there are different types of addictive behaviours, as detailed 

below. 
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3.2.3.1 Addiction to and Abuse of the Internet 

In day-to-day working, the internet has become an integral part of people's lives. Issues 

that surround the use and abuse of, and addiction to, the internet have emerged. It is not a surprise 

that employees spend work time on activities that are not related to work. Internet access in 

places of work is mostly spent on browsing that is not related to work (Milková and Ambrožová, 

2018). The abuse of the internet in the workplace can result in productivity decreasing, network 

clogging and rising incidents of breaches in organisations. This kind of activity is a serious 

concern for the management and they highlight the abuse of the internet.  

Excessive use of the internet can be addictive and pathological and such behaviour is 

termed as technological addiction. Behavioural addiction is no different from other forms of 

addiction such as alcoholism and marijuana addiction in terms of components such as tolerance, 

withdrawal, mood modification, conflict and relapse. Internet addiction is quite broad and it 

covers wide forms of behaviours and problems (Qi et al., 2019). According to Wellbeing (2012), 

there are five types of internet addiction: 

1) Overloading of information – uncontrolled web surfing and database searches. 

2) Net compulsion – employees become obsessed with online gambling or trading. 

3) Addiction to computers – especially playing games. 

4) Addiction to cybersex – uncontrollable use of websites that are meant for 

cybersex. 

5) Too much involvement in relationships especially online ones. 

However, most employees may not be addicts but they may use the internet to accelerate 

other addictions. Internet abuse can be caused by many factors in workplaces. A virtual 



 

 

97 

environment in communication that is computer-mediated provides comfort and also acts as a 

distraction. This is why staff may enter in non-work internet use. 

3.2.3.2  Social Media Addiction 

Over-usage of social media has become a behavioural addiction in recent times due to 

similarities that it shares with other forms of addiction. Due to the connectivity of Wi-Fi in most 

organisations, it is easy for employees to access the internet. Many organisations do not stop 

their employees from carrying their mobile devices with them, especially smartphones, and 

therefore it is easier for them to access many things using the apps on their phones and they can 

do so frequently. However, social media usage can present several experiences especially from 

a psychological perspective, and this can result in patterns in behaviour which can be 

problematic. Socially inclined employees may tend to spend more time on Facebook, frequently 

checking who has posted and what has been posted, or even posting just to get likes from their 

viewers. Others may find platforms such as Instagram to be more addictive because they spend 

most of their time taking selfies to present them to others. Addiction to social media can be 

fuelled by social anxiety (Perera and Samaraweer, 2019).  

Nowadays, mobile phones offer nearly all the internet applications such as video and 

voice call, video recording and even text messages. Employees spend most of their time focusing 

on them, consuming valuable time when they should be being productive. There are many apps 

that people can engage with, and moreover they have an element of accessibility that is different 

from that of previous computers (traditional). Obsession concerning those devices can interfere 

with work, especially if there is a requirement for face-to-face interaction. 



 

 

98 

 Committing more time to social media does not only lead to loss of work time but also 

procrastination in terms of core job responsibilities in order to check social media updates 

(Tunc-Aksan and Akbay, 2019). Excess usage of social media causes distractions at work and 

most employees are helpless about it. Seeking approval using social media platforms is turning 

out to be a trap, but it reflects more or less the real-life settings everywhere. Two hypotheses are 

related to this section: Users’ addictive behaviours are positively related to the risky 

cybersecurity behaviour practices and Users’ addictive behaviours are positively mediating 

between the risky cybersecurity behaviour practices and information security countermeasures. 

3.2.4 Information Security Countermeasures 

Information security countermeasures is considered as an independent variable and it is 

divided into two sub-sections: attitude towards cybersecurity countermeasures and security 

awareness countermeasures. Different researchers are reviewed in the conceptual part with aim 

being to recognise as well as define the information security countermeasures influencing the 

risky human cybersecurity behaviour practices in public organisations. The type of information 

security countermeasures which are analysed in the literature part such as: 

Documentation related to the information security: each public organisation should 

have documentation whose objective is to influence the human behaviour. Documented norms 

should describe the responsibilities of the employee, authorised use of confidential information 

as well as organisational system, and what human behaviour is being prohibited as well as the 

consequences of a violation (Aldawood and Skinner, 2019). Therefore, the employees should 

follow the organisational rules and regulations to implement a good culture in the working 

environment.  
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Training and awareness: this is provided to employees to raise knowledge about the 

security issues, and influences the emotional aspects of how they perceive the information 

security (Abbas et al., 2019). Proper training is provided to all the employees to make them 

aware of the good human behaviour which is required for any public organisation.  

Reward: each organisation should have some reward process for preventing the 

employees from performing unacceptable human behaviour. When the information security 

incidents and the reaction to the incidents are integrated, therefore the process becomes 

effective, then the employees have improved their security behaviour (Nelson and Staggers, 

2016). Reward system encourages the employees to work properly and motivates them to work 

more so that they are recognised by others.  

Internal security culture: Hodgson (2017) concluded that there are cultural dimensions 

which are used in the conceptual framework for identifying and assessing the internal culture in 

an organisation. The management as well as employees believe in the importance of information 

security, motivation of human behaviour, changes in the public organisation, social interaction 

and the responsibility of employees to minimise the information security risks. Culture plays a 

key significant role in shaping society as well as the country (Yang et al., 2015). The culture is 

developed as result of employees’ interactions with the information security controls. The 

above-mentioned cultural factors would influence the end user’s behaviour. 

Access limitations: there are effective methods to reduce the internal threats, including 

the implementation of access rights, which is based on a need to know with the internal 

information system. The internal limitations are used to reduce the possibility of information 
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leakages (Arnott, Lizama and Song, 2017). The limitations to physical and/or electronic access 

help to secure the information from physical threats.  

Identification and authentication: a strict user name, password and technological 

countermeasures are used in public organisations to identify the end users along with 

authentication to enforce access to the information as well as offer accountability (Jahromi et 

al., 2019). 

Therefore, the conceptual framework is showing different types of countermeasures to 

prevent as well as mitigate the internal threats which are required for user perception to make 

sure that the internal threat levels are not raised.   

3.2.5 People’s Addictive Behaviour and the Information Security System 

Different researchers are reviewed in the conceptual part with the aim of recognizing as 

well as defining the users’ addictive behaviours that mediate between risky cybersecurity 

behaviour practices and information security countermeasures. Most of the literatures states that 

information security breaches are based on human behaviour. Senyo et al. (2018)stated that 

humans are proactive regarding information security. When an organisation is recommended to 

use information security measures, then the level of human awareness is increased and the 

successful implementation of the information system is impacted. The security of information 

is defined as the capability of the information system measures to protect against unauthorised 

use as well as misuse of information system assets (Moody et al., 2018). This particular study 

believes that focusing on information security is important, security incidents need to be 

decreased and the effectiveness of the information systems needs to be increased. The acceptable 

human behaviour will increase the effectiveness of the human information security system. As 
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per the organisational policies along with standards, various codes of conduct need to be 

designed for people to follow up. People are educated about the public organisational 

information security policies which help the users to prevent and minimise the human activities, 

and this leads to an enhanced information system (Safa et al., 2018). The human factors are 

major forces behind the effectiveness as well as the failure of security systems. 

There are many different researchers reviewed in the conceptual part with the aim being 

to evaluate the association between risky cybersecurity behaviour practices and information 

security countermeasures in public organisations. Most of the studies have focused little 

attention on organisational attitudes, human behaviours or interaction among individuals and its 

context (Hadlington, 2017). The interaction contributes to the beliefs of individuals along with 

their values concerning information security. There are various cultural components in humans’ 

personal culture and it is better to focus on the values to promote human behaviour. Based on 

the literature review findings, the frameworks of four modes are analysed in three cases (Ahmad, 

Maynard and Park, 2014; Stewart and Jürjens, 2017). Based on the three cases, the participants 

are asked to recognise the causes of the security incidents and the obstacles to achieving 

improved information security compliance in the organisation. The following table shows the 

four modes of the information security behaviour which are presented in three cases which are 

related to the four modes. 
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Table 3. 1: Human security culture 

(Source: Tsohou, Karyda and Kokolakis, 2015, p. 134) 

Modes Case A Case B Case C 

Mode 1: 

Not 

knowing-

not doing 

Some of the employees 

are not sharing related 

information as they are 

not aware of the 

information security 

mechanisms.  

Most of the employees 

are unaware of 

information security 

policies. There are no 

such instructions 

provided to them by IT 

departments (Mishra et 

al., 2014).  

Most of the employees are 

unaware of information 

security policies as no 

such instructions are 

provided to them. Their 

non-compliance 

behaviour is seen as a 

result of related rules as 

well as consequences of 

taking information 

security risks (Luthans, 

Luthans and Luthans, 

2015).  

Mode 2: 

Not 

knowing- 

doing 

There is sharing of 

cultural information as 

well as knowledge 

which is related to the 

security of information 

among IT staff.  

In the public 

organisation, the 

employees are relied on 

to solve work issues. 

The cultural values 

prevent the users from 

viewing illegal web 

There is an informal 

approach to the sharing of 

information among staff. 

Some of the cultural 

values dictate the user’s 

actions (Parsons et al., 

2014).  
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content (Morosan, 

2014).  

Mode 3: 

Knowing-

not doing 

The employees are not 

aware of information 

security procedures as 

they conduct non-

compliant behaviour 

such as downloading of 

internet software 

(Khaitan and 

McCalley, 2015).  

The employees are not 

ignoring the procedures 

by downloading 

internet software 

(Ahmad, Maynard and 

Park, 2014). The 

employees have a 

tendency not to report 

violation for the sake of 

their group’s image.  

The users are 

downloading software, 

shortcuts. The functional 

manager tends to enforce 

the rules to discipline their 

sub-ordinates due to 

protection concerns 

(Tsohou, Karyda and 

Kokolakis, 2015)  

Mode 4: 

Knowing-

doing 

There is a level of information security culture which indicates that most of the 

members in the three cases fit into the modes.  

From the above table, the data indicates that the cultural values impact the individual’s 

security-related behaviour and this influences the information security culture in the proper 

manner.  

3.2.6  Risky Cybersecurity Behaviour Practices 

Risky cybersecurity behaviour practices are considered as the dependent variable and it 

is divided into three sub-sections: risky behaviours, digital trusted behaviours and mitigating 

behaviours. The cultural framework is based on six distinct dimensions: power distance, 

individualism versus collectivism, uncertainty avoidance, indulgence, masculinity vs. 
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femininity and pragmatism. The cultural analysis is based on those six dimensions, analysing 

differences between the cultures.  

As per Hofstede’s cultural framework, people from the UAE are high on the power 

distance dimension with a score of 90, as people can accept the hierarchical order and it requires 

no justification. Public organisational hierarchy is reflected in inherent inequalities and the 

existence of subordinates, and centralization is important. The UAE has a score of 25 as it is 

considered to be a collectivistic society. People have a long-term commitment to their peers and 

extended relations (Litz and Scott, 2017). Loyalty in a collectivist culture is dominant in addition 

to overriding other societal regulations. People foster stronger relationships with the fellow 

members of their group. As the UAE scores 50 on the masculine vs. feminine dimension. 

Therefore, the society is neither driven by competition and success nor has dominant values for 

quality of life or care. The UAE scores 80 in the uncertainty dimension as there is a high cultural 

preference to avoid uncertainty. The country exhibits high avoidance as it maintains a rigid code 

of beliefs as well as human behaviour (Grey et al., 2018). In this culture, there is an emotional 

need for rules, people are busy in their daily work as well as punctual. For the long-term 

orientation and indulgence, the UAE has no score.   

Furthermore, Individuals often take the requirements of cybersecurity too lightly, 

resulting in severe consequences for the organisations they work for. The human factor plays a 

key role in making business either vulnerable or more secure. Many companies and 

organisations have not updated their systems, which makes them a target for attackers outside 

or within. There are many cases where non-IT personnel have been targeted because they have 

been considered to be the weakest link. Most companies believe that they face risks from within. 
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Employees, whether intentionally or carelessness or through lack of proper knowledge, put the 

businesses that they work for at risk (Hadlington, 2017). 

3.2.6.1 The Risk from Employees 

Businesses assume that their IT security is more prone to attacks due to the increase in 

the cyber-threat landscape but at the same time they have to realise that one of the biggest chinks 

in their armour against cyber-attacks is their staff. Most organisations admit that their biggest 

weakness in IT security is their employees, especially those with careless actions that put the 

business’s IT security measures at risk. 

The risk from employees is brought out clearly in the fact that, for many business 

organisations, the top cybersecurity fears are associated with human factors and the behaviour 

of employees (Hadlington and Murphy, 2018). The worry is mostly about the sharing of 

inappropriate data by the employees using their mobile devices, and the physical loss of those 

devices (mobiles), which ends up exposing the company they are working for to risk, and the 

inappropriate usage of IT resources by employees. Inappropriate IT usability by employees 

varies according to the size of the organisation, with small organisations feeling more at risk 

from the threat than organisations with a huge number of employees. Small organisations task 

their staff with a greater degree of flexibility in terms of the way they use the business’s IT 

resources. 

3.2.6.2  Employee Actions that Result in Cybersecurity Incidents 

Businesses do have a reason to be worried when it comes to employees’ contribution to 

cybersecurity risks. They may make blunders, whether accidentally or through careless 

behaviour, putting the organisation's data or system at risk. They may lack the required training 
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to teach them how to carry themselves appropriately and maintain the safety of the business they 

work for (Anwar and Yuan, 2019). 

Employees who are careless or uninformed are likely to cause serious security breaches 

after malware attacks. These incidents have contributed to attacks on some organisations in the 

past. Human error is an attack vector that employees fall victim to. Internal staff also cause 

security issues through their malicious actions, working against their employers. 

The major contributors to malware and targeted attacks are the staff's carelessness and 

phishing, which have risen in the past years. Many organisations worldwide report being 

attacked by malware and viruses, and they consider the carelessness of employees and them 

being uninformed as the top factors contributing to the threat. Other organisations believe that 

phishing and social engineering contribute to attacks (Li et al., 2016). If attack scenarios 

continue to rise, and staff are contributing to them, whether willingly or unwillingly, 

organisations need to expend more efforts to reduce these attacks to which they are exposed and 

protect their systems better. 

3.2.6.3  Incident Reporting 

Incidents regarding security happen in businesses, and employees should be able to spot 

the attacks or breaches, or come up with ways to mitigate those risks. They have a responsibility 

in helping to protect the organisation they are working for. However, employees do not always 

act when their organisation is attacked or a security incident occurs. Most employees hide when 

those incidents happen. When an incident happens and it is hidden by staff, the consequences 

could be catastrophic and damage could be higher. Unreported events can result in a breach of 

the entire organisation’s system. 
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Regular detection and forensic analysis of a targeted attack can help minimise the threats 

that organisations may face. Relying on employees’ ability to report incidents when they occur 

and their vigilance is not sufficient, as attacks and human factors are changing every day. It is 

therefore prudent for organisations to come up with solutions and technologies that 

automatically monitor and reduce the chances of irresponsibility and errors. Hide and seek is 

challenging, especially for larger organisations where employees hide cybersecurity incidents. 

Hiding problems should be communicated to the entire business, employees and the high 

managements. Employees do not just hide incidents, there must be a reason why; for instance, 

strict and unclear rules and businesses imposing more responsibilities on their employees. 

Policies that instil fear in employees leave them with a single option that they can utilize to 

avoid being punished at all costs (Parker and Brown, 2018). 

3.2.6.4  Irresponsible Employees Causing Damage 

The irresponsibility if any employee may result in the organisation's system being hit, 

especially the data and its integrity, when linked to security incidents (Fimin, 2017). Loss of 

customers' information deemed to be sensitive and confidential may be a result of 

irresponsibility. Above all, the organisation may lose its reputation internally and externally. 

3.2.6.5  Mobility Trends and Digital Trust 

The idea of ‘bring your own device’ (BYOD) varies with the size of the business. 

Regardless of the size of the organisation, BYOD causes headaches to businesses all over the 

world. For small businesses, their concern revolves around the practices of employees' BYOD, 

while the likelihood of struggling with issues of security management is high. Employees 
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sharing the company's data inappropriately using the mobile devices that they work with is a 

worry to most employers. It is practically impossible to manage the security of the users' devices. 

BYOD is dependent entirely on the responsibility of each employee and the capability 

to treat the data on their devices well is a concern to most businesses. People may lose their 

devices or they can be stolen and this makes the process difficult. The more the device is not in 

the work environment, the more it poses risks to the business (Topping, 2017).  

Whenever the employee has a responsibility to BYOD when working in an organisation, 

carelessness may result a primary problem experienced with the trends. The contribution of 

employees' carelessness to cybersecurity incidents is high; it accounts for more incidents than 

those associated with the theft of devices. 

3.3  Proposed Conceptual Framework of the Research Study 

The conceptual framework in this particular study is being conceptualised by protection 

motivation theory as well as technology acceptance theory. Both theories are used in human 

behaviour studies which are significant for predicting human behaviour. The protection 

motivation theory refers to how people change their attitudes as well as behaviours in response 

to human risk (Van et al., 2019). The research study found that most of the factors, like the 

attitude towards cybersecurity, as well as self-efficacy influenced the users in practising security 

behaviour. This theory is based on four factors which are believed to motivate users to protect 

themselves: “perceived severity, perceived vulnerability, perceived benefits in addition to self-

efficacy” (Sunarta et al., 2019). This particular model is used to assess engagement in risky 

practices and offer suggestions to change human behaviour (Menard et al., 2018). This theory 

is concerned with how individuals are processing the threats along with selecting the responses 



 

 

109 

to cope with them. The factors are divided into threat and coping appraisal. Threat appraisal 

consists of the perceived severity as well as perceived vulnerability, and coping appraisal 

includes the perceived benefits in addition to self-efficacy. Threat appraisal is such that when 

people have a stronger perception of the severity of as well as the vulnerability to the threats, it 

motivates to avoid the security incidents (Wu, 2020). Coping appraisal refers to people’s ability 

and belief to avoid security risks. 

Technology acceptance theory examines how users come to accept as well as use 

technology. This theory is based on how the individual’s perceptions affect their intentions to 

use information technology. It is such a degree where a person believes that the use of an 

information security countermeasures raises them performance and productivity (Tamilmani et 

al., 2021). This theory uses perceived usefulness as well as perceived ease of use to determine 

the intention of individuals to use a system for serving the mediator of actual use of the system. 

This particular theory is easier to apply across various research settings. It consists of security 

factors; in addition, it is used as a mediator with a direct as well as indirect relationship with the 

factors and also the user’s intention to use a single platform (Aldawood and Skinner, 2019). A 

few studies present the technology acceptance model which is used to evaluate information 

system acceptance. Khaitan and McCalley (2015) stated that the TAM model is designed for 

comprehending the causal relationship among external variables of the user’s acceptance along 

with their real-time use of the computer. It is required to understand the user’s behaviour through 

utility of the knowledge along with the user’s facility as perceived by the organisation.  

In this research study, there are two independent variables: attitude towards 

cybersecurity countermeasures and security awareness countermeasures. The mediating 

variable is users’ addictive behaviour towards the information security. The dependent variable 
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is risky cybersecurity behaviour practices. The information security countermeasures are 

recommended as the practice for protecting the public organisation’s data. Most previous 

research studies found that employees have a low awareness of human  behaviour in addition to 

understanding information security (Li et al., 2019). The conceptual framework in this particular 

study is conceptualised by protection motivation theory. The theory is used in human behaviour 

studies which are significant for predicting human behaviour. The critical factors which 

influence the behaviour of humans towards information security are included. The concepts as 

well as the variables are derived from the literature review. It captures the underlying principles 

of the theories which are required to investigate the research study. 

 

Figure 3. 2: Conceptual framework of the research study 

(Source: Created by author) 
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The research study is based on six hypotheses: Hypothesis 1: Attitudes towards 

cybersecurity countermeasures are positively related to the risky cybersecurity behaviours 

practices. Hypothesis 2: Security awareness countermeasures are positively related to the risky 

cybersecurity behaviour practices. Hypothesis 3: Users’ addictive behaviours are positively 

related to the risky cybersecurity behaviour practices. Hypothesis 4: Attitudes towards 

cybersecurity countermeasures are positively related to the users’ addictive behaviours. 

Hypothesis 5: Users’ addictive behaviours are positively mediating between the risky 

cybersecurity behaviour practices and information security countermeasures. Hypothesis 6: 

Security awareness countermeasures are positively related to the users’ addictive behaviours 

(Hadlington, 2017). 

The information security principles are also used to lessen the human errors to avoid the 

connected risks. Human behaviour has a higher impact on success along with failure in securing 

and protecting information (Wu, 2020). Human-related resources are responsible for making 

use of both physical and natural resources in order to transform traditional behaviour into 

modern behaviour (Safa et al., 2018). Differences in behaviour development provide a huge 

reflection on the quality of the human resources. The term managing of human resources 

encompasses various ideas. Most of the time, the success of a public organisation is based on 

the human resources who lead and motivate as well as encourage teamwork. 

3.4 Conclusion 

In summary, the conceptual framework is synthesised from results of the research 

investigation which argues that the strategic analysis deliberately includes information security. 

The research approaches in this thesis suggested that there are limitations to the conducted 
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investigations as well as the direction of the study. Analysing of the human behaviour theories 

helps to identify the human-related factors which become risks for information security. The 

human factors play a key role in information security. They have a high impact on information 

security as the human factors used to analyse and influence the information security 

management system. The organisation is not focused on human factors with technological 

competency. The human factors are dependent on the individual’s characteristics, which have 

an impact on the information system management. The IT security arrangement is such a model 

for a hierarchical culture where the values and methods are driven from the representative way 

to deal with the data. This particular research also influences as well as evaluates information 

security management systems.  
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CHAPTER 4: RESEARCH METHODOLOGY 

4.1 Introduction 

The research methodology is the technique or approach that is used to conduct the 

research (Kumar, 2018). There are different research methodology techniques that can be used, 

and the choice of a research methodology depends on the type of research and the research 

question (Taherdoost, 2016). According to Taherdoost (2016), some of the most widely used 

methodologies are: (1) questionnaires; in this methodology, questionnaires are administered to 

a research community. It can be done either through physical questionnaire forms or online. The 

sample community should be selected with no favouritism. (2) Interviews; this is where the 

research population is directly interviewed on the selected topic. (3) Observation; in this 

methodology, the researcher observes the various elements of the research topic in order to 

understand the exact state. (4) Experimental; some researches require an experimental 

methodology where samples of the research population are analysed in the lab. Experimental 

methodology also includes taking measurements. (5) Literature survey is also a research 

methodology used to obtain data from secondary sources. In some cases, it is important to use 

more than one research methodology in some studies.  

Methodology also involves the data collection approaches, how the data are analysed, 

recorded and stored for future reference. The approaches in which these aspects are handled are 

very important as they ensure the research is systematic and has covered every relevant sector 

(Taherdoost, 2016). The success of the research mainly depends on the methodology. There is 

a high chance of getting the wrong impression of the research topic if the methodology is poorly 

conducted.  
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The purpose of this chapter is to describe the research methodology which is used in this 

thesis. There are two sections, which describe the research purpose along with research 

approaches (Clark and Creswell, 2014). At end of this particular chapter, the research data are 

gathered and analysed using the described methods. The purpose of this thesis is to identify the 

proper countermeasures in information security that the public organisation uses to minimise 

and mitigate the internal threats in the UAE. The researcher will be able to understand the 

information security issues along with the countermeasures (Fletcher, 2016). The knowledge 

related to the internal threats as well as security countermeasures is being affected by the human 

factors which help to choose the proper control mechanisms and reduce the level of risks and 

mitigate the impacts. Flick (2015) determined that the research questions are required and 

considered as an important part to review the existing literature. The main objective of the 

research methodology is to identify as well as justify the possible methods, data collection 

methods, research sample and questionnaire using an online survey. This particular section 

presents as well as discusses the primary methods used in order to answer the research questions. 

A literature survey is performed to review the related literature (Humphries, 2017). It is required 

to develop the initial framework of this research study as well as the benefits from research 

which is related to the selected research topic to cover the research objectives. 

4.2 Research Philosophy 

Research philosophy is the belief where the data about the phenomenon are gathered, 

analysed and utilized (Dougherty, Slevc and Grand, 2019). Before identifying the research 

philosophy to use, one has to be aware of the various philosophies and be able to formulate 

one’s own beliefs and assumptions (Edson, Henning and Sankaran, 2016). One has to define 

one’s research strategy by use of a ‘research onion’. According to the research onion, the 
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outermost layer is the one to be occupied by the identification of the research philosophy. This 

means that the first step in a research methodology should be to identify the research philosophy 

to be used. Assumptions about the nature and source of knowledge define each phase of the 

research process. The key assumptions of the researcher are reflected in the research philosophy 

(Webster, 2017). The strategy for the research is based on the researcher’s assumptions. The 

type of research philosophy depends on the scope and purpose of the research (Webster, 2017). 

                  
Figure 4.1: Research onion 

Source: (Sahay, 2016) 

 

 Lewis (2015) expressed that examination rationality encourages the researcher to obtain 

some data identified with the chosen enquiry about the theme and space being contemplated. It 

additionally adds different measurements for the directed research to think about. Matthews and 

Ross (2014) intimated that the determination of appropriate logic ensures that the speculations 

and ideas are accessible to a specialist to use the productivity of this particular research. The 

theory enables the specialist to lead the examination in a legitimate way. It deals with sources 
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and nature as well as the development of the knowledge. Most people will tend to think that the 

aspect of knowledge creation is so deep that it can rarely be achieved. This is however not the 

case. The process of creating and completing the thesis actually leads to the acquisition of new 

knowledge. During the research, the researcher is involved in collecting both primary and 

secondary data, and technical analysis of the collected data in order to obtain answers to the 

formulated research questions and come up with conclusive answers (Kogut et al., 2020). By 

obtaining the answers, the research gains new knowledge. 

 McCusker and Gunaydin (2015) argued that a research philosophy addresses and 

involves awareness as well as formulating the beliefs along with assumptions. There are four 

types of research philosophy: positivism, interpretivism and realism. Positivism is highly 

structured, using larger samples along with the measurement of the collected data and 

information. Interpretivism uses smaller samples, which provide an in-depth analysis of the 

research study (Neuman and Robson, 2014). It investigates collected data. Realism is the 

method that is chosen to fit with the subject.  
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Table 4. 1: Showing the structures of different research philosophies 

(Source: Jeeragal, 2018) 

 

 

Practical implications determine the research philosophy to be used. There is a big 

difference in terms of philosophies for studies that are based on numbers and facts and those 

that are based on quality; for example, the analysis of how organisational approaches influence 

employees’ behaviours in combating cyber-crimes. For a long time, many people have debated 

the choice between interpretivist and positivist research philosophies or the qualitative and 

quantitative approaches. However, in the last decade, a lot of interest has been shifted to realism 

and pragmatism research philosophies (Jeeragal, 2018). 

 Pragmatism Interpretivism Realism Positivism 

Common 

methods for 

collecting data 

Multiple data 

collection 

methods. 

Both 

quantitative and 

qualitative.  

Deep analysis is 

done to small 

samples. It 

involves 

investigations and 

is qualitative in 

nature. 

The data 

collection 

method should 

exactly fit the 

research topic. It 

can be both 

qualitative and 

quantitative. 

It is highly 

structured. Large 

samples are 

analysed through 

quantitative 

methods and 

measurement. 

However, in 

some cases 

qualitative 

analysis can be 

done. 
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 Justification for the chosen research philosophy 

In this particular study, positivism is used as the research philosophy. Positivism is a 

belief that is based on objective reality and is described from an objective viewpoint (Ryan, 

2018). According to Ryan (2018), positivism philosophy believes that experiments, 

observations and mathematical proofs can be used to verify whatever exists. As this study was 

observing the behaviours of participants accessing the organisation’s network through multiple 

answers to specific questions and there were no wrong or right answers, positivism was the best 

fit. Positivism categorises the statements or beliefs as either true, false or meaningless. 

Meaningless beliefs are ones which are neither true nor false. It is not possible to use positivistic 

means to test such statements. Positivism contends that phenomena which are isolated in 

addition to the observations are repeatable. It involves manipulation of reality with the variations 

into a single independent variable for identifying the regularities that form relationships between 

constituent elements of the social world. Panneerselvam (2014) stated that positivism has a rich 

historical tradition. 

In this thesis, the various organisational policies, strategies and beliefs were tested 

through the positivism philosophy to identify the influence of the employees’ behaviour on 

cybersecurity (Žukauskas et al., 2018). The philosophy was also used to test whether the 

relationship between peer employees can influence their reaction towards responding to 

information security countermeasures. 

4.3 Research Approach 

Deductive, abductive and inductive research approaches are three different types of 

research approach. A deductive research approach is used when the hypotheses are formulated 
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and the research is required to reject or confirm those hypotheses; whilst the abductive research 

approach is used when the thesis is devoted to an explanation of an observation that has not been 

completed at the start of the study. An inductive research approach is helpful if there is no 

hypothesis, and the research starts with only an aim, objective and research questions. A 

research approach is the plan and procedure of how the research will be conducted (Tuffour, 

2017). The approach is carried out in steps ranging from broad assumptions to comprehensive 

data collection, analysis and interpretation methods (quantitative and qualitative approaches) 

(Queirós et al., 2017). The complexity of the procedure depends on the nature of the problem in 

question. In this thesis, the problem being addressed requires qualitative analysis of the various 

factors. The first step of the research was to identify the population to be used for the research. 

This involves the online community since the research was conducted through an online survey. 

Once the population was identified and selected, a questionnaire was formulated with questions 

corresponding to the research objectives, and then administered to the identified population. 

Step three was to analyse the responses obtained in order to get the finest details possible. The 

analysis comprised tables, graphs and comparison charts. As there was a shortage of time in this 

research study, depth analysis for larger samples was unattainable.   

Justification for the chosen research approach 

A deductive approach was chosen for this particular research study as this research is 

based on six hypotheses. This approach is one which is associated with scientific investigations 

(Matthews and Ross, 2014). The researcher reads the existing theories of the research 

phenomenon where the research hypothesis is tested from the theories. This particular approach 

begins with the hypothesis which emphasises causality. It also designs the research strategy for 

testing the research hypothesis. It is explained by means of the research hypotheses that are 
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derived from the propositions of existing theory. Viswanadham (2017) stated that a deductive 

approach is concerned with the deduction of conclusions in order to find the research patterns 

with them. 

As the name suggests, this approach deducts false theories from the list of theories 

explaining a certain phenomenon. Scientific methods are used to perform the elimination so that 

only true beliefs are identified. This research addresses various beliefs about information 

security countermeasures in organisations within the UAE (Alhosani, et al., 2019). The beliefs 

tend to explain the relationship between information security countermeasures and the risky 

behaviour practices of employees towards enforcing the information security policies. With a 

deductive approach, the positive beliefs are isolated from the negative ones. 

 

Figure 4. 2: Approach selection 

(Source: Created by author) 

4.4 Research Design 

A research design is the collection of procedures and methods that are used to collect 

and analyse the measures of the objectives specified in the research question (Leavy, 2017). The 

design is the framework that is used to enable the researcher to obtain answers for the formulated 

research questions. The design of the research questions defines the type (experimental, 

correlational or survey) and subtypes of the research design to be used (Leavy, 2017). The 

common design of scientific research involves data collection, and measurement and analysis 

of the collected data. In the research design phase, the tools to be used in collecting the data are 

Positivism Deductive 
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identified. The researcher also learns how to use the tools they have identified. When an 

appropriate research design is used in the research, biasness in the collected data is minimised, 

thus increasing trust in the data. 

For a research design to be considered effective, it must produce the least margin for 

errors (Leavy, 2017). Such a design must have the following elements: 

a) It should contain the exact research questions. 

b) It must define the techniques that will be used in collecting and analysing the research. 

c) The method used to analyse the research details must be explained. 

d) It must explain the research methodology to be used. 

e) It must define the timeline in which the research will be conducted. 

f) The environment for the research must be defined. 

Clark and Creswell (2014) discussed that utilization of a research configuration creates 

a system to gather, and in addition break down, the information. Appropriate utilization of a 

research plan strategy uncovers the examples alongside the sources of information. There are 

three types of research design: descriptive, exploratory and explanatory. An exploratory 

research design provides insights into as well as comprehension of the research issues along 

with situations (Flick, 2015). This type of research is conducted because the issues are not 

clearly defined. It helps to determine the proper research design and method of data collection 

along with the selection of research subjects. Descriptive research is defined as statistical 

research, which describes the data as well as the characteristics related to the population along 

with the studied phenomenon (Humphries, 2017). It answers the research questions and, based 

on one of the research designs for the present study, it is required to gauge different projects 
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which are specific to the risks which impact the projects and understand the dynamics of 

organisations’ principle on the projects (Clark and Creswell, 2014). An explanatory research 

design is conducted for problems that are not well researched, and provides a better research 

model. 

The choice of the research design depends on the research problem being addressed and 

not the other way around (Leavy, 2017). A well-defined research design should have the 

following characteristics: 

i) Neutrality; before conducting the research, the researcher normally comes up 

with assumptions concerning the data expected to be collected. The projected 

results should be neutral and free from any biasness. 

ii) Reliability; the design should be able to produce similar results when the research 

is repeated multiple times. Guidelines on how to generate the research questions 

should be provided by the research design. 

iii) Validity; although there are many measuring tools available, the researcher 

should adopt methods that will help them gauge the results obtained in relation 

to the research objectives. If the result can be gauged, then the design is 

considered to be valid. 

iv) Generalization; the design should focus on the general research population and 

not just a few selected samples. This means that different parts of the population 

should provide the same result when tested. 
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Justification for the chosen research design 

A descriptive research design is adopted due to the nature of this research study. It is a 

research design which is used to depict the participants in the proper way. It is about describing 

the people that take part in the research study. There are three procedures the researcher can use 

in a descriptive research study: observational, case study and survey. McCusker and Gunaydin 

(2015) discussed that this type of research design collects information from the target population 

in order to describe the preferences and characteristics as well as practices. An example of a 

descriptive survey is using a questionnaire to solicit the information from the participants based 

on the selected research topic. The descriptive statistical techniques consist of three purposes: 

describe the relationships among the variables, describe the variables and describe the 

distributions (Matthews and Ross, 2014). A descriptive design is accurate for this particular 

study as it examines the mediating effect on the users’ addictive behaviours on the relationship 

between information security countermeasures and risky cybersecurity behaviour practices.  

 
Figure4.3: Design selection 

(Source: Created by author) 

4.5 Data Collection Process 

The process of collecting research data ranges from identifying the research population 

and collecting the actual data, to analysing the data, and interpreting and presenting it to the 

relevant audiences (Stieglitz et al., 2018). This is the most important phase of the research 
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process. Therefore, it should be carried out with the utmost care and accuracy in order to obtain 

the desired results. 

While conducting the research, the information is being accounted as the most critical 

data which is required for this specific investigation. Sensitive information is valuable to provide 

knowledge relating to the selected topic. Matthews and Ross (2014) indicated that use of the 

best possible data is significant to the investigation resource to convey the exactness of 

information while maintaining the research standard. At the time of collecting the survey data, 

it is necessary to verify the research settings which are discussed in Chapter 3 in the conceptual 

research framework. The tools as well as techniques of data collection help to collect the 

required data (Clark and Creswell, 2014). With the help of the data collection tools, it is 

necessary to transfer facts from the field into data as well as tables. In the process of data 

collection, there is the possibility that some of the data information will be lost (McCusker and 

Gunaydin, 2015). Proper information is being collected as well as utilized for the purpose of 

data analysis as well as interpretation.  

4.5.1 Data Sources 

In this research study, the data collection tool or instrument used for collecting data is 

an online survey questionnaire. It is the main instrument used for a survey research study. A set 

of standardised questions on the selected research topic –which is examining the mediating 

effect of the users’ addictive behaviours on the relationships between information security 

countermeasures and risky cybersecurity practices– is prepared to collect data from the 

individuals. The questionnaire is designed so that statistical analysis of the collected responses 

can be performed (Matthews and Ross, 2014). At first, the researcher prepared the survey 

questions based on the selected research topic. While preparing the survey questions, the 
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researcher should ensure that there is no influence on the received responses. The question 

design should reflect the aims of this research study as well as the objectives. Then, the 

researcher shared the survey link with the target sample population via email and WhatsApp, to 

obtain their responses. After obtaining their responses, the researcher collected raw data in SPSS 

format. The collected data are analysed the various views of the group of people from the 

selected population are interpreted (Humphries, 2017). The variables for the questions are taken 

from the identified research hypotheses, which are considered as the main data set from the 

survey instruments. At the time of data interpretation, the data are analysed in the form of pie 

charts and tables.   

4.5.2 Data Analysis 

Data analysis is the process of inspecting, critically analysing and transforming the 

collected data to meaningful information (Mi et al., 2017). The obtained information is used to 

come up with a conclusive report on the research questions. The purpose of analysing the data 

is to enable the researcher to create an informed conclusion which will help them to make precise 

decisions. Data analysis is performed to create a visual representation of the collected data. In 

other words, the purpose of analysing the data is to generate graphs, charts and tables which 

show the trends of the aspects being researched. The collected data cannot be interpreted if it is 

not analysed. The process of analysing the data can be carried out through a qualitative approach 

or a quantitative approach. In qualitative analysis, fine details are sorted from the data to enable 

the researcher to come up with accurate conclusive information. On the other hand, quantitative 

analysis is where a general view of the research topic is created (Jacobi et al., 2016).  

A quantitative approach is used in this particular study. The data from the research 

survey, such as regarding the UAE’s public organisation services, are required to provide the 
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raw data used to recognise as well as explore the information security culture. They also explore 

the challenges to promote as well as enhance the information security culture. McCusker and 

Gunaydin (2015) stated that the data collection process aims to provide raw data as well as 

information which helps to develop the information security model culture. This particular stage 

is involved to distribute the structured questionnaire to the organisation. It involves the 

conduction of an in-depth analysis of the key personnel’s feedback. The key personnel give their 

opinions as well as attitudes towards the information security culture along with the factors 

influencing the information security culture. The main purpose of the questionnaire method is 

to explore as well as identify the culture and help with the development of an initial information 

security culture model (Simonsohn et al., 2017).  

The purpose of quantitative analysis is referred to emergent of the research methodology 

developments with systematic integration. The purpose of this data analysis is expanding and 

strengthening the conclusions of the research study, and therefore contribute to the published 

literature. The quantitative analysis method contributes to answering the research questions 

(Matthews and Ross, 2014). The core characteristics of the quantitative data analysis method 

are: 

I. Collection and analysis of quantitative data such as closed-ended questions 

(Panneerselvam, 2014). 

II. Ensuring a specific sample size for the quantitative analysis of the study. 

III. Integration of data by means of data collection and analysis 

IV. Framing of theoretical models of the research study to understand the various 

perceptions of various authors on the relationship between human behaviour and 

information security (Simonsohn et al., 2017).  
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Quantitative data analysis is performed by considering the respondents from the UAE’s 

public organisation and using a survey questionnaire data instrument. The value of raw data is 

considered in the form of numerical values where each piece of data has a unique numerical 

value linked with the research study. It is collected for performing statistical analysis by means 

of a survey across the sample population.  

There are various types of data analysis which can be performed (Mi et al., 2017). The 

analysis types are text analysis, statistical analysis, diagnostic analysis, prescriptive analysis and 

predictive analysis. The analysis conducted in this thesis is text analysis. This type of analysis 

creates a pattern of traits from the sample results that were obtained. In this context, the data 

were analysed to give a logical pattern of how information security countermeasures influence 

employees’ risky behaviours towards managing cybersecurity. 

 
Figure 4. 4: Research approach 

(Source: Created by author) 

4.5.3 Data Interpretation 

The last phase of data collection is the interpretation of the analysed data (Fetters and 

Molina-Azorin, 2019). This is the phase in which the researcher comes up with a conclusion on 

the research they were undertaking. The purpose of data interpretation is to find out the outcome 

of the research in relation to the research question. In this thesis, the researcher developed a 

conclusive report on the findings of the research (Fetters and Molina-Azorin, 2019). Data 

interpretation can be conducted through comprehensive reports, tables, charts or graphs. At this 

point, the findings can be presented to the relevant audience for decision making. The conclusion 

Positivism Deductive Descriptive Quantitative Survey
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can be positive or negative to the research question. In this case, it can either agree or disagree 

that the information security countermeasures can truly influence the employees’ risky 

behaviours. Sometimes, data interpretation is referred to as data visualization since the data are 

represented in the form of graphics (Fetters and Molina-Azorin, 2019). 

4.5.4 Data Presentation 

Once all the data have been analysed and interpreted and reports generated, the reports 

are made available to the target organisation (Gray, 2019). The organisation uses the reports to 

make informed business decisions on the problem being addressed. The reports can be submitted 

directly to the specific organisation or made available online for multiple organisations. The 

purpose of this research was to identify the relationship between organisations’ information 

security countermeasures and minimising risky behaviour practices. Therefore, the results of the 

research can be presented to different organisations. If the research findings are not presented 

but remain with the researcher, then the research can be considered to be of no use 

(Viswanadham, 2018). 

4.6 Sample and Sampling Method 

The sample is the total population involved in this research study. It is considered for 

studying human behaviour regarding information security. In this study, the sample is small in 

number and can suit the criteria for the investigation (Simonsohn et al., 2017). Sampling method 

refers to observations which are selected from the sample population selected for performing 

the research survey. The sampling method used for this research study is simple random 

probability sampling, where there are no specific criteria chosen for selecting the sample 

population. This type of sampling method is selected to demonstrate specific traits which may 

exist in the target sample population. It is used when the researcher is aiming to perform a 
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quantitative study. It benefits the researcher when there are limited costs and time to carry out 

the research study.  

The employees of the UAE’s public organisation services are considered as the sample 

for this work. By means of an online questionnaire, the employees were asked to participate in 

this investigation work (McCusker and Gunaydin, 2015). The sample size for performing this 

quantitative research study is 124 employees, selected on a random basis. This is because the 

percentage of employees in the UAE’s public sector is 3.8% of the total employees in the 

country. There are 7,219,000 employees across the UAE in all sectors and 274,322federal 

employees in the public sector, which is the study population size (Workforce in the UAE - The 

Official Portal of the UAE Government, 2021). The research accepts 8% as the margin of error, 

90% as the confidence level and 0.5 as the standard deviation. 

The following equation was used to determine the sample size:  

 (z- Score) ^ 2 * StdDev * (1- StdDev) / (Margin error) ^ 2. (Daniel and Cross, 2018) 

(1, 65) ^ 2 * 0.5 * 0.5 / (0.08) ^ 2=106 

4.7 Validation and Verification 

A research design reduces the possibility of error in the investigation study as the 

researcher should focus on two main research design factors, validation and verification. 

Verification is a process to check that the research study meets the research aim and validation 

is a process to check whether the research specification meets the research requirements (Taylor 

et al., 2015).  
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Table 4. 2: Validation and verification of the research 

Area of concern Research stage Solutions to increase the validation and 

verification in the research study 

Respondents 

from UAE public 

organisation 

Quantitative data 

research 

Limitations of the theoretical framework are to be 

discussed with the IT professionals for data 

validation. For validating the proposed theoretical 

framework of this investigation study, the IT 

professionals provided responses based on their 

viewpoints.  

Empirical work 

findings 

Quantitative data 

research  

Testing of the research hypothesis through using 

survey research will allow the researcher to 

compare results of quantitative research. Various 

perceptions of the author and research participants 

will enhance the validation of the research data 

(Vaioleti, 2006).  

 

In the research that was conducted, validation was done by ensuring the research was 

conducted according to the objectives of the research defined in the research design (Magazzeni, 

Mcburney and Nash, 2017). The objectives of the research were the guidelines used to carry out 

the research. As such, it can be concluded that the research was conducted accordingly. The 

conclusion reports generated were used to verify the validity of the research. Since the outcomes 

of the research were in line with the research questions and objectives, then the research can be 

considered to be valid. 
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4.8 Ethical Considerations 

The current research study is liable to moral issues. While conducting the information 

gathering alongside information examination, the researcher has to think about various issues to 

ensure that the exploration meets the required moral standards. The researcher is required to 

distinguish the contrasts between wrong and right arrangements of the human practices leading 

this specific investigation. The participants are educated about the purpose of the research 

destinations, as they are assured that their information is kept secret and also is only utilized for 

scholarly purposes and for just this specific research. The information is being put away and 

being secured by strict codes of morals. There are restriction and lawful access to the data. The 

researcher guarantees that the information and in addition data utilized in this examination 

consider are not utilized industrially. The researcher maintains a moral code to provide an 

expected standard for the examination (Simonsohn et al., 2017). The secondary information is 

being referred to by utilization of Harvard referencing.  

4.9 Summary 

In summary, the collected data are analysed to provide results which are used to support 

the research as well as to present the main findings with regard to the information security 

cultural dimensions. The chapter has identified as well as justified the research methodology, 

data collection methods, research sample and questionnaire. The next charter provides the 

research finding, and includes the tools for analysing the data collected from the questionnaire. 

This specific part depicts the different research strategy apparatuses which are utilized to better 

examine the chosen subject. The researcher has attempted to adjust the idea of this examination 

to think about the variable for different research procedures to such an extent that the best 

research strategies are to be utilized. The examination devices are appropriate for dissecting the 
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ideas regarding examining the mediating effect of the users’ addictive behaviours on the 

relationships between information security countermeasures and risky cybersecurity practices. 

Essential and in addition secondary information accumulation strategies enable a better 

examination, with the goal that the examiner should better comprehend the chosen research 

topic. The entire research study is mainly based on the primary data collection method where 

all the data are collected through the use of an online survey, and the participants – those who 

are interested in the study – are only considered to provide their feedback based on the 

questionnaire. The data collection process is aimed at providing raw data as well as information 

which help to develop the information security model culture. This particular stage is involved 

to distribute the structured questionnaire to the organisation. 
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CHAPTER 5: RESEARCH FINDINGS 

5.1 Introduction 

According to Lewis (2016), data analysis is one of the most significant chapters of a 

thesis as it helps to understand what the collected data interpret. The researcher stated that 

human errors in the data collection procedure in a research paper can be addressed in the analysis 

chapter. The researcher also helped in understanding that the analysis which is conducted in this 

chapter helps in determining the conclusive statements in the ensuing chapter of the thesis. The 

coding of the responses gathered from the participants is conducted by the analyst in this chapter 

of a thesis. This chapter starts with the descriptive statistics, which will be followed by 

demographics, Common Method Variance, Normality, and Frequency Analysis. The 

discussions of the methods of analysing the collected data are provided in this chapter of the 

thesis as well. The common patterns of the responses coming from the primary data sources can 

be categorised using this chapter (George and Mallery, 2016). This chapter will be very useful 

to critically analyse the data collected from the primary sources. The critical analysis of the data 

will be conducted using the research questions created by the researcher in the first chapter.  

5.2 Data Analysis Types and Tools 

Most research papers have two different categories of data analysis procedures, 

qualitative data analysis and quantitative data analysis (Shields, 2017). There are drawbacks and 

advantages related to each method. The data which do not have any sort of numerical value but 

which are full of theories and models are evaluated on the basis of qualitative analysis and the 

data which have numerical value are evaluated on the basis of the quantitative technique (Awang 

et al., 2016). Quantitative data are considered by the researcher in this study.  
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Analysis of research papers deploys diverse categories of tools to analyse the data which 

are gathered from primary foundations such as R programming, which is a type of analytic tool, 

tableau, which is much useful to create a data visualization, dashboards and data maps (Disman, 

Ali and Education, 2017). Programming languages like Python are also very significant to 

analyse diverse categories of raw data sets. Data manipulation can be performed with the help 

of another programming language such as SaS, which was developed in 1966. Large-scale 

processing of data can also be performed using a data processing engine known as Apache Spark 

(Lajoie, 2016). Microsoft Excel is also very useful to summarise any type of raw data with the 

help of pivot tables. Rapid Miner is one of the most popular data science platforms and is very 

useful to analyse any type of real-time data. The predictive analytics capabilities of Rapid Miner 

are increasing due to the incorporation of machine-learning algorithms (Bloomberg and Volpe, 

2018). Knime is also considered as one of the biggest data tools which is very useful to interpret 

any data using visual programming (Lewis, 2016). Splunk is a statistical tool which is very 

useful to analyse any type of text-based data (Disman, Ali and Barliana, 2017). The other 

essential data analysis tool which is often used by academic students is Statistical Package for 

Social Sciences (SPSS); this tool is one of IBM’s most popular products and is very useful to 

analyse any type of data organised as a database.  

The data analysis tool which has been selected in this thesis is SPSS; this tool imports 

data from other data sources and then analyses those data with the help of graphical illustrations 

and figures (Friese, 2019). There are drawbacks as well as benefits associated with the 

deployment of this software. Research analysts can add variables as per the paper’s hypothesis 

using this tool. This tool is also much useful to assign different properties to the research 

variables (Disman, Ali and Barliana, 2017). This software is much more reliable in terms of data 
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analysis than the other data analysis tools which were identified in the previous part of this 

chapter. Creation of the output file from the data is one of the advantages related to the use of 

this tool as well (Paulus and Bennett, 2017). Frequency distribution of any type of data set can 

be maintained using this statistical tool as well. This tool is also very useful to draw graphs 

directly from the SPSS data. All the statistical transformations of the data can be maintained 

using SPSS (Lewis, 2016). There are other advantages related to this statistical tool as well, such 

as the control over the data, and a wide range of graphs and charts can be generated using this 

statistical tool.  

On the other hand, there are a few limitations associated with SPSS as well, such as the 

quality of the graphics which are automatically generated from this software. Although these 

graphics can be used in academic assignments, they cannot be used in any corporate commercial 

establishments (Samuels, 2019). This software is also very expensive as compared with all the 

other statistical tools which are used for analysing raw data. Documentation of the algorithm is 

very complex and very challenging to decide on.  

 Descriptive statistics are an integral part of the data analysis method, and were 

performed using SPSS (Wang and Zhang, 2019). Summarizing the given data set is one of the 

prime functionalities of descriptive statistics, and the measures of the central tendency and 

variability are an integral part of descriptive statistics (Green and Salkind, 2016). There are 

diverse categories of descriptive statistics as well, such as the measure of the frequency of the 

data, the analysing of the central tendency of the data, measures of data variation, measures of 

data positioning, etc.  
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Primary data for this thesis were collected from participants from different cultural 

backgrounds (Bhatti et al., 2019). A detailed survey questionnaire was created by the researcher 

prior to the start of the data collection procedure (Hall, Hume and Tazzyman, 2016). All the 

participants of this online survey work in public services across the United Arab Emirates. A 

simple random sampling method was considered as the sampling method to collect the primary 

raw data. The sample size of the population is 124, and each one of is the sample was made 

aware of the topic and the purpose of this research. 

5.3 Data Collection Analysis 

The questionnaire created by the researcher has two sub-sections, the demographic 

questions and the questions which are directly associated with the research hypotheses. The 

different categories of demographic questions in the survey questionnaire are gender, highest 

educational qualification, availability of any sort of IT related qualification, and questions about 

IT related training, years working in the current position in the organisation, designation of the 

participants, and type of work performed in the workplace by these participants. Thus, all the 

measurable characteristics of every participant can be successfully evaluated using these 

demographic questions (Józsa and Morgan, 2017). The structure and the distribution of the 

population can also be understood using these demographic questions.  

The degree to which the participants disagree or agree with a statement can be measured 

using a Likert scale (George and Mallery, 2016). The Likert scale data can be analysed as 

interval data; the intensity of the attitude of the participants of a survey can be understood using 

this scale. The data collected from the participants can be easily interpreted using this scale, 

which is the most important reason for its selection. Using this scale, it is much easier to draw 

conclusions about any issues or problems for which the research is being conducted (Awang, 
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Afthanorhan and Mamat, 2016). Results and graphs can be easily generated using this scale; at 

the same time, it can be said that this scale was much easier for the researcher to construct. On 

the other hand, there are a few drawbacks associated with the use of this scale as well; one of 

the prime drawbacks is that it judges a question on the basis of the total score obtained from 

every sample of the population.  

5.3.1 Sample Size 

It is defined as the term which indicates the number of subjects in a sample; the general 

population of a specific study can be understood in the first place using the sample size of the 

population. The number of individual samples in a survey is also termed as the sample size of 

the population in the thesis. The sample size of the population in this thesis is 124. Individuals 

come from a different cultural background; hence, the validity of this research will be very 

important in identifying the ways to manage the employees’ behaviour in multi-cultural 

organisation.  

5.3.2 Gender 

The orientation of the samples can be successfully understood from this demographic 

question. Out of the 124 individuals who took part in this data collection method, 80 of them 

are males and 28 of them are females, and the rest 16 of them have not stated their gender. Thus, 

of those who did, 64.5% are male and the rest (22.6%) are females. The valid percentage of 

females is 25.93% and the valid percentage of males is 74.07%. Thus, based on the above, it 

can be understood that most of the population of this sample are males. The gender biasedness 

of the survey is shown in the following diagram.  
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Figure 5. 1: Gender of the participants 

 

5.3.3 Education 

This demographic question will be very significant to understand the highest educational 

achievement of the participants who have taken part in the online survey. Out of the total 124 

participants, six of them do not have even a high school degree, nine of them only have a high 

school qualification, nine of them have their diploma certificate, 44 of them have a bachelor’s 

degree and 38 of them have successfully completed their master’s degree; however, 18 

participants have not stated their educational qualification. Thus, it can be said that most of the 

sample are very well educated and have the minimum qualifications required to take part in this 

online survey. The following diagram is be very significant in understanding the distribution of 

the participants’ educational history. 

 
Figure 5. 2: Education of the participants 
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5.3.4 Training to UG/PG level 

This demographic question will be very useful to understand whether the survey 

participants have any IT-related qualification at any level. Out of the 124 participants, 57.94% 

of them have IT-related educational qualifications, whilst 42.06% of them do not. Thus, this 

question was very useful to understand the fundamental IT knowledge of the participants who 

have been a part of this online data collection procedure. The distribution of these results is 

provided in the below figure.  

 

Figure 5. 3: Qualification of the participants 

5.3.5 IT-Related Training Courses 

This demographic question will be very useful to understand the basic IT knowledge of 

the participants who have stated their opinion in the online survey. Out of the 124 respondents, 

22.6 % of them have not gone through any type of IT-related training course, 18.69% of them 

have a minimum of one training course, 31.78% of them have been a part of two to five training 

courses and 20.36% of them have been through more than five training courses. Thus, out of 

the 124, 28 of them have not gone through any IT-related training courses and the rest have. 
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Figure 5. 4: Attendance on IT-related training courses 

5.3.6 Years Working in Current Position 

This demographic question is very significant for the readers of this thesis to 

comprehend the experience of all the participants, who have worked for several years in their 

existing position. Out of the 124 participants, 20.19% of them have over 20 years of experience 

working in their current position, 23.08% of them have between 11- and 20-years’ experience, 

25.96% of them have six to 10 years’ experience and the rest (30.77%) have one to five years 

of work experience in the current position. Thus, it can be identified that most of the sample 

population are very experienced in working in the same position over the years.  
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Figure 5. 5: Years in current position 

5.3.7 Position Held at Work 

The designation of each survey participant can be understood in the first place using this 

demographic question. Out of the 124 participants, 19 skipped this question, 20% work as 

supporting staff or in the administrative units, 10.5% work as IT staff, 36.2% work as 

management staff, and 33.3% of the sample work in other positions. Thus, it can be understood 

that most of the survey participants work in a managerial role in their respective organisations. 

The entire distribution of the participants’ designations can be successfully understood from the 

below pictorial presentation as well.  
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Figure 5. 6: Position held at work 

5.3.8 Nature of Task Performed in the Workplace 

The nature of the work performed by each of the survey participants can be understood 

from this demographic question. Data gathered from the population help in understanding that 

107 of the participants have stated the nature of their work whereas the other 17 have not stated 

this. Out of the 124 participants, 11.21% of them work as typing experts, 12.15% of them work 

as data entry operators, 10.28% of them work as data administrators, 8.41% of them work as 

communication experts, 3.74% of the population works in a general secretarial role, 6.54% of 

them work in computer maintenance, another 6.54% of the population works as system 

development experts or as software programmers, and the rest (41.12%) of the population work 

in a management role.  
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Figure 5. 7: Nature of task 

5.3.9 Common Method Variance (CMV)  

All the variables of a research paper can be measured in accurate modus using CMV; 

the biasedness of any data which might influence the research analysis is addressed using this 

measurement method. This thesis factor will make the most out of Harman’s single factor so 

that the total variance of one of the factors does not exceed 50%. Identifying the common 

method variance can be done with the help of Harman’s single factor as well, and the majority 

of the covariance among the factors can also be identified using Harman’s single factor. The 

relationship between the variables of this project can also be identified with the help of CMV. 

The initial Eigenvalues are analysed using the CMV; based on the analysis of all the 124 

components of this research, it can be concluded that the first component rotation extraction 

sum of squared loading is 42%, which is much less than 50%, which is the general standard to 

identify the biasedness of the instruments which are being used to analyse the collected data. 

Hence, it can be stated that the instruments do not have any biasedness.  
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Table 5. 1: Data total variances 
 

Total Variance Explained 

Component 

Initial Eigenvalues 

Extraction Sums of Squared 

Loadings 

Rotation Sums of Squared 

Loadings 

Total 

% of 

Variance 

Cumulative 

% Total 

% of 

Variance 

Cumulative 

% Total 

% of 

Variance 

Cumulative 

% 

1 52.430 42.282 42.282 52.430 42.282 42.282 36.595 29.512 29.512 

2 16.435 13.254 55.536 16.435 13.254 55.536 23.925 19.294 48.807 

3 4.218 3.401 58.938 4.218 3.401 58.938 4.916 3.965 52.771 

4 3.113 2.510 61.448 3.113 2.510 61.448 4.130 3.330 56.102 

5 2.752 2.219 63.667 2.752 2.219 63.667 3.546 2.860 58.961 

6 2.310 1.863 65.530 2.310 1.863 65.530 3.033 2.446 61.407 

7 2.053 1.656 67.186 2.053 1.656 67.186 2.873 2.317 63.724 

8 1.935 1.561 68.747 1.935 1.561 68.747 2.660 2.145 65.870 

9 1.793 1.446 70.193 1.793 1.446 70.193 2.229 1.798 67.668 

10 1.705 1.375 71.568 1.705 1.375 71.568 2.187 1.764 69.431 

11 1.673 1.349 72.917 1.673 1.349 72.917 1.923 1.551 70.982 

12 1.523 1.228 74.146 1.523 1.228 74.146 1.650 1.331 72.313 

13 1.468 1.184 75.330 1.468 1.184 75.330 1.565 1.262 73.575 

14 1.362 1.098 76.428 1.362 1.098 76.428 1.560 1.258 74.833 

15 1.319 1.064 77.492 1.319 1.064 77.492 1.548 1.249 76.082 

16 1.248 1.006 78.498 1.248 1.006 78.498 1.516 1.223 77.304 

17 1.205 .972 79.470 1.205 .972 79.470 1.515 1.222 78.526 

18 1.113 .898 80.368 1.113 .898 80.368 1.502 1.211 79.737 

19 1.064 .858 81.225 1.064 .858 81.225 1.481 1.194 80.931 

20 1.010 .815 82.040 1.010 .815 82.040 1.375 1.109 82.040 

21 .973 .784 82.825       

22 .948 .764 83.589       

23 .912 .735 84.324       

24 .885 .714 85.038       

25 .864 .697 85.735       

 
Extraction Method: Principal Component Analysis. 

 

 

The Eigenvalues of the extracted components can be comprehended from the below 

pictorial representation.  
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Figure 5. 8: Screen plot for the eigenvalues 

5.4 Reliability Analysis  

The internal consistency of the collected data can be measured in the first place using 

the Cronbach’s Alpha test. The relationship between each set of components can be identified 

with the help of this test. Alpha =
𝑛×𝑟

(1+(𝑛−1))×𝑟
 Is the formula where n is the number of 

components (10); at the same time, the means of co-relation among every dataset is denoted by 

r. The Cronbach’s Alpha score is very essential to understand the consistency of the collected 

data. If the score of the test is 0.7 or above, then it is considered as a good score and a score 

above 0.9 is the best. The following table illustrating the reliability test is significant regarding 

the identification of the reliability score for each component of this research study.  

 

Table 5. 2: Reliability test 

No Components Number of 

entered items  

Cronbach's Alpha 

1 Attitude towards cybersecurity     

1.1 Attitudes  11 0.935 
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1.2 Self- efficiency 

 

8 0.938 

2 Risky cybersecurity behaviours   

2.1 Risky behaviours  

 

18 0.970 

2.2 Digital trust behaviours 4 0.907 

2.3 Cybersecurity mitigating behaviours 4 0.895 

3 Countermeasures (Security awareness)    

3.1 Administrative countermeasures 4 0.895 

3.2  Managerial countermeasures 10 0.950 

3.3 Support countermeasures 7 0.944 

4 Impulsivity (Users’ addictive behaviour)   

4.1  Premeditation 13 0.965 

4.2  Urgency 8 0.930 

 

5.5 Normality Test for the Dependent and Independent Variables 

The normality test of this research study is conducted in the basis of skewness and 

kurtosis. The procedure for identifying the degree of lopsidedness in a frequency is termed 

skewness, whereas the procedure for measuring the degree of tailedness in the frequency 

distribution is commonly termed kurtosis. The acceptance intervals of these concepts are very 

different from each other. The acceptance levels are either ±1.96 at 0.05 or ±2.58 at 0.01. 

However, any sort of discrepancy in the acceptance level can have a huge impact in a thesis. 

The summary of each variable can be understood with the help of the following table: 
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Table 5. 3: Skewness and kurtosis 

 

A normality test such as the Kolmogorov-Smirnov test can be very useful to analyse 

research with fewer components. Interpretation of the Kolmogorov-Smirnov test has to be 

performed in an accurate order, whereas the null hypothesis can be conducted with the help of 

Shapiro-Wilk tests. The two types of test on each of the components can be understood from 

the following table:  

NO Components 

N Skewness Kurtosis 

Statistic Statistic Std. Error Statistic Std. Error 

1 Attitude towards cybersecurity       

1.1 Attitudes 124 0.455 0.217 -1.004 0.431 

1.2 
Self- Efficiency  124 -0.889 0.217 0.9 0.431 

2 Risky Cybersecurity Behaviours      

2.1 Risky Behaviours  124 0.438 0.217 -1.158 0.431 

2.2 
Digital trust behaviours 124 0.054 0.217 -1.159 0.431 

2.3 Cybersecurity mitigating Behaviours 124 -1.185 0.217 0.656 0.431 

3 Countermeasures (Security Awareness)       

3.1 Administrative Countermeasures 124 -1.387 0.217 1.545 0.431 

3.2 Managerial countermeasures 124 -1.23 0.217 1.787 0.431 

3.3 Support countermeasures 124 -0.934 0.217 0.083 0.431 

4 
Impulsivity (Users’ Addictive 

behaviour) 
     

4.1 Premeditation 124 -1.483 0.217 2.175 0.431 

4.2 Urgency 124 -0.93 0.217 0.51 0.431 
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Table 5. 4: Tests of normality 

 

Based on the above table, it can be stated that none of the research components are 

violating the acceptance standards stated in the previous section.  

5.6 Frequency Analysis  

The number of occurrences of each response to the online survey is managed with the 

help of frequency analysis. The mean median mode of each component can be categorised with 

the help of frequency analysis. All the categorical variables of a research study can be conducted 

with the help of frequency analysis. Illustrations such as bar charts and pie charts can be created 

NO Components 

Kolmogorov-smirnov Shapiro- Wilk 

Statistic df Statistic df 

1 Attitude towards cybersecurity      

1.1 Attitudes  0.186 124 0.903 124 

1.2 Self- efficiency  0.156 124 0.9 124 

2 Risky cybersecurity behaviours     

2.1 Risky behaviours  0.183 124 0.885 124 

2.2 Digital trust behaviours 0.132 124 0.934 124 

2.3 Cybersecurity mitigating behaviours 0.199 124 0.849 124 

3 Countermeasures (security awareness)      

3.1 Administrative countermeasures 0.235 124 0.82 124 

3.2 Managerial countermeasures 0.185 124 0.869 124 

3.3 Support countermeasures 0.218 124 0.872 124 

4 Impulsivity (users’ addictive behaviour)     

4.1 Premeditation 0.266 124 0.81 124 

4.2 Urgency 0.14 124 0.949 124 
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with the help of frequency analysis. The influence of the dependent variables on the independent 

variables and the role of the mediator can be understood from frequency analysis as well. 

5.6.1 Attitudes towards Cybersecurity Countermeasures 

5.6.1.1     Attitudes  

Insights into the frequencies of the responses of the 124 participants will be gained using 

a Likert scale. The Likert scale selected for the frequency analysis is a 7-point Likert scale; all 

the frequencies have seven options: strongly disagree, which is denoted by 1, disagree denoted 

by 2, somewhat disagree denoted by 3, neither agree nor disagree denoted by 4, somewhat agree 

by 5, agree and strongly agree by 6 and 7 respectively.   

Based on the responses gathered from the respondents about their attitude towards 

cybersecurity, it can be said that 35% of them strongly disagreed that reporting cybercrime is a 

waste of action and 27% of them also disagreed, whereas 14% agreed with the fact that reporting 

cybercrime is required and 10% strongly agreed with the statement; 6% of the entire population 

somewhat disagreed and 2% neither agreed nor disagreed with this topic of discussion, whilst 
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Figure 5.9:   Figure 5. 9: Attitudes 



 

 

150 

6% of the population somewhat agreed with the statement. Next, 9% of the total population 

strongly disagreed with the fact that cybercriminals are more advanced than other people, 15% 

of the population disagreed, 10% somewhat disagreed, 11% of the population neither agreed 

nor disagreed, 17% agreed with the statement, 22% of the respondents agreed and 17% of the 

population strongly agreed. Regarding paying attention to the company material sent by the 

organisation, 18% of the population strongly disagreed that they do not pay attention to the 

company material, 23% of the population disagreed, 10% of them somewhat disagreed, 14% 

neither agreed nor disagreed, 18% somewhat agreed with the statement, 15% agreed and 12% 

strongly agreed on this point.  

5.6.1.2     Self-efficacy  

 
Figure 5. 10: Self-efficacy 

 

 

From the results gathered from the respondents of this survey, it was understood that 8% 

strongly disagreed with that fact that other employees comply with the security policy adopted 

by organisations, 3% disagreed, 9% somewhat disagreed, 12% neither agreed nor disagreed, 

30% of the population somewhat agreed, 27% agreed and 11% strongly agreed that other 
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employees comply to the security policies of the commercial establishments. Next, 12% 

strongly disagreed with the fact that they can manage virus-infected files, 8% of them disagreed 

that they did not feel confident to handle virus-infected files, 11% somewhat disagreed with this 

statement, 12% neither agreed nor disagreed, 15% of the participants somewhat agreed, 31% 

agreed and 10% felt confident in handling virus-infected files. Moving on to the next statement, 

11% strongly disagreed that other employees back up their computers, 7% disagreed, 13% 

somewhat disagreed, 15% of the total population neither agreed nor disagreed, 19% somewhat 

agreed, 24% of the respondents believed that other employees back up their computers on a 

regular basis and the rest (10%) strongly agreed with this question. For the next statement, 10% 

of the entire population strongly disagreed that they felt confident about getting rid of spyware 

and malware from a computer system, 6% of them disagreed with this statement and 8% 

somewhat disagreed with the statement. However, 9% of the population neither agreed nor 

disagreed, 20% somewhat agreed with it, whereas 31% agreed and the rest (16%) strongly 

agreed. 

5.6.2 Risky Cybersecurity Behaviour Practices 

5.6.2.1     Risky Behaviours  

 
Figure 5. 11: Risky behaviours 
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Based on the results obtained from the respondents, it can be said that 40% strongly 

disagreed with the fact that they sent personal information to strangers, 10% of the respondents 

disagreed with this statement, 17% somewhat disagreed with it, 3% neither agreed nor 

disagreed, 6% of the population somewhat agreed, 15% of the population agreed that they send 

personal information over the internet and 8% of them strongly agreed. Moving on, 31% of the 

respondents strongly disagreed with the statement that they click on links in unsolicited emails 

from unidentified sources, and 15% disagreed, 17% somewhat disagreed, whereas 6% neither 

disagreed or agreed, and 6% of the total population somewhat agreed on this question. However, 

16% agreed that they click on links from unsolicited emails and the rest (9%) of the population 

strongly agreed with this statement. Regarding the next statement, 23% of the total population 

strongly disagreed that they like to share their location across social media platforms, 15% of 

the population disagreed with the fact that they share their current location on social media, 24% 

somewhat disagreed with this statement, whereas 4% of the respondents neither disagreed nor 

agreed, 11% somewhat agreed, 15% of the total population agreed that they share their location 

on social media and 7% stated that they synchronise their current position in most of the social 

media platforms.   
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 5.6.2.2     Digital Trust Behaviours  

 
Figure 5. 12: Digital trust behaviours 

Data gathered from the respondents helped in understanding that 19% of the total who 

took part in the online survey strongly disagreed that they have free access to public Wi-Fi, 18% 

disagreed, 10% somewhat disagreed with this fact, and 14% neither agreed not disagreed. 

However, 9% of the population agreed that they have unrestricted access to public Wi-Fi, 17% 

agreed and 13% of the population strongly agreed with the fact that they have free Wi-Fi. 

Moving on, 22% of the total population strongly disagreed that they use online storage systems 

to keep and exchange their sensitive or personal information, 15% disagreed with the fact that 

they use online storage systems to protect their sensitive data, 13% of respondents somewhat 

disagreed with this statement, whereas 16% of the participants of the online survey neither 

agreed nor disagreed, 10% of the participants somewhat agreed that they make the most of the 

online storage systems, 16% agreed and the rest (9%) strongly agreed. Concerning passwords, 

19% of the total participants strongly disagreed that they use the same passwords for different 

websites, 14% disagreed with this topic of discussion and 11% somewhat disagreed, and 14% 

neither agreed nor disagreed; meanwhile, 9% somewhat agreed that they use the same password 
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for different websites, 18% agreed and 15% of respondents strongly agreed with this topic of 

discussion.  

 

5.6.2.3     Cybersecurity Mitigating Behaviours 

 

Based on the data gathered from the respondents, it can be said that 9% of the 

respondents strongly disagreed that they back up their computer regularly, 4% disagreed that 

they back up their computer regularly, 5% somewhat disagreed, 4% neither agreed nor disagreed 

and 24% somewhat agreed. However, 31% agreed that they back up their computer regularly 

and the rest (23%) of the participants of this survey strongly agreed about this topic of discussion 

as well.  

Regarding email security, 6% strongly disagreed that they check the security of an email 

with an attachment, 6% disagreed with this topic of discussion, 4% of the population somewhat 

disagreed and 4% neither agreed nor disagreed. However, 24% somewhat agreed that they check 
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Figure 5.13:   Figure 5. 13: Cybersecurity mitigating behaviors 
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the security of an email with an attachment. 31% agreed and 24% strongly agreed with this 

discussion as well. Concerning updates, 9% strongly disagreed that they check for updates to 

any antivirus software which is installed, 6% disagreed with this statement, and 6% somewhat 

disagreed. Another 6% neither agreed nor disagreed with this statement. However, 19% 

somewhat agreed that they check for updates for anti-virus software which is already installed, 

31% agreed with this statement and the rest (23%) strongly agreed with the statement as well.  

5.6.3 Countermeasures 

5.6.3.1     Administrative Countermeasures 

 

Figure 5. 14: Administrative countermeasures 

 

Looking at the data gathered from the respondents of the online survey, it can be stated 

that 7% of the total population strongly disagreed that organisation policy requests the regular 

use of an antivirus, 2% of the respondents disagreed with this statement and 6% somewhat 

disagreed and 4% neither agreed nor disagreed with this statement, whereas 22% somewhat 

agreed that their organisation’s policy requests them to use an anti-virus regularly, and 37% of 
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the respondents of this online survey agreed with this statement as well and the rest (22%) also 

strongly agreed with this statement as well.  

Relatedly, 6% of the responders stated that their organisation’s policy requests them to 

update their antivirus regularly, 5% of the total population disagreed and 4% of them somewhat 

disagreed with the statement, 6% of them neither agreed nor disagreed, whilst 26% of them 

somewhat agreed with this topic of discussion, 31% of the respondents agreed and the rest (23%) 

strongly agreed with this statement as well.  

Moving on, 8% of the responders from the survey strongly disagreed that their 

organisation’s policy requests them to scan files and devices before using them, 4% disagreed 

and 4% somewhat disagreed, whilst 6% of them neither agreed nor disagreed, 26% of the total 

population somewhat agreed that their organisation requests them to scan files before using 

them, 31% of the survey respondents agreed and whereas the rest (21%) strongly agreed with 

this statement.  

5.6.3.2     Managerial Countermeasures 

 
Figure 5. 15: Managerial countermeasures 
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Based on the results obtained from the respondents, it can be said that 11% of them 

strongly disagreed that their management team encourages them to improve information 

security policies, 3% disagreed with this and 6% somewhat disagreed, whereas 5% neither 

agreed nor disagreed, 22% somewhat agreed, 31% agreed and the rest (23%) strongly agreed. 

Relatedly, 17% of the respondents to the online survey strongly agreed that their management 

educates them regarding the significance of practising IS behaviour, 34% agreed, 25% 

somewhat agreed, 6% neither agreed nor disagreed, 9% somewhat disagreed, 6% disagreed with 

this question and the rest (6%) strongly disagreed with this statement. Furthermore, 6% strongly 

disagreed that their management takes serious action regarding the workforce who do not 

comply with the IS policies, 3% of them disagreed with the statement, 13% somewhat disagreed, 

8% neither disagreed nor agreed, 25% of the respondents somewhat agreed that their 

management takes decisive action against employees who are not following the IS policies, 27% 

agreed and the rest (18%) strongly agreed with this statement.  

5.6.3.3     Support Countermeasures 

 
Figure 5. 16: Support countermeasures 
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Considering the answers coming from the respondents of this online survey, it can be 

said that 9% of the total population strongly disagreed that their management encourages them 

to attend information security training, 3% of them disagreed and 10% somewhat disagreed, 9% 

neither agreed nor disagreed, 26% somewhat agreed, 25% agreed that their management team 

encourages them to take part in information security training sessions and the rest (19%) of the 

total population strongly agreed. Relatedly, 9% of the respondents strongly disagreed that they 

have been through computer security training sessions and 6% disagreed, 7% somewhat 

disagreed. Only 5% of the online survey neither agreed nor disagreed about the training sessions, 

whilst 27% of the population somewhat agreed that they have conducted training sessions and 

another 27% agreed, whereas the rest (18%) strongly agreed that they have already participated 

in a formal training session.   

Relatedly, 9% of the respondents of the online survey strongly disagreed that their 

organisation organised security talks and training, 4% disagreed with this statement, 7% 

somewhat disagreed, 4% neither agreed nor disagreed, 28% somewhat agreed that their 

organisation organises security talks and training, 31% agreed and the rest (17%) strongly 

agreed with this statement. Similarly, 6% of the respondents strongly disagreed that the IS policy 

training helps them to understand the behaviour required to work with the concept of IS, 5% 

disagreed, 5% somewhat disagreed and another 5% who neither agreed nor disagreed about this 

topic of discussion, whilst 28% of the online survey somewhat agreed with the statement and 

the rest (33%) agreed that the training module is very useful for them to work on IS projects, 

and 18% strongly agreed with this.  
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5.6.4 Impulsivity (Users’ addictive behaviours)  

5.6.4.1     Premeditation 

 
Figure 5. 17: Premeditation 

 

Based on the results obtained from the participants, it can be stated that 8% strongly 

disagreed with the fact that their thinking is careful and purposeful, 2% of the population 

disagreed that their thinking is clear and purposeful and 8% somewhat disagreed that their 

thinking is careful and purposeful. However, 3% neither agreed nor disagreed with this topic of 

discussion, whilst 34% of the population somewhat agreed with the selected discussion, 27% of 

them agreed and the rest (18%) strongly agreed. Moving on, 7% strongly disagreed that they 

stop and think before doing anything, whilst only 1% of the participants, which is a very low 

figure, disagreed with the statement and 6% of the population somewhat disagreed with this 

statement. At the same time, 6% of the total population neither agreed nor disagreed with this 

selected discussion topic, 30% somewhat believed that they think before doing anything, 31% 

agreed that they think before doing anything and 18% strongly agreed with this statement. 

Relatedly, 8% strongly disagreed that they are reserved and cautious towards life, 6% of the 
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total population disagreed about the statement, 10% somewhat disagreed, 6% of the respondents 

neither agreed nor disagreed with this statement, 32% of them somewhat agreed, 24% agreed 

and the rest (14%) strongly disagreed.  

5.6.4.2     Urgency  

 
Figure 5. 18: Urgency 

The data obtained from the online survey indicated that 10% of respondents strongly 

disagreed that it is very difficult for them to resist acting on their feelings, and another 10% of 

them disagreed with this selected topic of discussion, a further 10% somewhat disagreed with 

this statement, whereas 24% neither agreed nor disagreed, 11% strongly agreed, 15% agreed 

and 19% somewhat agreed with this statement. Similarly, 15% of respondents strongly 

disagreed that, when they are upset, they act without thinking, 9% of the population disagreed 

and 10% somewhat disagreed, whilst 24% of the participants who showed an interest in the 

online survey neither agreed nor disagreed with this topic of discussion. At the same time, the 

results showed that 15% somewhat agreed with this topic of discussion, 17% agreed that they 

act without thinking when they are upset and the rest (10%) strongly agreed with this statement. 

Moving on, 9% of the respondents strongly disagreed that they get involved in things where 
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they can get out of doing so, 9% disagreed, 7% somewhat disagreed, 7% of them either agreed 

or disagreed with this topic of discussion, 35% somewhat agreed, at the same time 19% of the 

respondents who have stated their opinion in the online survey agreed and the rest (14%) 

strongly agreed with this statement.  

5.7 Dependent and Independent Variables  

 
Figure 5. 19: Frequency summary 

The following table will be very useful to understand the description of each component 

such as mean, 95% of the confidence interval, mean, variance and standard deviation. 

 

Table 5. 5: Variable descriptive statistics 

Descriptive Statistics 

 Statistic 

Bootstrapa 

Bias Std. Error 

95% Confidence Interval 

Lower Upper 

Attitude N 124 0 0 124 124 

Mean 3.4446 -.0043 .1733 3.0953 3.7943 

Std. Deviation 1.91702 -.01239 .08564 1.72682 2.06316 

Variance 3.675 -.040 .325 2.982 4.257 

Self-Efficiency N 124 0 0 124 124 

Mean 4.8260 -.0129 .1438 4.5029 5.0864 

Std. Deviation 1.59270 -.00295 .10370 1.37036 1.78948 

Variance 2.537 .001 .329 1.878 3.202 
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Risky Behaviour  N 124 0 0 124 124 

Mean 3.2612 -.0098 .1769 2.8972 3.6009 

Std. Deviation 1.96572 -.01001 .08169 1.79415 2.10780 

Variance 3.864 -.033 .318 3.219 4.443 

Digital Trust Behaviours N 124 0 0 124 124 

Mean 3.8832 -.0059 .1680 3.5431 4.2004 

Std. Deviation 1.91080 -.00613 .07800 1.74108 2.06059 

Variance 3.651 -.017 .297 3.031 4.246 

Cybersecurity Mitigating 
Behaviour  

N 124 0 0 124 124 

Mean 5.1956 -.0070 .1494 4.9111 5.4876 

Std. Deviation 1.69347 -.00363 .12342 1.43472 1.91258 

Variance 2.868 .003 .415 2.058 3.658 

Countermeasures N 124 0 0 124 124 

Mean 5.2831 -.0073 .1373 5.0012 5.5474 

Std. Deviation 1.58247 -.00338 .13390 1.30265 1.82098 

Variance 2.504 .007 .419 1.697 3.316 

Managerial 
Countermeasures 

N 124 0 0 124 124 

Mean 5.2252 -.0066 .1268 4.9763 5.4734 

Std. Deviation 1.42791 -.00265 .12476 1.17293 1.67326 

Variance 2.039 .008 .356 1.376 2.800 

Support 
Countermeasures  

N 124 0 0 124 124 

Mean 4.9629 -.0047 .1543 4.6505 5.2471 

Std. Deviation 1.68444 -.00521 .11129 1.44442 1.89294 

Variance 2.837 -.005 .372 2.086 3.583 

Premeditation N 124 0 0 124 124 

Mean 5.2734 -.0062 .1336 4.9961 5.5221 

Std. Deviation 1.50201 -.00708 .13703 1.22496 1.75925 

Variance 2.256 -.002 .409 1.501 3.095 

Urgency N 124 0 0 124 124 

Mean 4.3529 -.0027 .1503 4.0424 4.6343 

Std. Deviation 1.62351 -.00492 .08944 1.44567 1.79938 

Variance 2.636 -.008 .290 2.090 3.238 

Valid N (listwise) N 124 0 0 124 124 

a. Unless otherwise noted, bootstrap results are based on 1000 bootstrap samples 

 

The residual statistics of the population can be understood from the following table.  

Table 5. 6: Variable residual statistics 

Residual Statisticsa 

 Minimum Maximum Mean Std. Deviation N 

Predicted Value 1.5949 4.3331 3.4901 .63077 124 
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Residual -3.33313 3.43091 .00000 1.81744 124 

Std. Predicted Value -3.005 1.337 .000 1.000 124 

Std. Residual -1.819 1.872 .000 .992 124 

a. Dependent Variable: Dependent 

Based on this table, it can be said that the minimum predicted value of the dependent 

variables is 1.5949, the maximum predicted value of this frequency is 4.3331, and their mean is 

3.4901. The standard deviation of the predicted value is 0.63077. The minimum residual is 

- 3.33313, whereas the maximum residual value is 3.43091 and their mean is found to be 

0.00000. 

The standard deviation of the residual value is 1.81744. The minimum of the standard 

predicted value is -3.005, the maximum standard predicted value is found to be 1.3337, the mean 

of the standard predicted value is 0.000 and the standard deviation of the standard predicted 

value is 1.000. The minimum of the standard residual value is -1.819, the maximum of the 

standard residual value is 1.872, and their mean is 0.000. The standard deviation of the standard 

residual value is 0.992.  

 

Table 5. 7: Variables’ descriptive statistics 

Descriptive Statistics 

 N Minimum Maximum Mean Std. Deviation 

Attitude 124 1.00 7.00 4.1465 1.72132 

Dependent 124 1.00 7.00 3.4901 1.92379 

Information 

Countermeasures 

124 1.00 7.00 5.2687 1.45260 

Mediator 124 1.00 7.00 5.1342 1.41365 

Valid N (listwise) 124     
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Standard deviation and mean of the variable of this thesis can be understood from the 

descriptive statistics; it can be comprehended that the minimum of attitude is 1.00 whereas the 

maximum of attitude is found to be 7.00. The mean of attitude was found to be 4.1465 and its 

standard deviation is 1.72132. The minimum of the dependent variable is 1.00 whereas the 

maximum of the dependent variable is 7.00. The standard deviation of the dependent variable is 

found to be 1.92379 as the obtained mean value is 3.4901. The minimum of the Information 

countermeasures was found to be 1.00 and the maximum value was found to be 7.00. Hence, 

the mean value of the Information countermeasures is 5.2687 and the standard deviation was 

found to be 1.45260. Considering the mediator, the minimum value is 1.00, whereas the 

maximum value was found to be 7.00. The mean of the mediator is 5.1342 and the standard 

deviation of the mediator is 1.41365. 
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CHAPTER 6: DATA ANALYSIS 

6.1 Introduction  

A hypothesis is a proposition or a projected outcome about a particular subject that is 

developed before the research is conducted (List, Shaikh and Xu, 2019). The research is then 

carried out to verify the hypothesis. After completion of the data collection and analysis process, 

the obtained outcome is compared to the formulated hypothesis or hypotheses. This comparison 

can turn the hypotheses to be either true or false. There are different types of hypotheses that 

can be formulated (List, Shaikh and Xu, 2019). The type of hypothesis to be used depends on 

the researcher’s choice and objectives. Some of the widely used types of hypotheses are: (1) 

working hypothesis; this is a hypothesis that tries to explain various relationships between 

certain facts that have been observed. It provides guidelines to the researcher while looking for 

solutions for the research question. (2) Null hypothesis; this hypothesis is formulated to oppose 

the working hypothesis (Mellenbergh, 2019). In other words, a null hypothesis disproves a 

working hypothesis. (3) Alternate hypothesis; when the researcher is disagreeing with the null 

hypothesis, they often create an alternate hypothesis (Thinh, Dall'Arno and Scarani, 2019). This 

usually only happens in rare cases. 

Hypothesis testing is the method used to confirm the claim made about a particular 

subject in the hypothesis by use of the data acquired from the research (List, Shaikh and Xu, 

2019). The test is performed to find out if actually what was proposed is true or false. Hypothesis 

testing is carried out in four steps (Thinh, Dall’Arno and Scarani, 2020): 

(i) Identifying the stated hypothesis; the first step in testing a hypothesis is to identify the 

hypothesis that was stated prior to the research. 
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(ii) Come up with a criterion to determine if the stated hypothesis is true or false. For the 

hypothesis to be true, the results obtained should be within a given range of the stated 

hypothesis. 

(iii) Take sample results of the research and compare them with the projected results stated 

in the hypothesis.  

(iv)  Conclude whether the hypothesis is true or false based on the comparison that was made 

in step (iii) above. 

6.2 Correlation Test (Pearson)  

Specifications of a variable can be understood with the help of correlational testing. This 

testing procedure is very significant to understand the position of the variables and the mediators 

of a statistical technique. A degree of association among the variables can also be identified 

using the co-relational test. Pearson correlation coefficient is defined as a type of coefficient 

that is very beneficial to understand the linear co-relation among the research variables. The role 

of the variance is very significant in correlational testing. In this thesis, this type of test is carried 

out to identify how various aspects of the information security countermeasures control risky 

cybersecurity behaviour practices (Cox, 2019). The research variables are risky cybersecurity 

behaviour practices and the information security countermeasures. A correlation test was carried 

out in six different aspects involving the organisations and employees. 

A description of the six sections where a correlation test was performed is provided in 

the below table. 

Table 6. 1: Description of the correlation sections 

Section 1 Correlation between attitudes towards cybersecurity countermeasures and 

risky cybersecurity behaviour practices. 
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Section 2 Correlation between security awareness countermeasures and risky 

cybersecurity behaviour practices. 

Section 3 Correlation between users’ addictive behaviours and risky cybersecurity 

behaviour practices. 

Section 4 Correlation between attitudes towards cybersecurity countermeasures and 

users’ addictive behaviours. 

Section 5 Correlation between peer relationships and IS countermeasures. 

Section 6  Correlation between security awareness countermeasures and users’ 

addictive behaviours. 

Section 1: Correlation between attitudes towards cybersecurity countermeasures and 

risky cybersecurity behaviour practices. 

Correlations 

Table 6. 2: ATCC and RCB correlation 

 Independent Dependent 

Attitudes 

towards 

cybersecurity 

countermeasure 

Pearson Correlation 1 .612** 

Sig. (2-tailed)  .000 

N 124 124 

Bootstrapb Bias 0 -.003 

Std. Error 0 .065 

95% Confidence Interval Lower 1 .468 

Upper 1 .735 

Risky 

cybersecurity 

behaviour 

practices 

Pearson Correlation .612** 1 

Sig. (2-tailed) .000  

N 124 124 

Bootstrapb Bias -.003 0 

Std. Error .065 0 

95% Confidence Interval Lower .468 1 

Upper .735 1 

**. Correlation is significant at the 0.01 level (2-tailed). 

   b. Unless otherwise noted, bootstrap results are based on 1000 bootstrap samples 

 

Based on the above table, it can be understood that there is a moderate positive co-

relation with the variables chosen for this co-relation analysis and it is significant with p<0.01. 

The variables that were used in this test were the attitude towards cybersecurity countermeasures 
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against risky cybersecurity behaviour practices (Adam Bujang et al., 2016). The bias of this co-

relation is found to be 0 at 99% significance. This means that the attitude of employees towards 

enhancing security in information systems is directly influenced by the risky cybersecurity 

behaviours (Guhr, Lebek and Breitner, 2019). Hence, based on this result, it can be said that 

enhancement of the attitudes towards cybersecurity countermeasures will surely have an 

influence on the risky cybersecurity behaviour practices of the UAE’s public organisations.  
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Section 2: Correlation between security awareness countermeasures and risky 

cybersecurity behaviour practices.  

Correlations 

Table 6. 3: SAC and RCB correlation 

 Independent Dependent 

Security awareness 

countermeasures  

 

Pearson Correlation 1 .568** 

Sig. (2-tailed)  .000 

N 124 124 

Bootstrapb Bias 0 -.003 

Std. Error 0 .065 

95% Confidence Interval Lower 1 .428 

Upper 1 .681 

Risky cybersecurity 

behaviour practices  

Pearson Correlation .568** 1 

Sig. (2-tailed) .000  

N 124 124 

Bootstrapb Bias -.003 0 

Std. Error .065 0 

95% Confidence Interval Lower .428 1 

Upper .681 1 

**. Correlation is significant at the 0.01 level (2-tailed). 

b. Unless otherwise noted, bootstrap results are based on 1000 bootstrap samples 

 

This correlation test was carried out to determine the relationship between the security 

awareness countermeasures in managing risky cybersecurity behaviour practices (Masih, 2018). 

The correlation results about the stated variables obtained are shown in the above table. 

According to the table, there is a positive correlation between the two variables. The correlation 

is positive and is about 0.568 where P<0.01, which makes it significant. The correlation has a 

significance of 99% with no biasedness. From the results discussed above, it can be concluded 

that the policies communicated by the security awareness countermeasures can highly impact 

on how employees react to information security issues. This means that organisations which 
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have strict information security policy communication are most likely to be secure from cyber-

attacks. 

Section 3: Correlation between users’ addictive behaviours and the risky 

cybersecurity behaviour practices. 

Correlations 

Table 6. 4: UAB and RCB correlation 

 Independent Dependent 

Users’ 

addictive 

behaviours 

Pearson Correlation 1 .572** 

Sig. (2-tailed)  .000 

N 124 124 

Bootstrapb Bias 0 -.006 

Std. Error 0 .071 

95% Confidence Interval Lower 1 .409 

Upper 1 .693 

Risky 

cybersecurity 

behaviour 

practices 

Pearson Correlation .572** 1 

Sig. (2-tailed) .000  

N 124 124 

Bootstrapb Bias -.006 0 

Std. Error .071 0 

95% Confidence Interval Lower .409 1 

Upper .693 1 

**. Correlation is significant at the 0.01 level (2-tailed). 

b. Unless otherwise noted, bootstrap results are based on 1000 bootstrap samples 

 

The biasedness of the users’ addictive behaviours on the risky cybersecurity behaviour 

practices can be understood from the above table. The results obtained from the above table 

help in understanding that there is a moderate positive co-relation (0.572) which is significant 

at p<0.01. The biasedness of this co-relation was found to be 0 at 99% significance. Hence, 

based on these results, it can be suggested that users’ addictive behaviours in public 

organisations are co-related to risky cybersecurity behaviour practices.  

 

Section 4: Correlation between attitudes towards cybersecurity countermeasures and the 

users’ addictive behaviours. 
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Correlations 

Table 6. 5: ATCC and UAB correlation 

 Independent Dependent 

Attitudes towards 

cybersecurity 

countermeasures 

Pearson Correlation 1 .276** 

Sig. (2-tailed)  .002 

N 124 124 

Bootstrapc Bias 0 -.002 

Std. Error 0 .088 

95% Confidence Interval Lower 1 .099 

Upper 1 .440 

Users’ addictive behaviours. 

 

Pearson Correlation .276** 1 

Sig. (2-tailed) .002  

N 124 124 

Bootstrapc Bias -.002 0 

Std. Error .088 0 

95% Confidence Interval Lower .099 1 

Upper .440 1 

**. Correlation is significant at the 0.01 level (2-tailed). 

c. Unless otherwise noted, bootstrap results are based on 1000 bootstrap samples. 

 

This correlation test was carried out to understand the relationship between attitude 

towards cybersecurity countermeasures and users’ addictive behaviour (Kokolakis, 2017). The 

biasedness of the dependent variable on the independent variable can be understood from the 

above tabular description. The results obtained from the above table help in understanding that 

there is a correlation (0.276), which is significant at p<0.01. The biasedness of the correlation 

is found to be 0 at 99%. Significance Hence, on the basis of these results, it can be said that the 

dependent variable is directly related to the independent variable in this correlation. Although 

there is correlation between the two variables, it can be said that the attitude countermeasures 

can have a positive influence on users’ addictive behaviours in organisations (Ahmad et al., 

2019). 

 

Section 5: Correlation between peer relationships and IS countermeasures. 

Table 6. 6: Peer relationships and cybersecurity 
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Peer 

relationships dependent 

Peer 

relationships  

Pearson Correlation 1 .612** 

Sig. (2-tailed)  .000 

N 124 124 

Bootstrapb Bias 0 -.006 

Std. Error 0 .071 

92% Confidence Interval Lower 1 .389 

Upper 1 .0.715 

Cybersecurity Pearson Correlation .612** 1 

Sig. (2-tailed) .000  

N 124 124 

Bootstrapb Bias -.006 0 

Std. Error .071 0 

92% Confidence Interval Lower .409 1 

Upper .693 1 

**. Correlation is significant at the 0.01 level (2-tailed). 

b. Unless otherwise noted, bootstrap results are based on 1000 bootstrap samples 

 

This test was carried to determine if the IS can be enhanced by improving the 

relationship between peer employees (David et al., 2020). According to the tabulated results, 

there is a moderately strong correlation between the peer relationships and the information 

systems security. The correlation was found to be 0.612, which is significant at p<0.01. There 

is 0 biasness of the result, which makes it 99% significant. From the calculations above, it can 

be concluded that enhancing relationships between peer employees can have a positive impact 

on the fight against information insecurity. 

Section 6: Correlation between security awareness countermeasures and the users’ 

addictive behaviours. 
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Correlations 

Table 6. 7: SAC and UAB correlation 

 Independent Dependent 

Security awareness 

countermeasures 

Pearson Correlation 1 .276** 

Sig. (2-tailed)  .002 

N 124 124 

Bootstrapc Bias 0 -.001 

Std. Error 0 .087 

95% Confidence Interval Lower 1 .099 

Upper 1 .433 

Users’ addictive 

behaviours 

 

Pearson Correlation .276** 1 

Sig. (2-tailed) .002  

N 124 124 

Bootstrapc Bias -.001 0 

Std. Error .087 0 

95% Confidence Interval Lower .099 1 

Upper .433 1 

**. Correlation is significant at the 0.01 level (2-tailed). 
c. Unless otherwise noted, bootstrap results are based on 1000 bootstrap samples 

 

There is a weak correlation between the two variables of this hypothesis (0.276). The 

above table helps in understanding the biasness of the dependent variable and the independent 

variable. From the above calculations, it can be said that there is a weak correlation (0.276), 

which is significant at p<0.01. Like the previous sections, the biasedness was also found to be 

0 at a significance of 99%. Hence, it can be understood that users’ addictive behaviours are 

related to security awareness countermeasures in this correlation.  

6.3 Correlation Results Summary  

The results obtained from the chapter are very significant to understand that all the 

variables of this thesis are positive and each one is significant. Enhancement of the 

organisational IS countermeasures is very significant to the behaviour of the public organisation 
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workforces towards IS. It can be concluded that the risky behaviours of users in the UAE’s 

public organisations can have a direct influence on the organisations’ IS countermeasures. It can 

also be concluded that users’ addictive behaviours have a direct influence on impulsivity.   

Table 6. 8: Association summaries 

Number Independent 

variable 

Dependent 

variable 

Mediating Correlation 

summary  

Hypothesis 

(Accepted) 

Hypothesis 

(Rejected) 

1 Attitudes towards 

cybersecurity 

Risky 

cybersecurity 

behaviour 

practices 

None Positive Correlation 

(0.612) significant 

p< 0.01  

Accepted   

2 Security 

awareness 

countermeasures 

Risky 

cybersecurity 

behaviour 

practices 

None Positive Correlation 

(0.568) significant 

p< 0.01 

Accepted  

3 Users’ addictive 

behaviours 

Risky 

cybersecurity 

behaviour 

practices 

None Positive Correlation 

(0.572) significant 

p< 0.01 

Accepted  

4 Attitudes towards 

cybersecurity 

Users’ addictive 

behaviours 

None Positive Correlation 

(0.278) significant 

p< 0.01 

Accepted  

5 Peer relationships Information 

security 

countermeasure 

Users’ 

addictive 

behaviours 

Positive Correlation 

(0.612) significant 

p< 0.01 

Accepted  

6 Security 

awareness 

countermeasures 

Users’ addictive 

behaviours 

None Positive Correlation 

(0.276) significant 

p< 0.01 

Accepted  

6.4 Regression Analysis  

Regression analysis of the hypothesis is carried out to determine how one or more 

independent variables influence a dependent variable (Darlington and Hayes, 2016). The 

purpose of this type of analysis is to enable the researcher to validate the null hypothesis that 

was formulated before the research was conducted. In this research, the dependent variable is 

the information security countermeasures. 

This section of this chapter conducts three tests for each independent facet so that the 

dependent facet can be predicted. The independent facets refer to the attitude towards 

cybersecurity countermeasures (Attitude countermeasures, Self-efficacy countermeasures), 
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security awareness countermeasures (Administrative countermeasures, Managerial 

countermeasures, Support countermeasures), and users’ addictive behaviours (Premeditation, 

Urgency) of employees is consider as the mediator. The dependent facet is the employees’ risky 

cybersecurity behaviour practices (Risky behaviour, Digital trust behaviour, Mitigating 

behaviour) (Darlington and Hayes, 2016). The three tests are direct effect, mediator effect and 

moderator effect. The following illustration may be beneficial in understanding the three tests. 

 

Equation 6. 1: Influence of users’ addictive behaviours on information security countermeasures and risky 

cybersecurity behaviour practices 

 

 Equation 6. 1: Direct effect between variables (independents and the dependent) 

using linear regression followed by brief interpretations of the results. 

Prediction Equation y = b1 + b2 * x 

 

 

Equation 6. 2: Direct effect 

 Equation 6. 2: CQ as a moderator on the relation between the dependent and 

independent variables followed by brief interpretations of the results.  

 

The interactions between the independent variables, dependent variable and CQ as 

moderator will be tested through the hierarchical regression method analysis via Process v3 by 

Andrew F. Hayes, equation 6.1, which will be followed to test if the independent facets 

significantly predicted the dependent facet using the moderator’s influence on these interactions. 
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The first entry will be y = dependent variable, the second entry will be x = independent variable, 

and the third entry will be m = moderator. Equation 6.3 shows the moderator’s effect on the 

relationships between the variables. 

 

Prediction equation y= b1 + b2 x + b3 m + b4 x*m 

 

 

Equation 6. 3: Moderator effect 

 

This section will follow the Baron and Kenny (1986) causal steps, and the regression 

will be through Process v3 by Andrew F. Hayes, equation 6.4, following the below steps that 

summarise the mediator method, as follows: 

1- First path: x variable predicts y – the direct path c. 

2- Second path: x variable predicts m – the direct path a. 

3- Third path: x and m together predicting y – the indirect path a, b. 

 

Prediction equation Y =b1 + b2 x + b3 m 
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Equation 6. 4: Mediator effect 

The following questions are created from the research hypotheses: 

1. How do the attitudes towards the cybersecurity countermeasures influence the risky 

cybersecurity behaviours practices? 

2. How do the security awareness countermeasures influence the risky cybersecurity 

behaviour practices? 

How do the users’ addictive behaviours influence the risky cybersecurity behaviour 

practices? 

3. How do the attitudes towards the cybersecurity countermeasures influence the users’ 

addictive behaviours? 

4. How do the users’ addictive behaviours mediate between countermeasures and the 

risky cybersecurity behaviour practices? 

5. How do the security awareness countermeasures influence the users’ addictive 

behaviours? 

6.4.1 The Result for the First Hypothesis 

The first hypothesis of the study is posited as:  

Hypothesis 1: Attitudes towards the cybersecurity countermeasures are positively related 

to the risky cybersecurity behaviour practices. 
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Regression analysis is defined as the type of relationships which helps in quantifying the 

dependent variables to the independent variables. In this thesis, regression analysis was 

conducted by the researcher using SPSS software and the results for the hypothesis are 

illustrated in the following figures.  

Table 6. 9: Model summary for the first hypothesis 

Model Summary 

 

Model R R Square Adjusted R Square 

Std. Error of the 

Estimate 

1 .612a .374 .369 1.52800 

a. Predictors: (Constant), Attitude 

 

Table 6. 10 : ANOVAa for the first hypothesis 

ANOVAa 

Model Sum of Squares Df Mean Square F Sig. 

1 Regression 170.373 1 170.373 72.971 .000b 

Residual 284.845 122 2.335   

Total 455.218 123    
a. Dependent Variable: Dependent 
b. Predictors: (Constant), Attitude 

Table 6. 11: Coefficientsa for the first hypothesis 

Coefficientsa 

Model 

Unstandardized Coefficients 

Standardised 

Coefficients 

t Sig. B Std. Error Beta 

1 (Constant) .655 .359  1.824 .071 

Attitude .684 .080 .612 8.542 .000 

a. Dependent Variable: Dependent 

 

 

Table 6. 12: Collinearity diagnosticsa for the first hypothesis 

Collinearity Diagnosticsa 

Model Dimension Eigenvalue Condition Index 

Variance Proportions 

(Constant) Attitude 

1 1 1.924 1.000 .04 .04 

2 .076 5.036 .96 .96 

a. Dependent Variable: Dependent 
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Table 6. 13: Residual statisticsa for the first hypothesis 

Residual Statisticsa 

 Minimum Maximum Mean Std. Deviation N 

Predicted Value 1.3387 5.4411 3.4901 1.17692 124 

Residual -3.75736 3.97756 .00000 1.52178 124 

Std. Predicted Value -1.828 1.658 .000 1.000 124 

Std. Residual -2.459 2.603 .000 .996 124 

a. Dependent Variable: Dependent 

 

 
Figure 6. 1: EIO normality test for the first hypothesis 

 

Linear regression analysis was used to test if attitudes towards the cybersecurity 

countermeasures predicted risky cybersecurity behaviour practices. The result shown in the 

tables above indicated that the coefficient of R=0.612 suggests a positive relationship between 
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attitudes towards cybersecurity countermeasures and risky cybersecurity behaviour practices. 

Also, the R2= 0.374, which indicates an acceptable level of goodness in this model, were 37.4% 

of the variance of attitudes towards cybersecurity countermeasures could be explained by risky 

cybersecurity behaviours practices. Furthermore, based on ANOVA test results, this model is 

predicting the dependent variable risky cybersecurity behaviour practices well because F (1,122) 

= 72.971 at significant value p< 0.01. Finally, b1= 0.655, b2=0.684, and t (1,122) =8.542 with 

Beta positive value = 0.612 indicates that a higher level of attitudes towards cybersecurity 

countermeasures might decrease risky cybersecurity behaviour practices. Below is the 

prediction equation: 

Risky cybersecurity behaviour practices = 0.655 + 0.684 Attitudes towards cybersecurity 

countermeasures. 

6.4.2 The Result for the Second Hypothesis  

The second hypothesis of the study is posited as:  

Hypothesis 2: Security awareness countermeasures are positively related to the risky 

cybersecurity behaviour practices. 

Table 6. 14: Model summary for the second hypothesis  

Model Summary 

Model R R Square 

Adjusted R 

Square 

Std. Error of the 

Estimate 

1 .568a .323 .317 1.20050 

a. Predictors: (Constant), Attitude 

 

 

Table 6. 15: ANOVAa for the second hypothesis  

ANOVAa 

Model Sum of Squares Df Mean Square F Sig. 

1 Regression 83.708 1 83.708 58.082 .000b 

Residual 175.826 122 1.441   
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Total 259.534 123    

a. Dependent Variable: Risky cybersecurity behaviour practices. 
b. Predictors: (Constant), Attitude 

 

Table 6. 16: Coefficientsa for the second hypothesis  

Coefficientsa 

Model 

Unstandardized Coefficients 

Standardised 

Coefficients 

T Sig. B Std. Error Beta 

1 (Constant) 3.281 .282  11.630 .000 

Attitude .479 .063 .568 7.621 .000 

a. Dependent Variable: Risky cybersecurity behaviour practices. 

 

 

 

 

 

Table 6. 17: Collinearity diagnosticsa for the second hypothesis 

Collinearity Diagnosticsa 

Model Dimension Eigenvalue Condition Index 

Variance Proportions 

(Constant) Attitude 

1 1 1.924 1.000 .04 .04 

2 .076 5.036 .96 .96 

a. Dependent Variable: Risky cybersecurity behaviour practices. 

 

 

 Table 6. 18: Residual statisticsa for the second hypothesis 

Residual Statisticsa 

 Minimum Maximum Mean Std. Deviation N 

Predicted Value 3.7607 6.6363 5.2687 .82496 124 

Residual -2.76073 2.76001 .00000 1.19561 124 

Std. Predicted Value -1.828 1.658 .000 1.000 124 

Std. Residual -2.300 2.299 .000 .996 124 

a. Dependent Variable: Risky cybersecurity behaviour practices. 
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Figure 6. 2: EIO normality test for the second hypothesis  

 

 
Figure 6. 3: EIO normality test for the second hypothesis 

 

Linear regression analysis was considered to check if the security awareness 

countermeasures are positively related to the risky cybersecurity behaviour practices. The 
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results, which can be seen above, can be very beneficial for the readers of this thesis to 

understand the coefficient of R= 0.568; hence, it can be understood that there is a positive 

relationship between the two variables of this hypothesis. From the same table, R2 = 0.323, 

which indicates an acceptable level for goodness in this model, where 32.3% of the variance of 

the security awareness countermeasures can be explained by the risky cybersecurity behaviour 

practices. From the calculations of the ANOVA table, this model is predicting that dependent 

variable risky cybersecurity behaviour practices because F (1,122) = 58.082 at the significant 

value p<0.01. Finally, it can be said that b1= 3.281 and b2= 0.479 and t (1,122) = 7.621 with a 

beta positive value = 0.568 and it helps in understanding that a higher level of security awareness 

countermeasures might minimise risky cybersecurity behaviour practices. The predicted 

equation is:  

Risky cybersecurity behaviour practices = 3.281+0.479 Security awareness 

countermeasures. 

6.4.3 The Result for the Third Hypothesis  

The third hypothesis of the study is posited as: 

Hypothesis 3: Users’ addictive behaviours is positively related to the risky cybersecurity 

behaviour practices. 

Table 6. 19: Model summary for the third hypothesis  

Model Summary 

Model R R Square 

Adjusted R 

Square 

Std. Error of the 

Estimate 

1 .612a .374 .369 1.36719 

a. Predictors: (Constant), Dependent 
 

Table 6. 20: ANOVAa for the third hypothesis 

ANOVAa 

Model Sum of Squares Df Mean Square F Sig. 
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1 Regression 136.399 1 136.399 72.971 .000b 

Residual 228.045 122 1.869   

Total 364.444 123    

a. Dependent Variable: Risky cybersecurity behaviour practices. 

b. Predictors: (Constant), Dependent 

 
 

Table 6. 21: Coefficientsa for the third hypothesis 

 
Coefficientsa 

Model 

Unstandardized Coefficients 

Standardised 

Coefficients 

T Sig. B Std. Error Beta 

1 (Constant) 2.236 .255  8.765 .000 

Dependent .547 .064 .612 8.542 .000 

a. Dependent Variable: Risky cybersecurity behaviour practices. 

Table 6. 22: Collinearity diagnosticsa for the third hypothesis. 

Collinearity Diagnosticsa 

Model Dimension Eigenvalue Condition Index 

Variance Proportions 

(Constant) Dependent 

1 1 1.877 1.000 .06 .06 

2 .123 3.900 .94 .94 

a. Dependent Variable: Risky cybersecurity behaviour practices. 

 

 

Table 6. 23: Residual statisticsa for the third hypothesis 

Residual Statisticsa 

 Minimum Maximum Mean Std. Deviation N 

Predicted Value 2.7835 6.0678 4.1465 1.05306 124 

Residual -3.52043 3.21652 .00000 1.36163 124 

Std. Predicted Value -1.294 1.824 .000 1.000 124 

Std. Residual -2.575 2.353 .000 .996 124 

a. Dependent Variable: Risky cybersecurity behaviour practices 
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Figure 6. 4: EIO normality test for the third hypothesis 

 

 
Figure 6. 5: EIO normality test for the third hypothesis 

 

Linear regression analysis was deployed across the two variables of this hypothesis to 

test whether the users’ addictive behaviour is positively related to the risky cybersecurity 

behaviour practices. The results shown in the above table indicated that the coefficient of R is 

0.612, which suggests that there is a positive relationship between the two variables of this 
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hypothesis. R2 = 0.374, which also helps in understanding the acceptable level of goodness in 

this model where 37.4% of the variance of the users’ addictive behaviours must be explained by 

the risky cybersecurity behaviour practice. Based on the results obtained from the ANOVA 

table, it can be said that this model is predicting the dependent variable, which is the risky 

cybersecurity behaviour practice, towards the users’ addictive behaviours because F (1,122) = 

72.971 at the significant value of p< 0.01. Finally, b1 = 2.236, b2 = 0.547 and t (1,122) = 8.542 

with beta positive value = 0.612 helps in understanding that a higher level of the users’ addictive 

behaviours might increase the risky cybersecurity behaviour practice.   

Risky cybersecurity behaviour practice = 2.236 + 0.547 users’ addictive behaviours. 

6.4.4 The Result for the Fourth Hypothesis  

The fourth hypothesis of the study is posited as:  

Hypothesis 4: Attitudes towards cybersecurity countermeasures are positively related to 

the users’ addictive behaviours. 

Table 6. 24: Model summary for the fourth hypothesis  

Model Summary 

Model R R Square 

Adjusted R 

Square 

Std. Error of the 

Estimate 

1 .276a .076 .068 1.85690 

a. Predictors: (Constant), Dependent 

 

 

Table 6. 25: ANOVAa for the fourth hypothesis 

ANOVAa 

Model Sum of Squares Df Mean Square F Sig. 

1 Regression 34.554 1 34.554 10.021 .002b 

Residual 420.665 122 3.448   

Total 455.218 123    

a. Dependent Variable: Dependent 
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b. Predictors: (Constant), Attitudes towards cybersecurity countermeasures 

 

 

Table 6. 26: Coefficientsa for the fourth hypothesis 

Coefficientsa 

Model 

Unstandardized Coefficients 

Standardised 

Coefficients 

t Sig. B Std. Error Beta 

1 (Constant) 1.568 .630  2.489 .014 

Information 

Countermeasures 

.365 .115 .276 3.166 .002 

a. Dependent Variable: Dependent 
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Table 6. 27: Collinearity diagnosticsa for the fourth hypothesis 

Collinearity Diagnosticsa 

Model Dimension Eigenvalue Condition Index 

Variance Proportions 

(Constant) 

Information 

Countermeasures 

1 1 1.964 1.000 .02 .02 

2 .036 7.418 .98 .98 

a. Dependent Variable: Dependent 

 

 

Table 6. 28: Residual statisticsa for the fourth hypothesis 

Residual Statisticsa 

 Minimum Maximum Mean Std. Deviation N 

Predicted Value 1.9325 4.1218 3.4901 .53002 124 

Residual -3.12179 3.06065 .00000 1.84933 124 

Std. Predicted Value -2.939 1.192 .000 1.000 124 

Std. Residual -1.681 1.648 .000 .996 124 

a. Dependent Variable: Dependent 
 

 

 
Figure 6. 6: EIO normality test for the fourth hypothesis 
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Figure 6. 7: EIO normality test for the fourth hypothesis 

 

Linear regression analysis was considered to check if the attitudes towards cybersecurity 

countermeasures are positively related to the users’ addictive behaviours. The results, which can 

be seen above, are very beneficial for the readers of this thesis to understand the coefficient of 

R= 0.276; hence, it can be understood that there is a positive relationship between the two 

variables of this hypothesis. From the same table, R2 = 0.076, which indicates an acceptable 

level for goodness in this model, where 7.6% of the variance of the attitudes towards 

cybersecurity countermeasures can be explained by the users’ addictive behaviours. From the 

calculations of the ANOVA table, this model is predicting that dependent variable users’ 

addictive behaviours that influence IS countermeasures because F (1, 122) = 10.021 at 

significant value p < 0.01. Finally, b1= 1.568, b2= 0.365 and t (1, 122) = 3.166 with beta positive 

value = 0.276, and it helps in understanding that a higher level of attitudes towards cybersecurity 

countermeasures positively increase users’ addictive behaviours. The predicted equation is:  
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Users’ addictive behaviours = 3.281+0.479 attitudes towards cybersecurity countermeasures 

6.4.5 The Result for the Fifth Hypothesis  

The fifth hypothesis of the study is posited as:  

Hypothesis 5: Users’ addictive behaviours are positively mediating between risky 

cybersecurity behaviour practices and information security countermeasures. This hypothesis is 

divided into three sections: 

a. Information security countermeasures – Risky cybersecurity behaviour practices 

(dependent).  

b. Information security countermeasures – Mediator (Premeditation + Urgency). 

c. Information security countermeasures + Mediator (Premeditation + Urgency) – Risky 

cybersecurity behaviour practices. 

The behavioural practices usually influence the personal traits of the employees in an 

organisation. A regression analysis is performed to explain how an observed 

independent variable (IS countermeasures) influences the mediator variable (non-

observable), personal traits in this case, which later influences the dependent variable 

(behavioural practices). The analysis is carried out in a number of steps: 

Step 1; the dependent variable is regressed against the independent variable to prove that 

behavioural practices is a significant predictor. 

 IS countermeasures              Behavioural practices 

 Y (IS countermeasures) = β10 + β11 X + E1 where β11 is significant 

Step 2: The mediator is regressed against the behavioural practices to prove that the latter 

is a significant predictor.  
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Me= β20 + β21 X + E2 where β21 is significant. 

Step 3: The dependent variable is regressed against the independent variable and the 

mediator. 

Y = β30 + β31 X + β32Me + E. in this case β31 should be smaller than β21 above. 

The researcher of this thesis used an impulsivity moderator while conducting the 

regression analysis. Mediators are simply third-party variables which strengthen or 

weaken the relationship between the dependent and the independent variables in 

question. 

 

 

 

 

 

 

Figure 6. 8: Mediator equation 

 

 

6.4.5.1     Information Security Countermeasures – Risky Cybersecurity Behaviour 

Practices 

Table 6. 29: Model summary for the fifth hypothesis (a) 

Mediator 

Premeditation 

urgency 

Dependent  Information 

security 

countermeasure 
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Model Summary 

 

Model R R Square 

Adjusted R 

Square 

Std. Error of the 

Estimate 

1 .328a .108 .093 1.83240 

a. Predictors: (Constant), Mediator, IS countermeasures 

 

 

 Table 6. 30: ANOVAa for the fifth hypothesis (a) 

ANOVAa 

Model Sum of Squares Df Mean Square F Sig. 

1 Regression 48.938 2 24.469 7.287 .001b 

Residual 406.280 121 3.358   

Total 455.218 123    

a. Dependent Variable: Dependent 

b. Predictors: (Constant), Mediator, IS countermeasures 

 

 

Table 6. 31: Coefficientsa for the fifth hypothesis (a) 

Coefficientsa 

Model 
Unstandardized Coefficients 

Standardised 
Coefficients 

t Sig. B Std. Error Beta 

1 (Constant) 1.139 .655  1.738 .085 

Information 
Countermeasures 

.063 .185 .048 .341 .734 

Mediator .393 .190 .289 2.070 .041 

a. Dependent Variable: Dependent 
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Table 6. 32: Collinearity diagnosticsa for the fifth hypothesis (a) 

Collinearity Diagnosticsa 

Model Dimension Eigenvalue Condition Index 

Variance Proportions 

(Constant) Dependent 

1 1 1.877 1.000 .06 .06 

2 .123 3.900 .94 .94 

a. Dependent Variable: IS countermeasures 

 

Table 6. 33: Residual statisticsa for the fifth hypothesis (a) 

 

Residual Statisticsa 

 Minimum Maximum Mean Std. Deviation N 

Predicted Value 4.7507 5.9989 5.2687 .40020 124 

Residual -3.75071 2.24929 .00000 1.39638 124 

Std. Predicted Value -1.294 1.824 .000 1.000 124 

Std. Residual -2.675 1.604 .000 .996 124 

a. Dependent Variable: IS countermeasures 

 

 
Figure 6. 9: EIO normality test for the fifth hypothesis (a) 
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Figure 6. 10: EIO normality test for the fifth hypothesis (a) 

Risky cybersecurity behaviour practices = 1.568 + 0.365 information security 

countermeasures.  

6.4.5.2     Information Security Countermeasures – Mediator (Premeditation + Urgency). 

Table 6. 34: Variables entered/removeda for the fifth hypothesis (b) 

Variables Entered/Removeda 

Model Variables Entered Variables Removed Method 

1 IS Countermeasuresb . Enter 

a. Dependent Variable: Mediator 

b. All requested variables entered 

 

 

 Table 6. 35: Model summary for the fifth hypothesis (b) 

Model Summaryb 

Model R R Square Adjusted R Square Std. Error of the Estimate 

1 .789a .622 .619 .87290 

a. Predictors: (Constant), IS countermeasures 

c. Dependent Variable: Mediator. 

 

Table 6. 36: ANOVA for the fifth hypothesis (b) 
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ANOVAa 

Model Sum of Squares df Mean Square F Sig. 

1 Regression 152.847 1 152.847 200.600 .000b 

Residual 92.958 122 .762   

Total 245.805 123    

a. Dependent Variable: Mediator 

b. Predictors: (Constant), IS countermeasures 

 

Table 6. 37: Coefficientsa for the fifth hypothesis (b) 

Coefficientsa 

 

Model 

Unstandardized 

Coefficients 

Standardised 

Coefficients 

t Sig. 

Collinearity 

Statistics 

B Std. Error Beta Tolerance VIF 

1 (Constant) 1.091 .296  3.685 .000   

IS Countermeasures .767 .054 .789 14.163 .000 1.000 1.000 

a. Dependent Variable: Mediator 

 

Table 6. 38: Collinearity diagnosticsa for the fifth hypothesis (b) 

 

Collinearity Diagnosticsa 

Model Dimension Eigenvalue Condition Index 

Variance Proportions 

(Constant) 

IS 

_Countermeasures 

1 1 1.964 1.000 .02 .02 

2 .036 7.418 .98 .98 

a. Dependent Variable: Mediator 

 

Table 6. 39: Residual statisticsa for the fifth hypothesis (b) 

Residual Statisticsa 

 Minimum Maximum Mean Std. Deviation N 

Predicted Value 1.8583 6.4628 5.1342 1.11475 124 

Residual -3.85553 2.83949 .00000 .86934 124 

Std. Predicted Value -2.939 1.192 .000 1.000 124 

Std. Residual -4.417 3.253 .000 .996 124 

a. Dependent Variable: Mediator 
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Figure 6. 11: EIO normality test for the fifth hypothesis (b) 

 

Figure 6. 12: EIO normality test for the fifth hypothesis (b) 

 

Linear regression analysis was conducted on this fifth hypothesis (b) of this thesis to test 

if the addictive behaviours of the workforces of public organisations are mediating between 
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risky cybersecurity behaviour practices and the information security countermeasures. The 

results shown in the tables indicated that the coefficient of R= 0.789, which suggests that users’ 

addictive behaviour is mediating between the two variables of this hypothesis. Also, R2 = 0.622, 

which indicates the acceptable level of goodness in this model, where 62.2% of the variance in 

information security countermeasures can be explained by the risky cybersecurity behaviour 

practices. From the ANOVA test results, it can be understood that this model is predicting the 

dependent variable information security countermeasures which can minimise the risky 

cybersecurity behaviour practices because F (1, 112) = 7.287 at significant value p<0.01. 

Finally, b1 = 1.091 b2 = 0.067 and t (1, 12) = 0.341 with beta positive value = 0.048, which 

indicates that the users’ addictive behaviours are positively mediating between risky 

cybersecurity behaviour practices and information security countermeasures. 

Information security countermeasures = 1.091 + 0.067 users’ addictive behaviours 

6.4.5.3     Information Security Countermeasures + Mediator - Risky Cybersecurity 

Behaviour Practices 

Table 6. 40: Variables entered/removeda for the fifth hypothesis (c)  

Variables Entered/Removeda 

Model Variables Entered Variables Removed Method 

1 Mediator,  

IS Countermeasuresb 

. Enter 

a. Dependent Variable: Dependent 

d. All requested variables entered. 
 

 

Table 6. 41: Model summary for the fifth hypothesis (c) 

Model Summaryb 

Model R R Square Adjusted R Square Std. Error of the Estimate 
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1 .328a .108 .093 1.83240 

a. Predictors: (Constant), Mediator, IS countermeasures 

c. Dependent Variable: Dependent 

 

Table 6. 42: ANOVA for the fifth hypothesis © 

ANOVAa 

Model Sum of Squares df Mean Square F Sig. 

1 Regression 48.938 2 24.469 7.287 .001b 

Residual 406.280 121 3.358 
  

Total 455.218 123 
   

a. Dependent Variable: Dependent 

d. Predictors: (Constant), Mediator, IS countermeasures 

 

Table 6. 43: Coefficientsa for the fifth hypothesis (c) 

Coefficientsa 

Model 

Unstandardized 

Coefficients 

Standardised 

Coefficients 

T Sig. 

Collinearity 

Statistics 

B Std. Error Beta Tolerance VIF 

1 (Constant) 1.139 .655  1.738 .085   

IS Countermeasures .063 .185 .048 .341 .734 .378 2.644 

Mediator .393 .190 .289 2.070 .041 .378 2.644 

a. Dependent Variable: Dependent 
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Table 6. 44: Collinearity diagnosticsa for the fifth hypothesis (c) 

Collinearity Diagnosticsa 

Model Dimension Eigenvalue Condition Index 

Variance Proportions 

(Constant) 

Information 

Countermeasures Mediator 

1 1 2.943 1.000 .01 .00 .00 

2 .043 8.315 .99 .10 .10 

3 .015 14.097 .00 .89 .90 

a. Dependent Variable: Dependent 

 

Table 6. 45: Residual statisticsa for the fifth hypothesis (c) 

Residual Statisticsa 

 Minimum Maximum Mean Std. Deviation N 

Predicted Value 1.5949 4.3331 3.4901 .63077 124 

Residual -3.33313 3.43091 .00000 1.81744 124 

Std. Predicted Value -3.005 1.337 .000 1.000 124 

Std. Residual -1.819 1.872 .000 .992 124 

a. Dependent Variable: Dependent 

 

 
Figure 6. 13: EIO normality test for the fifth hypothesis (c) 
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Figure 6. 14: EIO normality test for the fifth hypothesis (c) 

 

 Linear regression analysis conducted on this hypothesis was used to test if the 

independent variable plus the mediator is able to predict the dependent variable of this 

hypothesis or not. Based on the above tables, it can be identified that the coefficient of R= 0.328, 

which indicates that there is a positive association between the independent and the mediator to 

the dependent variable of this hypothesis. Also, the R2= 0.108, which indicates the acceptable 

level of goodness in the model, where 10.8% of the variance which is the independent variable 

and the mediator should be explained by the dependent variable of this hypothesis. From the 

ANOVA test result, it can be understood that this model is predicting the dependent variable of 

this hypothesis because F (1, 121) = 7.287 at the significant value p <0.01. Finally, b1= 0.063, 

b2= 0.393 and t (1, 121) = 2.070 with a beta positive value = 0.289, which indicates that the 

users’ addictive behaviours are mediating between the users’ addictive behaviours and 

information security countermeasures.  
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Information security countermeasures = 1.139 + 0.063 Risky cybersecurity behaviour 

practices + 0.393 Users’ addictive behaviours. 

6.4.6 The Result for the Sixth Hypothesis  

The sixth hypothesis of the study is posited as: 

Hypothesis 6: Security awareness countermeasures are positively related to users’ 

addictive behaviours. 

Table 6. 46: Model summary for the sixth hypothesis 

Model Summary 

Model R R Square 

Adjusted R 

Square 

Std. Error of the 

Estimate 

1 .276a .076 .068 1.40209 

a. Predictors: (Constant), Dependent 

 

 

 Table 6. 47: ANOVAa for the sixth hypothesis 

ANOVAa 

Model Sum of Squares Df Mean Square F Sig. 

1 Regression 19.700 1 19.700 10.021 .002b 

Residual 239.834 122 1.966   

Total 259.534 123    

a. Dependent Variable: Security awareness _countermeasures 

b. Predictors: (Constant), Dependent 

 

 

Table 6. 48: Coefficientsa for the sixth hypothesis 

Coefficientsa 

Model 

Unstandardized Coefficients 

Standardised 

Coefficients 

T Sig. B Std. Error Beta 

1 (Constant) 4.543 .262  17.362 .000 

Dependent .208 .066 .276 3.166 .002 

a. Dependent Variable: Security awareness _countermeasures 

 

 
 

Table 6. 49: Collinearity diagnosticsa for the sixth hypothesis 
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Collinearity Diagnosticsa 

Model Dimension Eigenvalue Condition Index 

Variance Proportions 

(Constant) 

Support 

Countermeasures 

1 1 1.964 1.000 .02 .02 

2 .036 7.418 .98 .98 

a. Dependent Variable: Mediator 

 

 

Table 6. 50: Residual statisticsa for the sixth hypothesis 

Residual Statisticsa 

 Minimum Maximum Mean Std. Deviation N 

Predicted Value 1.8583 6.4628 5.1342 1.11475 124 

Residual -3.85553 2.83949 .00000 .86934 124 

Std. Predicted Value -2.939 1.192 .000 1.000 124 

Std. Residual -4.417 3.253 .000 .996 124 

a. Dependent Variable: Mediator 

 

 
Figure 6. 15: EIO normality test for the sixth hypothesis 
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Figure 6. 16: EIO normality test for the sixth hypothesis 

 

Linear regression was conducted to test if the addictive behaviours of the workforce are 

positively related to the security awareness countermeasures. Based on the above tables, it can 

be understood that the coefficient of R= 0.276, which indicates that there is a positive 

relationship between the two variables of this hypothesis. Also, the R2= 0.076, which indicates 

the acceptable level of goodness in this model where 7.6% of the variance of users’ addictive 

behaviours could be explained by the security awareness countermeasures. The results obtained 

from the ANOVA table help in understanding that this model is predicting the dependent 

variable users’ addictive behaviours because F (1, 122) = 10.021 at the significant value p< 0.01. 

Finally, b1= 4.543 and b2= 0.2018 and t (1, 122) = 3.166 with a beta positive value = 0.276, 

which indicates that the higher level of security awareness countermeasures might have an 

influence on the users’ addictive behaviours. The predicted equation is  
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Security awareness countermeasures = 4.543+ 0.2018 Users’ addictive behaviours. 

6.5 Confirming the Research Constructs Association   

Structural model and hypotheses testing:  

The results for the relationship between the dependent and independent variables using 

simple regression are reported in the previous sections. This section describes the results from 

the path models to confirm the direct and indirect relationships between the research constructs. 

For this purpose, several models were created using AMOS. The results from these exercises 

are reported in the following sections.  

6.5.1 Relationship between Dependent and Independent Constructs  

The first path analysis model that was created was intended to depict the relationship 

between risky cybersecurity behaviour practices and information security countermeasures. The 

path diagram is shown in the figure below 

The purpose of the first SEM model was to portray the association between cyber risk 

variables and cyber action outcomes. The path diagram is shown in the following figure.  
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Figure 6. 17: Relationship between IV and DV 

 

The model fit measures produced by AMOS are reported in in tables 6.51 and 6.50. 

These threshold vales showed that the structural model provided a good fit to the data. The 

hypothesised theory appears to be accepted. The CFI is 1; P close is 0.569; CMIN/df is 1.025; 

and the RMSEA is 0.014. The model predicts 78% of the variance in risky behaviour, 57% of 

digital trust and 58% of mitigating behaviours. 
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Table 6. 51: Model fitness measures 

Measure  Threshold    Model fitness  

CMIN/df < 3, sometime < 5 is acceptable  1.025 

CFI > 0.9 1.00 

AGFI >0.8 0.964 

RMSEA <0.05 sometimes <0.05-0.08 0.014 

P close  >0.05  0.569 

 

Table 6. 52: Model standardised regression weight 

   Estimate C.R. P Label 

digital_trust <--- Attidue .676 10.138 *** Accepted  

digital_trust <--- manag_meas .200 1.601 .109 Rejected  

digital_trust <--- supp_meas .286 2.233 .026 Accepted  

digital_trust <--- admin_meas -.391 -3.028 .002 Accepted  

riskybehaviour <--- Attidue .371 5.113 *** Accepted  

riskybehaviour <--- Selfefficay .169 2.331 .020 Accepted  

mitigating_behav <--- manag_meas .200 1.669 .095 Rejected 

riskybehaviour <--- manag_meas -.166 -2.790 .005 Accepted  

mitigating_behav <--- Selfefficay .360 3.523 *** Accepted  

riskybehaviour <--- digital_trust .530 8.495 *** Accepted  

mitigating_behav <--- digital_trust .167 1.908 .056 Partial  

mitigating_behav <--- admin_meas .303 2.561 .010 Accepted 

mitigating_behav <--- Attidue -.190 -1.885 .059 Partial  

 

The above table showed that several paths between independent and dependent variables 

were found to be significant. 

The digital_trust <--- manag_meas and mitigating_behav <--- manag_meas direct 

effect paths are the only ones which were found to be insignificant. Also, the paths 

mitigating_behav <---  digital_trust and mitigating_behav <--- attidue are 

marginally significant at 0.05 level. The other paths are significant at the 0.05 level. 



 

 

207 

6.5.2 Mediation Analysis Results  

The following models were set to test the mediation of users’ addictive behaviours 

(impulsivity) effect of urgency and premeditation on the relationship between the IV and DV 

variables. The process followed is in line with (Hayes, 2018) model shown in the following 

figure.  

 
Figure 6. 18: Statistical diagram 

 

6.5.2.1     The Mediating Effect of Impulsivity on DV and IV Relationship  

The purpose of this model is to check the indirect effect of IV on DV through the users’ 

addictive behaviours (Impulsivity) construct. The model will examine the direct effect of IV on 

DV. The path model developed for this purpose is shown in the following figure. The model 

showed that impulsivity mediates only between DV (digital trust and mitigating behaviour) and 

IV (self-efficacy, admin measures and management) (Adam et al., 2020).  
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Figure 6. 19: The mediating effect of users’ addictive behaviours (Impulsivity) on DV and IV relationship 

 

The model fit measures produced by AMOS are reported in in tables 6.52 and 6.53. 

These threshold vales showed that the structural model provided a good fit to the data. The 

hypothesised theory appears to be accepted. The CFI is 1; P close is 0.691; CMIN/df is 1.031; 

and the RMSEA is 0.016. 

The model predicts 78% of the variance in risky behaviour, 57% of digital trust and 60% 

of mitigating behaviours. 
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Table 6. 53: Model fit measures 

 
 

Table 6. 54: Model standardised regression weight 

   Estimate C.R. P Label 

impulsivity <--- admin_meas ,606 7,281 ***  

impulsivity <--- manag_meas ,301 3,618 ***  

digital_trust <--- Attidue ,668 9,991 ***  

digital_trust <--- admin_meas -,469 -3,245 ,001  

digital_trust <--- supp_meas ,346 2,938 ,003  

digital_trust <--- Impulsivity ,235 1,990 ,047  

riskybehaviour <--- Attidue ,372 5,139 ***  

riskybehaviour <--- Selfefficay ,169 2,333 ,020  

mitigating_behav <--- Selfefficay ,304 4,147 ***  

riskybehaviour <--- manag_meas -,167 -2,804 ,005  

riskybehaviour <--- digital_trust ,528 8,549 ***  

mitigating_behav <--- Impulsivity ,547 7,475 ***  

 

The above table showed that all the model paths between the independent, dependent 

and mediator variables were found to be significant at 0.05 level and 0.001 level. Since all the 

paths are significant, this indicated that there is partial mediation between the IV and DV. 

However, these results need be checked against the indirect path results.  

The results from the indirect path analysis are shown in the following table. The results 

showed that the standardised indirect (mediated) effect of impulsivity on the relationship 
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between admin measures and digital trust though path (admin_meas --> impulsivity --> 

digital_trust) and (admin_meas --> impulsivity --> mitigating_behaviour) is significant at the 

0.05 level (p=.048). Similarly, the standardised indirect (mediated) effect of impulsivity on the 

relationship between admin measures and mitigating measures through path (admin_meas --> 

impulsivity --> mitigating_behaviour) is significant at the 0.001 level (p=0.001). Likewise, the 

standardised indirect (mediated) effect of impulsivity on the relationship between management 

measures and mitigating measures through path (manag_meas --> impulsivity --> 

mitigating_behav) is significant at the 0.05 level (p=0.012). These three paths showed that 

impulsivity is a partial mediator.   

The indirect effect path analysis showed that impulsivity is not a mediator for the 

attitude, self-efficacy and supp-measures IV.  

 It is noticeable from the direct path analysis that digital trust has a mediating effect 

between attitude, supp_measures, admin measures and risky behaviour. The results appear to 

show that digital skills may influence cyber risk behaviour.  

Table 6. 55: Model indirect effect path results 

Indirect Path 
Unstandardized 

Estimate 
Lower Upper 

P-

Value 

Standardised 

Estimate 

admin_meas --> impulsivity --> 

digital_trust 
0,173 0,048 0,376 0,048 0,142* 

admin_meas --> impulsivity --> 

digital_trust --> riskybehaviour 
0,085 0,026 0,191 0,042 0,142* 

admin_meas --> impulsivity --> 

mitigating_behav 
0,359 0,182 0,580 0,001 0,332*** 

admin_meas --> digital_trust --> 

riskybehaviour 
-0,280 -0,460 -0,070 0,039 -0,248* 

manag_meas --> impulsivity --> 

digital_trust 
0,092 -0,001 0,275 0,109 0,071 
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manag_meas --> impulsivity --> 

digital_trust --> riskybehaviour 
0,045 -0,001 0,135 0,109 0,071 

manag_meas --> impulsivity --> 

mitigating_behav 
0,191 0,049 0,401 0,012 0,165* 

attidue --> digital_trust --> 

riskybehaviour 
0,359 0,267 0,464 0,001 0,352*** 

supp_meas --> digital_trust --> 

riskybehaviour 
0,201 0,061 0,350 0,024 0,183* 

impulsivity --> digital_trust --> 

riskybehaviour 
0,150 -0,024 0,269 0,148 0,124 

 

6.5.2.2     The Mediating Effect of Premeditation on DV and IV Relationship  

The purpose of this model is to examine the indirect effect of IV on DV through the 

premeditation construct. The model will examine the direct effect of IV on DV. The path model 

developed for this purpose is shown in the following figure. The model showed that 

premeditation mediates only between DV mitigating behaviour and IV (admin measures and 

management measures). 
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Figure 6. 20: The mediating effect of premeditation on DV and IV relationship 

The model fit measures produced by AMOS are reported in in tables 6.55 and 6.56. 

These threshold vales showed that the structural model provided a good fit to the data. The 

hypothesised theory appears to be accepted for some of the mediation paths. The CFI is 0.998; 

P close is 0.573; CMIN/df is 1.173; and the RMSEA is 0.037. The model predicts 78% of the 

variance in risky behaviour, 56% of digital trust and 60% of mitigating behaviours. 
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Table 6. 56: Model fit measures 

 
 

Table 6. 57: Model standardised regression weight 

   Estimate C.R. P Label 

digital_trust <--- Attidue ,676 10,031 ***  

digital_trust <--- admin_meas -,293 -2,550 ,011  

digital_trust <--- supp_meas ,371 3,143 ,002  

premeditation <--- admin_meas ,588 7,097 ***  

premeditation <--- manag_meas ,321 3,882 ***  

riskybehaviour <--- Attidue ,370 5,098 ***  

riskybehaviour <--- Selfefficay ,169 2,333 ,020  

mitigating_behav <--- Selfefficay ,310 4,211 ***  

riskybehaviour <--- manag_meas -,166 -2,811 ,005  

riskybehaviour <--- digital_trust ,529 8,567 ***  

mitigating_behav <--- Premeditation ,538 7,293 ***  

 

The above table showed that all the model paths between the independent, dependent 

and mediator variables were found to be significant at 0.05 level and 0.001 level. Since all the 

paths are significant, this indicated that there is partial mediation between DV and IV through 

premeditation. However, these results need be checked against the indirect path results. 

The results from the indirect path analysis are shown in the following table. The results 

showed that the standardised indirect (mediated) effect of premeditation on the relationship 

between admin measures and mitigating behaviour through path (manag_meas --> 
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premeditation --> mitigating_behav) is significant at the 0.05 level (p=.004). This path showed 

that premeditation is a partial mediator.   

It is also noticeable from the direct path analysis that the digital trust has a mediating 

effect between attitude, risk behaviour, support measures and risky behaviour. The results 

appear to show that digital skills may lead to risky cyber behaviour. 

Table 6. 58: Model indirect effect path results from premeditation mediation analysis 

Indirect Path 
Unstandardized 

Estimate 
Lower Upper 

P-

Value 

Standardised 

Estimate 

attidue --> digital_trust --> 

riskybehaviour 
0,366 0,273 0,470 0,001 0,357*** 

admin_meas --> digital_trust --> 

riskybehaviour 
-0,176 -0,317 -0,033 0,044 -0,155* 

admin_meas --> premeditation --> 

mitigating_behav 
0,342 0,174 0,554 0,001 0,316*** 

supp_meas --> digital_trust --> 

riskybehaviour 
0,217 0,073 0,366 0,019 0,196* 

manag_meas --> premeditation --> 

mitigating_behav 
0,200 0,071 0,402 0,004 0,173** 

 

6.5.2.3     The Mediating Effect of Urgency on DV and IV Relationship  

The purpose of this model is to examine the indirect effect of IV on DV through the 

urgency construct. The model will examine the direct effect of IV on DV. The path model 

developed for this purpose is shown in the following figure. The model showed that urgency 

mediates only between DV mitigating behaviour and IV support measures. 
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Figure 6. 21: The mediating effect of urgency on DV and IV relationship 

The model fit measures produced by AMOS are reported in in tables 6.58 and 6.59. 

These threshold vales showed that the structural model provided a good fit to the data. The 

hypothesised mediation appears to be accepted. The CFI is 0.999; P close is 0.584; CMIN/df is 

1.127; and the RMSEA is 0.032. The model predicts 79% of the variance in risky behaviour, 

61% of digital trust and 57% of mitigating behaviours. 

Table 6. 59: Model fit measures 

 
 

      Table 6. 60: Model standardised regression weight 
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   Estimate C.R. P Label 

Urgency <--- Attidue ,487 6,814 ***  

Urgency <--- supp_meas ,342 4,784 ***  

digital_trust <--- Attidue ,528 7,059 ***  

digital_trust <--- admin_meas -,296 -2,720 ,007  

digital_trust <--- supp_meas ,269 2,344 ,019  

digital_trust <--- Urgency ,303 3,765 ***  

riskybehaviour <--- Attidue ,329 4,559 ***  

riskybehaviour <--- Selfefficay ,147 2,099 ,036  

mitigating_behav <--- Selfefficay ,402 4,027 ***  

riskybehaviour <--- manag_meas -,204 -3,458 ***  

mitigating_behav <--- admin_meas ,450 5,477 ***  

mitigating_behav <--- Attidue -,221 -2,193 ,028  

riskybehaviour <--- Urgency ,174 2,892 ,004  

mitigating_behav <--- digital_trust ,199 2,315 ,021  

riskybehaviour <--- digital_trust ,470 7,395 ***  

The above table showed that all the model paths between the independent, dependent 

and mediator variables were found to be significant at 0.05 level and 0.001 level. Since all the 

paths are significant, this indicated that there may be partial mediation between DV and IV 

through urgency. However, these results need be checked against the indirect path results. 

The results from the indirect path analysis are shown in the following table. The results 

showed that the standardised indirect (mediated) effect of urgency on the relationship between 

attitude and digital trust though path attidue --> urgency --> digital_trust is significant at the 

0.05 level (p=.002). Similarly, the standardised indirect (mediated) effect of urgency on the 

relationship between attitude and risk behaviour measured through path attidue --> urgency --> 

riskybehaviour is significant at the 0.05 level (p=.007). Likewise, the standardised indirect 

(mediated) effect of urgency on the relationship between support measures and digital trust 

through path   supp_meas --> urgency --> digital_trust is significant at the 0.05 level (p=.001). 

These three paths showed that urgency acts as a partial mediator.   
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It is noticeable from the direct path analysis that the digital trust acts as a mediator 

between IV variable risky behaviour and the support measure DV variable. The results in this 

study appear to suggest that digital skills may have an influence on risky cyber behaviour and 

cyber mitigating measures. 

Table 6. 61: Model indirect effect path results from urgency mediation analysis 

Indirect Path 
Unstandardized 

Estimate 
Lower Upper 

P-

Value 

Standardised 

Estimate 

attidue --> urgency --> digital_trust 0,163 0,078 0,274 0,002 0,147** 

attidue --> urgency --> digital_trust --> 

mitigating_behav 
0,029 0,007 0,065 0,024 0,147* 

attidue --> urgency --> digital_trust --> 

riskybehaviour 
0,071 0,033 0,130 0,001 0,147** 

attidue --> urgency --> riskybehaviour 0,087 0,033 0,156 0,007 0,085** 

attidue --> digital_trust --> 

mitigating_behav 
0,103 0,020 0,190 0,046 0,105* 

attidue --> digital_trust --> 

riskybehaviour 
0,255 0,175 0,350 0,001 0,249*** 

supp_meas --> urgency --> digital_trust 0,124 0,069 0,213 0,001 0,104*** 

supp_meas --> urgency --> digital_trust -

-> mitigating_behav 
0,022 0,006 0,051 0,019 0,104* 

supp_meas --> urgency --> digital_trust -

-> riskybehaviour 
0,054 0,029 0,102 0,001 0,104*** 

supp_meas --> urgency --> 

riskybehaviour 
0,066 0,025 0,130 0,005 0,060** 

supp_meas --> digital_trust --> 

mitigating_behav 
0,057 0,004 0,148 0,070 0,054✝ 

supp_meas --> digital_trust --> 

riskybehaviour 
0,140 0,017 0,280 0,064 0,127✝ 

admin_meas --> digital_trust --> 

mitigating_behav 
-0,064 -0,150 -0,010 0,044 -0,059* 

admin_meas --> digital_trust --> 

riskybehaviour 
-0,158 -0,276 -0,049 0,020 -0,139* 

urgency --> digital_trust --> 

mitigating_behav 
0,065 0,016 0,136 0,028 0,060* 

urgency --> digital_trust --> 

riskybehaviour 
0,160 0,086 0,265 0,001 0,143** 
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6.6 The Discussion of the Indirect Influence 

In the section of the research the author is set to test the mediating effect of users’ 

addictive behaviours on the relationship between (ATC-IB) and risky cybersecurity behaviours 

(RScB). The users’ addictive behaviours instrument is grouped into two constructs 

premeditation and urgency and those two instruments were equalled to impulsivity. 

6.6.1 The Mediating Effect of Impulsivity 

The hypothesis in this structural model was to test the influence of the mediating of 

impulsivity on relationships among ATC-IB and RScB. The summary of the hypothesis test is 

presented in Table 6.61. 

The results demonstrated that seven hypotheses are supported. This suggested that 

attidue --> digital_trust --> riskybehaviour and admin_meas --> impulsivity --> 

mitigating_behav are important factors in the assessment of risky cybersecurity behaviour 

practices.   

The results demonstrated that hypotheses manag_meas --> impulsivity --> digital_trust 

and manag_meas --> impulsivity --> digital_trust --> riskybehaviour were rejected. This 

indicates that managerial countermeasures are not important in the participants’ viewpoint.  
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Table 6. 62: The influence of the mediating effect of impulsivity on relationships among ATC-IB and RScB. 

 

6.6.2 The Mediating Effect of Premeditation 

The hypothesis in this structural model was to test the influence of the mediating of 

premeditation on relationships among ATC-IB and RScB. The summary of the hypothesis test 

is presented in Table 6.62. 

The results demonstrated that five hypotheses are supported. This suggested that attidue 

--> digital_trust --> riskybehaviour and admin_meas --> premeditation --> mitigating_behav are 

important factors in the assessment of employee risky cybersecurity behaviour practices. 

Indirect Path: Hypothesis P-Value 
Standardised 

Estimate 

Hypothesis status  

admin_meas --> impulsivity --> digital_trust 0,048 0,142* 
Supported 

admin_meas --> impulsivity --> digital_trust --> 

riskybehaviour 
0,042 0,142* 

Supported 

admin_meas --> impulsivity --> mitigating_behav 0,001 0,332*** 
Supported 

admin_meas --> digital_trust --> riskybehaviour 0,039 -0,248* 
Supported 

manag_meas --> impulsivity --> digital_trust 0,109 0,071 
Rejected  

manag_meas --> impulsivity --> digital_trust --> 

riskybehaviour 
0,109 0,071 

Rejected  

manag_meas --> impulsivity --> mitigating_behav 0,012 0,165* 
Supported 

attidue --> digital_trust --> riskybehaviour 0,001 0,352*** 
Supported 

supp_meas --> digital_trust --> riskybehaviour 0,024 0,183* 
Supported 

impulsivity --> digital_trust --> riskybehaviour 0,148 0,124 
Rejected  
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The results demonstrated that none of the hypotheses were rejected. This indicates that 

all of the hypotheses are working in the participants’ viewpoint. 

Table 6. 63: The influence of the mediating of premeditation on relationships among ATC-IB and RScB 

Indirect Path: Hypothesis 
P-

Value 

Standardised 

Estimate 

Hypothesis 

status  

attidue --> digital_trust --> 

riskybehaviour 
0,001 0,357*** Supported 

admin_meas --> digital_trust --> 

riskybehaviour 
0,044 -0,155* Supported 

admin_meas --> premeditation --> 

mitigating_behav 
0,001 0,316*** Supported 

supp_meas --> digital_trust --> 

riskybehaviour 
0,019 0,196* Supported 

manag_meas --> premeditation --> 

mitigating_behav 
0,004 0,173** Supported 

6.6.3 The Mediating Effect of Urgency 

The hypothesis in this structural model was to test the influence of the mediating of 

urgency on relationships among ATC-IB and RScB. The summary of the hypothesis test is 

presented in Table 6.63. The results demonstrated 14 hypotheses are supported. This suggested 

that attidue --> digital_trust --> riskybehaviour and attidue --> urgency --> digital_trust are 

important factors in the assessment of employee risky cybersecurity behaviour practices. The 

results demonstrated that one hypothesis was rejected and one hypothesis was partially 

supported. This indicates that (the bath of  supp_meas --> digital_trust --> mitigating_behav and 

supp_meas --> digital_trust --> riskybehaviour) is not important in the participants’ viewpoint.  
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Table 6. 64: The influence of the mediating effect of urgency on relationships among ATC-IB and RScB 

 

 

Indirect Path: Hypothesis P-Value 
Standardised 

Estimate 

Hypothesis status  

attidue --> urgency --> digital_trust 0,002 0,147** Supported 

attidue --> urgency --> digital_trust --> 

mitigating_behav 
0,024 0,147* Supported 

attidue --> urgency --> digital_trust --> 

riskybehaviour 
0,001 0,147** Supported 

attidue --> urgency --> riskybehaviour 0,007 0,085** Supported 

attidue --> digital_trust --> mitigating_behav 0,046 0,105* Supported 

attidue --> digital_trust --> riskybehaviour 0,001 0,249*** Supported 

supp_meas --> urgency --> digital_trust 0,001 0,104*** Supported 

supp_meas --> urgency --> digital_trust --> 

mitigating_behav 
0,019 0,104* Supported 

supp_meas --> urgency --> digital_trust --> 

riskybehaviour 
0,001 0,104*** 

Supported 

supp_meas --> urgency --> riskybehaviour 0,005 0,060** Supported 

supp_meas --> digital_trust --> mitigating_behav 0,070 0,054✝ 
Partial   

supp_meas --> digital_trust --> riskybehaviour 0,064 0,127✝ 
Rejected  

admin_meas --> digital_trust --> mitigating_behav 0,044 -0,059* Supported 

admin_meas --> digital_trust --> riskybehaviour 0,020 -0,139* Supported 

urgency --> digital_trust --> mitigating_behav 0,028 0,060* 
Supported 

urgency --> digital_trust --> riskybehaviour 0,001 0,143** 
Supported 
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6.7 Summary of Data Analysis 

The regression analysis was successfully conducted by the researcher to find out the 

extent to which the research outcome matches the hypotheses that were formulated prior to the 

research. The analysis was conducted to identify the relationship between the attitude towards 

cybersecurity countermeasures (Attitude countermeasures, Self-efficacy countermeasures), 

security awareness countermeasures (Administrative countermeasures, Managerial 

countermeasures, Support countermeasures) and Users’ addictive behaviours (Premeditation, 

Urgency) of employees and their influence on information security countermeasures (Nudy et 

al., 2019). 
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CHAPTER 7: DISCUSSION 

7.1 Introduction 

This chapter will critically examine the results which were obtained from both the 

literature review chapter and the data analysis chapter of the thesis. The significance of the 

results obtained from the data collection procedure will be analysed in this discussion chapter. 

This data analysis chapter will be very beneficial for the readers of this thesis to understand 

whether all the hypotheses are supported with regard to the public organisations in the UAE. 

In this thesis, the relationship between the information security countermeasures and the 

risky behaviour measures against cybersecurity has been proposed in terms of a model to 

provide security to the employees’ side (Safa et al., 2016). The behaviour of employees in an 

organisation can be influenced by the countermeasures of the organisation. This is made 

possible through employees’ beliefs and appraisal of threats relating to information security and 

how effective the coping strategies are. This was proposed by use of the Protection Motivation 

Theory (PMT) framework. This aspect has been widely surveyed and published in the literature. 

During the research, the conceptual model was tested using data from 124 employees in the 

United Arab Emirates (UAE) working for public organisations. From this survey, it was 

identified that employees in public organisations in the UAE have been organising ways in 

which they can enhance cybersecurity in the organisations. 

The research led to the investigation and identification of two potential IS 

countermeasures types of employees that mainly influence the security of information in the 

PMT framework (Fine and Edward, 2017). The first one is the role of the attitude towards 

cybersecurity countermeasures and the second is the security awareness countermeasures. These 

two IS countermeasures can motivate the behaviours of employees towards information security 
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either in intrinsic or extrinsic ways. Most of the previous studies have been based on self-

reported behaviours to enhance the future of information security. However, this research is 

different. The research combines both the efforts made by the organisations to enhance 

information security and the current actions towards information security based on self-reported 

behaviours. In general, the findings of the research support the conceptual model presented by 

the PMT framework. The research also identified that organisational factors on the beliefs and 

behaviours of employees play a very important role in enhancing their response to information 

security (Fine and Edward, 2017). This can best be performed in the PMT framework. From the 

research, it was also identified that the factors of the PMT framework model directly relate to 

the security policies set by organisations for information systems and the awareness directed to 

the employees in the set policies. As such, it can be concluded from the research that the 

behaviours towards information security can be enhanced through the application of the PMT 

framework. The research also implies that the beliefs of employees towards cybersecurity are 

motivated by their immediate working environment and policies set by the organisation. This 

enables them to develop protective behaviours against cyber-attacks. 

7.2 Overview of the Research Questions 

The researcher of this thesis created the research questions to identify the information 

security countermeasures which influence the risky cybersecurity behaviour practices. The 

researcher also wanted to identify the users’ addictive behaviours which mediate between the 

risky cybersecurity behaviour practices and the information security countermeasures, and to 

identify the association between information security countermeasures and risky cybersecurity 

behaviour practices.  
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From the literature, information security countermeasures were divided into two 

sections: attitudes towards cybersecurity countermeasures and security awareness 

countermeasures. Then it was identified that attitudes towards cybersecurity countermeasures 

might have an influence on workforce behaviours. From the literature, it was identified that 

there are numerous behaviour practices which have a direct influence on the attitudes towards 

cybersecurity countermeasures, such as attitude and self-efficacy. On the other hand, 

Administrative, Managerial and Support countermeasures have a direct influence on the 

Security awareness countermeasures. The literature was very beneficial to understand that the 

users’ addictive behaviours can influence both information security countermeasures and the 

risky cybersecurity behaviour practices of the workforces of public organisations. The literature 

also helped in understanding that a lack of management support, providing unauthorised access 

and a lack of IS policies can have an influence on the information security countermeasures and 

the risky cybersecurity behaviour practices as well.  

From the literature, it was identified that IS countermeasures might have an influence on 

workforce behaviours, and that there are numerous behaviours which have a direct influence on 

the IS countermeasures, such as intentional destruction, dangerous tinkering and naïve mistakes. 

The literature was very beneficial to understand that the personal traits of the workforce can 

influence both IS countermeasures and the behavioural practices of the workforces of public 

organisations. 

From the literature resources reviewed, it is clear that the behaviours of the employees 

in an organisation greatly depend on the security measures put in place by the organisation 

(Pearce, 2017). For instance, employees will tend to be more concerned about the security of 

the information systems in organisations that have strict security measures. Such organisations 
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usually keep their employees on their toes by always reminding them of the importance of 

enforcing information security for the organisation’s data and information systems. Employees 

are usually made aware of any new security measure to be implemented in the organisation. 

This allows the employees to review it often in order to understand how it works and the 

associated risks if it is not properly implemented. On the other hand, managers who work in 

organisations that rarely make their employees aware of the security measures put in place tend 

to be less concerned about information security (Alshare, Lane and Lane, 2018). The research 

also identified that such managers might not be aware of any security risks associated with the 

organisation’s information system. This shows that employees’ response towards cybersecurity 

is directly influenced by their organisation’s beliefs and behaviours. Therefore, the security of 

the organisation’s information systems can be enhanced by making the employees aware of the 

security measures in place and not just putting the measures in place. By understanding the 

security risks associated with information, employees can come up with their own ways to 

combat the risks apart from the countermeasures set by the organisation.  

Security countermeasures put in place by an organisation define the behaviour of the 

employees. Employees working in an organisation that has strict security measures will 

automatically be careful when handling that organisation’s information (Call, Hidayat, Peacock 

and Yang, 2017). Such employees also understand the importance of securing the systems 

against cyber-attacks and thus they will be at the forefront of securing the information systems. 

The researcher therefore concluded that the security countermeasures set up by the organisation 

integrated with the employees’ behaviours can help in improving the security of the information 

systems. Summarizing the overview of the research questions: 
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 Attitude and self-efficacy have a direct influence on the attitudes towards cybersecurity 

countermeasures.  

 Administrative, Managerial and Support countermeasures have a direct influence on the 

Security awareness countermeasures. 

 The users’ addictive behaviours can influence both information security 

countermeasures and risky cybersecurity behaviour practices of the workforces of public 

organisations. 

 The lack of management support, providing unauthorised access and lack of IS policies 

can have an influence on the information security countermeasures and the risky 

cybersecurity behaviour practices as well.  

 IS countermeasures might have an influence on workforce behaviour.  

 Intentional destruction, dangerous tinkering and naïve mistakes have a direct influence 

on the IS countermeasures. 

 The personal traits of the workforce can influence both IS countermeasures and the 

behavioural practices of the workforces of public organisations. 

7.3 Descriptive Analysis Findings Discussion 

This research was conducted on various literature sources where a number of sources 

were identified. The selected samples were critically analysed to come up with a conclusive 

report (Gates et al., 2018). The researcher of this study has remained unbiased while selecting 

the sample for the online survey, which was conducted on 124 samples. Most of the sample 

have a bachelor’s degree and also have an IT-related qualification at undergraduate level. Even 

distribution of IT-related training was observed from the descriptive analysis; the researcher has 

successfully identified that most of the samples have a minimum of one year of experience. 
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Most of the sample works in diverse domains as well. Hence, from these findings it can be 

concluded that all 124 participants were perfectly chosen by the researcher without any sort of 

preferences or biasedness. The participants used for the survey were obtained from different 

sources. Each of the selected sample was analysed separately in order to avoid compromising 

the legitimacy of the findings. Once analysis of all the 124 was completed, a general conclusive 

report was generated. During the analysis, various objectives of the research were considered. 

The purpose of this was to ensure the research is in line with the stated objectives and not just 

general research. Various organisations’ environments were used in order to find out how a 

business environment can influence the behaviour of employees towards information security. 

7.4 Frequency Discussion of the Research Constructs 

Based on the results obtained in the frequency discussion, it was understood that most 

of the sample believe that reporting cybercrime is a waste of time, and at the same time they 

also agreed that cyber criminals are far more advanced than the users of the IT systems across 

the public organisations. From the responses, it can be understood that most of the employees 

comply with the security policies adopted by their organisations. Most of the employees of the 

public organisations believe that they cannot get rid of spyware and malware from their IT 

systems. None of the employees share their personal information on internet platforms and they 

do not clink on unsolicited mails either. Employees of public organisations do not have free 

work access to Wi-Fi but they do use online storage systems.  

Data backup is one of the most significant best practices to secure the data from 

cybersecurity challenges. Checking the security of an email having an attachment also falls 

under the best IS practices and most of the public organisations request their staff to use 

antiviruses to protect the intellectual business assets. IS training being very beneficial for the 
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employees to understand the procedure of protecting the integrity of business data. Having 

control over their feelings is greatly desired to resolve the data security challenges which are 

being faced in the UAE’s public organisations. Summarizing the frequency discussion of the 

research constructs: 

 The majority of the sample believes that reporting cybercrime is a waste of time. 

 The cyber criminals are far more advanced than the users of the IT systems across the 

public organisations. 

 The employees comply with the security policies adopted by their organisations. 

 Most of the employees of the public organisations believe that they cannot get rid of 

spyware and malware from their IT systems.  

 None of employees share their personal information on the internet platforms and they 

do not clink on unsolicited mails either. 

 Employees of public organisations do not have free work access to Wi-Fi as well but 

they do use online storage systems.  

 Data backup is one of the most significant best practices to secure the data from 

cybersecurity challenges. 

 Checking the security of an email having an attachment also falls under the best IS 

practices and most of the public organisations request employees to use antiviruses to 

protect the intellectual business assets. 

 IS training being very beneficial for the employees to understand the procedure of 

protecting the integrity of business data. 
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7.5 Association of Findings Discussion and Contribution to Knowledge 

There is a moderate positive correlation between the attitudes towards cybersecurity 

countermeasures and the risky cybersecurity behaviour practices of the workforces relating to 

IS. Enhancement of the attitudes towards cybersecurity countermeasures across the public 

organisations has an influence on the risky cybersecurity behaviour practices of the workforces 

as well. On the other hand, there is a moderate positive correlation between the risky 

cybersecurity behaviour practices and the security awareness countermeasures. It can be 

understood that, if security awareness countermeasures are enhanced then this will have an 

influence on the risky cybersecurity behaviour practices of an employee in relation to IS. There 

is a moderate positive correlation between users’ addictive behaviours and risky cybersecurity 

behaviour practices, and users’ addictive behaviours have a direct influence on the risky 

cybersecurity behaviour practices maintained across the UAE’s public organisations. There is a 

positive correlation between the attitudes towards cybersecurity countermeasures and users’ 

addictive behaviours. Attitudes towards cybersecurity countermeasures have a direct influence 

on the users’ addictive behaviours of the workforces working across the UAE’s public 

organisations. There is a positive correlation between the security awareness countermeasures 

and users’ addictive behaviours. Security awareness countermeasures have a direct influence on 

the users’ addictive behaviours of the workforces working across the UAE’s public 

organisations, and, finally, these is a positive mediation of users’ addictive behaviours between 

the risky cybersecurity behaviour practices and information security countermeasures.  

7.6 Regression Analysis Contribution to Knowledge 

Higher levels of attitudes towards cybersecurity countermeasures have an influence on 

the risky cybersecurity behaviour practices of the workforces towards IS. It can also be 
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understood that maintaining higher levels of security awareness countermeasures might 

minimise the risky cybersecurity behaviour practices which are followed across the UAE’s 

public organisations. Higher levels of workforce attitudes towards cybersecurity 

countermeasures can have an influence on the users’ addictive behaviours towards IS. Higher 

levels of security awareness countermeasures may influence users’ addictive behaviours as well. 

Higher levels of users’ addictive behaviours might have an influence on the risky cybersecurity 

behaviour practices.  

7.7 Discussion of Users’ Addictive Behaviours as a Mediator on Predicting Risky 

Cybersecurity Behaviours 

Users’ addictive behaviours in the UAE are positively mediating between the IS 

countermeasures and the risky cybersecurity behaviour practices. The model is very successful 

in predicting the dependent variable of the hypothesis which is risky cybersecurity behaviour 

practices towards the IS countermeasures of the public organisations’ workers.  

Based on the data obtained from the first hypothesis, it can be stated that attitudes 

towards cybersecurity countermeasures are positively related to the risky cybersecurity 

behaviour practices. 

 This information is well supported by the theory of planned behaviour, which was 

obtained from Sheeran and Rivis (2017). The theory helps in understanding that the attitude of 

employees working in any commercial setting depends upon belief and behaviour. This theory 

is very beneficial to predict the behaviour of the employees of any commercial establishment; 

perceived behaviour control can also be understood from this theory. Hence, this theory was 

very beneficial in understanding that the attitudes towards cybersecurity countermeasures are 
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directly related to the risky cybersecurity behaviour practices. Employee behaviour depends on 

both the organisation and the regular business practices. Based on the theory, it was understood 

that attitudes towards cybersecurity countermeasures must have a set of subjective procedures 

and regulations which can help an employee to improve their workplace behaviour. At the same 

time, the discussions of Chen and Tung (2014) also strategically align with the results obtained 

in this hypothesis as they highlighted that the behaviour of the employees depends hugely on 

their motivation, which is directly associated with their attitudes towards cybersecurity 

countermeasures. The discussions of Mullan et al. (2015) also suggests that the motivation of 

the employees comes from the workplace practices and attitudes towards cybersecurity 

countermeasures. The researchers stated that the perceiving power of the employees in an 

organisation depends hugely on the attitudes towards cybersecurity countermeasures. In the 

view of Tsai et al. (2016), the behaviour of an employee depends only upon their intention; the 

researchers stated that perceived severity and perceived vulnerability usually affect employee 

behaviour and it is not organisational culture only. Hence, the discussions of these researchers 

can be significant in understanding that the organisational culture does not play an important 

role to affect the behaviour of the employees of any commercial setting. On the other hand, 

protection motivation theory discussed by the researchers also suggests that the behaviour and 

the motivation of the employees depend upon self-efficacy. Self-efficacy of an employee 

depends hugely on the attitudes towards cybersecurity countermeasures as well. Hence, the 

scholars’ discussions are strongly aligned with the results obtained from this hypothesis, which 

stated that attitudes towards cybersecurity countermeasures might have an influence on 

enhancing risky cybersecurity behaviour practices. 
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Results obtained from the second hypothesis suggest that security awareness 

countermeasures are positively related to the risky cybersecurity behaviour practices. The 

results of this analysis are strongly supported by the discussion of Pearlson et al. (2016). The 

researchers stated that every organisation must have its information security countermeasures 

which can help it to address the cybersecurity risks. Based on the discussion of these researchers, 

it was understood that IS culture is directly related to the organisational culture, and each of 

these two cultures can have a huge impact on the information security countermeasures. Hence, 

it can be understood that the discussion of Pearlson et al. (2016) aligns with the results which 

were obtained from the hypothesis where it was found that security awareness countermeasures 

might minimise the risky cybersecurity behaviour practices. Supporting the hypothesis, 

Heckmann, Comes and Nickel (2015) also stated that IS countermeasures are very useful to 

address the internal risks coming from inside an organisation and security awareness 

countermeasures play a key role in governing the IS practices.  

 Cheng et al. (2014) highlighted general deterrence theory in support of the above 

discussion as well. The theory helps in identifying that any human errors can have a direct 

impact on IT security practices. Based on this theory, it can be stated that the commitment of 

the social engineers can be addressed if proper countermeasures are taken by an organisation’s 

employees. The researchers stated that employees must be educated and trained about the ways 

to deal with security risks, and these training sessions can also be very useful to maintain 

professional cybersecurity behaviour practices. The results obtained from the analysis also align 

with the discussion of Abbasi, Sarker and Chiang (2016), as they stated that training sessions 

can help staff to understand the reasons behind the security issues and also maintain professional 

cybersecurity behaviour practices. Pearlson et al. (2016) stated that basic training is very 
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beneficial to help employees understand the cybersecurity behaviour practices of a business. 

The researchers of this journal article helped in comprehending that the behaviour of the 

employees can have an impact on the security practices of their organisation. Creation of a 

culture that values security is very significant for the information security resources before going 

through the training sessions. Hence, it can be understood that the discussion of all the scholars 

of the literature review supported the results obtained from this hypothesis. 

From data collected from the third hypothesis it was understood that users’ addictive 

behaviours are positively related to the risky cybersecurity behaviour practices. Humphries 

(2017) has successfully described the diverse categories of information security behaviour of 

the employees working in an organisational setting. The researcher highlighted addictive 

behaviours, which allow the employees to steal any sort of essential information from the 

consumers. The researcher stated that this attitude can have a direct impact on both the progress 

of the organisation and on the addictive behaviours of the employees. Humphries (2017) stated 

that the cybersecurity behaviour practices of the employees are closely associated with the 

addictive behaviours of the employees in any commercial setting. Supporting the hypothesis 

and the discussions of Humphries (2017), Martins et al. (2014) suggested that the theory of 

reason action can be very beneficial to link the cybersecurity behaviour practices with 

employees’ addictive behaviours. This theory is very useful to predict the behaviour of an 

individual; moreover, it can also be said that the cybersecurity behaviour practices of the 

employees depend upon their behavioural belief, evaluation and the suggestive norms. The 

researchers discussed that normative beliefs are very significant in understanding the 

cybersecurity behaviour practices of an employee. The theory also suggests that addictive 

behaviours are closely related to the cybersecurity behaviour practices of a person. Hence, it can 
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be understood that this theory is greatly aligned with the results obtained from this hypothesis 

where it was understood that users’ addictive behaviours are positively related to the risky 

cybersecurity behaviour practices. 

Contradicting the above researcher, Mullan et al. (2015) stated that addictive behaviours 

are a motivation factor and are associated with the cybersecurity behaviour practices. The 

researchers stated that the motivation factors play a huge role in influencing the addictive 

behaviours of an individual. The researchers mentioned that the stronger addictive behaviours 

have an influence on the cybersecurity behaviour practices. They also stated that approval or 

disapproval of the behaviour can have a direct influence on the cybersecurity behaviour 

practices of an individual as well. On the other hand, as discussed by Malekian et al. (2017), the 

technical expertise of an individual can have a huge impact on the addictive behaviours. The 

researchers stated that the employees of a public organisation must be aware of the security 

risks, as this can have a direct influence on organisational performance as well as on mental 

health. Thus, the employees of public organisations must shape their addictive behaviours to 

protect the organisations’ online assets and intellectual properties. Thus, the opinion of the 

scholars aligns with the results which were obtained from the hypothesis testing.   

Kautonen et al. (2015) suggested that the addictive behaviours of employees are very 

clear from their plan of action. The researchers stated that the cybersecurity behaviour practices 

of the employees of any commercial establishment depend directly on the addictive behaviours 

of the employees. Thus, the discussion of Kautonen et al. (2015) is aligned with the results 

which were obtained from this hypothesis testing. Hence, it can be understood that the results 

obtained from the hypothesis match with all the discussions made by the researchers in the 

literature review.  
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 Based on the results obtained from the fourth hypothesis, it can be comprehended that 

attitudes towards cybersecurity countermeasures are positively related to the users’ addictive 

behaviours. Based on the discussion of Cheng, Zhai and Smyth (2014), employee behaviour 

depends upon numerous factors such as job satisfaction and workplace motivation. The 

researchers of this paper stated that the motivation level of the employees is strongly aligned 

with the behaviour and the attitude. The factors which influence the behaviour of the employees, 

such as positive work environment and customer demands, are the driving forces of the attitudes 

towards cybersecurity countermeasures as well. From this literature, it can be understood that 

the security policies which are planned by an organisation get accomplished only when the 

employees understand the reasons behind enacting them. Hence, from this discussion, it can be 

determined that attitudes towards cybersecurity countermeasures are positively related to the 

users’ addictive behaviours.   

Supporting the above discussion, Martins et al. (2014) highlighted that IS is focused 

more on the countermeasures of preventive. The researchers mentioned that employee 

behaviour is affected by numerous factors and attitude towards cybersecurity countermeasures 

is one of them. The researchers stated that private organisations have to balance costs as well as 

benefits, and employee behaviour is very significant to improve the benefits of the business; on 

the other hand, it is the responsibility of the employees to understand the security 

countermeasures which help them to reduce or minimise any security threats.  

Based on the discussions of Siponen et al. (2014), general deterrence theory can be very 

useful to link attitudes towards cybersecurity countermeasures and the users’ addictive 

behaviours. The theory can be very beneficial to understand the ways by which the illegal 

practices can be resolved. It can also restrict the employees of any commercial establishment 
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from committing any sort of crime which might have an impact on the growth and productivity 

of the business. The appropriate behaviour required to minimise the security risks can also be 

understood from this theory. The theory can help to manage the severity, celerity and certainty 

of the employees so that they can take all the decisive steps to secure the online assets of the 

business. Siponen et al. (2014) also discussed the IT skills of the employees, which are very 

closely associated with their behaviour, and are very useful for the creation of countermeasures 

against the security threats. Thus, it can be said that, if an employee wants to maintain the 

information security standards, at that point of time, their addictive behaviour is very significant 

in the decision-making procedure. Hence, it can be said that the discussions in the literature 

support the results which were obtained from the hypothesis testing which indicated that 

attitudes towards cybersecurity countermeasures might have an influence on the users’ addictive 

behaviours.   

The results obtained from the fifth hypothesis suggest that users’ addictive behaviours 

are positively mediating between the risky cybersecurity behaviour practices and information 

security countermeasures. Based on the discussions of Cheng, Zhai and Smyth (2014), there are 

diverse categories of users’ addictive behaviours associated with most of the employees working 

across private organisations, such as their leadership skills, cognitive abilities, organisation 

skills, honesty, urgency, premeditation and work ethic. Each these addictive behaviours are very 

beneficial for the employees to improve their workplace behaviour as well as to address the 

security risks coming from different sources. The researchers stated that the behavioural 

practices of an employee can be identified from their addictive behaviours and these addictive 

behaviours help them to be successful in their respective organisations as well. The researchers 

stated that employees must be aware of the IT risks the moment they join their organisation, and 
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the decisive step taken by them can help the organisation to address the security risks. The 

researchers indicated that risky cybersecurity behaviour practices and users’ addictive 

behaviours are very closely associated with each other, and users’ addictive behaviours have a 

huge influence on the risky cybersecurity behaviour practices as well. Hence, the data analysis 

is showing a supporting relationship with this hypothesis which showed that addictive 

behaviours of the workforce are positively mediating between risky cybersecurity behaviour 

practices and IS countermeasures.   

Mishra et al. (2014) stated that personal innovativeness such as self-efficacy and urgency 

in computers can be very beneficial to address security threats. The researchers stated that 

employees’ level of understanding is directly related to their risky cybersecurity behaviour 

practices and addictive behaviours. Supporting the above discussion, Safa et al. (2015) specified 

that the willingness of individuals is very significant to successfully incorporate the information 

security countermeasures. The researchers helped understand that employees must understand 

the impact of the security threats so that it is easier for them to follows the security guidelines 

which are provided by commercial establishments. On the other hand, the researchers also stated 

that human behaviour is the biggest IT security threat and it can be resolved only with the help 

of cybersecurity behaviour practices. Hence, employee knowledge as well as employee 

behaviour are strongly related to each other and users’ addictive behaviours play a huge role in 

identifying the exact information security countermeasures required to address the risky 

cybersecurity behaviour practices. Literature in the literature review differed, for example, the 

discussions of Safa et al. (2015) do not match the result which was obtained from the hypothesis; 

however, the discussions of other researchers such as Mishra et al. (2014) and Cheng, Zhai and 

Smyth (2014) do align with the results obtained from the hypothesis.  
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The results obtained from the final hypothesis help in understanding that security 

awareness countermeasures are positively related to the users’ addictive behaviours. 

Considering the theory of planned behaviour as discussed by Sheeran and Rivis (2017), it can 

be suggested that security awareness countermeasures depend upon numerous factors such as 

employee age, religion, marital status and gender. The researchers stated that security awareness 

countermeasures are very significant across public organisations as they add value to the 

business. Business challenges such as security risks and the resistance coming from employees 

can be addressed with the help of security awareness. Engagement of the employees, which is 

greatly required for the growth of a business, is also supported by the security awareness; the 

literature also helps in understanding that the security awareness of the employees is very 

significant to counter the threat coming from the security risks. Hence, it can be said that the 

discussions in the literature show the same results which were obtained from this hypothesis 

testing which indicated that higher levels of security awareness countermeasures have an 

influence on the users’ addictive behaviours. 

Renowned scholars such as Safa et al. (2015) highlighted that employees must 

understand the impact of security attacks on both the organisation and on their personal career. 

They stated that employees must behave in systemised modus in the workplace as it can help 

them to gain appreciation from the management team and also help them to deal with the IS 

threats. The researchers stated that the employees of public organisations must understand 

different types of security awareness countermeasures before following them. Safa et al. (2015) 

focused hugely on the interest of the employees to address the users’ addictive behaviours, as 

the researchers believe that employee interest is very closely associated with users’ addictive 

behaviours. Considering the reasoned action model which was proposed by Fishbien and Ajzen, 
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it can be said that the behavioural practices depend upon subjective norms such as motivation 

and normative beliefs; on the other hand, behavioural beliefs can also play a leading role to 

determine the attitude of an employee. Based on this model, it can be said that users’ addictive 

behaviours are very closely related to each other and can help to improve the security awareness 

countermeasures. Hence, the discussions of this article also show the same results as obtained 

in the hypothesis testing. 

7.8 Conclusion 

This chapter of this thesis has helped the researcher to identify all the answers to the 

research questions created in the first chapter. From the literature review, it can be understood 

that user behaviour can influence the IS countermeasures. It can be concluded that the addictive 

behaviour of the workforce can have an influence on both attitudes towards cybersecurity and 

awareness countermeasures. From the frequency discussion, it can be concluded that most of 

the workforce comply with the security policies of their business environments, and the 

authority instructs them to follow the organisation’s IS polices. The frequency distribution was 

also helpful to understand that most of the workforce practise the IS countermeasures when it is 

properly communicated to them. Having control over their feelings is very significant to resolve 

most of the data security challenges. It can be concluded that there is a moderate positive 

association between IS countermeasures and risky cybersecurity behaviour practices. There is a 

moderate positive relationship between attitudes towards cybersecurity countermeasures and 

users’ addictive behaviour. There is a positive correlation between awareness countermeasures 

and the impulsivity IS countermeasures; at the same time, it can also be concluded that there is 

a positive correlation between risky cybersecurity behaviour practices and users’ addictive 

behaviour. The regression analysis helps in understanding that IS countermeasures have an 
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influence on the behaviour of the workforce towards IS. It can be concluded that the intention 

of the workforce can have an influence on the behaviour of the workforce as well. IS 

countermeasures influence workplace behaviours and behavioural practices have an influence 

on the IS countermeasures. From the moderation, it can be concluded that the addictive 

behaviour of the workforce positively mediates between IS countermeasures and behavioural 

practices. 
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CHAPTER 8: CONCLUSION AND RECOMMENDATIONS 

8.1 Research Overview 

Employees in any public or private organisation play a very important role in ensuring 

the security of the organisation’s information system. Although there are technological 

approaches to securing information systems, the approaches can be termed as vague if the 

employees are not well conversant with how to implement and observe the security measures. 

Security of information is a vital key in any organisation. Due to advances in technology, the 

means of storing, transferring, processing and fetching data have really been transformed. 

Despite this advancement being of great importance to organisations, it is also an avenue for 

cyber criminals to attack the information systems. Therefore, it is important for public and 

private organisations to explore all the possible vulnerabilities that can cause breaches of 

information security. 

8.2 Meeting the Aim and Objectives of this Thesis 

The researcher of this thesis developed research objectives to help in exploring 

cybersecurity threats in relations to employees’ social practices. The developed objectives are 

describing in the following sections; 

8.2.1 To examine the mediating effect of the users’ addictive behaviours on the 

relationships between information security countermeasures and risky cybersecurity 

practices 

Security of information systems can only be managed if the possible threats have been 

assessed and evaluated. Threat appraisal involves identifying the threat and its origin, how it 

happens and the impact it can cause to the organisation. Once the threat has been assessed 
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thoroughly, procedures to mitigate it should then be established. This can be to ignore the threat 

if it has no impact, to contain and eliminate it while the organisation continues with normal 

operations, or to shut down the entire system if the threat will have a massive impact. Public 

organisations in the UAE should come up with well-stated algorithms for threat appraisal and 

coping appraisal. Understanding common sources of threats is the easiest way to combat the 

threats.  

8.2.2 To define the link between risky cybersecurity practices and countermeasures of 

information security 

With the protection motivation theoretical model in place, organisations will be able to 

come up with programmes that will motivate employees to secure the information systems in 

public organisations in the UAE. Normally, humans tend to think positively when they are 

motivated. In this case, motivated employees will eventually develop positive attitudes towards 

IS countermeasures (Alshboul and Streff, 2017). This model will enable the public organisations 

to formulate ways that will motivate employees to exercise self-information security 

responsibility rather than depending on system experts to enforce security. 

8.2.3 To identify countermeasures for information security that affects risky 

cybersecurity practices 

It is normal for organisations to establish information security measures to combat 

threats to information systems. Despite these measures, the workforce also has its own personal 

informed ways of handling cybersecurity. In order to ensure maximum information security, the 

security measures set by the organisation and the personal cybersecurity approaches of the 

employees have to be integrated. The integration should be carried out on the employees’ current 

approaches and behaviours and not the expected future approaches. This is because information 
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security threats keep on changing with technology and hence the approaches and behaviours 

applied now may not be applicable in the future. Current operations of the workforce are likely 

able to influence the future behaviours. 

8.2.4 To recognise employees' risky behaviour practices that can affect public sector 

information security 

Most employees in public organisations view information threats as hacking or other 

technical operations. However, this is not the case. An information threat can be a simple activity 

such as not shutting down computers or sharing of passwords. It is the duty of the organisation 

to come up with security awareness programmes to help employees change their perspective on 

information threats (Okae et al., 2019). The employees often think that security actions have to 

be implemented by the organisation’s IT team. However, proper awareness will make them 

understand it is the duty of every stakeholder to enforce information security. Through frequent 

security awareness, the employees will have a deeper understanding of information threats and 

measures to mitigate them at the employee level. 

8.3 Key Findings of this Thesis 

The section is very beneficial for the readers of this research study to understand whether 

the results obtained from the hypothesis testing are similar to the discussions. The research 

divided the independent variable (information security countermeasures) into two sections, 

attitudes towards cybersecurity countermeasures and security awareness countermeasures. Then 

it set out to test the direct relationship between information security countermeasures (ISC-IB) 

and risky cybersecurity behaviour practices (RScB) as defined by Harlington (2017). The 

summary of the hypotheses is shown in Table 7.1. The RScB instrument was grouped into three 

main constructs, digital trust, risky behaviours and mitigation measures. Similarly, the ATC-IB 
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instrument was clustered into attitude and self-efficacy while the security awareness 

countermeasures (SA-IB) instrument was clustered into administrative countermeasures, 

managerial countermeasures and support countermeasures. The results showed that nine 

hypotheses were supported. However, digital_trust <--- manag_meas and 

mitigating_behav <--- manag_meas direct relationship are not supported. This suggests that 

participants thought that managerial countermeasures are not important determinates for 

assessing employees’ vulnerability to cyber-attacks. 

Table 8. 1: The direct relationship between ISC-IB and RScB 

Indirect Path: Hypothesis       P  Status  

digital_trust   <--- Attidue *** Supported  

digital_trust   <--- manag_meas ,109 Rejected  

digital_trust   <--- supp_meas ,026 Supported 

digital_trust   <--- admin_meas ,002 Supported 

Riskybehaviour   <--- Attidue *** Supported 

Riskybehaviour   <--- Selfefficay ,020 Supported 

mitigating_behav   <--- manag_meas ,095 Rejected 

Riskybehaviour   <--- manag_meas ,005 Supported 

mitigating_behav   <--- Selfefficay *** Supported 

Riskybehaviour   <--- digital_trust *** Supported 

mitigating_behav   <--- digital_trust ,056 Partial  

mitigating_behav   <--- admin_meas ,010 Supported 

mitigating_behav   <--- Attidue ,059 Partial  

 

Users’ addictive behaviours in the UAE are positively mediating between IS 

countermeasures and the risky cybersecurity behaviour practices. The model is very successful 

to predict the dependent variable of the hypothesis which is risky cybersecurity behaviour 

practices towards the IS countermeasures of the public organisations’ workers.  

Based on the data obtained from the first hypothesis, it can be stated that attitudes 

towards cybersecurity countermeasures are positively related to the risky cybersecurity 
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behaviour practices. Results obtained from the second hypothesis suggest that security 

awareness countermeasures are positively related to the risky cybersecurity behaviour practices. 

Through data collected from the hypothesis it was understood that users’ addictive 

behaviours are positively related to the risky cybersecurity behaviour practices. Based on the 

results obtained from the fourth hypothesis, it can be comprehended that attitudes towards 

cybersecurity countermeasures are positively related to the users’ addictive behaviours. The 

results obtained from the fifth hypothesis suggest that users’ addictive behaviours are positively 

mediating between the risky cybersecurity behaviour practices and information security 

countermeasures. 

The results obtained from the final hypothesis help in understanding that security 

awareness countermeasures are positively related to the users’ addictive behaviours.   

8.4 Research Novelty and Contribution to Knowledge 

This research study contributes to knowledge of information security by a demonstration 

of the critical as well as important role of the human factors in the development of an 

information security countermeasures system (Siponen et al., 2014). The contribution of this 

particular study is a practical as well as a theoretical basis for the security of information in 

recommendations of the objective framework to assess, develop and model the human behaviour 

information security countermeasures approaches in public organisations. One of the main 

contributions of this particular research study is to make changes to the holistic management of 

the information security in order to establish the information security countermeasures. There 

is a lack of research as well on the impact of the public organisational cultural dimensions on 

the information security countermeasures (Pearlson et al., 2016). Information security needs to 
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focus on the human behaviour. There is indication of an information security culture which 

reduces the risks to the informational assets with reduced rates of human errors and 

misbehaviour.   

This particular thesis expanded our understanding in the following ways: 

1. It reviews current materials which are related to the information security 

breaches, research as well as mechanisms along with published findings. 

2. It looks into the significance of the human elements in security assurance. 

3. It proposes further research with the use of non-standard information security 

assurance mechanisms that are applied in a number of fields as well as highlights 

the implications. 

4. It proposes a different way of establishing information security countermeasures 

relating to specific cultures. 

The thesis looked into published information security data breaches and moved on to 

define assurance as well as identify the current assurance methods adopted by public 

organisations. It then progressed to the human factors pertaining to the information security 

assurance and they are related to the human behaviour which underpins the research study. Then 

the thesis moved on to the mechanisms to measure as well as assess use outside of the 

cybersecurity field.   

8.5 Research Implications 

Research on cybersecurity is greatly influenced by this thesis in various ways. The first 

contribution of the thesis is the conceptual model proposed, which integrates the information 

security countermeasures of an organisation with the motivation theory on information 
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protection (Fielder et al., 2016). This model explains the relationship between employees, cues 

to action and the experience of employees due to previous encounters with cyber-attacks. The 

research demonstrates that the cues to action of employees whenever there is an information 

security breach are enhanced by the behaviour of their peers. The research also implies that 

employees are motivated to take part in security training by the cues to action. Through the 

training, the experience of employees in handling information security is boosted. As their 

experience of security increases, they are able to understand the severity of cyber-attacks and 

how to respond efficiently to various kinds of information security attacks. This improves the 

behaviour of employees towards cybersecurity compliance as they will be able to identify 

barriers that limit them from complying with cybersecurity behaviours. 

For employees to comply with the organisation’s policies on cybersecurity, they need to 

be motivated by certain factors. This thesis describes some of the factors that motivate them. 

Motivated employees will always be at the forefront of identifying security risks and mitigating 

them, hence reducing the frequency with which information attacks on the organisation occur 

(Burns et al., 2017). This finding opposes results from previous research, for example NG and 

Xu (2007), who state that the behaviour of employees towards cybersecurity is not influenced 

by their higher levels to cues to action  

Another contribution of this thesis to cybersecurity research is that it has illustrated the 

relationship between the awareness of employees regarding cybersecurity and the organisation’s 

IS countermeasures, strategies to combat the attacks, and the security compliance behaviour. 

The conclusion on this provides a new way in which the compliance behaviour of employees 

relating to information security can be evaluated. This finding adds some content to the previous 

research on employees’ and organisation’s belief factors Fielder et al. (2016). From the research, 
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it was identified that employees will do all they can to combat cybersecurity attacks when they 

are informed of the organisation’s information system’s security countermeasures (ISSC). 

8.6 Implications for Research/Theory 

There are complications and concerns which are directly associated with the social 

behaviour of the employees towards IS countermeasures across the UAE’s public organisations. 

The social behaviours of employees are in terms of addictive practices, their attitude, and their 

risky operations that can affect information security. These practices and behaviours play a 

major role in securing an organisation’s information system. The information is likely to be 

compromised when employees have a negative attitude towards IS countermeasures, negative 

addictive behaviours such as leaving the computers without shutting them down, and risky 

practices such as installing software from unverified sources. The research discussions were 

very beneficial to conclude that there are numerous errors in security awareness training, such 

as human errors and communication issues, and these errors might have an impact on both the 

behaviour of the employees and on the progress of the public organisations. The differences in 

employees’ cultural dimensions may have an impact on their behaviour as well. Therefore, 

organisations should enhance awareness concerning information security countermeasures in 

order to ensure the employees maintain professional behaviours. The security of the information 

system in an organisation mainly depends on the routing practices of the workforce. This should 

work hand in hand with technological remedies such as data encryption and access controls to 

help the UAE’s public organisations to address the IS security threats. From the discussions of 

this research, it can be concluded that the IS security awareness of the UAE’s public 

organisations has to be emphasised regularly so that the threats coming from both inside and 

outside the work environment can be addressed.  
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Aligning the theory of reasoned action with the topic of discussion, it can be concluded 

that the employees must understand the significance of the IS training schedule in the first place 

and the training schedule must not have any sort of communication gap among the resources 

working across the UAE’s public organisations. Based on this theory, it can be said that the pre-

existing attitude of the employees has to be checked prior to the training schedules to obtain the 

desired results. Aligning the theory of planned behaviour with the discussions of this research, 

it can be stated that the behaviour of the employees has to be managed in the first place, to 

address the security risks of the public organisations. Self-efficacy of the employees is strongly 

associated with their attitude and behaviour. From the protection motivation theory, it was 

determined that the intention of an employee is based on the level of security threats and the 

ability of the employees to cope with those threats. From the general deterrence theory, it can 

be concluded that employees of public organisations in the UAE must be certain about their 

actions; they must understand the clarity of the entire procedure to address the security threats. 

All the factors which have an impact on the intention of the employees can be identified and 

decisive steps can be taken using this theory. Based on the technology acceptance model, the 

attitude of the employees of the public organisations in the UAE can depend hugely on the 

perceived usefulness of the technologies which can address the security threats; and, at the same 

time, on the perceived ease of use of those technologies as well.  

From the research, it can be concluded that the negative experience with IS security 

threats must not have any effect on the behaviour of the employees working across the UAE’s 

public organisations. The IT governance framework can be incorporated across the UAE’s 

public organisations as it can help them to understand the significance of the IS training 

schedules which can help the change their attitude towards IS countermeasures and risky 
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practices, which will help in addressing the security threats. Lack of IS awareness, motivation 

and knowledge can have a huge influence on the routine practices of the workforces working in 

the UAE’s public organisations. At the same time, it can be concluded that the threats coming 

from inside an organisation are mainly due to the inappropriate behaviour of the employees, 

such as providing their password to an unauthorised person and being unaware of the IS policies. 

It can also be understood that the creation of an IS security culture can be very beneficial for a 

public organisation to manage the behaviour of its employees as this culture has a big influence 

on the intentions of the workforce as well. An IS security policy can help to enhance the 

behaviour of the employees of the UAE’s public organisations.  

8.7 Implications for Practice/Managers 

The findings from the larger section of the population which was considered in the data 

collection procedure are concluded below: 

8.7.1 Hypothesis 1: Attitudes towards cybersecurity countermeasures are positively related 

to the risky cybersecurity behaviour practices. 

The results obtained from the participants help in understanding that the attitudes 

towards cybersecurity countermeasures are positively related to the risky cybersecurity 

behaviour practices. In this hypothesis, the independent variable is the attitudes towards 

cybersecurity countermeasures and the dependent variable is the risky cybersecurity behaviour 

practices, and the independent variable is able to predict 37% of the dependent variable. 

Attitudes towards cybersecurity countermeasures have the highest influence on the risky 

cybersecurity behaviour practices (0.684). At the same time, it can be determined that attitudes 

towards cybersecurity countermeasures are positively related to the risky cybersecurity 
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behaviour practices as p=0.000.The data analysis conducted by the researcher agrees with the 

discussions of Chen and Tung (2014), who stated that the risky cybersecurity behaviour 

practices depend hugely on the attitudes towards cybersecurity countermeasures, and this 

concept was also supported by Mullan et al. (2015), when they stated that the workplace 

practices have a huge influence on the risky cybersecurity behaviour practices. Hence, it can be 

understood that attitudes towards cybersecurity countermeasures are positively related to the 

risky cybersecurity behaviour practices.  

8.7.2 Hypothesis 2: Security awareness countermeasures are positively related to the risky 

cybersecurity behaviour practices. 

On the basis of the analysis and results obtained from the survey participants, it can be 

said that security awareness countermeasures are positively related to risky cybersecurity 

behaviour practices. The dependent variable of this hypothesis is risky cybersecurity behaviour 

practices and the independent variable of the hypothesis is the security awareness 

countermeasures. From the results, it can be concluded that 37.3% of the risky cybersecurity 

behaviour practices can be predicted from the security awareness countermeasures. It can also 

be concluded that security awareness countermeasures have a huge influence on the risky 

cybersecurity behaviour practices (0.479). At the same time, it can also be said that the security 

awareness countermeasures are positively related to the risky cybersecurity behaviour practices 

as p=0.000. The data analysis conducted by the researcher agrees with the discussions of 

Pearlson et al. (2016), who stated that security awareness countermeasures in a commercial 

environment can play a leading role to address security risks such as cyber-attacks. At the same 

time, Heckmann, Comes and Nickel (2015) highlighted that risks coming from inside an 

organisation can be solved if appropriate security awareness countermeasures are maintained. 
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The researchers stated that cybersecurity benefits from the maintenance of good security 

awareness countermeasures as well in public organisations. Hence, it can be understood that 

security awareness countermeasures are positively related to risky cybersecurity behaviour 

practices.  

8.7.3 Hypothesis 3: Users’ addictive behaviours are positively related to the risky 

cybersecurity behaviour practices. 

The results obtained from the opinion of most of the participants suggest that the users’ 

addictive behaviours are positively related to the risky cybersecurity behaviour practices. The 

dependent variable of this hypothesis is the risky cybersecurity behaviour practices and the 

independent variable of the hypothesis is the users’ addictive behaviours. The independent 

variable of the hypothesis is able is to predict 37.4% of the dependent variable. From the results 

obtained, it can also be concluded that the users’ addictive behaviours have a huge influence on 

the risky cybersecurity behaviour practices of the employees (0.547). At the same time, it can 

also be understood that the users’ addictive behaviours are positively related to the risky 

cybersecurity behaviour practices as p=0.000. The results of this data analysis agree with the 

discussions in the literature where Humphries (2017) stated that the users’ addictive behaviours 

are closely associated with the risky cybersecurity behaviour practices. Humphries stated that 

the addictive behaviours and the attitude behaviour of an employee are very closely associated 

with each other and both of them are closely associated with the risky cybersecurity behaviour 

practices as well. On the other hand, the significance of linking the action and the users’ 

addictive behaviours was discussed by Martins et al. (2014), when they stated about the theory 

of reason action. Malekian et al. (2017) stated a different opinion about the topic: they 

highlighted that the technical expertise of the employees sometimes directs their risky 
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cybersecurity behaviour practices towards IS. The researchers stated that employees of public 

organisations must understand the key reasons behind the occurrence of the security attacks and 

the ways in which they must be addressed. Moreover, Kautonen et al. (2015) stated that the plan 

of action of each employee determined their addictive behaviours. From their discussions, it can 

be concluded that new employees are not always aware of the IS countermeasures guidelines; 

for those employees, it cannot be said that their addictive behaviours are not associated with 

their risky cybersecurity behaviour practices. However, from the perspective of a senior 

employee, it can be said that the risky cybersecurity behaviour practices and addictive 

behaviours of the employees are strongly associated with each other. Hence, on the basis of 

hypothesis testing and the scholars’ discussions, it was understood that users’ addictive 

behaviours are positively related to the risky cybersecurity behaviour practices.  

8.7.4 Hypothesis 4: Attitudes towards cybersecurity countermeasures are positively related 

to the users’ addictive behaviours. 

The results obtained from the survey which was conducted on 124 samples indicated 

that attitudes towards cybersecurity countermeasures are positive related to the users’ addictive 

behaviours in the public organisations. The independent variable of this hypothesis is the 

attitudes towards cybersecurity countermeasures, whereas the users’ addictive behaviours are 

the dependent variable. The independent variable of this hypothesis is able to predict 7.6% 

variability of the users’ addictive behaviours. The hypothesis test is also very useful as it 

provided a detailed description of the relationship among the two variables, and based on the 

analysis it can be said that the two parts of the hypothesis are very influential on each other 

(0.365). The statistical significance of this hypothesis testing (0.002) helps in understanding that 

attitudes towards cybersecurity countermeasures are positively related to the addictive 
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behaviours of users working in the public organisations. Attitudes towards cybersecurity 

countermeasures are positively related to the users’ addictive behaviours as p=0.002. The results 

of this data analysis are also in agreement with the discussions of Cheng, Zhai and Smyth (2014), 

who stated that addictive behaviours of users working in public organisations are influenced by 

external factors such as job satisfaction ad workplace motivation. The researchers stated that 

each of these factors is greatly responsible for the attitudes towards cybersecurity 

countermeasures which are adopted by the organisations to address the security threats. 

Supporting the above discussion, Siponen et al. (2014) helped in understanding that workforces 

must not perform any illegal activity. The article helped the readers of this thesis to understand 

that employees must be able to understand where they are going wrong, as it can help them to 

create the positive attitude required to understand the usefulness of the IS countermeasures. 

Hence, it was determined that attitudes towards cybersecurity countermeasures are positively 

associated with the addictive behaviours of the users working across the UAE’s public 

organisations.  

8.7.5 Hypothesis 5: Users’ addictive behaviours are positively mediating between the risky 

cybersecurity behaviour practices and information security countermeasures. 

Based on the data obtained from the survey respondents, it was understood that users’ 

addictive behaviours are positively mediating between IS countermeasures and risky 

cybersecurity behaviour practices. The results obtained from analysing this data show a 

supporting relation with this hypothesis. The mediator of this hypothesis is the addictive 

behaviours of the users working in the UAE’s public organisations. Based on the discussions, it 

can be said that the impact of the users’ addictive behaviours is 0.393, whereas the impact on 

the IS countermeasures is found to be 0. 063.The study also helps in understanding that 
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employees’ attitude towards IS countermeasures can predict 30.8% of the dependent variable of 

this hypothesis. Cheng, Zhai and Smyth (2014) said that users’ addictive behaviours such as 

impulsivity, premeditation and urgency are very beneficial for the improvement of workplace 

behaviours. The researchers stated that the employees’ addictive behaviours are very significant 

to understand the information security countermeasures and the risky cybersecurity behaviour 

practices of the employees can play a key role in their IS practices. On the other hand, Mishra 

et al. (2014) critically evaluated the role of users’ addictive behaviours in both IS 

countermeasures and risky cybersecurity behaviour practices, as they suggested that personal 

innovativeness such as security awareness, self-efficacy and attitude towards cybersecurity can 

be useful to address the security threats. Thus, it can be stated that users’ addictive behaviours 

are positively mediating between risky cybersecurity behaviour practices and the IS 

countermeasures.  

8.7.6 Hypothesis 6: Security awareness countermeasures are positively related to the users’ 

addictive behaviours. 

The results obtained from analysing the data collected from the 124 respondents 

indicated that the security awareness countermeasures are positively related to the users’ 

addictive behaviours. The dependent variable of this hypothesis is the addictive behaviours of 

users working across the UAE’s public organisations and the independent variable of this 

hypothesis is the security awareness countermeasures. Based on the calculations, it can be 

concluded that 7.6% variability of the independent variable of this hypothesis can be predicted 

by the dependent variable of the hypothesis, which is the users’ addictive behaviours. It can be 

determined that the users’ security awareness countermeasures have the highest impact on the 

users’ addictive behaviours across the UAE’s public organisations. It can also be concluded that 
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the security awareness countermeasures are positively related to the users’ addictive behaviours 

as p=0.002.  

From the calculations, it can be understood that the security awareness countermeasures 

of the users in the public organisations have a huge influence on the users’ addictive behaviours 

(0.365). The results of this data analysis are in agreement with the discussions of Sheeran and 

Rivis (2017), who stated that employee attitude depends upon factors such as exposure and 

social upbringing. The investigators of this journal article stated that there are numerous factors 

which might influence the security awareness countermeasures, such as the administrative 

countermeasures, managerial countermeasures and support countermeasures. Supporting the 

above discussion, Safa et al. (2015) also helped in highlighting that employees must understand 

the impact of the security risks before working with the organisation and that can be done by 

informing them of the security awareness countermeasures. Hence, it can be concluded that the 

security awareness countermeasures of public organisations are related to the users’ addictive 

behaviours. 

 

8.8 Research Limitations 

There are different research limitations which affect the structure of this examination to 

consider alongside the nature of the investigation. As indicated by Clark and Creswell (2014), 

an exploratory work is restricted to a few research limitations which are normal. The following 

are the thesis limitations: 

Time constraint: the scheduled time to perform this particular research study along with 

examining the mediating effect of the users’ addictive behaviours on the relationships between 
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information security countermeasures and risky cybersecurity practices was limited. Because of 

the research limitations, the researcher was required to conduct a cross-sectional study. This 

particular study was limited in conducting a detailed analysis along with evaluating the hidden 

details of the selected topic. Because of the time limitation, the researcher conducted this 

research study based on the UAE’s public organisations only and the research study is mainly 

based on primary data. The researcher tried to end the research study within the scheduled time 

so that there was no such possibility of any deadline being missed or any kind of delays in the 

project.  

Data reliability: the data were collected from the employees of public organisations in 

the UAE in the form of an online questionnaire administered through use of a survey. To lead 

the information for this examination. Each piece of data is to be kept in a confidential place so 

that no unauthorised person can access it. Therefore, each piece of data is kept on a password-

protected database system.  

Budget limitations: spending on this research study was constrained, which led to the 

confined extent of this examination. In the tight research spending plan, the researcher was 

restricted to an investigation into the UAE’s public organisations just to investigate the human 

behaviour risks in information security countermeasures. The researcher likewise limited the 

investigations’ budget to meet the university requirements. 
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8.9 Future Research Recommendations 

Business conditions of the public organisations change constantly; at the same time, the 

needs and expectations of the employees also change. The recommendations for future research 

are as follows: 

o The data obtained for this research were collected in a short time span; hence, it can be 

said that collection of data over years can provide more insights into the opinions 

collected from the employees of public organisations in the UAE.  

o Employee behaviour can be studied over a longer period of time using a longitudinal 

study. Repeated observations from the same variables which were considered in this 

thesis can help to identify more useful and relevant information about the behaviour of 

the employees towards IS countermeasures. 

Personal interview as the data collection procedure can also help to classify the factors 

which have a direct influence on employee behaviour. Detailed information on personal feelings 

can be obtained from this data collection procedure. 

The list of recommendations considering all the factors which have an influence on the 

behaviour of the workforces of the UAE’s public organisations are as follows: 

o Based on the study, it was found that security awareness countermeasures are positively 

related to the users’ addictive behaviours. Hence, it can be recommended that the UAE’s 

public organisations must be looking forward to maintain and adjust their methods of 

awareness and professional work culture, as this would help to enhance the positive 

addictive behaviour of the employees towards IS.  
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o The study indicated that security awareness countermeasures are directly related to the 

risky cybersecurity behaviours. Hence, it can be recommended that the UAE’s public 

organisations must maintain a good organisational awareness such as open 

communication. Open-ended communications can be very beneficial for the employees 

to understand the significance of the IS countermeasures. At the same time, discussion 

about the business’s values can also be very useful to enable employees to develop a 

positive attitude as far as IS countermeasures are concerned. This can help in enforcing 

security in the organisation.  

o Based on the study, it was found that attitudes towards cybersecurity countermeasures 

are positively related to the risky cybersecurity behaviours. Hence, it can be 

recommended that the UAE’s public organisations must aim to have an influence over 

their employees’ intentions.  

o The study helped in understanding that IS countermeasures are positively related to the 

users’ addictive behaviours. Hence, it can be recommended that public organisations 

must be stating the significance of IS countermeasures in the first place. Technology-

based training sessions can be provided to the employees of these organisations as this 

would help them to understand the significance of IS countermeasures and enhance their 

addictive behaviours.   

o Based on the study, it was understood that the behavioural practices are positively related 

to the IS countermeasures. Hence, it can be recommended that public organisations in 

the UAE must monitor the behavioural practices of their employees on a regular basis. 

A behavioural analytics tool is strongly recommended for the organisations as it will 

help them help to reveal the actions taken by their employees.  
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o Based on the study, it was found that the addictive behaviours of the employees are 

positively related to their risky behavioural practices towards IS. Hence, it can be 

recommended that the UAE’s public organisations must aim to educating the employees 

on addictive behaviours that can put the security of information at risk.  

When all these recommendations are carried out accordingly, the organisations are less 

likely to experience information security threats from both within and outside. 
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